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Foreword

On May 6, 2019, Facebook took down a small network of fake accounts emanating from Russia
that shared a range of false, polarizing and divisive content, including attacks on immigrants.

There were only 16 accounts, and their posts had little impact, but they were the tip of a much
larger iceberg.

Starting from the accounts that Facebook took d
Research Lab (DFRLab) uncovered a largescale influence operation that spanned nine

languages, over 30 social networks and blogging platforms, and scores of fake user profiles

and identities. Linguistic and contextual clues
was run from Russia. The scale of he operation, its tradecraft, and its obsession with secrecy,

indicate that it was run by a persistent, sophisticated, and well-resourced organization,

possibly an intelligence agency.

The operation was ambitious, although its reach was small. exploited the vulnerabilities of

online forums to plant and amplify forgeries, fake stories, and divisive content. Its activity on

Facebook and Twitter i the social networks at the center of public scrutiny over their abuse
by disinformation campaigns 1 paled beside its useof online platform s such as Medium,
Reddit, the German homment.com, the Spanish globedia.com, and San Franciscebased site
indybay.org to seed its toxic content.

Such platforms, with their minimal or nonexistent user transparency requirements, represent
the soft underbelly of the internet . It remains disturbingly simple for malicious actors to create
false profiles on these platforms and use them as a launch pad for disinformation.

Fortunately, almost none oftheoperat i onés stories gained traction.
were mocked by forum users as soon as they were posted, in a welcome sign of public
awareness of the dangers of disinformation. Nevertheless, one particularly vicious fake

targeting immigrants in Germany achieved significant pick -up.

As this report went to press, the operation was still ongoing.

Open sources cannot attribute this operation to a particular Russian actor with high
confidence, although the approach and tradecraft resemble an operation by an intelligence
service. The largest volume of digital evidence rests in the servers of theplatforms that the
operation weaponized so easilyi above all, Medium i and, beyond the platforms, in the email
services that were used to create false personas.

It is time to expand the conversation around online influence operations to include more
platforms than Facebook, Twitter, and YouTube. Other popular platforms are also repositories
of crucial information. This report underlines the importance of bringing them into the
conversation, to make it harder for malicious actors to abuse their platforms and easier for the
forums to expose the operations that are already there.

This report was made possible byan information -sharing partnership between the DFRLab
and Facebook. The partnership is part of a broader initiative to provide independent and
credible research about the role of social media inopen, vigorous, and well-informed debate,
as well as democracy more generallyT h e DF RL a b § kowaver, sxpamded viell beyond
the account names provided by Facebook shortly before their takedown All the posts made by
the assets and cited in this report were public. All findings on other platforms are the result of
the DFRLabés own investigation.
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On May 6, 2019, Facebookannouncedt hat it had taken down Q16
and one I nstagram account as part offlhose s mal |l
assetss hared content that -pddyintbrests, siRhuas srificiigs f or e
the United States over Venezuela, commenting on political changes in Armenia, and

attacking Ukraine.

As part of its information -sharing partnership with the DFRLab, Facebook shared the
names of the suspect accounts shortly before they were taken down. Working outwards
from those accounts, the DFRLab identified a much larger operation that ran across
many platforms, languages, and subjects but consistently used the same apprach and
concealment techniques.

The operation was strongly reminiscent of the Soviet-e r &perfation Infektion 6 t ha't
accused the United States of creating the AIDS virus. That operation planted thefake

story in distant media before amplifying it through Soviet channels: it ultimately

spread through genuine news media around the world and was often reported as fact.

The latest operationi whi ch t he DFRL &becondaays nd e ki esell aid
similar technique by planting false stories on the far reaches of the internet before
amplifying them with Facebook accounts run from Russia.

The operationdés goal appears to have been to
countries. Some of itsstories were calculated to inflame tensions between NATO allies,

especially Germany and the United States as well asBritain and the United States.

Others appeared designed to stoke racial, religious, or political hatred, especially in

Northern Ireland. F ew posts gained traction, but one anti-immigrant story penetrated

the German far right and continues to circulate online. It appears likely that the
Russian operation fabricated the entire stor


https://newsroom.fb.com/news/2019/05/more-cib-from-russia/
https://www.youtube.com/watch?v=tR_6dibpDfo

was a particularly disturbing case of weaponized hatred stemming from a foreign
operation.

Operated from Russia

While the DFRLab doesnotr ecei ve access to Facebookds bac
l inguistic points helped to corroboramte Fac
source.

Many of t he operationods stories focused o]
nei ghborhood and interpreted them from th
attacked Ukraine and its pro-Western government. Others focused on Kremlin allies

such as Venezuela and Syria, whilestill others took aim at political events in
neighboring countries such as Armenia and Azerbaijan.
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Facebook posts by the operation on Ukraine (left), Venezuela (center), and Armenia (right). (Source: Facebook)

One particularly striking story, based on an apparently forged letter, made the
remarkable claim that the European Commission had asked a Europeaneducational
group focused on the crimes of totalitarianism not to award a prize to Russian anti-

corrupti on <campaigner Al ex el Naval ny, calling
explicitly right -wi ng vi ews. 0 The Il etter proposed nom
instead.

The operationd sontent repeatedly featured language errors characteristic of Russian
speakers, such as uncertainty over the use ofthe and a and of the genitive case
incorrect word order, and verbatim translations of Russian idioms into non -idiomatic

English. For example:

ACurrent situation 1 s | eopagadstthereggne our |
of usurper Maduro. o


http://archive.is/vWdUl
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https://www.memoryandconscience.eu/about-the-platfor/about-the-platform/

AWhy the Democrats collude with Ukraine?o
AAs the saying runs, there is a shard of
These factors support Facebookds assessment
Far More Than Facebook
The operation reached far beyond Facebook: it also focused on internet platforms
around the world. Medium was a particularly frequent target, as were the online
forums homment.com (based in Berlin) and indybay.org (based in San Francisco).
The operation posted articles in at least six languages, including English, German,
Spanish, French, Russian, and Ukrainian. It also referenced documents in Arabic,
Polish, and Swedish that it probably forged itself. The assets also posted articles about
Armenia, Azerbaijan, the European Union, Germany, Ireland, Poland, Ukraine, the
United States, and Venezuela.

The following graphic lists a selection of the platforms the operation is known to have
used, and the languages deployed on each one.

English Russian German French Spanish (U ETET

Facebook —— e
1

Twitter

Medium

Reddit

indybay.org
homment.com
change.org
meinbezirk.at
mein-suedhessen.de
globedia.com
mediavida.com
beforeitsnews.com
Livejournal
cont.ws
jeuxvideo.com

Some of the forums and platforms where the operation posted content, and the languages it used on each one.
Many more platforms were also targeted. (Source: @benimmo/DFRLab)
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The use of so many online forums indicates a key online vulnerability: the ease with

which throwaway accounts can be created and used to post false content. It also
underscores the size and scope of the operation: it would have taken significant

resources to craft content in so many languages.

The Tradecraft

The operators used consistent tradecraft. They would create an account on an online
platform and use it to post a false story, often incorporating forged documents. A
second set of fake accounts would post expanded versions of the same story in multiple
languages, using the original posts as their source.
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Spreading the disease: flowchart showing how the operation seeded an antiUK narrative based on a forged tweet,
and amplified it on different platforms, in this case funnyjunk.com , developpez.net, homment.com, and
ozpolitic.com . In this case, the fake was later reported on as genuine by the German service oKremlin
broadcaster RT; it is unclear whether RT did this knowingly. (Source: @benimmo/ DFRLab)

In the third step, additional fake social media accounts amplified the false stories and
tried to bring them to the attention of the mainstream media.

This approach resembled the conduct of Operation Infektion. The main difference
between the two operations is that Operation Infektion focused on a single story, while
SecondaryInfektion spread many stories.

High OPSEC
The operation stood out for its attention to operational security (OPSEC): efforts made

to keep its activity covert. Most of its posts were made byl b u r aceaunis that were
created the same day, posted the one article, and were never used again.
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Many of the accounts did not even provide a profile picture, while a few took their
images from online sources. This asset on Mediumrepurposed a photo of celebrity
musician Adam Levine:

Medium

www.justjared.com/photo-gallery/3320267/adam-levine-maroon-five-soundcheck-03/

v

Salih Demirkan

Adam Levine Rocks Two Very Different
Patterns Before Last NYC Show

« PREVIOUS

Profile

Latest
m Salih Demirkan
Pro-Kurdish opposition in Turkey lost support of
the EU
On 24 June, 2018, early presidential and parliamentary ele ns were held in
Turkey. Recep Tayyip Erdogan tried to establish a presidential system in the

country as soon as possible, so he did not wait for the next elections. .

Left, the ASali h Demirkano profile page on Medi um. Ri ght
justjared.com, March 6, 2015. (Source:Medium/ archive, left; JustJared/ archive, right)

Paradoxically, this approach became one of
clues. Repeatedly, the DFRLabbés investigatio
other clues, were posted by accounts that had been created the same day, used once,

and abandoned.

This approach is suggestive of intelligence operators whose mission is to carry out their
work undetected, without creating a discernible community; in contrast, it is
uncharacteristic of social media influencers and marketing experts, whose job is to
garner as much attention for their work as possible and build as large a community as
possible.
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https://medium.com/@demirkan_46562
http://archive.is/dhqi8
http://www.justjared.com/photo-gallery/3320267/adam-levine-maroon-five-soundcheck-03/
http://archive.is/An5BA

Impersonation and Infiltration

On several occasions, the operation impersonated real individuals who were politically
active in their home countries. At least twice, the operation published screenshots of
tweets that it attributed to leading political figures : then-Defense Secretary Gavin
Williamson in the United Kingdom and Senator Marco Rubio in the United States.
Open-source evidence indicated that bah screenshots were photoshopped in an
apparent attempt to stoke tensions between the United States and United Kingdom as
well as within the United Kingdom.

Gavin Williamson MP @
ki A component of the nerve agent used to poison Mr. #Skripal was allegedly

delivered to #Salist by people suspected of ties with the so-called Real Irish

a Marco Rubio @ m _

British GCHQ that spied on
@realDonaldTrump in 2016 is back in the
game. Now they intend to use #DeepFakes to
support Democrats during midterm elections.
No one - especially our closest ally — has the
right to threaten our democracy & national
security.

Republican Army.

Spy poisoning: Novichok inventor says hundreds could be at risk ...
The scientist who helped develop the nerve agent used to poison Sergel

16 102 Like ° ’a v ’ o ‘,‘ ey 0 Skripal says it is designed to cause "irreparable” damage

102 )

Cheat tweets: the posts attributed to Rubio (left) and Williamson (right). (Source: ozpolitic.com/ archive, left;
medium/ archive, right)

Meanwhile, two Facebook accounts impersonated citizens d the United Kingdom and
one impersonated an EU citizen. All were associated with parliamentary work.

In each case, the impersonation account copied its profile picture, banner, and

Aper sonal 0 posts (such as commental opesponbs
profile. To protect the privacy of the real individuals involved, the DFRLab will not

share any identifying details.

As an example of these operationso tradecraf
affiliated wi t h the British Labour Party in West mi
posts, this account shared content from the Labour Party and its leader, Jeremy

Corbyn. This appears to have been an attempt to establish a credible identity for the
impersonation account.
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Ive t In gs Today's awards are a fitting tribute for the courage these people
go u need showed during the London Bridge attacks.

When faced with violence and terror, their instinct was to protect

to know those around them. Some gave their lives. We thank and remember

them.

about

new Brexit
Secretary

The Labour Party v Like Page

July 19,2018 - @ BBC.COM

It's Dominic Raab's first day on the job - but let's remember how he got here Bravery awards for London Bridge heroes

Here are 5 things you need to know about the man in charge of Brexit Eight people who helped others during the terror attack are among...
oY Like (D comment /> Share [b Like D Comment (,{) Share

Posts by the impersonation account on July 23, 2018, sharing posts from the Labour Party (left) and Jeremy
Corbyn (right). (Source: Facebook)

Each of these impersonation accounts shared one story that the operation created. In
each case, the story was based on a forgery, and the Facebook account was an early
amplifier. Open -source evidence cannot determine whether the sole purpose of these
unusually detailed fakes was to plant false stories or whether they were also intended
to attract genuine followers for other purposes, such as entrapment or espionage.

High Drama, Low Impact

Many of the stories presented dramatic and emotional claims, apparently calculated
to generate viral sentiment among conspiracy-minded communities. The most
outstanding of these was an allegation in August 2018 that Spanish intelligence had
uncovered a plot by opponents of Brexit to assassinate leading Brexiteeri and now
the favorite to become the Uni Boesdlohdsomgd o mo s

1C
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Meme apparently created by the Russian operation, and known to have been amplified by it, pointing to an article
planted by the operation. (Source: funnyjunk.com / archive)
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Despite such sensational content, or perhaps because of it, almost none of the
operationds stories had significant tractio
measures that made it impossible for individual accounts to build a following.

Content Analyzer

Irak. Syrien. Venezuela? Die USA planen chemische Attacke _— ° ° ° o o
o 52
meinbezirk at .

Content Analyzer

Search  Analysis

Sortby  Total Engagements

Irak. Siria. ;Venezuela? EEUU prepara un ataque quimico ° ° ° o °
i 1 B4
globedia com

A BuzzSumoscan of a story planted by the operation in English, German, and Spanish, showing the lack of
substantial engagement. The English piece scored no hits, the German piece was shared 52 times across major
platforms, and the Spanish version was shared 84 times, mostly on Facebook. (Source:@etobuziashvili/DFRLab
via BuzzSumo)

The Facebook accounts seldom scored any reactions. Typical articles gathered a few
dozen or a few hundred views, although sane outliers recorded several thousands.
Few comments were appended to any story, and those were usually negative.

The one exception was a virulently racist story the operation planted in German that

was picked up by a local anttrimmigrant news source. This outlet incorporated the fake
content into a longer article that was shared over 3,500 times on social media.

12


https://twitter.com/etobuziashvili

The Case Studies

This report presents seven case studies of personas and stories that the Russian operation

used. Each one reveals an aspect of the operatio

Fantasy Assassins descri bes the operationds mostshaudaci
prime ministerial favorite Boris Johnson and U.S. Senator Marco Rubio.

Fanning Irish Flames describes how the operation forged communications from a British
minister , a Northern Irish political leader , and an Islamic online forum, to spread divisive
content in the United Kingdom and Ireland.

The Blue Man and the Mole anal yzes t he o planguadeicantert throughu s si an
its oldest and most prolific persona, whose activity can be traced back to the Ukrainian crisis
of 2014.

The Dark Lady Sings  analyzes an online persona that the operation used repeatedly to post

content on a range of issues of i mportance to R
Venezuela.
Target Germany and Immigrants assessesone as pect of the operatio

Germany, analyzing its most successful fake, an attack on Muslim immigrants.

EUElectons anal yzes t happaceneffors to providetise European far right with
political ammunition around the 2019 European Parliament elections.

Venom in Venezuela  analyzes an attempt to accuse the United States of planning a

chemical-weapons attack in Venezuela and how the operation planted the story in Spanish,
English, and German.

13
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On a few occasions, the Russian operation posted stories that appeared designed to

t hneinded/entetndgl sisermdlsese storien s pi r a
were remarkable for their use of high-profile conservative figures & British prime

minister ial candidate Boris Johnson and U.S. Senator Marco Rubio (R-FL)d to give

the stories star quality.

The articles failed to catch on. Nonetheless, they constituted an attempt to seed false
stories among a conservative and conspiracyleaning demographic that has shown
itself vulnerable to false stories in the past. As suchthese examplesdeserve attention.

One outstanding fake story surfaced on August 1, 2018. It began with a post to online
repository funnyjunk.com by an account that was created that day, posted one meme,
and became inactive immediately.

8/01/2018
8/01/2018

194 total, 194, 0 ¥

38.98% (23/59)
Level 0 Content: Untouched account — Level 1 Content: New Here

7.27% (4/55)

V.
Level 0 Comments: Untouched account — Level 1 Comments: New Here

0
0

What people say about ellisonredfall

fellisonredfall.
page uses the Ameitan dating convention for August 1, 2018. (Source:funnyjunk.com / archive)

14

yell ow box:



https://www.buzzfeednews.com/article/craigsilverman/how-macedonia-became-a-global-hub-for-pro-trump-misinfo
https://www.buzzfeednews.com/article/craigsilverman/how-macedonia-became-a-global-hub-for-pro-trump-misinfo
http://archive.is/FI9Uk
https://funnyjunk.com/user/ellisonredfall
http://archive.is/EwfCU

The meme showed an apparent tweet by Rubioobaccusing the United
intelligence-gathering agency, the Government Communications Headquarters
(GCHQ), of planning to Ause #DeepFakes to su
midterm elections. It coupled it with a popular meme f r om <chi |l dr ends C
Spongebob Squarepants.

Marco Rubio @ m =
@marcorubio

British GCHQ that spied on
@realDonaldTrump in 2016 is back in the
game. Now they intend to use #DeepFakes to
support Democrats during midterm elections.
No one — especially our closest ally — has the
right to threaten our democracy & national
security.

2 AN 30 Jul 2018
O AVI - DU JUI LVLIO

16 Retweets 102 Likes

P09 0059

Q 15 T 16 Q 102 4

"how many times do we have
to teach you this lesson old
man?"

The meme.
(Source: funnyjunk.com / archive)

15
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The DFRLab conducted atimed searcho f Rubi o06s T,andof Gegle fem c ount
July 28, 2018, to August 2, 2018. No such tweet exists, although ironically, a separate
tweet on July 30 referenced the danger of deep fakes, especially from RussiaThere is
also no record of the alleged tweet in the Politwoops archive of tweets deleted by

Rubio. It is likely that the Russian operation photoshopped the tweet to make it suit
the chosen narrative, and drive a wedge between U.S. conservatives and the United

Kingdom.

On August 2, 2018, a Facebook account thathas been confirmed as being part of the
Russian operation amplified the Funnyjunk meme, posting it to three separate groups.
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Pushingthestory:t he operati onds Facebook shares. (Source:

The story picked up more speed on August 3, with the simultaneous posting of an
English-language article to the websites homment.com (Berlin), indybay.org (San

Francisco), cssforum.com.pk (Pakistan), and ozpolitic.com (Australia).

The briefarti cl e i ncluded an i mage of the Atweet

cl ai m, arguing the British government woul d

explanation of their actionso than
English, characteristic of this operation:
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https://twitter.com/search?f=tweets&vertical=default&q=from%3Amarcorubio%20since%3A2018-07-28%20until%3A2018-08-02&src=typd
http://archive.is/1iT9i
http://archive.is/ZYw3I
https://www.google.com/search?q=marco+rubio+GCHQ+democrats&source=lnt&tbs=cdr%3A1%2Ccd_min%3A7%2F28%2F2018%2Ccd_max%3A8%2F2%2F2018&tbm=
http://archive.is/nAClJ
https://projects.propublica.org/politwoops/user/marcorubio
https://projects.propublica.org/politwoops/user/marcorubio
http://archive.is/GMasS
http://archive.is/ljt6i
http://archive.is/BZ4ho
http://archive.is/a1lMZ

A

items in French and Spanish, and some of the German versions, were diret
translations of the English article.

Go

U.S. Senator Marco Rubio (R-FL) in his Twitter accused British secret services

of intention to use deep fakes to throw mud at Republicans during the 2018
midterm elections to the U.S. Congress due to take place in early Novembe é
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Screenshot of the reverse image search, showing the alleged Rubio tweet in the colored boxes. Lighilue
indicates French forums, black indicates German, orange indicates Spanish, and pink indicates English. The row

of t weets

at

bottom

| eft

ar e

unrel at ed,

&oodle)t he

result

In each case, where author data were available, the articles were posted by accounts
that were created the same day, published one article, and never returnedto the site.
reddit,
globedia.com, all of which the Russian operation used repeatedly. All these indicate
that this story was part of the broader operation.

The

forums

included homment.com,

nexusboard.de,

rankia.com and

karineroquier
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http://archive.is/ivD3O
http://archive.is/S0Nr5
http://py.globedia.com/perfil/francovaz/
http://archive.is/vRfi5
http://archive.is/US7zJ
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http://archive.is/S0Nr5
http://archive.is/C6GZB
http://archive.is/US7zJ
http://archive.is/nlHWO
http://archive.is/9S2O9

box gives the headline, ABritish GCHQ wants to help the
developpez.net archive, left; nexusboard.def archive, right)

Most remarkably, three weeks after the fake appeared online, the Germanlanguage
service of Kremlin broadcaster RT ran a separatearticle on it, alleging that Rubio had
Awarned of British interference in the midte

TheRTarticle wrote that it was fAastoundingo tl
what Moscow and ot hers ar e aRTcnclsdeddthesdne 6 As
screenshot but added that @ARubi o may have b,
the accusation back and not trigger a new diplomatic row between London and

Washington, because the tweet of July 30 is

RT6s injection gave the story a |ittle more
small German-language aggregators. Overall, however, the Rubio claim performed
poorly. The posts gained few reactions and were not picked up by other media.

On June 19, 2019, as a resulbf the DFRLab's research, Rubiotweeted that fithe image

[of a tweet] is a fake,0and called the operation afPutin disinformation campaign. olIn

response, RT appended aneditor's note to its German article, saying that fin a tweet

of June 19, 2019, Senator Rubio disputes that he created the abovetweed. No f ur t her
correction had been posted by the time this article was published.

Kill é Boris?
The Russian operrakta bolned sc Inmaoismi waesmat hat fr adi cz¢
were planning to assassinateBoris Johnson, and that the Spanish intelligence services

had exposed the plot.

The story started on August 8, 2018, while the Rubio narrative was still ongoing. It
began with a post on aSpanish-language Facebook accountrun by the operation.
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http://archive.is/yQKxx
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https://politicnews24.blogspot.com/2018/08/us-senator-marco-rubio-warnt-vor.html
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http://archive.is/7SFm4
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. G

Los oponentos radicales del Brexit preparan

atentado contra Boris Johnson.

See Translation

8 Shares
U:\ Like (J Comment 4> Share
The Facebook post. The commentontheriddt r ead s, ifRadi cal Brexit opponents ar
attempt on Boris Johnson. o (Source: Facebook

The post shared a letter addressed to conservative politician Rafael Merino Lopez,
president of the Spanish parl i anmkersignatere | nt er i
block attributed the letterto one AJosep Borr el Fontenell es
letterhead of the Spanish Foreign Minister. This is the first indicator that it was a
forgery, because the curr ectudlsuBprenissiii Beor ei ¢
not ABorrel .o

The | etter cl aimed that Merino had infor med
Johnson by radical Brexit opponents who want to stop him being nominated prime
m nistero two days earlier, and that Borrell

The letter was a fantastical forgery. Setting aside the fact that it was posted by dake

account and failed to spell the ministeros
To say that Spanish intelligence had better
British did is self -evidently absurd and rendered more unrealistic by the claim that the

Spani sh had no ability to tell their own

intelligence directly about it.

Typical of this operation, a Spanish-language article based on the forged letter was
quick to follow. On August 9, a newly created user account shared it to six different

subreddits; the same day, newly ageated user accounts shared it to Spanishlanguage
forums globedia.com, burbuja.info , and articulo.o rg. None gained traction.

The next phase came on August 13, when an EnglisHanguage translation of the
Spanish article appeared onMedium. |t was posted bigttPateroaccoun
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http://www.congreso.es/portal/page/portal/Congreso/Congreso/Diputados/BusqForm?_piref73_1333155_73_1333154_1333154.next_page=/wc/fichaDiputado?idDiputado=293&idLegislatura=12
http://www.exteriores.gob.es/Portal/en/Ministerio/Ministro/Paginas/Inicio.aspx
http://archive.is/QTNa4
http://archive.is/JqUPu
http://archive.is/NBySg
http://archive.is/8Lwau
http://archive.is/2CgqR
http://archive.is/Gx7Vz

that only published this one article. It appeared to have been written by a fluent, but
non-native, speaker:

i Recent

|y sever al key players in the go
policy re

jection. o

Al f n olavwhp are giill unsatisfied with the results of the referendum of

2016 have a hope for a soft break with the EU or even the complete cancellation

of Brexit, ther eo supsnoncompiomises with dadhnsanayy gi v e
the PM. O

The same day, an accountc al | ed FfApor mat t O -lgnguage article toh e En g
forums including cssforum.com.pk, homment.com, talk-uk.com, talk247.net,
debatepolitics.com, and defendingthetruth.com . Yet again, those sitesthat provided

user information showed that the accounts were created that day, posted the one

article, and never returned.

pormatt m "W
Junior Member
pormatt
ty: Monday, August 13, 2018 User
m o
— Total Posts
ts: 1
Posts Per Day: 0.00
Find all posts by pormatt
Find all threads started by pormatt F- Find latest DOStS
— *" Find latest started threads

ks: 0

i B View Blog Entries
Fingd all thanked posts by pormatt
Find all posts thanked by pormatt

Genersl Informas

vity: Monday, August 13, 2018 Join Date: 08-13-18
i D l:ﬂonday..ﬁug\.lst 13, 2018 Last 08-13-18 04:30 AM
Activity:
Blog 0
- o T - - ‘ 3 Entries:
porm att Avatar:

31 - From UK
[ Last seen: Aug 13,2018 |

Recent Visitors

Joined Messages Likes
Aug 13,2018 1 0 This page has had 105 visits
o . s

Theephemeral |lives of fApormatto on three of the internet f ol
note the creation date and the date of last activity: August 13, 2018. (Sourcecssforum.com.pk/ archive, top left;
defendingthetruth.com / archive, bottom left; debatepolitics.com/ archive, right)

Two days aftert he fApor matto accounts burned and di
Al l Il inoiss, 0 posted a meme b asmejdnkoom. thdne 7/ Ma'l
meme provided a link to a site called able2know.org, but the link was broken by June

2019. Yet again, theuser account was created that day, posted one item, and then

abandoned.
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http://archive.is/7rx0G
http://archive.is/SxyMC
http://archive.is/J11ql
http://archive.is/SOwnS
http://archive.is/BQYBw
http://www.cssforum.com.pk/members/pormatt-203972.html
http://archive.is/c7Ppe
https://defendingthetruth.com/threads/spains-intel-remainers-plan-to-assassinate-boris-johnson.98264/
http://archive.is/BQYBw
https://www.debatepolitics.com/members/pormatt.html
http://archive.is/3zC2g
https://funnyjunk.com/channel/politics/kill+boris/msnzLzf
https://funnyjunk.com/user/illinoiss

|Ihno|:~::1 7;::1 Adjust content blocking
e Queue: Long Trending

Channel: politics

@ Matt Porter

Spain's Intel: Remainers Plan to Assassinate Boris Johnson l‘

https://able2know.org/topic/472546-1 7
random
Favorite

Comment

x| u Favorited: 0
Top Next Comment b Submitted: 08/15/2018

The meme by Al | funnpuk.cens/archivd)Sour ce:
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As with the Rubio fAtweet ,h 0 -lrishFacel®doksascouatn oper
then amplified the Johnson meme by sharing it to a number of meme and politics
groups.
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Shares of the funnyjunk.com meme by the Facebook account run by the Russian operation. (Source: Facebook)

This behavior was entirely typical of the Russian operation. Equally typical was the

|l ack of i mpact for either story. Despite the
because of the operatorsdé6 attempts to hide t
been picked up by anybona fide news outlet.

These stories stand outfor the sheer audacity of their fakes and for the apparent desire

to inflame American conspiracy -minded conservative communities against the United
Kingdom and similar UK -based communities against the Remain camp.
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Case Study 2: Fanning Irish Flames

The Russian operation consistently sought to fan divisions between, and within,
Western countries. That was particularly apparent in its treatment of Ireland,
especially Northern Ireland.

The operation used ostensibly Irish personas on Facebook to post divisive and
inflammatory content. Between March 2018 and April 2019, the operation ran at least
three false stories targeting Ireland and forged documents and social media posts to
support its claims.

Real Minister, Fake Tweet

On March 22, 2018, an account that Facebook identified as belonging to the Russian
operation posted aMedium artic le to at least 15 different news groups.

g _ Politically Incorrect - /pol/
e

Real #IRA assisted Russians in Salisbury Secretary '

of State for #Defence Gavin Williamson reported in =4
his #Twitter that militants of the Real... See More ‘

Real IRA assisted Russians in Salisbury - Edward
McGrew - Medium

g _ Politically Incorrect

Q@
Real #IRA assisted Russians in Salisbury Secretary '

of State for #Defence Gavin Williamson reported in |
his #Twitter that militants of the Real... See More ‘

Real IRA assisted Russians in Salisbury - Edward
McGrew - Medium

° _ Politically Incorrect Memes

Q

Real #IRA assisted Russians in Salisbury Secretary '

of State for #Defence Gavin Williamson reported in =
his #Twitter that militants of the Real... See More ‘
Real IRA assisted Russians in Salisbury - Edward s =
McGrew - Medium

Some of the 15 times the ostensibly Irish account shared the same Medium article to Faceboolgroups. (Source:
Facebook)
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http://archive.is/i0kol

According to the article, then-British Defense Secretary Gavin Williamson tweeted
that the Real Irish Republican Army (Real IRA) terrorist group had helped in the
attempted assassination of former Russian spy Sergei Skripal in Séisbury, England,

two weeks earlier. As fAevidence, 0 the article inserte

but cl ai med that it had been del eted within

believe that the information is sensitive and classified and thus must not be disclosed

to the public until Scotland Yard compl et es
https://medium.com/@edmcgrew/real-ira-assisted-russians-in-salisbury-80c70a7c37ae Q

Real IRA assisted Russians in
Salisbury

@ Edward McGrew

Mar 20, 2018

Secretary of State for Defence Gavin Williamson reported in his Twitter that
militants of the Real Irish Republican Army had transferred a component of
the ‘Novichok’ nerve agent to Salisbury with the view to poison the former
Russian military intelligence colonel Skripal.

Gavin Williamson MP @ v Mar 1 v
1 A component of the nerve agent used to poison Mr. #Skripal was allegedly

delivered to #Salisbury by people suspected of ties with the so-called Real Irish
Republican Army.

Spy poisoning: Novichok inventor says hundreds could be at risk ...

The scientist who helped develop the nerve agent used to poison Sergei
Skripal says it is designed to cause "irreparable” damage

Screenshot of the Medium article, including the alleged tweet. (Source: Medium / archive)

A number of factors expose the alleged it wee
of the United Kingdomés t ®lpweohonnTwiger by high- at t he
profile journalists including Mark Urban (BBC Newsnight), Carole Cadwalladr (The

Guardian ), Stephen Castle(New York Times), Deborah Haynes (then of The Times),

and Elizabeth Piper (Reuters). Yet not one mainstream outlet reported on the alleged

tweet, and a Twitter searchf or A Gavi n Wi | |-limiteddsodviarchi2z®l80 dat e
only showed four results, none relevant. Nor can it be found in the Politwoops archive

of tweets deleted by Williamson over the years.

It is only necessary to look at the online firestorm provoked by U.S. President Donald
Tr umpeéntt weet on t he 0 B ddetedandcorfecteWaftarljust 24
minutes 0 to appreciate that such an explosive tweet by Williamson, if real, would have
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https://medium.com/@edmcgrew/real-ira-assisted-russians-in-salisbury-80c70a7c37ae
http://archive.is/i0kol
https://twitter.com/GavinWilliamson/followers
https://twitter.com/MarkUrban01
https://twitter.com/carolecadwalla
https://twitter.com/_StephenCastle
https://twitter.com/haynesdeborah
https://twitter.com/piperliza
https://twitter.com/search?f=tweets&q=gavin%20williamson%20IRA%20since%3A2018-03-01%20until%3A2018-04-01&src=typd
https://www.politwoops.co.uk/p/conservative/GavinWilliamson
https://www.bbc.co.uk/news/uk-wales-48622001
http://archive.is/w3pG8

provoked at least some online attention. The lack of any mentions confirms that the
alleged tweet never happened.

The second factor is thesource accounton Me di u m. Named AEdward Mc
ever posted the one article. It used an image of British actor and comedian Hugh
Lauri e, in his role as TV medic nADr. House, O

shot account on Medium, with a stolen profile picture, was the standard operating
practice for this Russian operation.

Bl s s
St

Edward McGrew (v v

1 Following

Profile

Thereds a secondargekbafektiBdwandt MeGHewo on Medi um. Ri gh
House, preserved on Pinterest. (Source:Medium / archive, left; Pinterest/ archive, right)

Third, the articleds wuse of English was f1
grammati cal amttiheloe sa nfila & han dp casesas these ines geni t
demonstrate:

I n case the information about the Real | F

poisoning proves true, the law enforcement have to be prepared for the worst

case scenario as terrorists mayhave a complete set of chemical agents necessary

for creating the chemical weapon. Are t|
prepared to provide security for the citizens in such conditions?

The Russian operation often posted its stories to several forums smultaneously, and

this was no exception: account s playauzzcend N Ed w.
and politicsforum.co.uk . On playbuzz.com, theauthor account was created that day,

published the one post, and never posted anything else.

Reverse searching the supposed tweet revealed further versions of the story in
Ukrainian , French (two locations, one deleted), and German (two locations, both
deleted). One of the German locations was meinsuedhesse.de, a site the operation
used several times. Thearticle was deleted by June 14, but the associate@duthor profile
was still visible. Like the Ukrainian and French authors, the German author only
posted this one article.
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http://archive.is/8ps0G
https://medium.com/@edmcgrew
http://archive.is/8ps0G
https://www.pinterest.com/pin/249175791855079645/
http://archive.is/1HAYP
http://archive.is/n3oa5
http://archive.is/kSWAc
https://archive.is/bncL2
http://archive.is/8aZH3
http://archive.is/S2vrx
http://archive.is/MtOi1
https://www.mein-suedhessen.de/ahl/politik/
http://archive.is/nEFBJ
http://archive.is/5La9d

GO qle russian nerve agent attack o

| A o) i) am Eol Bl

Results of a reverse image search of the alleged tweet. Note the forums in Ukrainian (top row, second from left),
French (top row, third from left), and German (bottom row). (Source: Google archive)

An Email That Never Was

The second attempt came five months later in August 2018. This time, it started on

Facebook, when an ostensibly Irish account posted an allegedly leaked email on the
Brexit negotiations.

Re: Draft Brexit addendum . 6

Sent @ July 30, 2018 12:01 PM

From: Arlene Foster arlene.foster@mia.niassembly.gov.uk

DUP's Arlene Foster and EU Chief Negotiator for
Brexit Michel Barnier are conducting behind the
scenes negotiations on the post-Brexit status of
Northern Ireland. | believe the European Union has a
perfect opportunity to foster reunification of Ireland
especially taking into account Theresa May's inability
to hold the process under tight control.

To: Michel Barnier michel.barmier@oc.europa.eu

[Ib Like C] Comment 4> Share

The fiemai | 0 psdudodrishd-acbbpok achoent. (Source: Facebook)
The post claimed that it was sharing an email from Arlene Foster, leader of the

Democratic Unionist Party (DUP, the minority
Conservative government) to Michel Barnier, chief Brexit negotiator from the
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http://archive.is/x63bL

European Union (EU). The alleged emaild presented as a screenshotd claimed that
DUP members had found the EUG6s stance on Bre
received from the UK Cabinet. o

This would have been a poltical bombshell, as the DUP has consistently opposed any
EU-UK deal that would leave Northern Ireland less closely associated with the rest of
the United Kingdom.

But again, aGoogle searcf or t he terms AArl ene Foster Mic
August 1 and August14, 2018, returned no relevant results. Two months later, by

contrast, many British media reported a genuine set of leaks (from British government
sources) that claimedthat Foster had called Barnier fAhost
was preparing for a no-deal Brexit. The alleged email from Foster to Barnier appears

to have been, again, a fake.

Two days after the Facebook post, asingle-use accounton Medi um <cal l ed
Dobsono puoustegdheadl i ned, AAfter Brexit, Nor t
a speci al status in the EU. 0 Based on the f
Aiready to sacrifice its arrangement with the

Ki ngdom o6underi ocnesr6toaiann dc owmadrinted of Abl oody ¢
as a result.

This article was written in largely fluent English but still contained a few apparently
non-native sentences, such as:

APr tmmeni sterdés rigidity can rhédlandginckny s poi |
al so accentuate the growing separatist se

5t

Requesting the restoration borders betwe
is, by far, quite shortsighted for May. o

Characteristically of the Russian operation, the identical article, under the same

byline, was posted the same day toindybay.org, beforeitsnews.com, and, bizarrely,
cssforum.com.pk, a forum for the Civil Service of Pakistan. It was also posted as a
memetolmgur. On each platform, this was the auth
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https://www.independent.co.uk/news/uk/politics/brexit-arlene-foster-no-deal-brexit-dup-barnier-leaked-email-a8583036.html
https://www.express.co.uk/news/politics/1031261/brexit-news-dup-arlene-foster-leaked-emails-theresa-may-no-deal
https://www.theguardian.com/politics/2018/oct/13/leaked-emails-dup-arlene-foster-no-deal-brexit-most-likely-outcome-eu
http://archive.is/OYBs7
http://archive.is/KvelZ
http://archive.is/4HtuX
http://archive.is/9UMyq
http://archive.is/8gFo1
http://archive.is/wyBJk

Bregret

Next Post >

by Roombaaa Aug1

After Brexit, Northern Ireland may
obtain a special status in the EU

What will be Great Britain's farewell to the EU: a hard or a soft one? The fate of the UK deal on
exiting the EU has not been sealed yet. One particularly significant issue relating to Brexit is
the Irish border, or it would be better to say 'the preservation of peace in Northern Ireland'

e Will Dobson

19 Points 1,721 Views

memes poliitcs

Sharedonlmgur: t he same false story, pos tskbotacdount. (8curcec her A Wi | |
Imqur / archive)

Between August 8 and 10, versions appeard in German on homment.com, Reddit,
and Indymedia.org (where the link is now broken), and in Spanish on rankia.com and
four separateReddit threads. All these accounts were created the same day they posted
the article; two subreddits rejected the posts, for that reason.

Once mor e, t he Russi-hish accquet gave theo Imgus posh a8 e u d o
further push, sharing it to a number of political forums.
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The evidence therefore suggestdhat every stage of this storyd an initial Facebook post
channeled through Medium, Reddit, and all the other forums and languages, which
are ultimately posted back to Facebookd was the work of the same operation.

Those Islamist Catholics

The third attemp t came just over a year after the first. On April 22, 2019, an apparently
Ireland -based user posted a sensational claim to ther/ireland subreddit. The post
alleged that the Real IRA had posted an Arabiclanguage invitation to Islamist fighters

to Ajoin the
u/robeharty,

RI RA and
created

29
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https://archive.is/6Hjfn

Mon Apr 22 2019 08:5

4 (@) r/iretand ™~ Posted by u/robenarty 2 month ago

1 ; " "
" IRA enlists Muslim militants!

GMT+0100 (British Summer Time)

()
This is in no way an oxymoron! Indeed, a headhunter of the Real Irish Republican Army

published on one of the Islamic discussion boards a message, offering Muslim extremists \
from a number of world's hotspots to join the RIRA and fight on the Irish soil. u/robeharty
Karma Cake day
1 & April 22, 2019

https://i.redd.it/Ihjpjj6furt21.jpg

MORE OPTIONS

My Muslim brothers!

TROPHY CASE (1)

B Comment # Share [§ Save - g Verified Email

Screenshot of u/robeharty showing the date of its only post (upper red box) and the date the user account was
cr e atCaekdd & yi, 0-hand redlbdx). (Source: u/robeharty / archive)

The Reddit post claimed to have found the invitation on an Arabic discussion forum
largely devoted to religious texts and Islamic scholarship. It said that the call was

Apubli shed on one of the I slamic discussion
only a screenshot.
@ reddit (@) vireland v Q search r/ireland ~» [
4 Posted by u/robeharty 1 month ago
1 IRA enlists Muslim militants!
This is in no way an oxymoron! Indeed, a headhunter of the Real Irish Republican Army published on one of the Islamic
discussion boards a message, offering Muslim extremists from a number of world's hotspots to join the RIRA and fight on
the Irish soil.
Lol g
Wl L ) 9 b 0y o 1 ik gy oy Dy Sl ) 1D ) 84D p o i S0 5 5 i 3 i b it S 3 il
by M i o i S L iy D T i o s S 3Py W o3 Sty 10 2300 58 3 o e Sy T g ol g b i oy o e ) L 3 St i 0 o o
S e o ) 5 etpe ww facobook com groups 169373656 4045114 Prafnbe_rv) st ) sy SN lhntind i = oY a0 i Bpd iy e S o Sl D kD U Sy syt b o el s
Sl 6 Yy o b D S 10 i S
(==
S
My Muslim brothers!
Acting on behalf of the Real Irish Republican Army I want to offer the most experienced mujahideen among you who fought in
Afghanistan, Iraq, Lybia, Syria and other countries a well-paid job in Ireland.
Screenshot of the Reddit post showing the text with the re:

box) and the alleged screenshot (lower box). (Sourcer/ireland / archive)
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https://www.reddit.com/user/robeharty/
http://archive.is/LkNij
https://www.reddit.com/r/ireland/comments/bfzfbb/ira_enlists_muslim_militants/
http://archive.is/6Hjfn

The English syntax in the Reddit post was distinctly non-native:
ATo join the RIRA and fight on the I rish

AA headhunter of t he Real Il ri sh Republ ic
slamic discussion boards a message. 0

AMusl im extremists from a number of worl d
The DFRLab identified the discussion board from which the Arabic -language post was
allegedly taken but found no trace of the alleged post. This suggests that it was either
a planted post that was later deleted or a doctored screenshot.

The Reddit article only received one vote and no comments. The following day,

however, a user account on Medium c¢ a | Willewh Cduchd posted a | onger
headlined AFoll owing Brexit is a new fight f
the Reddit article as its souontyeverposteckore u/ r ob
article.

https://medium.com/@couchwil/following-brexit-is-a-new-fight-for-united-ireland-3d83f8557646

Following Brexit is a new fight for
United Ireland

@) William Couch
Apr 23

ubli

@ 3 min read

R In 2016 on a public vote Great Britain made a historical decision to leave the
] European Union. Not everyone in the United Kingdom accepted the results
B with optimism, and against the odds Theresa May on March 29, 2017 sent a

letter to the President of the European Council Donald Tusk to notify him of
the UK’s intention to leave the EU. According to the Treaty of Lisbon Great
Britain was to leave the union two years after the notification, that is on
March 29, 2019 and that, as we already know, has not happened. The British
politicians still cannot reach a decision on the Withdrawal Agreement and
that encourages separatist sentiments within the Kingdom and attracts huge
numbers of international extremists.

A headhunter of the Real Irish Republican Army published on one of the
Islamic discussion boards a message offering Muslim extremists from a
number of world’s hotspots to join the RIRA and fight on the Irish land.
https://www.reddit.com/r/ireland/comments/bfzfbb/ira_enlists_muslim_m
ilitants/
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http://archive.is/iQ44c

The post by #AWi Il liam Couch. 0 Note the verbatim quote from
the screenshot from the Reddit article (lower box). (Source: Medium / archive)

Also like the u/robeharty post, this post contained language errors:
Al n Bl G ubl ic voteéo
AThe RIRA never abandoned the idea of mi
independenceofuni t ed I rel and. 0
ACoul d it really be true that RI RA agre
radical s?0

The same day, April 23, t he-IrRuFacghoekmccaumpter at i o

shared a link to the Reddit article.

_is ¥ feeling worried. e

April 23 at 1:22 AM - §
IRA enlists Muslim militants!

These are the achievements of David Cameron and Theresa May: a
headhunter of the Real Irish Republican Army published on one of the Islamic
discussion boards a message, offering Muslim extremists from a number of
world'’s hotspots to join the RIRA and fight on the Irish soil.
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IRA enlists Muslim militants!

Posted in r/ireland by u/robeharty « 1 point and 0 comments

The share of the Reddit post by the Facebook account from Russia. (Source: Facebook)
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https://medium.com/@couchwil/following-brexit-is-a-new-fight-for-united-ireland-3d83f8557646
http://archive.is/le79W

A Google search for the Reddit link embedded in the Medium article revealed that the

exact article was posted to two other forums on April 23: homment.com and
beforeitsnews.com. Both were attributed to fAwel |l couc
userdés only post

The search also returned a Spanish version of the article, posted to five separate
forums on April 24: r/espanol, r/spain, foroexplayate.com, globedia.com, and
mediavida.com. Each one was posted by ai auzs,edr carcecaotue
the same day, which used a picture of the ba

Ultimos posts Firmas 1 Dosde 204

Antonio Diaz

u/AntonioDiazz

Posicion en el Usuarios
Ranking 2 2 7 seguidores O

B |
ici RSS Veces compartidas 0
FOLLOW ;‘aus no?::a: 5
Aiadir a mis favoritos isitas ublicadas] Puntos
’ ’ 3.980 50 0 0 0

Profile pages for u/AntonioDiazz on Reddit, Anto nioDiaz on mediavida.com, and Antoniodiaz on globedia.com.
Note the identical profile images in the yellow boxes. Each account was created on April 24; the screenshots were
taken on May 22. The globedia.com and mediavida.com accounts only posted once, whi¢ the Reddit account
posted the same article to two subreddits. (Source:Reddit, left; mediavida.com, top right; globedia.com,
bottom right)

Karma Cake day

Y 2 o A 1 9
3 & April 24, 2019

MORE OPTIONS

A further version was posted in French on April 25.
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http://archive.is/PCNhG%5d
http://archive.is/6UPBu
http://archive.is/VPFaY
http://archive.is/2FjUK
http://archive.is/kHiaT
http://archive.is/ZeBOj
http://archive.is/s2Agr
http://archive.is/BLyhM
http://archive.is/xAUe0
http://archive.is/6CbKB
http://archive.is/r1l79

Case Study 3: The Blue Man and the Mole

The Russian operationbés ol dest a n-knguages t pr o
account whose profile picture was a blue-shaded picture of Russian anti-corruption

campaigner Alexei Navalny. Facebook identified the account on its platform as part of

the operation and took it offline.

Unl i ke al most all of t h eBlueMaenparsonapostedeartyt her a
and often. On Facebook, its profile picture and first posts were uploaded on March 10,

2015, indicating the likely creation date. A Livejournal account using the same name

and profile picture began posting even earlier, in January 2014.

An analysis of this account shows how long the operation lasted, how consistently it
amplified Russian geopolitical narratives
language sections worked together, once they were launched. The Russiafanguage
operation was not a separate effort: it led to all the rest.

~Crckctine, pECSTA!
CAMOE CTRawHoE
no34gum

©

Birth of an icon: screenshot of the day that the Blue Man Facebook account posted its profile picture, March 10,
2015. (Source: Facebook)
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This persona worked across platforms. Accounts with the same name and profile
picture posted bylines on a range of Rusian-language blogs and forums, including
cont.ws (55 articles since April 2015), politikus.ru (19 articles since February 2016),
and especially Livejournal (200 entries since January 2014). The same articles
appeared on multiple forums under the same byline.

@ https:/politikus.ru/events

> Cotuirun & mpe > Ycpanna 3a MunyTy 40 nonyHONM

YKpauHa 3a MUHYTY A0 NOJIlyHOYN
stasmelanich | Cotuirvn 8 unpe | [« 450 1]

YKPauHa 33 MUHYTY 40 MOAYHOUY

POLSKA 7

LEGENDA
0 e
— e

YKpauHa 3a MUHYTY A0 MONYHO4N

T penyravcs 4 Pansi 3a scero, o lonocosaHue AenyraTtos BEPXOBHOM Pagpbl 3a 3aKOHOMNpPOEeKThbl, Kacarowmuecs Bcero, 4To

B3040 C POCCHER, NPOWCKONT N0 NPUHMNY: «MYCTL ¥ HAC KOPOBA CAOKHET — Nt b CBA3aHO C Poccueld, MPOMCXOAUT NO NpUHUMNY: «[TyCTb Y HAaC KOPOBA CAOXHET - NWLLb 6bl Y
y cocena He Gbino asyx». W el CTANO W NPUHATHE AEKNAPALNM OF
O iosTH COCP 38 vieno, Bopol aasiouch Solier, HeT Conisisal, W10 46 cocepa He 6bin0 ABYX», WUcknioueHnem He ctano u NpuHATHE AeKnapayun 06
WHULMATOPA XOPOLIO IMAKT WCTOPHIO W NORBNGHHO AOKNAPALMM — CINAHHPORAH orsercreeHHocT CCCP 3a Hauano BTopoit MMPOBOA BOHLI.
Transl ated from Russian: #AUkraine, a BluwéManpesonaan mi dni ght .

Livejournal (top left), cont.ws (bottom left), and politikus.ru (right). Note the use of the same profile picture in
the left-hand images. (Source: Livejournal / archive, top left; cont.ws/ archive, bottom left; politikus.ru /archive,
right)

The post s wer e routinely hostile to Ukr ain
Poroshenko, as well as to the West in general and NATO in particular.

The Same Techniques, Repeated

Facebook dtributed this account to the Russian operation. Other evidence supports

that attribution. While the Blue Man persona was far more active and repetitive than
other accounts in the network and began much eatrlier, it employed the same essential
working metho ds.

For example, on September 29, 2016, the Facebook page shared an article from
politkus.uheadl i ned (i n Russian) ANATO: A tradit.
to Ukraine. 0 Th éereawas pultlished,on Septentber 28 2016. That

same day, theBlue Man persona posted the identical article to Livejournal and another

blog forum, actuallno.com.
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http://archive.is/AL4bQ
http://archive.is/05NuF
http://archive.is/yv9fc
https://bloger-nasralny.livejournal.com/52505.html
http://archive.is/IOhyv
https://cont.ws/@stasmelanich/408957
http://archive.is/oogcC
https://politikus.ru/events/85592-ukraina-za-minutu-do-polunochi.html
http://archive.is/uEegM
http://archive.is/vXQSJ
http://archive.is/ApswL
http://actuallno.com/blog/43564147813/NATO:-traditsii-bioterrorizma-ot-Vetnama-do-Ukrayinyi?utm_campaign=transit&utm_source=mirtesen&utm_medium=news&from=mirtesen

September 29, 2016 - 3

HATO: Tpaguyuu GuoTeppopusma ot BoeTHama A0 YKpauHbl

KaK U3BECTHO, KOHBEHUMA O 3anpeTe OMONOrnYeCcKoro U TOKCMHHOIO OPYXHUA
NnoaAnNUCaHHanA B 1972 1 BCTyNUBLUAA B cuny B 1975 rogy, ctana nepsbiM
AOroBOPOM O PA30PYKEHUM, KACaKLEMCA LUenoro Knacca BoopyXeHun. 30ech
HE MOXET ObiTb UCKNIOYEHUA U CPOKOB AAaBHOCTMH.
http://politikus.ru/.../84622-nato-tradicii-bioterrorizma-ot-

See Translation

[fb Like () Comment &> Share

Facebook pBlsetMabmyp BleuBi ng NATO of f#Abioterrorismo. (S

The Russianlanguage articles claimed to be translations of an English-language
source on a site calledarticlesreader.com. The English article, dated September 27, did
not have a byline. Its use of English was distinctly non-native and contained
grammatical errors characteristic of native Russian speakers, including confusion over

the use of the grammatical articles fAado and
AThe ensuing events remind the thriller f
ABy the way, whether Ukraine could be cor

ithasl eft behind their communist past and S
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http://www.articlesreader.com/nato-biological-terrorism-traditions-from-vietnam-to-ukraine/

Al ot occurs that the USA puts in the <cro
conducting its illegal research. (é) Eve
militarized alliance working for benefits of a certain superpower

The article opened with the words AAs is kn
writing, but one that i s acceptable in Ru s
Yr3gdoeabo, 0 as in the bel owRlAaNovosticQverall, tfer om st
English version looked like a translation from Russian, not the other way around.

Kak nsBecTtHO, npaBuTenbcTBO MeTepbypra B cpeny NpMHAN0
peweHue o coxpaHeHun UcaakmeBcKoro co6opa B ynpas/ieHUMU
locynapcTBeHHOro Mysesi-naMaTHUKa "UcaakneBCcKuin cobop'.

C.-NETEPBYPT, 2 ceH — PUA HoBocTW. EXxeroZHo Ha Tekyllee cogepXaHue
n pectaBpauuio 3aaHmsa Vcaakmesckoro cobopa Myseit Tpatut go 200

Kak usBecTHo, npownoe B Poccum aenaeT HenpeackasyeMbiM
NONUTUKa. BOT U HbIHELWHASA 3acyXa C NoXapaMu Heaonro
NpoXXuna BHe UCTOPUUYECKOro KOHTeKcTa. Bce nocnegHue
HECKOJIbKO AHEeN HOCTaNIbIrM4YeCKM HaCTPOEHHbIE K COBETCKOM
BNacTu nonb3oBaTtenu MHTepHeTa aKTUBHO pa3MeLLaloT B CETU
LUTaTbl U3 COBETCKMUX ra3eT, noxenTteswue pororpadpmm n
Kaapbl NapagHoOi KMHOXPOHUKM.

Articles beginning wit hfronh RI& NopoBtir. Bauee: KiceNdwstiNarchive, dop; Ria O
Novosti/ archive, bottom)

While all of the Russian articles pointed to articlesreader.com as their source, the
English variant appeared in one other location the same day: Medium . The Medium

post was attri but e dolanh dMosa m aAwt hoofr MaajhosBeld, A
three years after fiheo publ idthheids tahret iacrltei crleemai ned
contribution, although a user of the same name posted the same article onguora.com,

also on September 27, 2016.

20
t

This was exactly the behavior of the Russian operation in other cases: create a fake
persona with no biographical details, use it to post one article to multiple locations
including Medium, and then build other articles in other languages, pointing back to

it.

The Secret Diary of Anonymous fMoleo

Many of the articles attributed to the Blue Man persona concerned Ukraine, especially
in 20147 2015, as the conflict in the Donbas region broke out and Russian regular army
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https://ria.ru/20150902/1225380385.html
http://archive.is/ucHYC
https://ria.ru/20100805/262133430.html
https://ria.ru/20100805/262133430.html
http://archive.is/Lb1d4
http://archive.is/61g73
http://archive.is/8NR45
http://archive.is/ho41E

forces fought in Ukraine . These articles were antiUkrainian in general and hostile to
former Ukrainian President Petro Poroshenko in particular.

‘ e h £

)1F \’

[TopoLeHKO cnpawmBaeT y MasibyuKa u3
«ocBOOOKAEHHOTrO» yKpamu CnaBsaHCKa:

-Manb4yuK, CKaXKu, a KTo Tbl Mo
Haumouaanocm?

-A7? Pycckui!

-KakK 3710 Tbl pycckuin? Tbl ke B YKpauHe
poauncal

-Uyt0? Echn meaBeXXOHOK B CBMHApPHUKE

DOAMCA - OH YTO, CBUHbA NO-BaLlemy?
o.:,; 1 Comment 96 Share

oY Like () Comment &> Share

iPoroshenko asks a boy from Slavyansk, Oliberatedd b €

y
Russian!dé 6What do you mean, Russian? You were born in
F

t h
Uk
whatdo you think he is, a pig?6 (Source: e

h
aceb
One of the more intriguing aspects of these anti-Ukrainian posts was their sourcing. A

number of later articles and posts published by the Blue Man were based on a
Telegram channelo)cagdriaends Iiat ed from Ukrani an,
being the Ukrainian security services). This
of the SBU, 0 offering @i ns odseredithetservice and , | e ak
Ukrainebdbs government .

For example, on April 5, 2019, the so-called Mole posted a photo of what it claimed

were instructions to the SBU to use force against demonstrators in a bid to keep
Poroshenko in power. The photo showed a $eaf of brightly colored printouts on a

desk. Again, there was no way of verifying the photo. (Elsewhere, this operation used
similar techniques to post forged documents, that it then used as the basis for false
stories.)

On April 8, an article using the same image, attributed to the Mole, appeared on an
unmoderated blog site called AA ©oddqdeobdqql
corr es p o kodesporidénd.net. 't was byl i neHorsdblyonado user
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https://www.atlanticcouncil.org/publications/reports/hiding-in-plain-sight-putin-s-war-in-ukraine-and-boris-nemtsov-s-putin-war
https://t.me/SBUmole
http://archive.is/Q00JD
http://archive.is/yGjo8
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|l e picture showed
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The following day, a second Russianlanguage article on a blog forum called
aftershock.news amp!l i fi ed the @Al eaks. o It did not
attributed them to fAUkrainian soci al net wor |
post . Agai n, t he MnAaut holeprofie picdureramdtthis lariclee an i
was its only contribution. On April 10, the Blue Man Facebook account shared the
aftershock.news version of the story.

: | Kpit CBY shershock aewy APRIL 9, 2019
MaiaanuTL GONLIWE He AAAYT: YKPANCKNM CHNOBHKAM ASNH NPABO CTP
9T GyMaXKH, XOTS W HEODHUMANIBHO, HO 110 CYTH HMEIT CTATYC it il .
NPAKa3a. KpOME TOrO, y HAC MACCOBO NPOBORST MHCTPYKTaXM
cpeaw JIC, Ha KOTOPbiX AOBOART, HTO Mbi AKTHYECKM O6R3AHBI
AOMOCHTS - B TOM YHCN ¥ APYT WA APYTS - NPH MaNCHWEM
8 3page. B0e 370 Kpaci

"BAMTENLHOCTY. A 6K K OKONUGHAIO BLIGOPOB HANNETCH
WHPOKOMBCIITAGHAA OXOTA K BebM. OCOBOE BHMMBHMHE
PEKOMEHYIO OBPATHTD K3 KPACHBIA TEKCT BHIIY /MCTORKH,
Rymaro, kommentapum wanuwwe. {Mopoweno robep annen) (c)

OOXEHTR APRIL 8, 2019

MopoLuexKo rotouTca Aath 6o

HeCornacHbIM f E‘
APRIL 8, 2019 *UrAmom

ne o N

CBY. MB1 u BCY y or e no

pasrony Teneps

MOXHO BCE.

Moxa JCHEPTM MAMOT KTD NOGEINT B0 STOPOM TYDE NDEIMABHTCIN SBOPOB, GYIMerasm
" MO0 “3A" 4w TOro W

p—— ‘
MlepcreNTERYEH BEECuw

oneanl MangannTe Gonbwe He NANYT: YKPAMMCKMM CHNOBHKAM QANK
Bu6opos. A 310 M@o-a 2 VP00 Patbmmrmt FoeLe s NPaBO CTPeNSTS No NpoTecTyIowMM (viingvar)
e NPOTOCTA, CAONATH BT O, KaK 8 NPOCTO

Fakebds progress: the transmission of the apparent finterna
with no posting history and no subsequent posts, to the Blue Man Facebook account. (Source:O dst | /arahive,
top left; korrespondent.net/ archive, second from left; aftershock.news/ archive, second from right; Facebook,
bottom right)

The Blue Man persona was part of the Russian operation, as FacebooKound. What

remains uncl ear i s whether the AMol ed accou
account served as a source for Nl eakso that
some of the operationébés articl es orawmdpadtcher it

endeavor, however, requires further research.
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http://archive.is/rpyDZ
https://blogs.korrespondent.net/blog/politics/4084001/
http://archive.is/Q00JD
https://aftershock.news/?q=node/745462
http://archive.is/od2FI
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Case Study 4: The Dark Lady Sings

Most of the non-Russian-language accounts involved in the Russian information

operation were burner accounts created to post a single article and then abandoned. A

few, however, were used repeatedly, especi
foreign policy interests.

One of the most significant was the persona
for ntkhe aDardo or #Athe Gloomy Ladyo) and AAnNnnN
particular interest because its activity shows that the operation has been ongoing for a

number of years, with a focus on advancing R

In the first indicatio n that this persona was part of the operation, a Facebook page that

claimed to be Irish d now identified as a Russian asseb shared aMedium article one

of the Mrocznaper sonas c¢cl aiming that the United St
political revolution.

8-G
Armenia™e turns “Now You See Me" to real life

Developments in Armenia resemble a famous movie featuring a team of
superior illusionists who pull off bank heists during their performances, playing
cat and mouse with FBI agents. However as the movie goes on, it becomes
clear that the FBI agent investigating the case is in fact the chief villain there.

Armenia’s Parliament is going to elect Nikol Pashinyan an interim Prime
Minister on May 1. Afterwards they will start preparing...
Continue reading

MEDIUM.CONM
Armenia turns “Now You See Me" to real life - Dama Mroczna -
Medium

Sharing the Dark Lady: the post from Medium, on the account of a known Russian operation asset on Facebook.
(Source: Facebook)
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http://archive.is/SIzBL

Of course, the fact that a known Russian operation shared an article need not mean
that the operation created the article. Other indicators suggest that it did, however.
First, the Dama Mroczna account made this sole poston Medium on April 30, 2018,
and then abandoned the platform, exactly as the Russian operation did.

Seond, the same day, a user accoidgenttalactiald | ed A
to conspiracy forum beforeitsnews.com, a site that the Russian operation used
repeatedly. The accountusedthe samepraf | e pi cture as fADama Mr oc

Dama Mroczna [l v

1 Following 1 Followers

Profile

BEFORE IT'S NEWSe.

PEOPLE POWERED NEWS®

Anna Mroczna

Profile pictures for fADama Mrocznaod (Mediyn)/ archinedtopfi Anna Mr oc:
beforeitsnews.com/archive, bottom)

Unli ke the Medium v ar iparstt ,ediAnma Mrnommezsnan be
Its most recent post, dated to March 1, 2019, was a sh
claim that the United States was planning a false-flag chemical attack in Venezuela.

This provides another indication that the Dark Lady was part of the operation.

Triggering Trump

An earlier article, posted on June 21, 2018, alleged that controversial Ukrainian
doxxing site Myrot vor et s (Il i ter al transl ati on: APeac
President Donald Trump for his stance on Crimea. The only piece of evidence provided
was a screenshot attributed to a Google translation of the Myrotvorets site, with the
comment , feAtoft henitsi mrticleds publication al/l
del eted from the OPeacemakerd website, howev
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https://medium.com/u/cc41c7d75983
http://archive.is/tVTth
http://archive.is/4aGV8
https://medium.com/@damamroczna
http://archive.is/tVTth
http://archive.is/njJlN
http://archive.is/BtMDw
http://archive.is/7ulab

Google @ Transiatedto: Engish's)  Show original Options ¥ | [

...... . «IDENTIGRAF»  "Ordilo"

nghs! ‘ Donald John Trump / Donald John Trump / of Donald the John the Trump

[ 2 [o6asutb B pabbl

llpo!rpa-m Ma csy;l. s
NglororsMiEAT) "
- §

nition of Crimea territory of the aggressor country Russia. 050-831-26-22)( = =) =
14/06/1946. Piace of birth: USA, New York 073-042-06-02% 2=

= U1155715X172A69A194062V

£406/19/2018 15:51 &0tto %

website mirrors
center,

https://psbaukr.org

Mlrvare an tha nabunrd tha Tas

The page attributed to Myrotvorets. (Source: beforeitsnews.com/ archive)

The image closely matched the layout of the genuine Myrotvorets page. Language clues
are less relevant here, as the post was allegety machine translated, leaving little
internal data to confirm whether the screenshot was genuine.

External clues, however, indicate that this was a forgery. First, Google searches for the

p hr a dkraine futs Donald Trump on blacklist 6 a fPehcerfiaker puts Donald
Trump on blacklist6 only returned one relevant hit
implausible to suggest that genuine outlets would have ignored such a shocking story

if it was authentic, given the reputations of Myrotvorets and of Trump himself.

Second, the one relevant hit was an article posted on Medium on June 20 with the
exact same headline as the AAnna Mrocznabo

p

than fADama,Mr dcdhough, i tMhkedsvidsar, tor iabnu taecdc otuon t fi

only posted the one article and whose profile picture was a reversed shot of American
artist Michael Bond.

Mike Davidson (=) v
Michael's love of painting
iny new artwork. Since tl
Profile ‘]4‘\\-\ S, ¢ ]]\{ COMmMmiISS1IOne ‘[
Magazine Showcase of M:
Latest the Eastern Influences Eas
Connecticut
’ Mike Davidson
. . Michael creates visual e
Ukraine puts Donald Trump on blacklist : 5 ‘_‘ b *P
1opetully promote awarer
minds to an increasing level of understanding,. |
contain a cert el of mystery. His goal is to
vith th ly, emotionally and spirit
eels is what i Sometimes tl )

o)

P | - e e s e ey Whent e

Left, profile page for fAMi ke Davidson, 0 showing its one
globalartleague.com. (Source: Medium / archive, left; globalartleague.com/ archive, right)
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http://archive.is/miGq6
http://www.globalartleague.com/michael-bond.html
http://www.globalartleague.com/michael-bond.html
https://medium.com/@Davidsonmike
http://archive.is/miGq6
http://www.globalartleague.com/michael-bond.html
http://archive.is/na6a4

Although it did not show up in the Google search, the English article appeared in one

other location: the forum homment.com, where it was attributed
ostensibly Irish account that Fac e book i denti fied as M@dAemanat.
shared the article.

E S o

Are You Friend Or Foe: Ukraine puts Donald Trump
on blacklist 3 3 2 ™™

A controversial Ukrainian web-site '‘Peacemaker’
has put the U.S. President Donald J. Trump on a
blacklist after reports that he told G-7 leaders that
Crimea is Russian because everyone who lives
there speaks Russian. Trump made the remarks
over dinner after the G-7 summit in Quebec,
Canada. The U.S. President also said that "Ukraine
is one of the most corrupt countries in the world”.

Trump / of Donald the Joha the Trump

ORDILO.ORG

foreitsnews.com/international/2018/06/
e-puts-donald-trump-on-blacklist-

».i-' 4-/ ‘\ . ukrair -
S, vgemm— -, eV | 2497373 htmi — 5
e of Bieth: 14, » .ol S 073-042-06-02 -
” _—S

o Like () comment &> Share

The share of the article by another takedown account. (Source:Facebook)

Finally, a Spanish translation of the article surfaced on June 21 on at least three
different forums: globedia.com, taringa.net, and entornointeligente.com . A Facebook
account that the platform later took down as part of this operation then shared the
Spanish-language version of the article.

The DFRLab repeatedly obdMadiung dommdnticem,anper at i o
beforeitsnews.com to amplify false stories. The amplification by an English-language

account known to be part of the operation reinforces the attribution. The simultaneous

posting in Spanish, as well as the amplification by yet another operation account,

confirms it.

This appears to have been an attemp® albeit an unsuccessful one, as most of this
operati on6s datob speadpatswory adiseredding Ukraine and raising the
tensions between Kyiv and the White House.

Buzzing Buzzfeed

Two other articles posdesermye AadAtntnean tMr @rc.z nBRot
late 2017, showing that this operation was of some duration. The longer of the two

articles, posted on December 26, 2017, dealt with the relationship between the Urited

States and Ukraine in wholly negative terms.

It began with a r e2Di8pP0AsHMaglantRe v dJIKku taii-calked s A S o
Ukrainian Omaidansd have bored the world cor
lengthy conspiracy about a turf war between the U.S. Federal Bureau of Investigation

and the Central Intelligence Agency in Ukraine:
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http://archive.is/McYrI
http://archive.is/hOpnw
http://archive.is/77JcV
http://archive.is/Yq22k
http://archive.is/YrfS4

A A n-endiaginternal fighting in the American national security
environment has become the talk of the town being eventually accreted with
new dirty wash. o

Most of the amplification of this article was typical of this network, using single -use
accounts to post it on different platforms. The English -language article popped up the
same day on three other forums: Medium, justplainpolitics.com , and homment.com.

The first two attributed ,owhilethamment.conssmplycal | ed

attribut ed nitt. otadbinfidnjustpiaapolitics.com was created the same
day, and did not return to the site after it made its one post. Three weeks later, on

January 15, 2018, a us er stedahk Russian tfaSskatrog o |

the article, sourced to the Medium post, on a number of forums, including
aftershock.news and kont.ws.

Most strikingly, however , the Dark Ladyos origi
source:aposton Buzzfeed attributed to A

QA QgpEoe e ~Hak O

C @ nhttps://beforeitsnews.com/v3/interr

w BEFORE IT'S NEWS n

Featured | Money @ Health | Beyond Science | Power of Belief | Sustainable Living | Inspiration | Live Stream | Video | Top 50

A'single distinct and unequivocal fact is that being a neighbour of such a huge state as Russia, Ukraine was always suffering
from those who wish to weaken that influential country. Over and over again throughout Ukrainian history the country was
exploited, with nationalist sentiments artificially ignited and false promises made. Even ‘humane’ Rosenberg’s scheme
ascribed Ukraine the role of a mere supplier of raw materials and a buffer state between Germany and Eastern Slavic
countries without any right to independence.

As such, the USA regards Ukraine as an administered territory which is useful for strategic and economic aims. They
skillfully manipulate Kiev government with carrot and stick. Undesirable Ukrainian political puppet might be branded as
corrupt and replaced by more manageable nominee, at any time. There is always a possibility to initiate another blood
shedding Maidan with oppressions and civil war, in case of urgency. Today’s Ukraine is no freer than it was in 1941, during
the invasion of Nazi Germany. Melnyks, banderas, hetmans skoropadskies have been replaced by new ‘heroes’, who never
changed their essence. For evanescent promises and artificially inflated ambitions they’ve been tearing the country apart
without mercy either to each other, or their countrymen. Meanwhile, the world community has been watching with
approval the beacon of democracy vigorously setting things to order in ‘dark and ignorant’ Ukraine. Each of them thinking,
‘Better them than me.’

Source

Screenshot of the footer of the Dark Ladyds post on

www.buzzfeed.com/mkravets. (Source: beforeitsnews.com/archive)

The Buzzfeed link was broken, and it remains unclear whether the post ever actually
made it onto the site, which allows its users to publish their own stories, or whether
the Russian operation created a false URL to make it look as if it had. If the operation
did manage to post its content under the Buzzfeed domain for any length of time, it
would mark one of its greatest observed successes to date.

Killing Kim

Dar k L eataypdisis artici® wats also its earliest, posted on November 20,

he
017

ord meant t 80-ibpeintéduserms to anraitiadle on homment.com with the
easer comment, AThis article | ooks |
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http://archive.is/1jHe8
http://archive.is/xvIM0
http://archive.is/NTzTK
http://archive.is/dmE2n
http://archive.is/yXPcA
http://archive.is/FXJc5
http://www.buzzfeed.com/mkravets.
http://archive.is/YrfS4
https://www.buzzfeed.com/mkravets/ukraine-as-reflection-of-usa-when-masters-fall-ou-39s08?utm_term=.nnRayZ7yK
http://archive.is/kDwD8

The homment.com story was posted on November 10, 2017, and did not name an
author. Yet again, its language and syntax feaured errors characteristic of native
Russian speakers. The DFRLab included multiple quotes here out of sheer fascination
with the errors littering the language of a self -proclaimed American journalist.

fAs the saying runs, there is a shard of truth in evey joke.0

fAfter mentioning the North Korean dictator, one the soldiers who came for
lunch approached us and asked whether | was an American. Having a positive
reply he energetically told that his brother was one of the dhree thousandé@ o

Al did not dare to ask more for fear to be taken for a spy. The same matter
stopped me from addressing the US Command. It is one thing to give coverage
to everyday life in training military units. But it is totally different to query
about the future combat operation. | was lucky enough to meet too boastful
military man (which is common among the far eastern people) and to hear more
than | should to. 0

As well as homment.com, the story turned up on two other sites on November 10, 2017.

One was Medium, which the operation used with especial frequency. The username
there was AMiIi |l itaryObservero; this was

45

t

S



MilitaryObserver (@] v

1 Following

Profile
Latest
@ MilitaryObserver
Nov 10, 2017 - 5 min read

Flowers for Kim Jong-un or Operation White
Chrysanthemum

N
The profile page for fimil it @&sroplyposh Seurce: gadiom/arohivdfledi um, s hov
The other site was Reddit. The user had the same name as on MediuMd A Mi | i t ar vy

Ob s e rdvaadronly posted this one article to two subreddits, r/news (where it simply
posted the Medium link) and r/korea (the full article).

In the following days, the article appeared in French and Ukrainian translations. The

French version was posted to a videegames forum, jeuxvideo.com, by an account

cal IrnelzgB, ® t hat only posted this one piece. Th
site politiko.ua , again posted by a singleuse account.

A French user posted the only reaction to the article, replying, i That was ri ul28
from South Korea for Google Transl ate. o0 The
as an early attempt to spread a fake through multiple language environments using

burner accounts, not because it was a success.
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https://medium.com/@992fa842
http://archive.is/WMVSV
http://archive.is/N8UI1
http://archive.is/sGemr
http://archive.is/YzwPX
http://archive.is/B4bsG
http://archive.is/PVvF3

Case Study 5: Target Germany and Imm igrants

Germany wasoneof t he i nformation operationos
virulently anti-immigrant scare and was picked up by German anti-immigrant media
in a rare show of impact. Repeatedly, the operation ran stories that would, if
successful, have raised tensions between Germany and key allies, notably the United
States, Poland, and Tuikey.

Some of these stories attacked or impersonated real individuals who had official
status. Out of respect for their privacy, and to prevent the falsehoods from returning
to circulation, the DFRLab has chosen not to publish all its findings. The case studies
below are therefore a subset of the broader targets in Germany.

Alt-Russian, Not Alt-Right

The operation appears not to have been very active on Twitter, with oneexception: an
account called @KPrydius that posed as a young Ukrainian woman living in Germany.
This account can be attributed to the Russian operation with high confidence because
it used the same profile picture and banner as a Facebook account known to belong to
the operation. This Facebook account also pointed to the @KPrydius Twitter account.

P _
*\* r
=) February 6 - Q@

Psst, folgt mich auch auf Twitter

Katja Prydius (@KPrydius) | Twitter
The latest Tweets from Katja Prydius (@KPrydius). Mopu, 3ipku @Q. German)

AiPsst, follow me on Twitter.o The German i s grammatic
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http://archive.is/yj8B3
https://twitter.com/KPrydius/with_replies

The account posted in Russian, German, and Ukrainian. Many of its posts were
politically engaged, voicing anti-establishment and anti-immigration views, such as
attacking the mainstream mediaa s A | ndargusngt lmavery manyd0 r ef ugees
criminals. The account also posted criticism of Ukrainian then -President Petro
Poroshenko and argued with other Ukrainians about Crimea.

In one particularly disturbing set of posts on December 11, 2018, the account shared a
link to an article on the German-language forum homment.com five times. Each post
included anti-immigrant comments and tagged a different Twitter user, including
members of the anti-immigrant Alternative for Germany (AfD) party.

£ % Katja Prydius
L @KPrydius ’
Replying to
Kein as fur eine
Instruk

Die
"Flicht finderischer.

& Translate Twe

Dr. Malte Kaufmann &

@MalteKaufmann
Juasdl
Dr. Malte Kaufmann | Dipl.-Volkswirt |

Politiker der Alternative fiir ™® | Vorstand = o
#AfD #Heidelberg | Kreisrat Rhein- =
Neckar | instagram.com/malte kaufmann | =

-
Tweets Following Followers (=
Osterreich -
[ =N}
=~ @
land
Im@
ux:l{-ls;‘:l:mﬂ-:n-.‘—-e
(Jlae) sl o
Nicht einreiren: die Slowakel, Kroatien, Polen.

J

Ungam (migrantenfeindisch)

Die ersten Schritte

JaVl Olglasil

g% s s bl @)

Registration und Unterbringung

0.0 ..
- - Uﬂd.tmmo
Kontakt treten

000 osuiis g

AR 5 Lol ek gl gye>
Sich in der nachsten Abtedung von Milli
Goruy oder emner anderen islamischen
Organssation regrstrieren lassen

6:40 AM - 12 Dec 2018

7 Retweets 5 Likes (g &e'ﬂ’@. :

Tweet by @KPrydius in reply to AfD politician Malte Kaufmann, sharing the homment.com article and showing
Kauf mannés subst ant i@KPrydfusddrdhieeywi n g . (Source:



http://archive.is/W9SZb
http://archive.is/Zfc0z
http://archive.is/rgAvF
http://archive.is/Botyf
http://archive.is/Rea4j
http://web.archive.org/save/https:/twitter.com/search?f=tweets&vertical=default&q=https://homment.com/eTE8henGXGnvuNettALj&src=typd
https://twitter.com/KPrydius/status/1072742976634404869
http://archive.is/4AZRF

The homment.com article, posted on December 6 by a us:
claimed that users on a closed Arabicl anguage discussion forum h
for migrant s 0 howwmach maney pthkeyacoufdexpect from the German

state and what crimes they could get away
Ger man women. o0 The article published a scre
Arabic and German.

The DFRLab could not find the post on the forum in question. Linguistic analysis by
two native speakers suggested that the Arabic captions did not originate in that
language but in another language that was then translated into Arabic. The contextd
a group trying to help immigra nts by advising them that it is permissible to commit
sexual assault in Germanyd also seemed intrinsically questionable, given the
emphasis genuine rescue organizations place on safety and the rule of law.

The | ikelihood 1is that plantee onfogattibdteddo theas a f
discussion forum by users trying to stir up hostility toward immigrants.

Al so on December 6, a profile also named 0Je
second German discussion forum, nexusboard.de. The supposed au

nexusboard.de profle s howed t hat fihi s0 account was <cr e
posted the one article and that fAhed never r

iuiriii nir Iiiin niii

E-Mail:

Homepage

Name

Benutzer-Titel

Geschlecht: keine Angabe
Geschriebene Beitrége: 1
Beschaftigung

Hobbies

Wohnort

Biographie

1CQ Nummer

Registriert am: 06.12.2018
Zuletzt Online 06.12.2018

Letzte Aktivitat: 06.12.2018 Frechheit siegt: die Migranten suchen nicht Asyl, sondern Wohistand

| Beitrdge von jensscherer suchen

The brief life of Jens Schereri Regi stered: 06.12.2018. Last online: 06.12.
(Source: nexusboard.de/ archive)

The following d a 'y , an autMalbDougesd! Ipeodstfed an -rmativea i cl e |
English on Medium, homment.com, scoop.it, and indybay.org. Headl i ned ABe;
Migrant to Germanyda Vi si tor 6s I nstruction, 0 the Med
homment article as its source but provided a different screenshot of the guide in Arabic
and English, indicating access to the original material.
The article was outspokenly racist and written in clearly non-native language, with
errors characteristic of Russian speakers attempting fluency in English:
fiRecently a virus video has gained the ground in the webo
fEither job or adaptation has nothing in common with the Muslims. 0
AThis weakness is beng used by the migration parasites whose hordes are
attacking sick Europe and keep |l iving wel
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http://archive.is/WDzbI
http://archive.is/rxx6V
http://archive.is/TgcxF
http://f2293.nexusboard.de/u194743_jensscherer.html
http://archive.is/TgcxF
http://archive.is/eyDDw
http://archive.is/PwLmS
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http://archive.is/k7kL2

resistance to the migrationsd invasion i
about how insolent the intruders are laughing out loud at the coddled
civilization with tbe | aws that doesndt w

Pick Up on the Right

Some of the amplification of this story came from accounts run by the Russian
operation, but the most important impetus came from the German far right. A week

after the above-mentioned Twitter account began pushing the story, the associated
Facebook accour shared a link to a German-language pickup of the story.

The post by the Russian account sharing theJournalistenwatch story, via a Wordpress blog. Translated from
German: Alf this abl TROEgrehendwegare First Germany and Eu
get shivers down my spine when | realize that my count

This pickup article came from a German anti-immigrant site, Journalistenwatch.com.
The site attributed its copy of the figuidebo
net works. o The DFRLab has not been able to f
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