DECISION DOCUMENT

Still Cool With Whatever - Kaitlyn Colin, Jared Stancombe, Oyedotun Oyesanmi, Ryan Walsh, Rachel Dockery

Objectives

1. To protect and restore global shipping

2. To protect national security and critical infrastructure

3. To respond to and mitigate domestic and global economic effect

Recommendations

1. A Cyber UCG should be created to coordinate response to the current maritime cyber incidents
2. The FEMA Administrator should activate the FEMA NRCC to Level 2
3. DOS, DOT, DOC continuing to work with their partners to coordinate a global economic response

Severity Analysis:

e  This situation requires a Level 2 activation of FEMA due to economic and public safety impacts
e This situation is currently a Level 4 (SEVERE) according to PPD-41 and NCCIC NCISS with a score of 80.
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Response Priority:

100 a0 90 100
I m
: I
4 B - o 4
o< o & & e <5
i & P A 1@{59 &
o o ":"‘F & Q'EQQ
£ o & t ‘
Tal o o o8
L St
I__'L.-:’ hl.":" & 'L-?
R r_\;h'-' ,_:"‘
&
o8

100 Emergency

90 SEVERE

75 High

65 Madium

50 Low

35 Baseline (Minor)

20 Baseline (Megligible)

Severe Priority (12-24 hrs)

High Priority (24-36 hrs)

Medium Priority (36-48+ hrs)

Objective 1 Cyber UCG asset response USINDOPACOM will protect USCG coordinates racom
through NCCIC U.S. maritime interests implementation

Objective 2 Activate FEMA NRCC to Level 2 | ODNI will monitor Pacific region
Create Cyber UCG

Objective 3 DOS will coordinate with DOT will coordinate with IMO USTR will coordinate with

Indonesia, Malaysia, & Singapore
on economic response

ASEAN on economic response

Escalation Risks

e Itis currently unknown if threat actors are acting on behalf of nation-state actors and/or domestic terrorist organizations.
e The potential further impact on the global economy leading to supply chain shocks or civil unrest.
e Current activities could be cyber and/or physical attack precursors that threaten a larger number of vessels.




