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Executive Summary

T

he United States will be less secure, and
American democracy will be at risk, unless the
Department of Homeland Security (DHS) changes its priorities. Going forward, DHS needs to refocus its mission to lead the defense of the United States
against major nonmilitary threats. DHS needs to modernize its approach to public-private partnerships, fix DHS’s
most pressing internal problems, and ensure that DHS’s
actions increase the trust that the American people and
DHS’s own employees have in what the department does.
DHS’s mission is vital to the security and safety of
Americans. DHS has more than its share of controversies
and challenges, but the solution to DHS’s problems is not
to dismantle it, but to make major reforms so that DHS can
meet newly emerging threats that—paradoxically—DHS is
the best cabinet department to address.
The recommendations below are intended to inform the
DHS leadership team in January 2021, regardless of the
outcome of the US election:

1. Refocus DHS’s Mission to Lead the Defense
of the Nation Against Nonmilitary Threats
DHS needs to re-focus its mission around today’s most
serious threats to the nation. These are not what they
were even a few years ago.
The most urgent current threat to the United States is
COVID-19. DHS was created to prevent another attack as
devastating as 9/11, but the reality as of August 2020 is that
COVID-19 is killing more people than 9/11 every four days.
DHS needs to take a stronger leadership role in mobilizing
and prioritizing the increased, coordinated distribution of
needed testing and medical supplies, and eventually vaccines, and to coordinate and help fund the infrastructure
changes required to make US schools, factories, nursing
homes, and offices safe. DHS needs to be more pro-active
in future pandemics to sound the national alarm and activate emergency playbooks to ensure the federal government is fully mobilized.
DHS needs to lead the nation’s defense against the
aggressive, ongoing nonmilitary campaigns of Russia,
China, and Iran that are targeting American democracy
itself. These hostile nation-states, at this moment, are carrying out cyber operations, threatening US election security, attacking American critical infrastructure, creating
disinformation, and manipulating social media through covert influence programs. These adversaries’ actions seek
ATLANTIC COUNCIL

to divide Americans and weaken American power, staying
just below the level that would justify an American military
response. The United States currently has no effective,
integrated, comprehensive defense against this new
style of non-kinetic warfare.
Because DHS has more of the tools to defend against
these threats than any other US government department,
and because so much of what needs defending is in the
hands of state and local governments, the private sector,
and individual Americans, DHS is the department bestsuited to lead the defense of the nation against non-kinetic attacks by hostile nation-states.
The greatest long-term threat to the United States is
the effect of climate change or extreme weather on
American critical infrastructure. DHS needs to work more
closely with state and local governments and the private
sector to build greater resilience to hurricanes, floods,
fires, and other weather-driven natural disasters to protect
more American lives and reduce property damage.
While giving greater attention and resources to the threats
listed above, DHS also needs to maintain its level of resources and efforts on its existing missions. None of
DHS’s existing missions are going away. However, DHS
should upgrade its efforts to communicate with the
American people, with DHS’s stakeholders, and with
DHS’s own employees. DHS, more than other cabinet
departments, needs the trust of the American people
and needs to do more to earn that trust.
For the defense of American democracy to succeed, the
secretary of homeland security and DHS generally will
need to be, to the greatest extent possible, nonpartisan
and “above politics,” in the non-partisan traditions of the
uniformed military and the US intelligence community.
If DoD’s bumper-sticker mission is “We fight and win
America’s wars,” DHS’s mission should be, “We lead the
defense of the Nation against non-military threats.”

2. Modernize DHS’s Approach to Public-Private
Partnerships
Protecting American democracy and building a resilient
homeland is a shared endeavor with many stakeholders. This fundamental principle distinguishes DHS’s mission from that of other cabinet departments. DHS has the
unique ability to convene stakeholders across the homeland security enterprise to solve a crisis or avert a threat.
1
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DHS is not responsible for addressing climate change, but
DHS is responsible for working with others, including state
and local governments and the private sector, to protect
critical infrastructure that is at risk from climate change
or extreme weather. Saving lives and infrastructure from
hurricanes, floods, fires, and other weather-related events
takes continuous and persistent engagement by DHS.
Climate change, as noted above, represents the most significant long-term threat to critical infrastructure.
DHS’s ability to encourage private-sector companies,
some of which compete with each other, to share information to defeat common threats, in cyberspace and
elsewhere, is vitally important. This is especially true
when nation-states are targeting the US private sector
through non-kinetic means. Increasing the speed of information sharing is now vital for both government and industry, as cyberattacks and defenses interact at network
speed. The federal government needs to be able to communicate relevant information—including attribution—in real-time to enable increasingly sophisticated companies to
prevent damage to their systems or the theft of valuable information. The US Cyberspace Solarium Commission’s recommendations to designate “systemically important critical
infrastructure” and to have DHS support and lead a Joint
Collaborative Environment for the sharing of threat information across the federal government will enhance this effort.
Given the growing threats to our democracy, many of
which are targeted at the private sector, DHS should develop a comprehensive engagement strategy to increase
trust and harmonize engagement with key private-sector partners and make better use of DHS’s convening authorities. DHS also needs to take better advantage of its
“retail” presence around the United States, across all its
mission areas, and devolve operational support down to
the local level.

3. Address the Workplace Causes of DHS’s
Low Employee Morale
Given that DHS has been in last place in federal employee morale surveys every year since 2010, DHS
should address its workplace and culture issues that
are driving employees’ low morale. DHS’s components
at times have experienced some remarkable turnarounds
in morale—proof that it can be done at DHS. DHS’s focus
should be on the Transportation Security Administration

2

(TSA) and Customs and Border Protection (CBP), which
make up half of DHS’s workforce. TSA’s problems can be
improved by addressing low pay, promotions, and career
advancement; CBP needs to address problems with trust,
how to deal with poor performers, and promotions.

4. Fix DHS’s Internal Challenges
DHS needs to make a number of internal reforms. DHS’s
decentralized management model needs to change.
Policy and budget officials need to work closely together—today, they don’t. DHS needs to invest in better
communications capability, including greater classified
connectivity, to be able to lead the defense against sophisticated hostile nation-states. DHS should set up a rotation program, analogous to DoD’s joint duty program, so
that promotion to senior ranks requires a headquarters
tour. And DHS should have an “S3” third-ranking official, just as the Department of Justice does, to coordinate
DHS’s law enforcement missions.

5. Nominate DHS Senior Leaders Who Can Be
Confirmed by the Senate
As of August 1, 2020, more than seventeen of DHS’s senior leaders are “acting” or “senior official performing
the duties of....” Not having DHS’s senior-most officials
confirmed by the Senate undercuts DHS’s ability to protect the American people. A Government Accountability
Office (GAO) August 14, 2020, decision said that Acting
Secretaries Kevin McAleenan and Chad Wolf and Senior
Official Performing the Duties of the Deputy Secretary Ken
Cuccinelli were not validly appointed.1 The DHS’s Office of
the General Counsel asked the decision to be withdrawn,2
but GAO said there was neither a factual nor a legal basis
to do so.3 President Trump announced on August 25 his
intent to nominate Wolf as secretary of homeland security.
Wolf’s confirmation alone will not end the uncertainty at
DHS. Private business executives, state and local leaders,
labor union leaders, and DHS’s own employees all need to
know if the senior DHS officials they are dealing with will
be around for a while. No one will take a risk or build up a
solid relationship of trust with an “acting” official who could
be replaced easily or could be gone tomorrow based on a
changed legal interpretation. It is vitally important for the
security of the United States that DHS and its components have Senate-confirmed leadership.
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Future of DHS Project: Key Findings and
Recommendations
The Atlantic Council’s Scowcroft Center for
Strategy and Security convened the Future of DHS
Project to inform the Department of Homeland
Security (DHS) leadership team in January 2021—
regardless of the outcome of the 2020 US election—on the direction of DHS’s mission and how
to address the challenges faced by the department. These key findings and recommendations
were written by two former DHS officials, project Director Tom Warrick and Co-Director Caitlin
Durkovich, based on input from a Senior Advisory
Board of former secretaries and acting secretaries
of DHS and a distinguished bipartisan study group
of more than 100 homeland and national security
experts. The report is the sole responsibility of the
authors, and while the report reflects a consensus
among the experts, not all study group participants
may agree with every recommendation.
The Department of Homeland Security (DHS) needs to
refocus its mission to lead the defense of the United
States against major nonmilitary threats—infectious
diseases; hostile nation-state cyber operations, threats
to election security, and foreign disinformation; threats to
critical infrastructure from climate change; vulnerabilities in
new technologies; and growing white supremacism. DHS
was founded in 2003 to focus on the threat from terrorism.4
The department was later pushed to take on new missions,
but without adequate resources. Today’s challenges demand more DHS leadership attention and resources, even
as the department still needs to meet all its other current
missions. For DHS, nothing goes away.
DHS has more than its share of challenges. Controversies
over family separations in 2019 and the deployment of

Key Findings in blue.
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its officers in cities in the summer of 2020 have raised
questions about DHS’s core missions—even whether to
“abolish DHS.” As of August 1, 2020, seventeen senior
DHS officials have “acting” or “performing the duties of”
in their titles.5 DHS has occupied last place in federal employee morale among large cabinet departments every
year since 2010.6
The solution to DHS’s problems is not to dismantle the department, because what DHS does, or should be doing, is
vital to the security and safety of Americans and to national
security broadly. DHS is the third largest cabinet department with more than 240,000 employees7 and an annual
budget of $62 billion.8 Scattering DHS’s functions among
other cabinet departments would not make those missions
and capabilities go away. This report recommends major
reforms—driven by strategy and mission priorities—that
DHS urgently should undertake so that it can meet the
newly emerging threats that—paradoxically—DHS is the
best cabinet department to address.
This report sets out in Part I the case for a major re-focusing of DHS’s mission to address today’s greatest non-military threats to the United States. Part II makes the case
that DHS’s ability to harness public-private partnerships
today gives it a unique power and obligation among federal departments to help secure and enhance the resilience of the private sector and American communities
from traditional and emerging threats, including protecting critical infrastructure from violent extremism, climate
change, and a range of threats from hostile nation-states.
Part III gives specific recommendations to address DHS’s
single most important management issue: DHS’s perennially low employee morale. Part IV gives recommendations
to address DHS’s other most-pressing internal problems
that DHS needs to fix to meet today’s national security
challenges.

Recommendations in black.

Topic headings in red.
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I. DHS Needs to Refocus Its Mission to
Lead the Defense of the Nation Against
Nonmilitary Threats
Key Findings
COVID-19 in the last five months of 2020 is
forecast to kill twenty-five times the number
of people killed on 9/11,9 and will still be a
major threat in 2021.
Pandemic disease has not yet received the leadership
attention and resources it deserves. The American people are paying a terrible price. In August 2020, COVID-19
is still ravaging the United States, having killed more than
150,000 Americans10—more than in the two large flu pandemics of 1967-68 (100,000 dead) and 1957-58 (116,000),
or US deaths in World War I (116,516).11 In all of US history,
COVID-19 deaths are exceeded only by World War II (US
deaths 405,399), the Civil War (620,000), and the 1918-19
Spanish flu pandemic (675,000).12

Figure 1: Covid-19 cases in the United States
and the European Union
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Source: Johns Hopkins University of Medicine (7-day moving average)

In addition to the death toll, COVID-19 has cost the US
economy trillions of dollars of lost productivity in what one
Nobel Prize-winning economist called a necessary “medically induced coma” that was, nevertheless, not long
enough in some states in spring 2020 to bring down infection and death rates.13
A faster federal government response to COVID-19 would
have cut the death toll by at least half, according to at least
4

DHS’s Roles in a Pandemic

(DHS abbreviations explained in Annex 1)
Before:
• Develop plans, support training, and run exercises to
prepare government officials to deal with pandemics
(FEMA, DHS Front Office, PLCY).
• Fund efforts that can help state, local, tribal and
territorial governments (SLTT) build resilience against
pandemics and other disasters (FEMA).
During:
• Sound the alarm when there is a risk of a pandemic
(DHS Front Office, supported by I&A, FEMA, PLCY,
Health Affairs, CWMD, CBP, and S&T). Participate in the
interagency decision-making to decide how the US
government responds (Front Office, PLCY, others).
• Coordinate the response (FEMA), including stockpile and supply chain management. Support the
effort using DHS’s authorities and capabilities—disaster response and logistics (FEMA), screening
air travelers and those arriving from overseas (TSA
and CBP). Provide expertise on infectious disease
(S&T through the National Biodefense Analysis and
Countermeasures Center (NBACC), CWMD and Health
Affairs)
• Support the operational continuity of critical infrastructure, to include modeling and movement of essential
workers (CISA, FEMA).
• Provide assistance to foreign partners (All).
After:
• Fund SLTT recovery efforts (FEMA).
Source: DHS web sites, https://www.dhs.gov.

one model.14 Detailed plans written between 2006 and
2016 to respond to a pandemic—commonly called “playbooks”—were not publicized or activated.15 The Homeland
Security Council’s National Strategy for Pandemic Influenza
Implementation Plan (May 2006),16 DHS’s own Pandemic
Influenza: Preparedness, Response, and Recovery Guide
for Critical Infrastructure and Key Resources (September
2006), and the Executive Office of the President’s Playbook
for Early Response to High-Consequence Emerging
ATLANTIC COUNCIL
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Infectious Disease Threats Biological Incidents (2016)17
could have been activated at an early stage. As Figure 1
makes clear,18 the difference between COVID-19 cases in
the United States and the European Union (EU) points to a
massive government-wide policy failure.

the US military is too powerful to beat on the
battlefield and thus must be forced to fight elsewhere. To that end, potential adversaries have
been thinking creatively about warfare-by-othermeans for decades.”

The 2002 Homeland Security Act19 and the National
Response Framework of October 2019 both say that the
Department of Health and Human Services (HHS) is the
lead agency for a pandemic.20 However, DHS has several
vital roles to play in responding to a pandemic—all to reduce the number of people affected and to mitigate the
economic, social, and security impacts (see box at left).
DHS should take a stronger leadership role in mobilizing
resources and public support to defend the nation from
COVID-19 and future pandemics.

Starting with the 2016 election, and especially once the
extent of Russia’s efforts to manipulate the 2016 election
became public,22 a consensus emerged among experts in
and out of government that a number of American democratic institutions are currently targeted by Russia, China,
and Iran.23 Russia, China, and Iran are carrying out non-kinetic attacks through nation-state cyber operations24 for
political or financial gain;25 challenging US election security;26 attacking critical infrastructure;27 carrying out acts of
disinformation;28 undermining confidence in the US judicial
system;29 manipulating social media, including through foreign covert influence campaigns;30 and using other hostile
nonmilitary means to weaken the United States.

Hostile nation-states are increasingly threatening American democracy.
As of January 2021, the most urgent short-term threat to
the United States will still be COVID-19. Climate change
or extreme weather poses the greatest long-term threat
to critical infrastructure in the United States (see Part II
below). The next greatest threat to the United States is
not terrorism, border security, nor street demonstrations,
it is foreign nation-states—specifically Russia, China, and
Iran—executing a strategy to weaken the United States
by targeting American democracy itself.
Desert Storm (1991), Afghanistan (2001-02), and Iraq (2003)
taught American and NATO policymakers the dominance
of their military power—but Russia, China, and Iran appear
to have learned a very different lesson about the power
and capability of non-military campaigns. Author Max
Brooks caught the irony of today’s strategic situation:21
“Desert Storm was the most disastrous campaign
ever fought by the United States—because it
taught other countries and non-state actors that

Minute 20:30 - 21:30
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While there is no consensus on what to call this—hybrid
warfare, gray-zone warfare, active measures, political warfare, or asymmetric warfare—one reason it has proven difficult for the United States to defend against is that it exploits
US weaknesses—especially a lack of US strategic patience,
political and social divisions, the vulnerability of civilian targets, and the lack of a coordinated defense. And it avoids
US strengths, staying intentionally just below the threshold
of triggering a kinetic US military response—thereby denying the United States a justification to use its unparalleled
military power against the nation-states carrying out these
attacks. This strategy is working because it prevents the
United States from effective opposition to hostile states’
ambitions while avoiding kinetic war. Veteran Australian
intelligence analyst Ross Babbage in 2019 described the
success of Russia’s and China’s approach by quoting the
great strategist Sun Tzu, “To win one hundred victories in
one hundred battles is not the pinnacle of excellence. To
win without fighting is the pinnacle of excellence.”31
Russia, China, and Iran, acting more or less independently,
share the common goal of weakening US power, and so
defense against their non-kinetic methods has to be a
much higher US national security priority than it is today.
The fact that these same actors are using similar non-kinetic
tactics against other US allies in Europe, the Middle East,
and the Asia-Pacific region should make defense against
these non-kinetic campaigns one of the United States’ top
national security priorities in 2021 and beyond.
On July 24, 2020, William Evanina, director of the US
National Counterintelligence and Security Center, issued
an extraordinary public warning that China, Russia, and Iran
were trying to compromise US political campaigns, candidates, and elections infrastructure, using both social and
5
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■

■

■

Inspection of voting machines in North Carolina. At left: DHS Acting
Secretary Chad Wolf. Source: DHS photo by Tara A. Molle

traditional media.32 Democrats said even Evanina’s stark
warning fell short of what the facts required.33 Former Vice
President Joseph Biden on July 17 had raised a comparable warning: “The Russians are still engaged in trying to
delegitimize our electoral process. Fact. China and others
are engaged as well in activities that are designed for us
to lose confidence in the outcome.”34 Evanina released a
stronger “Election Threat Update for the American Public”
on August 7, 2020.35
Cyberattacks, threats to election security, threats to
critical infrastructure, disinformation, and foreign nation-state threats to confidence in US institutions are,
collectively, threats to American democracy itself. The
Internet is now an indispensable part of the American
economy and the American way of life, as is the nation’s
critical infrastructure. Elections and free expression are
two of the most central aspects of US democracy. Threats
to these, especially those that come from hostile nation-states, need to be treated as one of the United States’
top national security priorities.
The United States currently has no effective, comprehensive defense against this new style of non-kinetic
warfare. Multiple departments and agencies have different
roles. While Americans understand that the Department of
Defense (DoD) has the lead if there is a shooting war, today
no department “owns” the defense of the United States
from non-kinetic cyberattacks against US businesses,
state and local governments, or from manipulation of
US-based social media platforms to amplify disinformation, or from other foreign efforts to sow division among
the American people. Consider the alternatives:
■

6

Coordination by the White House using the traditional
interagency process is too slow and cumbersome.
Even a White House cyber coordinator would not be

■

■

sufficient, because a considerable portion of the effort
does not involve cybersecurity. The White House needs
to play a coordinating role but does not have an operational capability.
DoD is trained to fight kinetic wars, not to engage in
the domestic political arena or the US civilian economy,
where most of the attacks in this campaign take place.
The State Department has expertise on international
issues, not on domestic infrastructure. Nor does State
have the capabilities to defend the United States from
these attacks. Diplomacy needs to support the defense
of the nation from these threats, not lead it.
Most of the Intelligence Community (IC) focuses on
collecting and analyzing foreign intelligence for policymakers and carrying out presidentially directed covert
actions abroad. Many Americans would object to intelligence agencies leading a domestic security effort, and
the IC does not have the authority to carry out all the
actions inside the United States needed to defend the
homeland.
The Department of Justice (DOJ) represents the US
government in courts, and houses law enforcement organizations like the Federal Bureau of Investigation (FBI),
the Drug Enforcement Administration, and other organizations. But DOJ is neither staffed nor configured to lead
the defense of the homeland against this type of attack.
The Federal Bureau of Investigation is configured to
investigate crimes, including terrorism, and while its
cyber defense and investigative capabilities are strong,
the FBI’s primary law enforcement mission makes it unsuited to lead a national defense far outside the law
enforcement context.

The department best suited to defend the United States
against threats to democracy is DHS. DHS is already responsible for much of what is required for a successful defense of the United States—including cybersecurity, critical
infrastructure, and election security. As explained in Part II,
DHS is already set up to be a conduit for information and
collaboration with many of the primary civilian targets of
these hostile-nation state campaigns: the US private sector
(including social media companies) and federal, state, and
local governments.
Even so, DHS will need more people and resources, and
support from other parts of the US government. DHS will
need help in this non-kinetic conflict, just as DoD relies on
help from civilian agencies in a kinetic conflict. As former
DHS Deputy Secretary Jane Holl Lute often said, there are
times when DoD, the State Department, and other parts
of the federal government need to think of DHS as the
“supported command.”
For the defense of American democracy to succeed, the
secretary of homeland security and DHS generally will
ATLANTIC COUNCIL
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Members of Maritime Safety and Security Team (MSST) Boston conduct security sweeps of the New York Harbor, Sept. 11, 2014. MSST
Boston deployed to Staten Island, N.Y., to assist MSST New York with providing a heightened security presence during the 13th anniversary
of Sept. 11. Source: U.S. Coast Guard photo by Petty Officer 3rd Class Frank J. Iannazzo-Simmons

need to be, to the greatest extent possible, nonpartisan
and “above politics.” This is essential for credibility on
election security. The chairman of the Joint Chiefs of Staff,
the uniformed military, and the US Intelligence Community
have a similar tradition. Some of the most partisan aspects
of DHS’s current responsibilities, like setting the number
of immigrant visas, could be given to the White House
domestic policy operation or carried out by, for example,
establishing separate commissions.
Immigration is currently one such partisan issue, with
strong and divergent views held by the major political parties. And DHS involvement in partisan political activities
would directly undermine DHS’s more important missions
that keep the American people safe.36
While two secretaries of homeland security have come
from a background in state politics—a highly relevant consideration given DHS’s need to work closely with state
and local governments (see Part II below)—once confirmed, the secretary must be viewed as operating the
department in accord with best practices and in a nonpartisan fashion. Former Secretary Janet Napolitano is remembered in DHS for her informal remark that when she
became secretary of homeland security, it was as if she
had her partisan bone removed—this helped reinforce her
serious message, consistent with that of other secretaries
of both parties, that what DHS does should be perceived
as nonpartisan.
ATLANTIC COUNCIL

The idea of using a separate commission to deal with
controversial issues has succeeded elsewhere, such as
monetary policy, which was highly partisan and divisive
125 years ago (e.g., William Jennings Bryan’s “You shall
not crucify mankind upon a cross of gold” speech, July
9, 1896). The Federal Reserve Board now sets monetary
policy using congressionally approved criteria for full employment, price stability, and moderate long-term interest
rates.37 This demonstrates that even hot-button political
issues can be de-politicized when there are greater national interests, such as protecting American democracy,
at stake.

DHS needs to get ready for the changing terrorist threat.
Any discussion of DHS’s mission needs to include the current state of the terrorism threat to the United States.
DHS has a major role in preventing terrorists from entering
the United States, in working with local communities to
prevent people from becoming terrorists in the first place—
called “countering violent extremism” or “terrorism prevention”—and in working with foreign partners on aviation and
border security.
Today, terrorist threats to the United States have
changed from what they were immediately after 9/11—
and have further evolved from what they were as
7
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Saudi Arabia’s Minister of Interior Prince Muhammad bin Nayef bin Abdul Aziz Al Saud greets DHS Counterterrorism Coordinator Under
Secretary for Intelligence & Analysis Francis X. Taylor and DHS Deputy Counterterrorism Coordinator for Policy Thomas S. Warrick in
Washington, DC, on December 10, 2014. Source: DHS photo by Jetta Disco

recently as 2016. There has not been a large-scale terrorist attack in the United States since 9/11,38 and DHS’s
aviation and border security efforts are part of the reason
why. Al-Qaeda leader Osama bin Laden was killed by US
forces on May 2, 2011.39 The Islamic State of Iraq and alSham (ISIS) lost control of its final piece of territory in
Baghuz, Syria, on March 23, 201940 and ISIS “amir” Abu
Bakr al-Baghdadi was killed by US forces on October 27,
2019.41
The international terrorist threat from the Islamic State
of Iraq and Syria (ISIS) and al-Qaeda has not gone away,
and DHS needs to use the next two to three years to get
ready for what is coming next. ISIS is working on staging
a comeback, and is already back to its 2012 level of activity in Iraq.42 Bin Laden’s successor Ayman al-Zawahiri
is reportedly still alive and many of al-Qaeda’s adherents
moved to other safe havens.43 Al-Qaeda in the Arabian
Peninsula (AQAP) claimed credit for the December 6, 2019,
terrorist attack at the Naval Air Station in Pensacola, Florida
that killed three and injured eight. Terrorist groups are already trying to exploit the COVID-19 pandemic.44
Top US military leaders who have led these hard-won US
kinetic successes have warned that the United States
8

cannot capture or kill its way to final victory.45 They say the
United States needs to move more resources into nonkinetic counterterrorism efforts, especially countering violent extremism or terrorism prevention. For DHS domestically, this means working with communities to prevent
people from being radicalized.
For DHS internationally, this means working with the State
Department and allies and international partners to implement United Nations (UN) Security Council Resolution
(UNSCR) 2396 (2017) to build up worldwide capabilities to
disrupt terrorist efforts to travel across international borders. UNSCR 2396 is of special significance for DHS because it was the first time the Security Council established
a binding international legal requirement under Chapter
VII of the UN Charter that all UN member states needed
to install and use aviation security methods that DHS pioneered—especially Advance Passenger Information and
Passenger Name Record data (API/PNR)—as well as biometrics and watchlists. DHS had campaigned for years for
the universal use of these technologies to make it harder
for terrorists and criminals to evade detection when they
travel internationally. DHS and the State Department undertook to provide other countries assistance to meet their
obligations under UNSCR 2396.46
ATLANTIC COUNCIL

Future of DHS Project: Key Findings and Recommendations

Secretary Jeh Johnson speaks to the media after the Pulse nightclub shooting. Source: DHS photo by Jetta Disco

Domestic terrorism by white supremacists and other
“homegrown” causes needs more attention and resources by DHS, the DOJ, and the FBI. Since 9/11, more
Americans have died in terrorist attacks by white supremacists and terrorists with similar political alignment than in
attacks by ISIS or al-Qaeda sympathizers.47 The September
2019 DHS Strategic Framework for Countering Terrorism
and Targeted Violence48 called out white supremacism
as “one of the most potent forces driving domestic terrorism.”49 But the DHS Strategic Framework, which struggled
for resources and support since shortly after its release,50
has resulted in little visible change in DHS’s actions or
priorities.

Recommendations for DHS’s Mission
1.1

DHS needs to refocus its mission around today’s
most serious threats to the nation: (1) In the short
term, COVID-19, which has already killed more than
150,000 Americans51 and threatens to kill 77,000
more;52 (2) starting immediately, nonmilitary threats
from nation-states like Russia, China, and Iran; and
(3) in the long term, threats to critical infrastructure
from climate change or extreme weather.

1.2 DHS needs to lead the defense of the nation on
cybersecurity, election security, protecting critical
ATLANTIC COUNCIL

infrastructure, countering foreign nation-state disinformation, and countering foreign nation-state
misuse of social media—under the mission to “protect American democracy.” Much of what needs defending is in the hands of the private sector, and state
and local governments. DHS needs to provide leadership and communication.
1.3 While giving greater attention and resources to the
threats listed above, DHS needs to maintain its level of resources and efforts on its existing missions
of counterterrorism, aviation security, border management and immigration, maritime security, emergency management, disaster response, and protecting US continuity of governance. None of DHS’s
existing missions is going away.
1.4 If DoD’s bumper-sticker version of its mission is “We
fight and win America’s wars,”53 DHS needs to think
of its mission as “We lead the defense of the Nation against non-military threats.” There needs to
be clarity—in the White House Situation Room, on
Main Street, in Silicon Valley, in the US Congress,
and among DHS’s own employees—which cabinet
department leads the defense of the nation against
the non-kinetic campaigns now being waged by nation-states determined to undermine US power.54
9
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Three urgent recommendations to address COVID-19:
1.5 DHS needs immediately to devote significantly greater leadership focus and resources to efforts against
COVID-19. COVID-19 is far and away the greatest, most
urgent short-term threat to the security of the United
States—with the potential to inflict additional American deaths equal to twenty-five more 9/11 attacks before the end of 2020.55 DHS needs to do much more
to harmonize states’ response efforts and to solve the
COVID-19 resource and logistic shortfalls that continue
to occur across the nation, six months after the scope
of the pandemic became clear. DHS should mobilize
and prioritize the increased, coordinated distribution
of needed testing, vaccination and medical supplies,
and the infrastructure changes required to make US
schools, factories, nursing homes, and offices safe.
1.6 DHS should be more proactive in sounding the national alarm in future pandemics and public health
emergencies, to ensure the federal government is
fully mobilized. The failure to mobilize the federal government and provide leadership across the homeland
security enterprise for a unified, national effort in January and February 2020 resulted in tens of thousands of
avoidable deaths in the United States. This should never happen again. Even though HHS has the lead in public health issues, if the secretary of HHS cannot organize
the necessary support, DHS should do more to mobilize
the response to global and domestic health emergencies. DHS has the ability that HHS does not to elevate
a public health issue into a national security issue.
1.7 DHS likewise should ensure that national medical supply stockpiles are rebuilt quickly and that
pandemic plans and playbooks are kept available
so they can be publicized, activated, and executed
when needed. DHS needs to speak out more forcefully and publicly about the reason for the appropriations requests to replenish the national stockpiles,
because this is a national security issue in addition
to a public health issue. Experienced White House
veterans know that in a change of administrations, it
is not just personnel who are changed—White House
computer systems are erased. Both of these can
leave a gap in institutional knowledge about emergency planning for pandemics and other infrequent,
high-consequence events such as earthquakes. Because of DHS’s responsibilities in emergency management and planning for the federal government,
DHS should have both the responsibility and the capability to recall and make known playbooks and other plans for addressing contingencies like pandemics.
This should include the ability in an emergency to activate planning without waiting for formal instructions.
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1.8 DHS needs additional resources for both cybersecurity and election security and should submit an
emergency supplemental request for the Cybersecurity and Infrastructure Security Agency (CISA)
in the first half of 2021 to deliver help in time for
the November 2022 election. The US Cyberspace
Solarium Commission has also called for additional
resources for DHS cybersecurity.56
1.9 The next DHS leadership team needs to be built
around a common understanding of the most urgent threats to the nation outlined in Recommendation 1.1. DHS must move away from the current decentralized approach in which component leaders
often set their own priorities. A department where
the component leaders set their own priorities will
not succeed.
Two urgent recommendations for communications and
public engagement:
1.10 Communications is a core DHS mission. DHS requires world-class capabilities to communicate
much more effectively with the American people,
DHS stakeholders in the private sector and state
and local governments, and, especially, DHS’s employees. DHS needs a public affairs, internal communications, and a legislative affairs operation to match
those of the State and Defense Departments. DHS
leadership also should do more to listen, because
DHS needs information from its stakeholders and employees to succeed. DHS’s communications professionals need to be involved early in the policy making
process to advise on effective communications with
the public and other stakeholders, and to be able to
report candidly to policy makers when policies are
not working or are not understood by the public.
1.11 DHS also needs to invest urgently in considerably
wider access to classified voice and data networks
used throughout the national security community.
Other national security agencies including State, the
Department of the Treasury, DOJ, and the FBI make
widespread use of classified voice and data systems
to protect national security information. If DHS is to
lead the defense of the nation against non-military
attacks by highly sophisticated nation-states like Russia and China, DHS needs wider availability of classified voice and data networks.
1.12 DHS, more than other cabinet departments, needs
to factor into its decisions how its actions affect
the trust the American people have in DHS. DHS
needs the support of the American people in order
to succeed.57 DHS relies on voluntary cooperation
ATLANTIC COUNCIL
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and the sharing of information from state and local
governments, and from the private sector, to protect
computer networks and critical infrastructure. Even
security functions like aviation security rely on the
American people accepting what DHS does as necessary for their protection. The public needs to have
confidence that the information they provide to DHS
is used appropriately—a consideration that will become even more important as technologies like facial recognition become more widespread than they
are at present. Stories of aggressive pat-downs at
airport checkpoints of grandmothers, small children,
or people with disabilities hurt DHS’s ability to do its
mission. Public confidence in DHS cannot be commanded; it must be earned whenever DHS takes action.
A Pew Research Center study released in April 2020
said that the American people held a favorable view
of DHS by 71 percent vs. 24 percent unfavorable—
but for Immigration and Customs Enforcement (ICE),
the numbers were split 46 percent favorable vs. 45
percent unfavorable.58 While security should not necessarily be governed by opinion polls, the American
people and their state and local governments need
to be assured that DHS will exercise its authorities
responsibly. DHS needs to re-think both its overall
approach to immigration enforcement and its recent
policy of arrests in the streets away from federal
buildings it is authorized to protect. DHS offices such
as Civil Rights and Civil Liberties (CRCL) and Privacy (PRIV), which directly report to the secretary, are
important in this regard.59 Americans have a visceral
negative reaction to federal officers in desert camouflage and gas masks using their powers aggressively
in the streets of the United States. It is vital to DHS’s
mission that DHS find ways to deal with the use of
information, immigration enforcement, and protec-
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tion of federal property in ways that do not alienate
states, cities, and the American people.
1.13 Expecting the unexpected needs to be a normal,
permanent part of DHS’s mission. DHS should
have both the authority and the ability to shift focus, money, and people more rapidly than at present. DHS’s mission will always involve responding to
events that were unforeseen or exceeded what was
foreseen. Because of DHS’s responsibility for disaster response, and because of DHS’s broad mission
space, popular opinion associates DHS with events
like Hurricane Katrina (2005), Deepwater Horizon
(2010), Hurricane Sandy (2012), the southwest border
crises of 2014 and 2019, and COVID-19 (2020). This
is true even for those crises that the experts foresaw
but for which the government was not adequately
staffed and resourced when the crisis hit. DHS needs
to be able to meet the challenge not just of predicting what might go wrong, but to operationalize and
pre-plan the response so that DHS can turn what
would otherwise be a major disaster into a lesser,
manageable one.
1.14 The secretary of homeland security should become
a statutory member of the National Security Council. Although National Security Presidential Memorandum no. 4 and its predecessors made the secretary
of homeland security a member of the National Security Council, by law the mandatory members of the
National Security Council are only the president, the
vice president, the secretary of state, the secretary of
defense, the secretary of energy, and the secretary
of the treasury.60 The secretary of homeland security
is the only cabinet official with broad national security responsibilities who is not yet a statutory member.
This recommendation will take congressional legislation to implement.
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II. DHS’s Public-Private Partnerships
Are Unique and Should Be Modernized
to Effectively Counter the Threats of
the 2020s
Key Findings
Protecting American democracy and building a resilient
homeland is a shared endeavor across a diverse set of
stakeholders known as the homeland security enterprise
(HSE). This fundamental principle distinguishes DHS’s mission from that of other cabinet departments. DHS has the
unique ability to bring others together to solve a crisis or
avert a threat. While DHS may lead or direct specific operations, DHS’s chief responsibility is often to coordinate efforts of federal departments and agencies, in consultation
with state, local, tribal, and territorial (SLTT) governments,
nongovernmental organizations, private-sector partners,
and the public, a partnership commonly referred to as the
“homeland security enterprise.” DHS should not be viewed
at the top of a pyramid directing downwards—if anything
the “pyramid” is inverted with DHS often in a supporting
role or called upon to assist when partner resources are
overwhelmed and they ask for federal assistance.61
The enormity of the homeland security mission can be appreciated by the scale of American geography and political
economy: Alaska is about the geographical size of Mexico,
and if California were a country it would be the fifth largest
economy in the world. Adjacent US states do not always
share the same natural hazards or perceived terrorist targets. American industry owns and operates the majority
of the assets, systems, and networks that underpin the
American way of life, the continuity of the economy, and
US national security. Building a safe, secure, and resilient
nation requires a harmonized approach to managing strategic risk and defending against threats from nation-states,
terrorists, and criminal adversaries. In this environment,
trust, communication, information sharing, and shared understanding of desired outcomes are essential.
Homeland security is a decentralized enterprise shared
by diverse stakeholders in the public and private sector.
While DHS is the lead federal partner in the execution
of the homeland security mission,62 managing strategic
risks—including defending against the threats discussed
in Part I of this report—requires a collaborative and inclusive effort among various partners in the homeland security enterprise. The first Quadrennial Homeland Security
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Review presented homeland security “as a distributed system, where no single entity is responsible for or directly
manages all aspects of the enterprise.”63
While DHS may lead and direct specific operations,
DHS’s chief responsibility is often to coordinate efforts
of executive departments and agencies, in consultation
with SLTT governments, nongovernmental organizations, private-sector partners, and the public. DHS often
finds itself in a supporting and consultative role or called
upon to assist when the resources of a partner are overwhelmed and federal assistance is requested.64
As the COVID-19 response showed, if partners take divergent approaches to strategic and existential threats,
it can undermine the national effort. For example, when
DHS failed to coordinate both procurement and distribution of scarce personal protective equipment (PPE)
during the pandemic’s early days, it created a bidding
war among the states, prompting prices to soar to the
detriment of those who needed PPE.65 It also exacerbated supply chain uncertainty and paralyzed the mutual
aid system between jurisdictions. Cyberattacks on infrastructure, election disinformation campaigns, and climate
change or extreme weather all have regional or national
effects, and yet must be defended one building or computer network at a time.
DHS is distinct among federal agencies in the kinds of
relationships it has with the private sector. Each relationship is unique to the mission, governed by different
statues and authorities. DHS’s relationships fall into these
categories:
● Operational — For example, the Transportation Security
Administration (TSA) works with airlines and airports to
adjust procedures to meet evolving security threats.
● Operational Support — For example, the Federal
Emergency Management Agency (FEMA) works after
disasters to remove physical and bureaucratic obstacles to private sector recovery efforts, so people can
rebuild their lives and the economy can recover.
● Supporting — For example, CISA shares threat and
vulnerability information with industry so that corporate
security programs can defeat threats and mitigate risk.
ATLANTIC COUNCIL
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Secretary Jeh Johnson meets with state officials in Baton Rouge, LA. Source: DHS photo by Barry Bahler

● Regulatory — For example, the US Coast Guard (USCG)
and CISA chemical security regulations focus on maritime and chemical industry facilities that have a higher-than-average risk for security incidents.
● Contractual — Like other departments and agencies,
DHS contracts for integrated logistics support or advanced systems and technologies for DHS’s front-line
employees.
DHS’s ability to foster information sharing between private-sector companies, some of which compete with each
other, is a vital reason why the homeland security enterprise is essential. DHS’s information sharing programs are
designed to let companies facing similar threats share situational awareness about those threats. DHS’s information
sharing exposes cyber vulnerabilities and hostile exploits,
for example, which allows other companies to defeat threats
and avoid risk that, without DHS, would likely defeat them
one at a time. Authorities such as the Cyber Information
Sharing Act of 201566 and Protected Critical Infrastructure
Information67 encourage the two-way sharing of information
by allowing private businesses to share information about
ATLANTIC COUNCIL

vulnerabilities, exploits, or incidents. DHS does this by providing liability and other protections when companies share
information in DHS-approved channels. Similarly, the supply chain security efforts of Customs and Border Protection
(CBP), including the Customs-Trade Partnership Against
Terrorism (C-TPAT) and the CBP-TSA Air Cargo Advance
Screening program (ACAS) are proven mechanisms for the
private sector to share supply chain and other vulnerabilities with DHS, which allows DHS and the private sector to
enhance supply chain security and resilience.
Most often, the sharing of unclassified or downgraded
classified information on hostile tactics or techniques enables corporate security or cybersecurity officials to share
information within their organizations. Stakeholders such
as the financial services, telecommunications, and electricity sectors, need higher-fidelity, often classified, intelligence to take action. This lets businesses make informed
decisions and take actions to mitigate threats. Increasing
the speed of sharing is now vital, as cyberattacks happen at network speed, and the federal government
needs to be able to communicate relevant information,
13
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Coast Guard crew member measuring ice thickness. Source: U.S. Coast Guard photo

including attribution, in real-time to enable companies to
prevent damage to their systems or the theft of valuable
information.
Foreign adversaries are already carrying out attacks
on US critical infrastructure. As evidenced by a July
23, 2020 National Security Agency (NSA) and CISA joint
Cybersecurity Alert,68 nation-state adversaries conduct
malicious activity against critical infrastructure, often exploiting Internet accessible operational technology. While
foreign nation-state cyberattacks against critical infrastructure have risen exponentially over the last ten years, infrastructure can also be the target of kinetic attacks, including
by violent extremists.
Climate change or extreme weather represents the most
significant long-term threat to critical infrastructure.
Climate change will also have an increasing impact on
the operational environments that DHS helps secure.
DHS is not responsible for addressing climate change,
but it is responsible for getting partners to protect the
infrastructure that is at risk due to climate change or
extreme weather. DHS will need to help organize and
support the state, local, and private sector investments to
develop the necessary resilience to climate change and
associated trends.69 Famine or drought can drive mass migration in Central America or cause terrorists to relocate
14

from a safe haven overseas to the United States or our
allies. Melting sea ice is a reality for the USCG in the Arctic
that could lead to new opportunities for shipping, tourism,
and legal resource exploration, but also for illegal smuggling and trafficking, environmental disasters, and illicit resource exploitation—in today’s world economy, fisheries
are a vital national resource.
Climate change is driving the frequency, size, impact, and
complexity of a range of natural disasters, including storms,
floods, droughts, and wildfires. This places additional resource requirements on FEMA. As these disasters become
more complex, their cascading effects become more unpredictable, and thereby stress the entire homeland security enterprise. Higher temperatures and more intense
storms may also damage or disrupt telecommunications
and power systems, creating cascading consequences
for telecommunications infrastructure, emergency communications, and cyber system failure. While FEMA’s Build
Back Better public assistance program70 provides funding
to mitigate future disasters, DHS needs an enterprise-focused climate change strategy to address the entirety of its
ecosystem. Equally important, the security implications of
climate change must be addressed in any comprehensive
climate change plan. DHS must have a seat at the table to
ensure DHS’s missions and the equities of DHS’s stakeholders are understood.
ATLANTIC COUNCIL
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Recommendations for Modernizing DHS’s
Public Private Partnerships
Overall
2.1 Task the Office of Partnership and Engagement
(OPE) with developing a comprehensive engagement strategy to increase trust and harmonize
engagement with key private sector partners and
make better use of convening authorities. DHS’s engagements with the private sector have grown, often
without sufficient planning on how to leverage those
relationships across the department. Senior-level engagement with the private sector, especially corporate leadership, should be continuous and collaborative so that when new or urgent issues arise, senior
officials do not find themselves trying to build trust for
the first time. As noted above, DHS needs to develop
trust to be effective in working with partners across
the homeland security enterprise.
While CISA carries out many of these engagements,
so do other parts of DHS. The Office of Partnership
and Engagement reports directly to the secretary
and is the right office to develop a comprehensive
strategy and a plan to overcome the constraints and
obstacles that are preventing DHS from engaging in
substantive dialogue with industry in order to allow
industry to better protect itself.
DHS has unique authorities to convene government and private sector stakeholders to address
active and emerging threats. DHS’s incoming leadership does not always know or appreciate these authorities. Understanding the extent and applicability
of these authorities can aid the secretary and headquarters staff in identifying courses of action that mitigate threats in a crisis.
These authorities, when used appropriately, allow
department leadership to have substantive discussions with industry that would normally be constrained by federal acquisition and government
ethics rules. The secretary of homeland security can
privately seek advice and counsel from a company
or an industry, for example, to close a security gap
that terrorists or hostile nation-states would otherwise exploit.
Additionally, DHS knows that engagement must be
continuous and collaborative, not episodic or directed, but this takes strategic planning because senior
DHS and corporate leader attention must be reciprocal, so that when new or urgent issues arise, senior
officials do not find themselves trying to build trust
ATLANTIC COUNCIL

Assistant Secretary Caitlin Durkovich at a DHS-led active shooter
workshop. Source: DHS photo by Barry Bahler

for the first time. Nor should relationships be constrained by one individual on either side feeling he or
she “owns” the relationship. A strategy will help DHS
senior leaders maximize DHS’s ability to interact with
the private sector in ways that strengthen the security
of the homeland.
2.2 DHS should inventory its information-sharing relationships and adjust its practices according to the
different levels and capabilities of SLTT and private
sector stakeholders. Information sharing is not onesize-fits-all, and DHS needs to adjust its practices
accordingly. When DHS shares information, it should
be both timely and actionable. Different-sized organizations have different levels of sophistication and
need different levels of detail to drive corporate executive actions. Large firms, or companies in technically
sophisticated industries such as telecommunications
and financial services, already have a high level of
knowledge. Sometimes they need very specific and
actionable information, often at a classified level, to
drive executive action. Some companies just want to
be told what DHS needs them to do.
DHS headquarters needs to have a comprehensive
understanding of its various information sharing relationships and those of other federal departments
and agencies. The secretary should direct an inventory of DHS’s different information sharing programs, their purpose, and their perceived utility to
stakeholders. The deputy secretary should convene
regular meetings with the Office of Strategy, Policy,
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and Plans (PLCY), Office of Intelligence & Analysis
(I&A), Office of Public Affairs (OPA), Office of Partnership & Engagement (OPE), Office of Legislative
Affairs (OLA), and component programs to coordinate messaging and two-way information sharing on
emerging threats to ensure information is shared at
the appropriate classification level—as much of it as
possible to components in the field at the unclassified level. Given the failure before 9/11 to connect the
dots—which appears to have happened in the early
months of the COVID-19 pandemic—DHS needs to
enhance its information-sharing and data visualization programs.
2.3 DHS should devolve operational-support decisions
to the local level to strengthen trust with SLTT partners—and have DHS’s local representatives communicate to headquarters what they are hearing. DHS
is collectively the largest “retail” face of the federal
government to the private sector. To many private sector partners, DHS is locally based. DHS components
are distributed across the country and employees
work locally to help secure ports, waterways, critical
infrastructure, to include soft targets. DHS needs to do
more to take advantage of its sustained, retail presence, which is often better attuned than Washington to
the needs of local partners. DHS leadership should institutionalize a process, to include regular visits to the
field, whereby field employees can report and share
their observations with headquarters and in turn, policies and programs can be tailored to address and support the unique needs of the stakeholders.
2.4 DHS should designate “systemically important critical infrastructure” and DHS’s support should be
comparable to what DoD provides to the companies in the defense industrial complex. DoD’s Defense Industrial Base (DIB) is an unmatched element
of US national power that differentiates the United
States from all potential opponents by allowing DoD
to draw on what the private sector can build in times
of national emergency or crisis.71 DHS needs to develop a comparable relationship with “systemically
important critical infrastructure” that underpins our
democracy, economy, and national security. The US
Cyberspace Solarium Commission recommended
that Congress should codify the concept of “systemically important critical infrastructure” so that entities
responsible for systems and assets that underpin
national critical functions receive additional security
support from DHS consistent with their critical status
and importance.72 DHS should also determine whether to implement mandatory cyber incident reporting
for “systemically important critical infrastructure”
analogous to the DIB requirements.
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2.5 Make threats against critical infrastructure a priority across the Intelligence Community. The secretary should work to ensure that the US Intelligence
Community’s collection priorities include changes to
threats against critical infrastructure companies. A
May 2018 report of the Council of Foreign Relations
rightly pointed out that the federal government’s classified information sharing program with the private
sector is a system of a bygone era and that the government needed to give increased priority to collecting intelligence on threats to private companies, particularly critical infrastructure operators, and amend
its processes for disseminating that intelligence.73
The National Infrastructure Advisory Council similarly
recommended that Threats to Critical Infrastructure
should be a Priority 1 topic within the National Intelligence Priorities Framework.74 A validation process
would be needed to ensure transparency and that
collection requests are used only for the purposes of
protecting infrastructure against threats to national
and economic security. This will work only if the private sector trusts what DHS is doing.

Climate change or extreme weather
2.6 DHS should incentivize efforts to enhance resilience and mitigate risk, in addition to supporting crisis-driven response activities. Studies show that mitigation projects can avoid as much as $6 in damage for
every $1 invested.75 As the United States’ threat profile
shifts away from foreign terrorist attacks on US soil toward pandemics; nation-state threats to democracy;
natural disasters like hurricanes, storms, and earthquakes; as well as climate change or extreme weather; cyberattacks; and the other threats of today, DHS’s
grant programs should adapt as well. For example:
● At least 50 percent of the annual $1 billion
Homeland Security Grant Program (HSGP) should
be reserved for all-hazard threats, including counterterrorism, cyberattacks, pandemics, and other
“nontraditional” threats.
● As extreme weather, cyberattacks, and other
asymmetric threats increasingly penetrate the risk
landscape, DHS should advocate for adapting the
national network of fusion centers, which are largely
funded by HGSP, from a law enforcement-centric
approach to an all-hazards framework. Such a shift
in approach ultimately lies with state and local partners, but would better support the department’s
mission to build resilience to all hazards.
● FEMA should adapt the Hazard Mitigation Grant
(HMG) and Building Resilient Infrastructure and
Communities (BRIC) programs to incentivize SLTT
partners to undertake projects that build resilience
against climate change, pandemics, cyberattacks,
ATLANTIC COUNCIL
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cially true if a nation-state adversary takes down a major part of US critical infrastructure. If DHS is going to
deter and defend against the type of warfare that US
adversaries are now waging, DHS needs to be able
to demonstrate that the United States can rapidly restore critical functions across corporations and industry sectors and get the economy back up and running.
Nothing undermines an adversary’s cyber offensive
strategy better than a recovery that happens within
hours rather than days. This was a recommendation
of the US Cyberspace Solarium Commission.76

Members of Coast Guard Shallow-Water Response Boat Team 3
help pets stranded by floodwater caused by Hurricane Florence,
North Carolina, Sept. 16, 2018. Source: U.S. Coast Guard

and other “non-traditional” threats—breaking out
of its traditional, narrow emphasis on floods and
storms.
The importance of these very significant grant programs
suggests they might fare better outside of FEMA, in a DHS
component that is more policy-oriented and less operationally focused.
Moreover, the Office of Support Anti-Terrorism by Fostering
Effective Technologies (SAFETY) Act Implementation, which
provides “liability protections to companies that develop and
deploy anti-terrorism technologies,” should be moved out of
the Science and Technology Directorate (S&T) and placed
within CISA to better align with the critical infrastructure
risk management mission. Owners of critical infrastructure
assets are increasingly seeking certification, which allows
them to display DHS approved SAFETY Act marks, akin to
a “Good Housekeeping Seal of Approval.” The SAFETY Act
provides one of the strongest incentives to the private sector to use their own resources to make the United States
more secure.

Cybersecurity
2.7 DHS should work with Congress to authorize and
appropriate a Cyber Resilience Fund, akin to the
Disaster Recovery Fund, to support rapid response
and recovery of national critical functions. In a crisis,
there is no substitute for ready cash, and this is espeATLANTIC COUNCIL

2.8 DHS should support and lead the Joint Collaborative
Environment, a common and interoperable environment for the sharing and fusing of threat information,
insights, and other data across the federal government and between the public and private sectors. Data
need to be shared or cross-correlated at the speed
and scale necessary for rapid cyber threat detection
and identification. This was also a recommendation of
the US Cyberspace Solarium Commission.77
2.9 The White House should establish a national cyber
director in the Executive Office of the President, at
the level of assistant to the president, and give the
CISA director a seat at the Deputies Committees
alongside the DHS representative—just as both the
under secretary of defense for policy and the vice
chairman of the Joint Chiefs of Staff sit at the deputies’ table when the military defense of the nation is
being discussed. The reasons are analogous. Military
expertise needs to have a voice at the table, not just
as a backbencher, when policy decisions about the
use of force are decided. Similarly, cybersecurity expertise needs to have a voice at the table when the
United States makes policy decisions about how to
defend against nation-state, terrorist, or even criminal
enterprise cyberattacks.
It is also important for DHS and CISA to be at the
table when decisions are made about US offensive
cyber operations, even the most sensitive when
most other cabinet departments are excluded from
the decision-making process. A tactic, software tool,
or method of attack used by US offensive cyber operators can be turned against the United States in
a matter of hours or days. DHS needs to be able to
caution other policy makers if the United States has
particular vulnerabilities to the same attack method—offensive cyber operators might not know the
vulnerabilities of US cyber infrastructure operators.
Additionally, DHS may need time to prepare US cyber defenses so that US cyber infrastructure operators can defend themselves when the tactic is turned
against them. Recent history is replete with examples
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CBP AMO agents deliver food and water to severely damaged Fox Town on the Abaco Islands in the Bahamas, in the aftermath of Hurricane
Dorian Sept. 6, 2019. Source: CBP photo by Kris Grogan

where US offensive cyber tools were disclosed and
turned against targets inside the United States.78

Other recommendations
2.10 DHS should build the capacity to identify emergent,
strategic threats—and the capabilities that will be
needed to counter those threats. DHS needs to shift
to a more anticipatory, proactive risk mitigation model, and it should work to ensure its stakeholders do
also. DHS Science & Technology (S&T) should be restructured to provide foresight and strategic thinking
about how threats are evolving and what the technology for tomorrow needs to be across the HSE. S&T’s
focus should be on early and emerging technologies
and technological solutions. S&T will need to consult
more closely, not just with DHS’s operating components, but also with other parts of DHS responsible
for forward thinking on issues like terrorism, cyberthreats, threats to large data systems, and even upcoming legal challenges to management of data.
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2.11 DHS should strengthen trust with its partners
across the homeland security enterprise. More than
almost any other part of the federal government, DHS
needs the support of its stakeholders to succeed.
Trust is the foundation of DHS’s information sharing and risk management activities. DHS relies on
voluntary cooperation from state and local governments and the private sector to protect everyone’s
computer networks and critical infrastructure. Certain
missions and partnerships—most notably those of
CISA and TSA—have so far been immune to the fallout from recent DHS missteps and operational blunders, but even these are going to be at risk unless
DHS increases the priority of strengthening trust.79
To build trust, DHS components must sit across the
table from their private sector partners, communicate
regularly, ensure there is a shared understanding of
the problems, speak of the value of mitigating risks
in language that private sector partners understand,
and demonstrate a return-on-investment or other
measures of success.
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III. Resolving the Issues That Cause DHS’s
Low Morale
Key Findings
When large cabinet departments are ranked by overall morale, DHS has occupied last place every year since 2010.
Other departments go up and down over the years (see
Figure 2), but DHS has been last in twelve out of thirteen
surveys done since 2003. Yet at the same time, DHS employees remain committed to the department and its missions. Addressing the workplace issues that drive DHS’s
low morale needs to be one of the top priorities that
DHS’s leadership team should address. Sustained leadership attention to the specific workplace issues, especially
at TSA and CBP, could allow DHS to considerably improve
overall morale over the next two to four years.
Measuring morale. Each year, the Office of Personnel
Management conducts the Federal Employee Viewpoint
Survey (FEVS),80 asking the civil service workforce about
a hundred questions about their views on their workplace.
The Partnership for Public Service’s “Best Places to Work
in the Federal Government” project makes the data more
broadly accessible.81 The Partnership weights the answers
to three specific questions that, over time, have been able to
predict whether an employee will remain with the agency.82

While the FEVS survey reports that morale at DHS is low,
the FEVS survey also shows that DHS employees remain
committed to the department and its missions. DHS’s best
FEVS score relative to other departments is “The work
I do is important.” Upon hearing that the Atlantic Council
was undertaking this study of how to improve DHS, more
than a hundred current and former DHS officials volunteered ideas and recommendations. The following comes
from an analysis of the FEVS data.
DHS is a component-driven organization, which hinders
the department’s ability to fully align employees to a unified mission and shared purpose. Efforts to build a “One
DHS” or “Unity of Effort” model were not sustained long
enough or deep enough to take root. As a result, DHS
today still lacks an overall unifying, organizational culture.
Employees feel a stronger loyalty to their component and
almost no loyalty to the department as a whole.
The lack of a common DHS organizational culture and
other challenges related to different degrees of employee engagement are holding DHS back from moving
toward an organizational culture of innovation, collaboration, and empowerment. FEVS survey data show a

DHS employees at a town hall meeting. Source: DHS photo by Jetta Disco
ATLANTIC COUNCIL
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Figure 2: Results of Federal Employee Viewpoint Surveys (FEVS) by cabinet department
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DHS employees are focused on their component’s goals
and appear not to know or understand about departmental strategies or goals, nor how their individual work
contributes to the larger DHS mission. On FEVS question
fifty-six, “Managers communicate the goals of the organization,” DHS employees ranked the department fourteenth
out of fourteen—lowest ranked of the large cabinet departments for which FEVS reported data. In contrast, DoD
briefs national strategies, such as the Defeat-ISIS strategy,
down to the battalion commander level.83
On FEVS question twelve, “I know how my work relates to
agency goals” (Figure 3), US Citizenship and Immigration
20

Services (USCIS) and US Coast Guard (USCG) employees—13 percent of the department—rate DHS highly. But
CBP, CISA, Immigration and Customs Enforcement (ICE),
TSA, and the US Secret Service (USSS) employees—74
percent of DHS—have less of an understanding of how
their work relates to agency goals. In 2019, only 51 percent of DHS respondents agreed that “Managers review
and evaluate the organization’s progress toward meeting its goals and objectives,” compared to 64 percent
government-wide.
Figure 3: Response to FEVS Question 12 by DHS
component, 2017-19 3-year average, “I know how
my work relates to agency goals”
4.4
4.2
FEVS Score

widespread perception of a “punishment culture” and a
“culture of no” where potential solutions are not always
voiced, success is not consistently celebrated, and employees’ personal empowerment is not always clearly
defined. In 2019, only 41.2 percent of DHS respondents
agreed employees have a feeling of personal empowerment with respect to work processes—compared to 50
percent government-wide. In 2019, only 44.7 percent of
DHS respondents agreed employees are recognized for
providing high quality products and services—compared
to 54 percent government-wide. DHS’s score on FEVS
question thirty-two, whether “creativity and innovation are
rewarded,” is one of the lowest-scoring questions across
the entire department.
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Table 1
DHS Employees by Component, 2018

Total

Percent
30.76%
29.06%
9.57%
9.56%
9.00%
4.10%
3.50%
1.63%
1.58%
0.60%
0.36%
0.20%
0.09%

208,254

100.00%

Source: Office of Personnel Management, Fedscope

Survey results show that trust between DHS employees
and senior department and component leaders is low.
Improving employee trust has to be central to DHS’s
workforce and morale strategies. It must be noted that
the FEVS questions are ambiguous as to whether “senior
leaders” refers to DHS leaders or component leaders. It
is also clear that responses to specific questions tend to
move up or down together, suggesting that DHS employees reward or punish their leaders across the board, raising all scores when things improve, but giving everything
lower scores when morale declines.
In 2019, only 37.7 percent of DHS respondents agreed that
“In my organization, senior leaders generate high levels
of motivation and commitment in the workforce,” in contrast to the government-wide score of 45 percent. In 2019,
only 47.9 percent of DHS respondents (compared to 56.1
percent government-wide) agreed that “My organization’s
senior leaders maintain high standards of honesty and integrity.” This is remarkable in a department with the missions and functions that DHS has.
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Figure 4: FEVS rankings of subagencies, 2019

DHS

DOD

DOJ Treasury

100
120
140
160
180
200
220
240
260
280
300
320
340
360
380
400
420

Source: Partnership for Public Service, Best Places to Work in the
Federal Government, 2019

components. Specific recommendations address TSA and
CBP below.

Turning around DHS’s morale problems starts with the
two components that drive the department’s low FEVS
scores: TSA and CBP, which together account for more
than 59 percent of DHS’s employees (Table 1).84 DHS’s
overall score is weighted by the number of employees
(survey respondents) in each component.

The United States Coast Guard (USCG) and US Citizenship
and Immigration Services (USCIS) consistently rate highly
compared to all federal subagencies, but unlike DHS’s
closest counterparts—DoD, DOJ, and Treasury—most DHS
components are clustered at the bottom (Figure 4). DHS’s
Countering Weapons of Mass Destruction office (CWMD)
was the lowest-ranking subagency in the federal government in 2019, ranking 420 out of 420. CWMD’s assistant
secretary was removed in October 201985 and replaced
by DHS managers with decades of experience at TSA and
USCG.86 This is an important positive example because,
as will be shown later, removing poor performers is something DHS needs to do more of.

As Leo Tolstoy wrote in the opening sentence of Anna
Karenina, “All happy families are alike; each unhappy
family is unhappy in its own way.” That applies to DHS’s

DHS has had some remarkable success stories in turning around employee morale that should be recognized,
understood, and where possible replicated.
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Figure 5: DHS’s Information & Analysis
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Figure 6: US Secret Service FEVS scores by category
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Figure 7: ICE FEVS scores by category
Effective Leadership

80

Effective Leadership: Empowerment

70

Effective Leadership: Fairness
Effective Leadership: Senior Leaders

FEVS Score

60

Effective Leadership: Supervisors

50

Employee Skills–Mission Match
Pay

40

Teamwork
Innovation

20

Training and Development

10

Work–Life Balance
Support for Diversity
May May May May May May May May May May May May May May
2003 2005 2007 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Performance-Based Rewards and
Advancement

Source: Partnership for Public Service, Best Places to Work in the Federal Government, 2019

● I&A under Under Secretary Frank Taylor, 2014-17: Brig.
Gen. Francis X. Taylor, USAF (ret.) took office as under
secretary of I&A in early June 2014. He reorganized
I&A to address a top-heavy management structure and
poor performers who were preventing the promotion
22

● USSS under DHS Secretary John F. Kelly and USSS
Director Randolph “Tex” Alles: USSS was rocked
by scandal starting in 2012 when agents had to
be disciplined for hiring prostitutes in Cartagena,
Colombia. This revealed a number of problems within
the USSS culture that took several years to address.
The decline was halted in 2016 and 2017 under
DHS Secretary Jeh Johnson, then morale improved
steadily from 2017 to 2019 under Secretary John
F. Kelly and Director Randolph “Tex” Alles, erasing
most of the loss (Figure 6). Former DHS employees
attributed the success to Secretary Kelly, a former
Marine Corps general, who showed a strong, personal interest in the USSS officers he encountered
at the White House, both as secretary and when he
was chief of staff to the president, and to efforts by
Director Alles to develop an employee engagement
action plan, to address agents’ concerns about worklife balance, and to other actions.

Strategic Management

30

0

of those who were more qualified. As is often the case
during a reorganization, morale declined in the first year,
but increased steadily for the next two years (Figure 5).
In May–June 2017, I&A’s FEVS scores across the board
were higher than before Taylor took office.

● ICE under Director Sarah Saldaña underwent an even
stronger surge in employee morale from 2015 to 2017
(Figure 7).
● USCG and USCIS have long been at the top of DHS’s
components in FEVS surveys. While USCG might be
thought of as unlike other DHS components because of
its core of uniformed personnel, USCIS is DHS’s other
long-term morale success story. USCIS had shown a
steady, year-on-year improvement in almost all categories (Figure 8). USCIS has a history of being led by
immigration law experts and practitioners. USCIS’s last
three years of survey data, from 2017 to 2019, were the
ATLANTIC COUNCIL
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Listen to what DHS employees are saying:
3.4 DHS should considerably increase two-way communications with its employees. DHS leadership
should listen more to what employees are saying.
DHS should brief national and departmental strategies to all employees so they know how their work
contributes to such strategies.

Secretary of Homeland Security Jeh Johnson visits with Iraqi
refugee Jaafar Ghassan Jaafar Abu-Ragheef and his family in New
York City, June 10, 2016. Source: DHS photo by Barry Bahler

highest in USCIS’s history and were the continuation of
trends from previous years.
DHS morale can be turned around. Internal DHS success
stories demonstrate this. Just as DoD turned around its
morale issues after the Vietnam War ended in 1975, improving DHS’s morale will likely take an effort of comparable scope and will need to be sustained over more than
one presidential term. However, as DHS’s success stories
show, it may be possible to begin to see significant improvements in twelve to eighteen months.

Recommendations for Improving Morale at DHS
3.1 DHS’s headquarters and component leaders need
to recognize that morale at DHS can be improved
by sustained focus and attention on the underlying workforce issues driving the department’s low
morale.
3.2 DHS needs to move to a “culture of cultures” approach, celebrating the unique aspects of each component, while providing a unifying cultural overlay
around a mission that most of its employees can
embrace. In the uniformed military, services and specialized units have strong individual cultures but the
services share a common ethos and many common
values. This may not be a perfect model for DHS, but
it provides a validating example.
3.3 Public trust and support for DHS’s mission is vitally
important. If the American people do not genuinely
value what DHS is doing, the department will have
trouble improving overall morale.87
ATLANTIC COUNCIL

3.5 DHS should make better use of the FEVS surveys
as a management tool, sharing the results more
widely within the department and, where necessary, looking for “red flags” among the data for
warning signs of changes that need to be made.
Using the FEVS survey in this way will demonstrate
management support for the importance of the
views of DHS employees—which itself will enhance
morale within the Department by showing that employees’ views matter. The problems of the CWMD
office, noted above, which ranked 420 out of 420 in
the 2019 survey, is a positive example. Significant
negative responses to the question “My organization’s senior leaders maintain high standards of
honesty and integrity” deserve immediate investigation by the DHS front office and the DHS inspector
general, and the results need to be shared with the
employees.
3.6 DHS should create a career path for entry-level personnel, especially from TSA, to get preference for
hiring into other DHS jobs with better long-term career prospects. One of the greatest problems at several DHS components, TSA especially (see below), is
the perception that options for career advancement
are often limited or not well-advertised. This leads to
higher turnover, increased costs to train new personnel, and lower overall effectiveness because experienced people leave the organization. DHS should allow DHS employees to transfer more easily between
components and within components. In particular,
meritorious service in entry-level positions should
give employees a preference that increases a candidate’s prospects for being hired elsewhere in DHS
or should open up training opportunities that would
increase a candidate’s ability to be hired for a better career-track position. And those DHS employees
who are tied to a particular location—because of family reasons, for example—should be given outright
preferment and service credit for other DHS jobs in
the same area. This would increase employee satisfaction and give DHS the benefit of retaining employees with strong ties in the community. DHS needs to
find ways of creating career paths for its entry level
employees so that meritorious DHS employees stay
with DHS.
23
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TSA officers conduct patrols at Union Station. Source: DHS photo by Barry Bahler

TSA

at CBP, ICE, I&A, USCIS, and USSS. As one expert in
this project’s study group said, TSA is competing for
talent against Amazon fulfillment centers—and losing.

3.7 Morale at TSA can be improved by urgently addressing issues of pay, promotions and career advancement, and employee empowerment. FEVS
data show clearly what it will take to improve morale at TSA. TSA has long had low overall morale—in
2019, for example, TSA was ranked 398 out of 420
subagencies. Apart from two much smaller components—I&A and CWMD—TSA was the lowest-ranked
component of DHS.

TSA has similar problems offering its employees, especially screeners, a career path with meaningful promotion and advancement (Figure 10). This is one reason so many screening officers leave TSA in the first
three years compared to other positions in TSA and
the federal workforce generally. The cost of turnover
to TSA is high.88 Recommendation 3.4 above addresses this problem by calling on DHS to develop

TSA employees’ low pay (Figure 9) is a problem that
cries out for correction. TSA scores are half of those
Figure 9: FEVS scores by component: Pay
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Figure 10: FEVS scores by Component:
Performance-based rewards and advancement
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Figure 11: FEVS scores by component:
Effective Leadership – Empowerment

Figure 12: FEVS scores by component:
Effective Leadership – Supervisors
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career paths by giving meritorious TSA entry-level
employees the increased ability to be hired for other
positions at DHS with more career potential.

capital problems independently reached similar conclusions to those set out above. Their report, released
by ICF Consulting in May 2019,90 found deficiencies in
the TSA Office of Human Capital. It cited the 2018 TSA
Exit Survey saying departing TSA employees were
concerned about leadership issues, including a lack
of management skills, unfair practices in performance
appraisals and career advancement, a hostile work
environment, and inadequate communication with the
TSA workforce. This study also concluded that pay for
screeners “is a key issue for the screening workforce.”
In particular, screeners were aggrieved that their pay
was one-third of TSA employees in “Management, Administration and Professional” positions. The pay and
performance management system was so flawed that
a screener starting out in the lowest TSA pay band,
the “E-band,” even with exceptional performance ratings every year, would take more than thirty years to
rise to the top of the E-band.

TSA has likewise never been out of the lower end of
the range of DHS components on empowering its employees (Figure 11). TSA’s procedures and work rules
may have had to be strict in the early days right after
9/11—itself a failure of aviation security screening—but
today the threat picture is different, and there were
indications from study group participants that TSA’s
lack of employee empowerment contributes to excessive turnover. (The fact that other DHS components
have fallen to TSA’s levels shows that lack of empowerment is a problem in more of DHS than just TSA. In
2017-19, only 38.7 percent of DHS employees agreed
they had “a feeling of personal empowerment with respect to work processes,” one of the lowest scores
on this question in the federal civilian workforce. The
government-wide average is 48.6 percent, almost 10
percentage points higher than DHS.)
As noted in the previous three paragraphs, TSA stands
out negatively compared to other DHS components in
low pay, lack of promotion, limited career opportunities, and lack of employee empowerment. Significantly,
in other respects TSA does not stand out. Employees
at DHS regard their immediate supervisors relatively
highly, and TSA is no exception (Figure 12). The same
can be said for TSA being in the middle of DHS component scores for matching employees to the mission,
teamwork, and innovation. It is only on low pay, lack
of promotion, limited career opportunities, and lack
of employee empowerment that TSA stands out.
A separate group of experts convened by TSA Administrator David Pekoske89 to look at TSA’s human
ATLANTIC COUNCIL

If TSA’s morale can be raised by fifteen to eighteen points, that alone would be enough to raise
DHS out of last place in federal workforce morale.
A fifteen to eighteen-point increase is comparable to
what happened at I&A under Taylor in 2015-17, USSS
under Alles in 2017-19, and ICE under Saldaña in
2015-17. With money from Congress for better pay,
by giving TSA employees the prospect for a meaningful career, and by empowering TSA’s employees,
TSA can help lead a turnaround in DHS morale.

CBP
3.8 CBP presents a totally different picture—CBP needs
to address problems relating to trust, how it deals
with poor performers, and promotions. CBP is consistently among the lowest three DHS components
25
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Figure 15: US Border Patrol staffing by fiscal year

Figure 13: Response to FEVS Questions 22, 23, and 67
by DHS component, 2017-19 3-Year Average
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Figure 14: CBP FEVS scores by category
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(Figure 13) on whether promotions are based on merit (FEVS question twenty-two). More importantly, CBP
employees do not see that steps are taken to deal
with poor performers (question twenty-three)—here
again, CBP’s score is the lowest among major components. Nor are CBP employees particularly satisfied with their own prospects of getting a better job
within CBP or DHS (question sixty-seven).
CBP also rates significantly below DHS averages
on whether rewards and advancement are based
on merit (Figure 10). CBP’s lowest FEVS scores,
consistently, are employee empowerment, performance-based rewards and advancement, and how
CBP employees rate senior leaders (Figure 14).
One of the most important events affecting CBP morale was the announcement between May 2012 and
May 2013 of a change in how CBP paid officers for
uncontrollable overtime.91 After a “stinging” report by
the Office of Special Counsel on the abuse of admin26
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istratively uncontrolled overtime (AUO), the National
Border Patrol Council and Congress together agreed
to eliminate AUO in return for higher base pay.92
Many CBP officers saw their total take-home pay
drop by about $6,500 a year because of the loss of
paid overtime.93 Morale at CBP had been good prior
to 2013, but this change led to a drop (shown in Figure 14) from which CBP morale has not yet fully recovered. This negatively affected CBP employees’ views
of their senior leaders, employee empowerment, and
most other factors as well.
A second issue relates to the rapid expansion of the
Border Patrol from FY 2006 through FY 2011 (Figure
15). One historian wrote, “CBP recruited that new
army by lowering its hiring standards ... and shoveling agents through the academy and into the field
before even completing background checks.”94 Procedural changes to allow CBP to address corruption
in its ranks have languished.95 A March 2016 Homeland Security Advisory Council report concluded
“The CBP discipline system is broken. The length of
time from receiving an allegation of misconduct to imposing final discipline is far too long.”96 Congress had
failed to give CBP the authority to discipline its own
ranks.97 Investigations became turf battles among the
DHS inspector general, FBI, ICE, and CBP’s internal
affairs office.98 When one of the two Senate-confirmed commissioners since February 2009, Gil Kerlikowske, brought in Mark Morgan to head the Border
Patrol, one journalist noted “Morgan’s outsider status
and the reform agenda had so angered the Border
Patrol union that axing him was No. 1 on its wish list
when Trump came into office....”99 Morgan left CBP on
January 26, 2017, and returned to CBP in July 2019,
when he was named the senior official performing
the duties of the CBP commissioner.
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Border Patrol agents patrol on vehicles. Source: CBP photo by Ozzy Trevino

Another negative factor affecting CBP morale was
the practice of releasing detained migrants into the
community while awaiting immigration or asylum proceedings, known by the derogatory term “catch-andrelease,” likening the migrants to sport fish who get
caught only to be released back into the water to be
caught again. To many in CBP, especially in the Border
Patrol, this practice had the effect of negating their
service to their country, since their best efforts to stop
people from coming into the United States between
official ports of entry were undone by practices they
felt were set by judges or higher officials who did not
value their work. DHS should devise a border and immigration management system that can get the support of Congress and the American people and does
not devalue the Border Patrol’s work.
DHS and CBP should think about whether a change
in Border Patrol culture would be beneficial for Border Patrol officers and for the Border Patrol itself. A
journalist assessing the mid-2019 southwest border
crisis wrote, “Most Border Patrol agents serving today signed up for a tough job in a quasi-military agency protecting the country against terrorists and drug
dealers. They’ve found themselves instead serving
as a more mundane humanitarian agency—the nation’s front-line greeter for families of migrants all too
happy to surrender themselves after crossing the
ATLANTIC COUNCIL

border. CBP’s [sic] doesn’t have the culture to meet
this challenge, nor does it have the manpower or
support from the rest of government.”100
While most people saw the 2019 border crisis in humanitarian or partisan terms, the crisis made CBP’s
morale problems worse. CBP’s mid-2019 budget supplemental request asked for an additional $2.1 million for the Employee Assistance Program “to offer
additional counseling services to CBP officers and
personnel....”101 An additional $1.1 billion in emergency supplemental funding in July 2019102 helped CBP’s
resource problems, but it did little to solve CBP’s other underlying problems.
The need for counseling programs for CBP personnel
predated the 2019 border crisis. A news organization
in 2019 uncovered the shocking statistic from a CBP
document that CBP’s suicide rate for each year 20152018 was 38 to 40 percent higher than the national
average law enforcement suicide rate (16.66-16.90
per 100,000 officers vs. 12 per 100,000 officers).103 A
2010 CBS News report documented similar strains on
CBP officers.104 In September 2015, CBP senior leaders publicly observed Suicide Prevention Month with
a program “It’s OK to Call” to the Employee Assistance Program.105 In 2019, DHS’s Chief Human Capital Office was working across all DHS components to
27
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CBP Global Entry kiosks. Source: DHS/CBP photo by James Tourtellotte

try to prevent suicides.106 While extreme, this shows a
human facet of the importance and urgency of prioritizing improving morale at CBP.
CBP needs Senate-confirmed leadership empowered by DHS’s headquarters to take the following
actions to deal with urgent workplace issues that
are driving low morale at CBP:
a. Establish a discipline system that can move
quickly, but fairly, to deal with poor performers, especially those who show susceptibility to
corruption.
b. Ensure a fair promotion process.
c. Increase two-way communications and trust between CBP employees and CBP’s headquarters,
and between CBP and the communities in which
it works.

Additional recommendations
3.9 DHS needs to devote more resources to training
incoming personnel about what the different parts
of DHS do. Entry-level employees need a revamped
and improved “DHS 101” course—so that all employ28

ees understand the culture of other large DHS components and what they do, and how the components and
headquarters work with each other. This also needs
to be part of long-term career path development. This
should be reinforced with a “DHS 201” course for
newly promoted supervisors, and a “DHS 301” course
for middle management. A “DHS 401” course comparable to the DoD Capstone program should be developed to train DHS members of the Senior Executive
Service. DHS also needs a separate program with
employee engagement to develop the “culture of
cultures” idea in ways that build both cohesion within components and cohesion across components.
3.10 DHS needs to supplement the FEVS annual surveys
with resources for headquarters and components
to conduct “pulse” surveys (fewer questions, but
more frequently) to better understand factors driving employee morale. FEVS has several limitations—
it is administered annually, asks the same questions,
and is ambiguous as to whether “senior leaders” refers to department or component leadership. DHS
should commission additional surveys and focus
groups to assess progress on morale initiatives.
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IV. Fixing the Internal Challenges That Hold
DHS Back
Key Findings
Fixing DHS’s morale problems should be one of the department’s top management priorities, but there are other
priorities that are not far behind.
While DHS is often referred to as a department consolidated out of twenty-two separate federal agencies
or programs, the reality is different. As enacted by
Congress and through subsequent legislation and
appropriations practice, the Homeland Security Act
created a weak and under-resourced DHS headquarters and relatively autonomous “components” where
most of DHS’s 240,000 employees work and where most
of DHS’s annual budget of $62 billion is spent. DHS is
sometimes thought of as medieval France, where a series of powerful feudal barons pay only nominal allegiance to a high king or queen.
DHS will never achieve its potential as a cabinet department until it addresses its headquarters-component problems and achieves a greater unity of effort,
which has been a goal of every secretary of homeland
security. Interviews with former DHS officials and the experts who contributed to the Future of DHS study groups
all point to the headquarters-component divide as being
one of the keys to DHS’s perceived dysfunction. While
this problem exists to some degree at many large, dispersed organizations, many who worked at DHS or in
other large government or private organizations all acknowledged that DHS has it far worse. Many former DHS
employees saw themselves in one or both of these two
descriptions:
● Component personnel think headquarters does not understand component operational practicalities.
● Headquarters personnel think components do not see
the big picture or appreciate that external factors sometimes require changes in what components do and, in
some cases, how they do them.
There is substantial truth in both viewpoints. DHS needs to
close the gap between these perceptions.
DHS should better coordinate policy and resources.
Headquarters has an important role, beyond just the secretary and deputy secretary, in coordinating both policy
and resource decisions across the department. Effective
constitutional governance requires that policy priorities
should be translated into budgets and operations. DoD has
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mechanisms to ensure DoD operations are aligned with
national policy. DHS, on the other hand, does not.
At DHS, policy changes come either from within DHS or
from the top down—from the White House, from Congress,
and from outside events. Budgets at DHS are built bottom-up, because DHS’s components are where the people, capabilities, and technology are, and where all of the
front-line DHS missions are carried out.
Instead of aligning to national priorities and strategies,
DHS’s budget processes align to the operational requirements of DHS’s components.107 While this leads to incremental improvements based on ground-up input from
operators, former officials noted that this sometimes fails
to take into account external shocks and developments
outside of what component leaders anticipate based on
day-to-day operations. The disconnect between policy and
resources makes it harder for DHS and its stakeholders to
get support for important initiatives from the White House’s
Office of Management and Budget and from Congress.
DHS headquarters, according to former DHS officials, is
not always seen by components as authoritative or final in
budget matters. The DHS budget process contributes to
the president’s budget submission to Congress, usually in
February of each year. This is followed by a separate process in which component leaders interact directly with the
congressional committees or subcommittees. This often
leads to adjustments that experts believe have proven literal lifesavers to key DHS missions—including by DHS’s
own admission. In 2017, the Trump administration said it
was closing the DHS Science and Technology Directorate
(S&T) National Biodefense Analysis and Countermeasures
Center (NBACC) to save money.108 The proposed cuts were
restored by Congress.109 DHS acknowledged in early 2020
that NBACC was “initiating crucial research to mitigate
COVID-19.”110
Currently, the chains of authority for DHS policy and resource decisions are not unified until they rise to the level
of the secretary or deputy secretary, and lateral communications channels are weak or nonexistent. In the view of
many former DHS officials, component senior leaders do
not take policy initiatives seriously unless they come from
the secretary or deputy secretary. Former DHS officials
believe it often takes the secretary or deputy secretary of
homeland security to take a sustained, personal interest in
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CBP’s autonomous surveillance towers. Source: U.S. Customs and Border Protection

a specific issue to drive change over the objections of the
senior working-level officials (GS-15) in DHS’s components.
Shifting resources and sometimes personnel to meet urgent, unbudgeted needs is one of DHS’s greatest—and
most recurring—challenges. Historical examples include
Hurricane Katrina (2005), the terrorist liquids plot (2006),
the underwear bomb plot (2009), the laser printer toner
cartridge plot (2010), the rise of ISIS and the Khorasan
Group (2014), the border crisis of 2014, the border and
immigration crisis of 2019, and most recently COVID-19
(2020). Some of these events drove major policy changes,
others drove significant resource changes, and some
drove both.
Some resource shifts can be in the billions of dollars, but
sometimes rapid shifts of a few million dollars or a few
hundred personnel assigned to a project in advance of a
threat can result in improved security for the homeland and
the American people.
History shows these problems are often the result not of
failures at DHS, but failures of the executive branch or
Congress to adequately budget for needs that may have
been—and often are—foreseen by DHS professionals. This
30

problem runs deep. This challenge has gotten more difficult in recent years, and many outside experts in homeland
security agree the challenge will get more difficult in the
future if DHS does not put effort into making policy and
resources align, and to being able to reallocate resources
and priorities in a crisis.
DHS would benefit from changing the way it staffs headquarters, so that approximately half of key headquarters
offices are component personnel on “joint duty” assignments, and the rest are a cadre of permanent headquarters personnel. DHS needs to build stronger bonds of
understanding and mutual support between headquarters
and components by a “jointness” approach under which
half of all major headquarters units such as PLCY and
Management Directorate (MGMT) personnel would be detailees from the components. DoD’s comparable program,
mandated by the 1986 Goldwater-Nichols Act, proved one
of the most effective steps DoD ever took to build “jointness” in the US military, according to numerous military
and civilian leaders at DoD.
DHS should considerably enhance two-way communications between headquarters and components. At
the heart of the issues between DHS headquarters and
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components is a communications challenge. Information
does not flow smoothly or easily, a problem made more
challenging by geographical dispersal both of components from headquarters and from field offices around the
country.
A further problem is the “parallel universes” in which DHS
personnel work. Many employees use only unclassified,
official-use-only computer systems, and still others work
almost entirely on mobile devices. Others work in highly
classified facilities, and still others work on the Secret-level
systems of the national security policy community. DHS
needs solutions that bridge these different data and communications systems and approaches, while being able to
protect both personal privacy and classified information.
A further challenge is coming in the need not just to
communicate, but to communicate more quickly—at network speeds—between operational units and between
headquarters and components. DHS needs additional
personnel and resources to speed up and enhance communications within DHS.

Recommendations for Fixing DHS’s Internal
Problems
4.1 Policy and budget officials at DHS’s headquarters
should work much more closely together and have
frequent, secure communications since most national security policies and strategies are classified.
DHS needs to significantly increase the resources
dedicated to policy-resource coordination at DHS
headquarters—especially between PLCY and MGMT
below the under secretary level, but also including
the chief financial officer (CFO) and between DHS
headquarters at St. Elizabeths and the DHS financial
personnel at 7th and D Street. Additional personnel—
probably ten or twenty, but not hundreds—need to be
assigned to making sure the necessary information
on policy flows to budget formation, and that financial
information flows back to policy officials. Senior policy and management officials at the GS-15 and SES
levels need to devote more time to understanding
what each other is doing and why. This may require
additional higher-level security clearances for MGMT
and budget personnel when the reasons for resource
allocations requires knowledge of classified reasons
behind policy decisions.
Because strategies are often classified while budget decisions are not, DHS needs to develop a secure alerting mechanism so that those who work in
classified spaces and those who work in unclassified spaces can both communicate critical updates
and relevant policy changes. Policy decisions and
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budget decisions sometimes move slowly, but both
go through periods where war and peace—and the
resources to fight a war or win a peace—need to be
decided in minutes with each informing the other.
DoD has systems and procedures in place. DHS does
not. To help with this, DHS could standardize on a
common platform for secure communications—bringing together devices, applications, and mobile communications, including protecting DHS’s mission-enabled applications.
Expecting the unexpected needs to be a normal,
permanent part of how DHS coordinates policy and
resources. DHS needs to be able to adjust money
and people quickly and easily because DHS will always face urgent threats and issues—such as the
rise of the next ISIS, or a series of natural disasters
that overwhelm state and local governments, or a
massive state-sponsored cyberattack—that were not
foreseen as part of the budget or long-term policy
development process.
4.2 PLCY needs to devote considerably greater efforts
to better communication throughout DHS operational components of national and DHS policy priorities. This includes changes in policy, the context
surrounding those changes, and possible future directions for policy changes.111 DHS should standardize on a common platform to effectively and swiftly
communicate policy updates to all relevant personnel. As much as possible, component leadership
should never be surprised by changes in policy. This
will require additional headquarters and component
personnel to ensure information is disseminated laterally and vertically, especially within components. It
will also require DHS to invest in classified connectivity because most national security policies and
strategies are classified. This will also require policy
officials and chiefs of staff at headquarters and components to communicate the results of their work to
more people.
4.3 DHS needs to set up a department-wide personnel
rotation policy to bring headquarters and components closer together. Components need to rotate
personnel—including some of their best people—in
tours at headquarters so that they gain headquarters experience.
Just as military promotions beyond a certain level
now require joint duty, successfully serving a tour
at DHS headquarters should be rewarded in promotion decisions in components—and required for
promotions to GS-15 or higher. Tours should be for
two to three years, with the possibility of a one-year
31

Future of DHS Project: Key Findings and Recommendations

extension. DHS headquarters units—including PLCY,
MGMT, I&A, OPS, OLA, OPA, OIG, OPE, PRIV, CRCL—
should set up positions for such detailees such that
half of all personnel in those offices would eventually be component detailees, and half would be permanent headquarters personnel. The overall DHS
budget would be largely unchanged, and whether
detailees should remain on the payroll of their permanent component or transferred to the payroll of
the receiving component is not that important—but
DHS needs to ensure that detailees receive bonuses and awards from the component where they are
working, and appropriate recognition when they return home.
DHS headquarters needs to start requiring GS-13
personnel and below to serve in a component for
at least two years in order to be promoted to GS-15
or SES. Components would advertise open positions
so that headquarters personnel could apply for them
and receive training if needed.
DHS personnel from components and headquarters should also establish rotational slots to congressional staff positions and to other departments
and agencies that are DHS’s key partners, such as
the State Department’s Counterterrorism bureau and
International Security and Nonproliferation bureau.
(USCG and CBP already do this regularly; DHS headquarters and other components, less so.) Those personnel should first do a six- to twelve-month rotation
to headquarters to develop a strategic view of departmental priorities before sending them to the Hill
or another cabinet department.
4.4 DHS should make no major reorganizational changes in the next year, because the resulting disruption
would take focus away from DHS’s more urgent
mission and management challenges. DHS’s leadership should resist the efforts, which will come from
well-meaning outside voices, to try to solve DHS’s
problems by ordering a major reorganization of the
department. DHS’s most urgent problems are re-focusing its mission, its approach to public-private partnerships, and the workforce issues that drive DHS’s
morale. Moving DHS’s “boxes” around on an organization chart is not the best solution to these problems.
A number of ideas have been put forward to reorganize DHS. This ranges from broad-brush ideas to
“Abolish DHS” or “Abolish ICE” to focused ideas like
the June 2018 idea put forward by ICE Homeland
Security Investigations (HSI) senior special agents to
separate HSI from ICE’s Enforcement Removal Operations (ERO).112 It also includes the Trump adminis32

tration proposal to move the US Secret Service from
DHS to Treasury.113 The USSS proposal was motivated in part by concerns that USSS was not getting
enough of the right kind of support from DHS headquarters and for a desire to be separated budgetarily
from the ERO border enforcement mission.114
Any reorganization is time-consuming and causes disruption in the units affected by it, especially
headquarters units. Given the urgent threats from
COVID-19, foreign nation-state non-military threats,
the need to strengthen trust between DHS and the
American people, and the management challenges
discussed above, the experts involved in the Future
of DHS Project strongly recommend DHS focus on
its core problems and not move boxes around organizationally in the next year. There are, however,
two smaller changes that would have an immediate,
beneficial effect.
4.5 DHS should have an “S3” deputy secretary-level
official just below the current deputy secretary in
rank to coordinate DHS’s law enforcement components. Given the breadth of DHS missions, both the
secretary of homeland security (known as “S1” inside
DHS) and the deputy secretary (“S2”) have broader
responsibilities than their counterparts at other cabinet departments. DHS should have an “S3” deputy
secretary-level official, just below the current deputy secretary position, to give DHS senior leadership
more capacity to cover the full range of DHS’s issues. (To keep titles straight, S2 could become the
“principal deputy secretary.”) Another recent expert
study of DHS’s management structure independently
reached this same conclusion.115
The most pressing need for a third top DHS official is
to coordinate DHS’s law enforcement components—
some or all of ICE, CBP, the Federal Protective Service,
and USSS. DHS has more law enforcement personnel
than any other government department, including
DOJ. As noted above, DHS’s law enforcement components have significant internal challenges of trust,
morale, organization, and accountability, as discussed
above in connection with CBP (see Recommendation
3.8) and the tension within ICE between HSI and ERO
(see Recommendation 4.4). DHS will need to look
at the role of legal authorities of DHS’s different law
enforcement arms in light of criticisms DHS received
in the summer of 2020. The underlying reasons offered for transferring USSS to Treasury—that USSS is
not getting the attention and resources it needs from
the DHS front office—need to be addressed by DHS
headquarters even if USSS stays in DHS, as the Future of DHS Project’s experts recommend.
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The most appropriate solution here is to look at the
model of DOJ, which has a deputy attorney general
who acts as the primary backup to the attorney general and who oversees parts of DOJ, and an associate attorney general, who oversees the Civil Division
and other offices, and is DOJ’s third-ranking official.116
An “S3” deputy secretary-level official, just below the
current deputy secretary in rank, would be able to coordinate the law enforcement components of DHS. If
DHS’s deputy secretary (“S2”) has a law enforcement
background, that person could serve such a role—but
then “S3” would be necessary to free up some of the
deputy secretary’s time to handle the law enforcement coordination responsibility.
A second deputy secretary as “S3” would be a better
solution than moving all of DHS’s law enforcement
functions under a single under secretary, who would
have full control over DHS law enforcement. DHS
headquarters should not politicize law enforcement
within DHS. The staff of a second deputy secretary,
like the staff of the current DHS deputy secretary—
which includes a chief of staff and several advisers
and assistants—should be sufficient so that DHS’s
law enforcement components have the right degree
of policy oversight and accountability without micromanagement.117
DHS would need to request authorization from
Congress for this change, but until Congress acts,
DHS should empower a very senior DHS official to
coordinate DHS’s law enforcement agencies by a
designation and a delegation of authority from
the secretary. There is precedent for this in the way
former DHS Secretary Janet Napolitano began the
tradition—continued by subsequent secretaries—of
designating a DHS under secretary (the next-highest
rank at DHS below the deputy secretary) to serve as
the DHS counterterrorism coordinator to coordinate
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and provide oversight over DHS’s counterterrorism
policies and operations.
4.6 DHS should return policy officials working biological, chemical, and nuclear threat issues to PLCY. In
2017, DHS set up the Countering Weapons of Mass
Destruction office (CWMD), headed by an assistant
secretary.118 This included “certain personnel from
PLCY and the Office of Operations Coordination with
expertise on chemical, biological, radiological, and
nuclear issues.”119 Congress passed the Countering Weapons of Mass Destruction Act in December
2018, but gave CWMD policy responsibility only for
terrorists’ use of CWMD, not for pandemic disease.120
Moving policy experts to the CWMD component diminished their influence, because they were focused
on CWMD’s low-risk, high-consequence mission of
countering terrorists’ use of WMD, not on the more
likely and equally high-consequence mission of addressing pandemic disease.121
While DHS components are organized operationally,
PLCY is organized around policy issues, like counterterrorism, trade, immigration, or cybersecurity, for example; or around policy-informing stakeholders, such
as international affairs. Sending PLCY’s biohazard
experts to CWMD as part of the 2017 reorganization
meant they would focus on terrorist use of WMD, not
all-hazard biological threats that include both terrorism and pandemic disease. Given DHS’s immediate
need in 2020 and 2021 to focus on policy issues relating to the immediate threat of COVID-19, in addition to any threats from terrorist groups, those CWMD
policy officials, and the responsibility for developing
related policies, should be returned on a permanent
basis to PLCY to support the DHS under secretary for
policy and other policy officials who deal with threat
prevention. Addressing the challenge of COVID-19
needs to be DHS’s top short-term priority until
COVID-19 is no longer the threat it is today.
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Conclusion

T

he forward defense of the United States faces
different challenges from those that US leaders
faced in 1945, 1989, or even in 2016. A strong military, backed by a strong economy, a vibrant democracy, and US diplomacy, are all vitally necessary but
are no longer sufficient.
The US Department of Homeland Security was created in
2003 to help ensure the United States never again experienced an attack like 9/11. Underlying that decision was
the recognition that in 2001, the world had changed to
the point where nonmilitary means—four passenger aircraft—could be used to kill more Americans than died in

the attack on Pearl Harbor in 1941. It should focus US policymakers that, as of August 2020, the COVID-19 pandemic
is killing as many Americans as died on 9/11—every four
days. The COVID-19 pandemic, the increasing non-kinetic
actions by nation-state adversaries that seek to undermine
American power, and the long-term threat to US infrastructure from climate and weather changes, all point to the
need for the United States to make another fundamental
change in how the US government defends the nation and
keeps the American people safe. The best solution available is to refocus the Department of Homeland Security
and to fix DHS’s internal problems so it can lead the defense of the nation against nonmilitary threats.

The American flag, DHS flag, and Border Patrol flag in McAllen, Texas. Source: DHS photo by Barry Bahler
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Annex 1:
Glossary of Abbreviations, Acronyms, and
Initialisms Used in This Report
CBP

Customs and Border Protection, a DHS component, headed by the commissioner. Constituent
units include the Office of Field Operations, the
Border Patrol, and Air & Marine.

CISA

Cybersecurity and Infrastructure Security
Agency, a DHS component, headed by a director. Formerly known as the National Protection
and Programs Directorate in DHS headquarters,
headed by an under secretary.

CRCL

Office of Civil Rights and Civil Liberties, headed
by the officer for civil rights and civil liberties.
Reports directly to the secretary.

Includes the DHS chief financial officer (CFO),
chief procurement officer, chief human capital
officer (CHCO), chief readiness support officer,
chief security officer (CSO), and chief information officer (CIO), and the respective offices
that carry out those functions. Also includes the
Office of Biometric Identify Management, and,
since May 2019, the Federal Protective Service.
NBACC National Biodefense Analysis and
Countermeasures Center, a unit within DHS
S&T.
OGC

Office of the General Counsel, reports to the
secretary, headed by the general counsel.

CWMD

Countering Weapons of Mass Destruction
Office, established in 2017, headed by an assistant secretary.

OIG

DHS

Department of Homeland Security, headed by
the secretary of homeland security and a deputy secretary of homeland security.

Office of the Inspector General, nominally reports to the secretary, headed by the inspector
general.

OLA

Office of Legislative Affairs, reports to the secretary, headed by an assistant secretary.

FEMA

Federal Emergency Management Agency, a
DHS component, headed by an administrator.

OPA

Office of Public Affairs, reports to the secretary,
headed by an assistant secretary.

FLETC

Federal Law Enforcement Training Center, a
part of DHS that reports directly to the secretary, headed by a director.

OPE

I&A

Office of Intelligence & Analysis, headed by
an under secretary. I&A is a part of the US
Intelligence Community and listed in Executive
Order 12333. Most operational components
also have their own intelligence offices to
support component decisionmaking and
operations.

Office of Partnership & Engagement, an office
that reports directly to the secretary that coordinates engagement with DHS state, local, tribal,
and territorial governments, and the private
sector, headed by an assistant secretary.

OPS

Office of Operations Coordination, an office
that reports directly to the secretary, headed by
a director.

OSEM

Office of the DHS Secretary and Executive
Management, effectively the budget-line item
that covers the DHS front office, including the
secretary and deputy secretary, as well as
MGMT, PLCY, and other headquarters components and offices.

PLCY

Office of Strategy, Policy, and Plans, a component within DHS headquarters, headed by an
under secretary.

ICE

Immigration and Customs Enforcement, a DHS
component, headed by a director (formerly titled
assistant secretary). Constituent units include
Homeland Security Investigations (HSI) and
Enforcement and Removal Operations (ERO).

MGMT

Management Directorate, a unit of DHS
headquarters, headed by an under secretary.
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PRIV

Privacy Office, headed by the chief privacy
officer. Reports directly to the secretary.

TSA

Transportation Security Administration, a DHS
component, headed by an administrator.

S&T

Science and Technology Directorate, which
reports to the secretary, headed by an under
secretary.

USCG

US Coast Guard, a DHS component, headed by
the commandant.

SLTT

State, local, tribal, and territorial governments.
Sometimes refers to law enforcement within
those jurisdictions.

USCIS

US Citizenship and Immigration Services, a
DHS component, headed by a director.

USSS

US Secret Service, a DHS component, headed
by a director.

(Note: DHS titles for component heads reflect DHS’s historical roots. Use of the definite article “the” in front of a title
indicates DHS has only one official with that title (e.g., “the commissioner [of CBP]” or “the general counsel.” Use of “a”
or “an” refers to a title used more than once (e.g., the senior official in FEMA and TSA are both titled “administrator”).
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injunctions the University received prohibiting the rescission of DACA were upheld by the US Supreme Court. Napolitano
also upheld the university’s legacy of leadership on global climate action.
As governor of Arizona from 2003 to 2009, she was the first woman to chair the National Governors Association, was
named one of the nation’s top five governors by Time magazine, and was named by Forbes magazine as one of the 10
most powerful women in the world. She also served as attorney general of Arizona from 1998 to 2003, and as US attorney
for the District of Arizona from 1993 to 1997. Before that, she practiced at the law firm of Lewis & Roca in Phoenix, where
she became a partner in 1989. She began her career in 1983 as a clerk for Judge Mary M. Schroeder of the US Court of
Appeals for the Ninth Circuit.
The recipient of numerous awards and honors, Napolitano was awarded the Woodrow Wilson Award for Public Service by
the Woodrow Wilson Center for Scholars at the Smithsonian Institution in 2006. In 2012, she received the Anti-Defamation
League’s William and Naomi Gorowitz Institute Service Award, which is given for outstanding achievements in combating
terrorism, extremism and injustice. A New York City native, Napolitano grew up in Pittsburgh, PA, and Albuquerque, NM.
She earned a BA degree summa cum laude in 1979 from Santa Clara University, where she was Phi Beta Kappa, a Truman
Scholar, and the university’s first female valedictorian. She received her JD degree in 1983 from the University of Virginia
School of Law. In 2010, she was awarded the prestigious Thomas Jefferson Foundation Medal (Law), the University of
Virginia’s highest external honor.

Acting Secretary Rand Beers
Senior Fellow
Middle East Institute

Rand Beers served as deputy assistant to the president and deputy homeland security advisor on
the National Security Council staff of the White House from January 2014 to March 2015. Beers
served as acting secretary of homeland security from September 2013 to December 2013. He also
served as acting deputy secretary from May 2013 until September 2013. In June 2009, Beers was
nominated by President Barack Obama and confirmed by the US Senate to serve as the under secretary for the National Protection and Programs Directorate at DHS, later renamed as the Cybersecurity and Infrastructure
Security Agency. He led integrated efforts to reduce risks to physical, cyber and communications infrastructures.
During his tenure at DHS before becoming the acting secretary, he concurrently served as the department’s counterterrorism coordinator, overseeing departmental operational and policy functions to prevent, respond to, and mitigate
threats to US national security from acts of terrorism. Throughout his service at DHS, Beers was a top advisor to the
secretary of homeland security, providing counsel and guidance on a wide spectrum of homeland security issues, from
counterterrorism efforts to cybersecurity. Before serving in DHS, he was the co-chair of the DHS transition team for the
incoming Obama administration and served in senior positions at the Department of State.
Prior to the Obama administration, Beers was the president of the National Security Network, a network of experts seeking to foster discussion of progressive national security ideas around the country, and an adjunct lecturer at the Kennedy
School of Government at Harvard. Rand Beers began his professional career as a Marine Corps officer and rifle company
commander in Vietnam (1964-1968). He entered the foreign service in 1971 and transferred to the civil service in 1983.
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Acting Secretary Kevin K. McAleenan
Co-founder & Chairman
Panigam

Kevin McAleenan served as acting secretary of homeland security from April to October 2019.
Before this appointment, he served as commissioner of US Customs and Border Protection (CBP),
having been confirmed by the US Senate in March 2018. Previously, he had served as CBP acting
commissioner since January 2017. As CBP’s chief executive, McAleenan oversaw 60,000 employees and managed a budget of more than $13 billion. Previously, McAleenan served as deputy
commissioner from November 2014, until his appointment to acting commissioner. In this role, he served as the agency’s
chief operating officer and senior career official.
From 2006 to 2008, McAleenan served as the area port director of Los Angeles International Airport, directing CBP’s
border security operations at the Los Angeles airport and 17 other airport facilities in one of CBP’s largest field commands.
In December 2011, he was named acting assistant commissioner of CBP’s Office of Field Operations. In this position,
McAleenan led agency operations to secure the US border while expediting lawful trade and travel at 329 ports of entry
in the United States and 70 international locations in more than 40 countries.
McAleenan received a 2015 Presidential Rank Award—the nation’s highest civil service award. In 2005, he received the
Service to America Medal, and the Call to Service Award, for spearheading efforts to develop and implement a comprehensive antiterrorism strategy in the border security context after Sept. 11, 2001. He received his Juris Doctor degree from
the University of Chicago Law School and a Bachelor of Arts degree from Amherst College.
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briefly senior political adviser on the Iran desk in 2007.
Warrick joined the US Department of Homeland Security in August 2007 as director for the Middle East, Africa, and
South Asia in the Office of Policy. He became deputy assistant secretary for counterterrorism policy, in the Office of
Policy, in August 2008. In February 2015, Warrick was named deputy counterterrorism coordinator for policy by the
DHS counterterrorism coordinator and under secretary for Intelligence & Analysis. In July 2018, when the counterterrorism policy mission was returned to the DHS Office of Policy, Warrick resumed his title of deputy assistant secretary for
counterterrorism policy in the Office of Policy / Office of Threat Prevention and Security Policy. Warrick concluded his
service as Deputy Assistant Secretary for Counterterrorism Policy on June 14, 2019. Warrick received his Juris Doctor
degree from Harvard Law School in 1979 and a Bachelor of Science in Public Administration summa cum laude from
the University of Missouri.
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For the Department of Homeland Security and the State Department, Warrick has worked on national strategies involving
counterterrorism, Iran, defeating ISIS, Iraq, Syria, Turkey, Lebanon, Egypt, South Asia, Africa, West Africa Counterterrorism,
Somalia, Lebanese Hezbollah, Afghanistan, Pakistan, Israeli-Palestinian affairs, countering terrorist propaganda, Terrorist
Travel, Terrorist Use of the Internet, and Russia.
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and policy at the highest levels of government, including the development of Presidential Policy Directive 21: Critical
Infrastructure Security and Resilience (2013) and cochairing the Joint United States-Canada Electric Grid Security and
Resilience Strategy (2016) and the National Space Weather Strategy (2015).
Durkovich is a director at Toffler Associates, a foresight advisory firm. She served eight years at the Department of
Homeland Security, managing the mission to protect the nation’s cyber and physical infrastructure. As assistant secretary
for infrastructure protection, she led both the voluntary partnership to enhance security and resilience across the sixteen
critical infrastructure sectors, as well as the regulatory program to secure high-risk chemical facilities, or the Chemical
Facility Antiterrorism Standards (CFATS). Her experience also includes leading homeland security projects with several
government agencies while at Booz Allen Hamilton, setting industry cybersecurity standards at the ISAlliance, and pioneering early warning cyber intelligence at iDefense (acquired by Verisign). Durkovich is a member of the Board of
Directors of the InfraGard National Members Alliance and the Protect Our Power Advisory panel.
She earned a BA in public policy studies from the Terry Sanford Institute of Public Policy at Duke University and a certificate in business strategy from The Aspen Institute. She lives in Washington, DC with her husband, three children, and
bulldog.
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