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Introduction

s an element of discourse power, the Chinese
Communist Party (CCP) works to directly
message and influence Chinese diaspora
communities abroad with the strategic goal
of retaining the Chinese national identity and building a
positive amplification network. The strategy is not always
successful,among other reasons, due to the drastically more
open international information environment compared to
the controlled information environment within China. This
brief explores how CCP discourse power is directed at the
Chinese diaspora community with recent examples.

As China has sought to increase its geopolitical power, it has
also expanded its attempts at both overt and covert online
influence. As a part of these efforts, China has focused its
energy on telling the “China story” - a positive messaging
campaign designed to boost a favorable perception of
the party-state. When that fails, the CCP seeks to ignore,
downplay, or disparage negative narratives, using other
tools and tactics to attack those spreading “harmful”
narratives or to portray other countries negatively as a
means of boosting positive sentiment toward China by
contrast. The DFRLab covered the philosophy of discourse
power, and its realization in the “China story,” in its previous
report, Chinese Discourse Power.

For these efforts to succeed, however, China needs to
maintain the support from its own people. With its strict
control over the internet and the mechanisms through which
its populace access it domestically, it is easy for the CCP
to maintain that support by amplifying favorable stories
and limiting the reach - often completely - of those that
are damaging. The Chinese diaspora - including Chinese
citizens residing abroad, recent immigrants hailing from
China, or citizens of other countries of Chinese descent
- on the other hand has access to a broader array of
information, including that which is critical of the CCP. Anti-
CCP sentiment is common among some Chinese diaspora
communities, including some in the United States under the
influence of Falun Gong media, the most impactful of which
is the Epoch Times, and outspoken Chinese businessman
in exile Guo Wengui, who has close connections with Steve
Bannon.? The diaspora is harder to reach than the domestic

population for CCP’s influence operations, though it remains
an important focus of CCP’s discourse power efforts. Many
in the diaspora use Chinese social media apps including
WeChat, Weibo, and Douyin, to communicate with family
and friends inside China, providing the CCP access to its
target audience outside of China, and the lack of a language
barrier for an already familiar narrative similarly helps
attempts to embed the China story in the diaspora.

The diaspora living in more open societies, such as the
United States, is of particular interest. The democratic values
those countries transmit - if seen as preferrable to party-
state control by those in the diaspora less persuadable by
or immune to CCP messaging- would undermine the CCP’s
goals with the same community. To compensate, when it
comes to the United States, narratives reflecting negatively
on the country’s political leaders proliferate in the Chinese-
language space. Many high-profile US politicians, over the
course of multiple campaign cycles and while in office, have
expressed heavy criticism of China or the CCP specifically,
criticism that inevitably makes them a target for the
CCP’s messaging efforts to the Chinese diaspora. Both US
President Donald Trump and now President-elect Joe Biden,
for example, spoke critically of the Chinese government
during the 2020 presidential campaign, leading negative
messaging toward both to persist in the Chinese information
space.

China uses high-profile current events and international
crises, in particular, as a means of asserting itself in the
global competition for information and instilling the
China story. The divergent responses of the CCP and the
US government to the COVID-19 pandemic, for example,
served as a case study in how the CCP uses messaging as
a means of instilling support for the Chinese party-state or
diminishing support for democratic systems. In particular,
CCP narratives portray China as a benevolent world power,
providing resources for countries in need of assistance in
the fight against the virus while denigrating the Trump
Administration’s response.

Meanwhile, China sees broad opportunity in its diaspora,
many of whom left China to seek an education and who

1 The bulk of the research for this report was performed ahead of November 3, the day of the 2020 US presidential election, and does not account for
China’s activities - or, specifically, those that have come to light - since that time. Among such instances were Chinese Foreign Ministry spokesman Zhao
Lijian’s amplification of a doctored images that faked a scene of an Australian soldier holding a knife against an Afghan child and, separately, the Chinese
Embassy to the US’s official Twitter account retweeting and then deleting a baseless claim by US President Donald Trump that the US elections were
fraudulent. These two incidents, while not specifically targeting the Chinese diaspora communities, are representative of CCP officials injecting anti-Western
narratives into the mainstream. Read more about the Australia image here: Kirsty Needham, “China’s WeChat blocks Australian PM in doctored image
dispute,” December 1, 2020, Reuters, https:/www.reuters.com/article/us-australia-china-tweet/chinas-wechat-blocks-australian-pm-in-doctored-image-
dispute-idUSKBN28COIT; for Chinese embassy retweet story, read more here: Vivian Wang, “Chinese Embassy retweets Trump’s false claims of election
fraud, then backtracks,” The New York Times, December 9, 2020, https:/www.nytimes.com/live/2020/12/10/us/joe-biden-trump#chinese-embassy-retweets-

trumps-false-claims-of-election-fraud-then-backtracks.

2 Amy Qin, Vivian Wang and Danny Hakim, “"How Steve Bannon and a Chinese Billionaire Created a Right-Wing Coronavirus Media Sensation,” New York
Times, November 20, 2020, https:/www.nytimes.com/2020/11/20/business/media/steve-bannon-china.html.
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could potentially contribute to China’s competitive growth.
In telling the China story, China hopes to retain connection
and support, as well as draw some back to the mainland to
enrich its talent pool further. More broadly, the CCP relies
heavily on cultural affinity as a hook to keep the diaspora
engaged. By pulling on heartstrings, the CCP hopes that the
diaspora will not just remain loyal to the party-state but also
become vocal advocates on its behalf. Similarly, positive
sentiment among a growing diaspora might encourage
more China-friendly foreign policies as the diaspora
communities gain both size and political strength locally.
China also sees the diaspora as proof of concept that its
model of governance and society can be successful abroad.
among the diaspora. This often took the form of highlighting
policy and political failures in the United States - including
criticizing the Trump Administration’s COVID-19 response -
as a means of distracting attention away from China’s own
failures in the beginning of the outbreak and discrediting
the political system of the United States, which it focuses
on as the highest profile democracy to contrast with it
authoritarian or centrally controlled system. Alternatively,
China also undertook superficially obvious efforts to boost
its own international reputation (e.g., its mask diplomacy
campaign) around the pandemic. In the end, however, it
is unknown precisely the impact these efforts have on the
diaspora, including those in the United States.

Following an overview of the Chinese diaspora, China’s
general approach to the diaspora, and insight into the
Chinese American diaspora community, this report will detail
specific instances of Chinese-language content seemingly
targeting the community of Chinese people and their
descendants living outside the mainland. In particular, the
report will detail content on Chinese social media platform
WeChat before turning to Facebook, where the DFRLab
found evidence of a Malaysia-based content farm as well as
a coordinated network of pages that posted predominantly
pro-China and anti-Trump content.
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Background

he Chinese diaspora, as a population living
outside of the strict, deliberate control of the
party-state and notionally more exposed to
less distorted information on the situation in
mainland China, presents a complex challenge for the
CCP, which seeks to cultivate the diaspora as not just
adherents but promoters. Success, however, is predicated
upon the diaspora being sympathetic, but many among
the community are critical or even hostile toward the
ancestral homeland they departed or those that lead it.

The party-state crafted a diaspora policy as early as 1978,
around the same time with the Chinese economic reform. The
primary goal at the time was to better engage with overseas
Chinese descendants as a means of opening up the economy
and stimulating trade growth. Since President Xi Jinping took
power, China’s diaspora policy has become more politically
focused, aligning with Xi’s vision of an international order
following the “China model.” Hong Liu and Els van Dongen
describe the nature of the latest Chinese diaspora policies
to be one of “transnational governance,” which is premised
on China’s dependence on a global order that facilitates
further growth in its already significant geopolitical power.®
Indeed, the country sees Chinese diaspora communities,
including Chinese expatriates and those who share cultural
backgrounds with Chinese residents, as a way to project
the country’s soft power on a broader stage.* In the Xi
Jinping era, while the CCP envisions a world of increasing
Chinese leadership, there is a growing emphasis on keeping
policies around the Chinese diaspora in line with a desire
to continue increasing China’s discourse power.> The end
goal is to promote a positive image of China influence
international values, attract overseas talent back to China
to develop the country, and shape local policies to balance

with Chinese national interest via these communities.®
The CCP identified this need amid a growing Chinese
diaspora around the globe, especially as more Chinese
citizens or their descendants have increasing financial
ability to invest and do business overseas. There is no
definitive count of Chinese diaspora communities because
definitions of who comprises the community differ between
countries and organizations. Writing for the US Census
Bureau in August 2019, Daniel Goodkind identified the
United Nations’ 2017 report that estimated the number of
first-generation Chinese immigrants in foreign countries
to be 10 million people.” Goodkind contrasted this with a
different number from the Overseas Community Affairs
Council of Taiwan, which estimated that “the Chinese
diaspora around the same time [as the UN report] numbered
about 45 million people,” a number that includes not only
first-generation immigrants but also immigrants who are
born in foreign countries but are of Chinese descent.?®

The UN estimates further reveal that there is a sharp
increase in the number of Chinese diaspora in the past
few decades: the population has more than doubled
from 1990 to 2017.° In some of the areas, including the
United States, the population has almost quadrupled.’©
According to the 2018 US Census Bureau tabulations,
there are approximately 4.2 million individuals who
identify themselves as of Chinese origin, accounting for
1.3 percent of the entire estimated US population in 2018,"
which is a sharp rise from the approximately 2.4 million
people of Chinese descent who self-identified in 2000.”?

Historically, neither Chinese Americans nor Asian Americans
have been particularly politically active. According to Pew

3 Hong Liu & Els van Dongen, “China’s Diaspora Policies as a New Mode of Transnational Governance,” Journal of Contemporary China 25 (2016): 805-821,
accessed on December 7, 2020, https://www.tandfonline.com/doi/pdf/10.1080/10670564.2016.1184894.

4 Sheng Ding, “Engaging Diaspora via Charm Offensive and Indigenised Communication: An Analysis of China’s Diaspora Engagement Policies in the Xi
Era,” Politics, 35 (2015): 230-244, accessed on December 7, 2020, https://journals.sagepub.com/doi/abs/10.1111/1467-9256.12087?journalCode=pola

5lbid.

6 Wu Xiao An, “China’s Evolving Policy towards the Chinese Diaspora in Southeast Asia (1949-2018),” Trends in Southeast Asia 14(2019), accessed on

December 7, 2020, https://bookshop.iseas.edu.sg/publication/2404.

7 Daniel Goodkind, “The Chinese Diaspora: Historical Legacies and Contemporary Trends,” U.S. Department of Commerce, August 2019,https://www.cen-
sus.gov/content/dam/Census/library/working-papers/2019/demo/Chinese_Diaspora.pdf, p.14.

8 Ibid, p.14.
9 Ibid, p.4.
10 Ibid, p.4.

11“2018: ACS 5-Year Estimate Data Profiles: ACS Demographic and Housing Estimates,” United States Census Bureau, accessed on December 7, 2020,
https://data.census.gov/cedsci/table?d=ACS%205-Year%20Estimates%20Data%20Profiles&tid=ACSDP5Y2018.DP05; Carlos Echeverria-Estrada and
Jeanne Batalova, “Chinese Immigrants in the United States,” Migration Policy Institute, January 15, 2020, https://www.migrationpolicy.org/article/chi-
nese-immigrants-united-states-2018#:~:text=The%20Chinese%20diaspora%20in%20the,to%202018%20Census%20Bureau%20tabulations.

12 “2000 Census of Population and Housing: Profiles of General Demographic Characteristics,” U.S. Department of Commerce, Economics and Statistics
Administration, and U.S. Census Bureau, May 2001, https://www2.census.gov/census_2000/datasets/demographic_profile/O_National_Summary/2khus.

pdf, p.1
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Research Center, in 2000, Asian Americans were the lowest
in voter participation rate in presidential elections behind
white, Black, and Hispanic voters.®* The participation rate,
however, has been improving. In 2016, the voter participation
rate among Asian Americans rose from 43 percent in 2000
to 49 percent, 1 percent higher than that of the Hispanic
community® Among Asian Americans, however, Chinese
Americans have the lowest registration and participation
rates. According to an analysis of November 2016 US census
data by AAPI Data, 48 percent of eligible Chinese Americans
had registered to vote while 41 percent of that number
actually voted.® Among the Chinese diaspora in the United
States, the political affiliation is a majority Democratic.
Ahead of the US election, FiveThirtyEight published
a poll by APIA Vote, AAPI Data, and Asian American
Advancing Justice estimating that 56 percent would vote
for Joe Biden versus 20 percent for Donald Trump.'®

With a growing and increasingly politically active Chinese
diaspora community in the United States, the Chinese
government is more incentivized to attempt to strengthen
the inherent cultural connections as a means of encouraging
a more friendly policy environment in foreign countries,
including the United States, though many in the diaspora
may be critical of or fully inclined against the CCP and
its efforts. One prominent example is Guo Wengui, who
had 449,000 followers on Twitter before his account
was suspended for spreading disinformation. Many of his
Twitter followers were from Chinese diaspora communities
around the globe.” Given the mostly complete absence
of Western social media platforms in mainland China, a
consequence of the CCP’s banning them, any Chinese
language activity on those platforms should be understood
as targeting the diaspora or those in China who have
circumvented the “great firewall.” In the both cases, positive
Chinese-language “China story” messaging is meant to
backstop any deviation of thought away from complete
support for the actions of the CCP toward criticism that
could result from the broader access to information.

Content and narratives throughout the 2020 US election
cycle across the diaspora information environment provide
notable examples.

13 Ruth Igielnik and Abby Budiman, “The Changing Racial and Ethnic Composition of the U.S. Electorate,” Pew Research Center, September 23, 2020,
https://www.pewresearch.org/2020/09/23/the-changing-racial-and-ethnic-composition-of-the-u-s-electorate/

14 Ruth lgielnik and Abby Budiman, “The Changing Racial and Ethnic Composition of the U.S. Electorate.”

15 Karthick Ramakrishnan, “The Asian American Vote in 2016: Record Gains, but Also Gaps,” AAPI Data, May 19, 2017, aapidata.com/blog/voting-gains-

gaps/

16 Dhrumil Mehta, “How Asian Americans Are Thinking About The 2020 Election,” FiveThirtyEight, September 18, 2020, https://fivethirtyeight.com/fea-

tures/how-asian-americans-are-thinking-about-the-2020-election/

17 Tom Phillips, “Guo Wengui, the maverick Chinese billionaire who threatens to crash Xi’s party,” the Guardian, October 15, 2017, https://www.theguardian.
com/world/2017/oct/16/guo-wengui-the-maverick-chinese-billionaire-who-threatens-to-crash-xis-party.
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WeChat: Anti-Biden Content on
Domestic Chinese Platforms

ccording to App Annie, a data analytics company

in China, by August 2020, there were over 3.3

million active WeChat users in the United States.®

The diaspora community in the United States use
WeChat primarily to maintain relationships with families
back in China, facilitated by the intimate community of
family and friends created by WeChat Moments.® WeChat
facilitates a community that caters to Chinese family
traditions and culture. Other instant messaging apps,
including WhatsApp, Telegram, Line, and Signal, are not
available for use in mainland China as Chinese phone
numbers cannot be used for registration. Moreover, for
first-generation immigrants who are used to WeChat pay
in China, there are also vendors in the United States and
other foreign countries accepting this method of payment.
The number of active users in the United States includes
not only the diaspora communities but also those who do
business or collaborate with Chinese people.

WeChat has two primary functions: instant messaging
and blogging. Still used primarily for its instant messaging
capabilities, its use as a blogging platform has also been
popular since its inception in 2012. All private messaging
accounts on WeChat by policy are verified, given a phone
number and other personal identifying information are
necessary to register an account. In the platform’s own
terminology, an “official” account (“f{fEAMRE™) is a
subscription channel that is publicly accessible to all users
on the platform. These Official Accounts, including ones
for state-controlled media outlets, function as the blogging
channels that publish articles, videos, and pictures to its
subscribers. Moreover, private accounts can share the
content posted by these Official Accounts to “Moments”
CTIZ AR, which is similar to private Facebook feeds
where accounts share thoughts, external links, and WeChat
blogs. Although in the past few years, there has been
decreased attention on the WeChat Official Accounts, the
number of articles published each year and the times of
reading still remain high.

- DFRLab
WeChat Top 500 Official Accounts Articles Published

1,250,000
1,000,000

750,000

Articles

500,000

250,000

2015 2016 2017 2018

2019

Chart showing the number of articles published by the Top 500
Official Accounts (subscription blogging channels) on WeChat.
In the platform’s own terminology, “Official Accounts” are those
are publicly visible to all users on the platform, so the articles ac-
counted for here are those that are publicly visible to all users on
the platform.?°

@DFRLab
WeChat Top 500 Official Accounts Articles Reading Counts

125,000,000,000
100,000,000,000

75,000,000,000

Reading

50,000,000,000

25,000,000,000
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Year

Chart showing the total readership of articles posted by the Top
500 Official Accounts - those that are publicly visible - on WeChat
by year between 2015 and 2019.

18 ZEEPH, “Sel: EBUFERWeChat B EEMFZEM” (“US Media: US government banned WeChat, Millions of US Users are Impacted”), Sina Finance,
September 20, 2020, https://finance.sina.com.cn/china/2020-09-20/doc-iivhvpwy7764934.shtml

19 Ibid.

20 Stella, “20154EH EH{E500584E4K,” (2015 WeChat Top 500 Official Accounts Annual Report), PR Newswire, January 18, 2016, https://www.prnasia.com/
blog/archives/18307; “20164FFEH{Z50058F4R” (“2016 WeChat Top 500 Official Account Annual Report”), Sohu News, January 26, 2017, https://www.
sohu.com/a/125185153_483389; “20174EHEH{5500584E” (2017 WeChat Top 500 Annual Report”), Tencent News, January 14, 2018, https://xw.qq.com/
cmsid/20180114BOMDUH/20180114BOMDUHOO; #iFAk%5, “20184E HEH{Z5003F4k”, WeChat, January 7, 2020, https://mp.weixin.qg.com/s/yirfvwP8IkFP-
pPgZiCMAYDQ; “2019H EH{Z50054:4R,” (“2019 WeChat Top 500 Official Account Annual Report”), CnBeta, January 14, 2020, https://www.cnbeta.com/

articles/tech/932337.htm.
211bid.
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WeChat has undergone several rounds of reform to increase
the readership of the blogs.?? In the “Top Stories” section of
WecChat, there is a “Wow” subsection where a user can see
articles (“wows”) liked by their friends and where they can
react to their “wow” by adding another to the article. In the
“Top” section, you can search related keywords and see the
recommended stories, the first of which is always a piece of
official government news from CCTV, a government-owned
media outlet.

With public display of read counts and a larger user base
than any other social media app in China, WeChat therefore
demonstrates more clearly the reach of the narratives
pushed by the state-controlled media. In general, state-
controlled media have been relatively neutral in covering
Biden while pushing more negative narratives around
Trump. The predominant tone of state-controlled media,
however, has been one of discrediting the US political
system in general, for example, by portraying the election
as chaotic. Moreover, the platform, under close scrutiny of
the CCP, has not made adequate efforts to tackle rampant
disinformation about both candidates, regardless of the
source of the misleading information.

While state-controlled media has been generally neutral
about Biden and his campaign prior to and after the election,
there have beenafew instances of negative content targeting
him, though they received low engagement. For example, a
search for “Biden” on the Official Account of Global Times
Net (“BRERIM”) yielded 213 results as of December 2, 2020,
ranging from two articles in 2014 to ninety-six articles in
November 2020. The channel also posted 113 articles in the
months leading up to the election in November. The articles
vary greatly in read counts, with twenty-six of the articles
having over 100,000 reads while 185 of the articles had
under 10,000 reads.

Most of the articles in the search results were neutral toward
then-presidential candidate Biden, although some did seem
to amplify misleading or decontextualized information
intentionally pulled from the US domestic information

environment, a trend that was especially apparent before
the election. For example, an August 10 article, titled “F
BERESORSERNIHEAN R NERIETE,  FHeXEZEE
(“Biden brought up the case of ‘police killing a black man’ to
win support from black voters; the comments are not what
he expected”), featured a post from Biden’s official Twitter
account on August 10, 2020, in which he commemorated
the death of Michael Brown and condemned “systematic
racism” in the country.?® The article condemned Biden,
saying he was disingenuously and dishonestly using racism
as a political tool and in his support for Brown.?* Moreover,
some of the articles report on Biden making mistakes on
the number of COVID 19 cases and deaths, utilizing emotive
headlines that made fun of Biden despite a pretty neutral
tone throughout the body of the article. Example headlines
included “SEE N FEHEEMNTFESE2{C N (“Americans
are more panicked: Biden said that there are already about
200 million deaths in the US”) and “$(FE /7 NREE R Z A,
FBETE X T 111" (“Millions of people have died because
of the pandemic,” Biden said it wrong again!!!”).?>

On the other hand, state-controlled media have been
more critical of Trump and have directed sarcastic posts
at Trump, discrediting his competency. For example, as of
December 2, 2020, sorting the search result for “Trump” by
overall rank - the default sorting rule for WeChat - on the
Official Account of Global Times Net, the top ten articles
used emotive language to joke about Trump. Some of the
titles of these articles included “BFHAEIX R 5 K T” (“What
a big loss for Trump!”), which quoted four sarcastic and
one supportive comments about his allegations of voter
fraud in Wisconsin; “RfEHE SUE...” (“Trump is embarrassed
again...”), which discussed his mistaking a fake Twitter
account for that of his sister, Betty; and “4FEH¥% K% (“Trump
ranted!”), a reference to his tweet criticizing “antifa” on
November 15.26 The cumulative viewership for these articles
was more than 100,000 times and yet they only received
a total of 1,623 engagements, signaling a potential lack of
interest in the topic.

the channel’s critical

Conversely, posts targeting the

22 TEREEIE, “MUEANREN “fEB” WA » HT/ERMFER 27, Zhihu, March 30, 2020, https://zhuanlan.zhihu.com/p/121137376.

23 IRERW, “FEEFEARE “BEBEEN HEMDIENERES  WeXER #IZE 7 (“Biden brought up the case of ‘police killing a black man’ to

win support from black voters; the comments are not what he expected”), WeChat, August 10, 2020, https://mp.weixin.gg.com/s?src=11&time-
stamp=1607363569&ver=2752&signature=1QXwc7jkNu4hzhbgnMHE1IQmM8zBO5i8qrjiagQc4S*MITWIwWhOMtZYbHD3I8JgvNI7K3ystuC1TOUrJizON-
NnM1OvySieeFVQFTRY*t6b9GU=&new=1. Please see the archived link here: https://web.archive.org/web/20201207175533/https://mp.weixin.
qa.com/s?src=11&timestamp=1607363569&ver=2752&signature=IQXwc7jkNu4hzhbgnMHE1Qm8zBO5i8qrjiagQc4S%2AMITWIWhOMtZYbHD3I-

8JgVNI7K3ystuCIT9UrJizONNNMI1OvySieeFVgFTRY%2At6b9GU%3D&new=1.

24 1bid.

25 FRERI, “SEE R  FEE U E S ESE2{Z N (“The Americans are more concerned: Biden just said that there are 200 million people have died in the

US”), WeChat, September 21, 2020, https:/mp.weixin.qg.com/s?src=11&timestamp=1607363863&ver=2752&signature=IQXwc7jkNu4hzhbgnMHETUwI8eo-
a4X4k-DYWRVvV7MgUt8Tj4PrgYdFHtSWUkK2PqICIBKgiMM8R5MERZzX9W5g2wJha4gkycBHYyq6L2*KDbyL1jHUCO5sNdgQdJ*Q628o0&new=1, for archived
link, https://web.archive.org/web/20201207175832/https://mp.weixin.qg.com/s?src=11&timestamp=1607363863&ver=2752&signature=IQXwc7jkNu4hzh-
bgnMHETUwI8e0a4 X4k-DYWRVv7MgUt8Tj4PrgYdFHtSWUK2PqIC1IBKgiMmM8R5MERzX9W5g2wJha4gkycBHYyq6L2%2AKDbyL1jHUCO5sNdgQd-
J%2AQ6280&new=1; FRERIN, “ $UE I ARIEIE R EE G, FEEEE X WS 7117 (“Millions of people have died because of the pandemic, Biden got it wrong
again!!l”), WeChat, May 16, 2020, https:/mp.weixin.qg.com/s?src=11&timestamp=1607364006&ver=2752&signature=IQXwc7jkNu4hzhbgnMHE1UwI8eo-
a4X4k-DYWRVV7MgXexTtQMUa08K*zbJ4wUg9OMRS8IZd-L6I6c*8Y*W|TBoTxFrmOw10OQg5rBS4Md6QemwFxkQ-c7lyLe8h8va3LOih&new=1, for archived link,
see https://web.archive.org/web/20201207180226/https://mp.weixin.qg.com/s?src=11&timestamp=1607364006&ver=2752&signature=IQXwc7jkNu4hzhbgn-
MHETUwI8e0a4X4k-DYWRVV7MgXexTtQMUa08K%2AzbJ4wUg9OMRSEIZd-L6I6Cc%2A8Y %2 AW TBoTXFrmOw10Qg5rBS4Md6QemwFxkQ-c7lyLe8h8va3LOi-
h&new=1

26 BRI, "What a big loss for Trump”, WeChat, November 29, 2020, https:/mp.weixin.qg.com/s/am_vOKP8d2mwyfMWsQ4bGA, archived link can

be found at https://web.archive.org/web/20201208145518/https:/mp.weixin.qgg.com/s/am_vOKP8d2mwyfMWsQ4bGA; S8 KM, “Trump is embarrassed
again...”, WeChat, November 21, 2020, https:/mp.weixin.qg.com/s/jwyoPZxeun4HvziSSyZRew, archived link can be found at https://web.archive.org/
web/20201208145256/https:/mp.weixin.qg.com/s/jwyoPZxeun4HvziSSyZRew ; ¥ ER¥, “Trump ranted!”, WeChat, November 15, 2020, https:/mp.weixin.
qa.com/s/-59X3YY9YQ5TxRsV5g1lhrQ, archived link can be found at https://web.archive.org/web/20201208145141/https:/mp.weixin.qg.com/s/-59X3YY9Y-
Q5TxRsV5g1hrQ.
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United States in general, growing out of the increasing
friction between the two powers over the past few years,
have yielded more viewers and engagement. One popular
narrative accuses the United States of interfering with
China’s technological development. Some of the articles
that received more than 100,000 reads included “ZFE[E Xk
T (“Here comes the US again!”) and “FEEE#RTF, X KT
.. (“The US has again and again played out its conspiracy;
this time they are onto...”). Another popular narrative is to
focus the description on the internal chaos of the United
States. The third most read article of the search result of
“FEE” (“the US”) in the channel is titled “SEE AR EEEE
i (“Americans burnt the national flag in a state of rage”),
which was viewed over 100,000 times and received 3,398
“wows.” “”

Besides the narratives propagated by the state-controlled
media, WeChat has also failed to actively manage
disinformation or decontextualized information on US
politics spread by bloggers beside the state-controlled
media, which has the potential to mislead Chinese diaspora
viewers. Misleading content targeting Biden and his running
mate Kamala Harris, as well as toward Trump, is prevalent

DFRLah
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on the platform. One popular disinformation narrative
on WeChat in the post-election period regarded Harris’s
relationship with Willie Brown, former speaker of the
California Assembly and former mayor of San Francisco,
insinuating that her success in politics were due to her
having a relationship with Brown while he was technically
married (though separated for over a decade), an insinuation
designed to impugn her qualification to be vice president of

the United States.””
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Screenshot showing results of a search for Kamala Harris’s Chinese name, “Zi%%0l,” on
WeChat on December 2, 2020, of which the top ten results contained three misleading and
critical narratives regarding Harris’s relationship with Willie Brown, although all received

relatively low engagement.?®

27 Bethania Palma, “Did Kamala Harris Have an Extramarital Affair with Willie Brown That Boosted Her Career?” Snopes, August 14, 2020, https:/www.

snopes.com/fact-check/kamala-harris-affair-willie-brown/

28 Each of the view counts for these articles are below 20,000. H#Fi=%F~CJedK, “HE

JEC BRI © HH AR SR B o > (RIS I B £ NB LR S R A AT BE RO R L7

(“Backstage story on Kamala Harris: Born in Oakland, California, she entered polltlcs because of an identity of mistress! Female version of Obama! She will

possibly become the president...”

), WeChat, https:/mp.weixin.qg.com/s/TM8PWfrycAoiZUAFsa5rUA. fIE KBRS RN, “Hh % 5o/ N = BU5R N : EEAEFEES FRA1]

BV SRR (“The most powerful mistress Kamala Harris: compared to Biden, we should focus more on her”), WeChat, November 26, 2020,WeChat,
https:/mp.weixin.qg.com/s/JcndNXYKNOKZbkkPTlepRA; #EHRLLH )L, “BUHHN : MR LA 5 (“Kamala Harris: from a mistress to Female version of
Obama”), WeChat, November 11, 2020, https:/mp.weixin.gg.com/s/IwWkNtGEjoPgqSzPmC-CekFw.
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Malaysia Based Facebook Content
Farms Posting in Chinese

nlike WeChat, a Chinese platform, Facebook is
largely inaccessible to mainland Chinese residents,
asthe CCP hasbannedits useinthe country. Despite
this ban, Chinese-language content is prevalent on
the Western platform, which could be understood - for the
most part - as a reflection of diaspora communities and the
global prevalence of the Chinese language beyond China.
Topical content about the United States in Chinese, for
example, is likely to be of most interest to the US-based
diaspora and is intended - though often fails - to instill
negative sentiment of US-style democratic systems as well
as to portray the “China model” as a better alternative.
Content farms produce this type of content at scale and
cheaply while allowing the source relative anonymity.

The DFRLab identified two relatively small networks of assets
(user accounts, pages, and groups) on Facebook engaged
in inauthentic coordinated efforts promoting pro-China
and anti-Trump videos, which they pull from two external
content farm websites, B /B=K (“Qigqu Web”) and HLHt
EHiE (“Qigi”). Content farms are operations - frequently in
the form of independent websites - that create repetitious
and often dubious content (“clickbait”) at volume to post as
links on social media as a means of generating clickthrough
revenue or, less frequently, driving political messaging.
If a government or other entity seeks to undertake an
information operation while avoiding attribution, offshoring
the work to a content farm operator is an easy way to avoid
it. In this case, there was no indication that the CCP had any
role in the content being produced, though the content did
align with the CCP’s pro-China and anti-Western democracy
narratives.

In addition to the different Facebook assets promoting their
content detailed below, the two content farms also often
disguised themselves by using different - but similar - URLs
when posting links to Facebook. For example, for Qiqu,
while the primary address for the website is https:/www.
qiqu.live/, there were a series of other domain addresses
the website, including http://www.qiqu.pro/, http:/www.
qiqu.world/, http://www.nanyang.news/, and http://funnies.
live/.2 When you click on the news entries on the main
page of these websites, the link directly transfers you to
a qgigu.world news page. Similarly, “Bi#i& #rig” /< ELELE Wl
(“Qigi Read News”) also had multiple variations in domain

names, including twitter-gigi.com, hotgigi.com, xqgigis.com,
facebook-qgigi.com, and newqigi.com.

The first network included twenty-five Facebook pages
masquerading as news agencies in Malaysia and amplified
content from FFEM/BEM (“Qiqu Web”). The pages seem
to intended mostly as a mechanism for propagating links
to content on www.qgiqu.pro. A Whols search for www.qgiqu.
pro revealed that the registrant had used an anonymization
service (WhoisGuard, Inc.) to register the domain.

The Facebook pages consistently coordinated on the time
of posting the same identical content from Qiqu Web. For
example, on September 25, the twenty-five pages posted
a link to the Qiqu Web article titled “Trump Refuses to
Commit to Peaceful Transition of Power, Pelosi: Trump is
like a dictator” with the posting time intervals ranging from
one to four seconds. While the engagements with the posts
were insignificant, with the highest engagements at eleven
interactions, the pages themselves enjoy large numbers of
followers, with a cumulative total of 1,573,538 followers, as
of October 3, 2020. Similar anti-Trump posts from the same
twenty-five pages also happened on September 30, a day
after the first US presidential debate, around an article titled
“Biden tells Trump to shut up immediately, US presidential
debate is in chaos.” The text accompanying the link read
“Not long after the first debate in the US presidential
election began, President Trump and Democratic candidate
Biden refused to give up to each other and started a
confrontation. When Trump repeatedly spoke at Biden, he
interrupted Biden, and Biden, who has always been gentle,
could not help but scold Trump for being an out-and-out
clown and liar!”

20 BEERE] “BAPAHPERIEEEES =K 0 R E RRGR2EHE - BIFLAREM” (“Third day into closing the Chinese embassy, Trump admitted two
facts. It’s too late to regret now!”), Facebook Post, July 27, 2020, accessed on December 7, 2020, https://www.facebook.com/Chinabustling/

posts/747359706024270.
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Page Name Translation Likes at Posting Created Type Engagement Message Link Text

MAER Four Famous Policemen 4505 2020-09-25 09:52:53 EDT  Link 0 XERAXEHNEBME - HAXENTESED AEE  FAET
i ( ADRIEFRHFAD Stealing ‘Malaysian Jokes* 30006 2020-09-25 09:52:56 EDT  Link 0 XERKAEHNEBNER - FHBENTHBEN LS SR
Efft (IEMBXT) stealwatermelongang Stealing ‘Watermelon gang" 1597 2020-09-25 09:52:57 EDT  Link 0 BB - AT : FSRARH
Global BB iflUs Global Zhongzheng Express Us 102221 2020-09-25 09:52:50 EDT  Link 3 RERKAEHRAGBME - FHEEHTERES) MEE  FHE
i (R IR BRI Stealing 'News Hit Hit Hit Express’ 1681 2020-09-25 09:53:00 EDT  Link 0 RERMAEHAGBMER - FHREAFHBES MEE : FRIHI

G | ) ADRHitE
B (PRI

Stealing 'Malaysia Most Hitz News"
Stealing 'Express News"

2821 2020-09-25 09:53:02 EDT
2913 2020-09-25 09:53:09 EDT

3 RERAAEHADBEER
1 EERMALEABBEER -

HRAEHEA TR MiEE
ASRARHER TSN MIET :

AR
WA

WIRRARIMIAE Global News Explorer Global News Explorer 11076 2020-09-25 09:53:10 EDT  Link 3 RESMALHNGIBMED  FAENTWBED FEE : 1A
PenangKini XS4} PenangNow Penang Now 32243 2020-09-25 09:53:11 EDT  Link 0 RESMALHABBMER « FHEENTWBED MEE - AT
ADIIR Malaysiatimes Malaysia Times 20858 2020-09-25 09:53:12 EDT  Link 1 NI © H TS : AR
WIS XAl * Support DAP with Contributions Support DAP with Contributions 140227 2020-09-25 09:53:13 EDT  Link 2 HNEIBNER « SRARHET TR MIET « fRAR
RIN2AHXIRIT We Fully Support DAP We Fully Support DAP 469146 2020-09-25 09:53:14 EDT  Link 0 RERLAES A BEBMER - FUREN TIIRMAH MR : F5RIRH
Stealheroexpress 1288 2020-09-25 09:53:17 EDT  Link 0 HESMAREANBBMER « 1SURIEH TSNS T : RIS
ABBBA Malaysia Zhongzheng Express 201992 2020-09-25 09:53:18 EDT  Link 0 REBMAGHNBBME - BURHEN TSN RST AR
TR Stealtvotmpss Steal VOTMP 88 3342 2020-09-25 09:53:19 EDT  Link 0 RERAAMANBBME - BURHEN TSN WAT : HURI
ARYBR{EE People are the Masters. People are the Masters 6764 2020-09-25 09:53:20 EDT  Link 1 REBGAHABBME - SERHEN TISBI 64 1A
BB 2.0 Zhongzheng Express 2.0 4275 2020-09-25 09:53:21 EDT  Link 2 REBMALEHAGBMED o WAREN TSN FLE : 1SR
RIREHRATDH WWMNN World Hit News Website 77756 2020-08-25 09:53:25 EDT  Link 11 EERGAEHABBME - BB FHBEN WA - HHEi
R (R Stealing 'News" 913 2020-09-25 09:53:26 EDT  Link 0 RN BIBEER - h MiETE  RAAE
BB The World Supports Jonker Walk 2030 2020-09-25 09:53:28 EDT  Link. 0 EESLAEAABBME - FHBENTHBEH ST : FHEH

A2 H X HBE We Fully Support Pakatan Harapan
4 (BFT) StealBibaobooke

BNZHZIFRT UBAH AL

RBIRIRK

ESlmytm

We Fully Support Pakatan Harapan\

Steal Bibaobooke

We Fully Support DAP UBAH and Associated Products

Malaysia Gossiping
Resisting MYFM

391708 2020-09-25 09:53:29 EDT
1024 2020-09-25 09:53:30 EDT
1920 2020-09-25 09:53:31 EDT
3262 2020-09-25 09:53:32 EDT

17330 2020-09-25 09:53:33 EDT

Link
Link

1 EESMAEMNBBMER -
0 EESMAREINBBMER
0 EESHAEHANBBMNE
0 EESKAMEHNBBEER
0 EERMAYEHNHBIER -

BRAEA TR MIEE
SRAREH TSR MIEH :
SUAEER TR WA
BUREEN TEEEN MEE
BSEREETI TSR WA -

AR
A
AR
HEIE
AR

Twenty-five pages posted the news link from giqu.pro almost simultaneously, the title of which is “Trump
Refuses to Commit to Peaceful Transition of Power, Pelosi: Trump is like a dictator.”3°

-

—

FENENTHSN) WA | FHREIREE

NERENTRSN, BT | ARRNNREE

QDFRLab

Four example screenshots of the coordinated posts reflected in the

above table.”

DFRLab

30 DFRLab-generated list using social media monitoring tool CrowdTangle.
31@WeFullySupportprdap, “FEEEGERIERE AEIETEL o R Ef SR TSR 35 4% S S TE MRV RE IS B LRIER AU 5 R EEEIS 541" (“The US pres-

idential election has entered the countdown stage. Trump, who has always strongly questioned the legitimacy of mail-in voting, once again refused to

promise a peaceful transfer of power, triggering public opinion and controversy in the United States.”), Facebook post, September 25, 2020, accessed on
December 7, 2020, https://www.facebook.com/WeFullySupportprdap/posts/2075949675872730 , archived link is https://archive.is/2QZ9D; https://archive.
is/4kR2j https://archive.is/WVWCV; @V KA, “FEEISGERGE R AEIEN B o MR ERGR ZTUREIR 27 4% S OB e R R B B U 4RI B 51 R EE IG5 5+
e” (“The US presidential election has entered the countdown stage. Trump, who has always strongly questioned the legitimacy of mail-in voting, once
again refused to promise a peaceful transfer of power, triggering public opinion and controversy in the United States.”), Facebook post, September 25,
2020, accessed on December 7, 2020, https:/www.facebook.com/permalink.php?story_fbid=2178310302314061&id=777674019044370, https://archive.is/
wwuN8; @ % i(IZ/IVE K F)stealwatermelongang, “SEE RS A BB Lo kAT SR 7P SEIR 242 S A MER R A » I A4 RIERIE AU 5 R EE IR S
F+ilo” (“The US presidential election has entered the countdown stage. Trump, who has always strongly questioned the legitimacy of mail-in voting, once
again refused to promise a peaceful transfer of power, triggering public opinion and controversy in the United States.”), Facebook post, September 25,
2020, accessed on December 7, 2020, https://www.facebook.com/permalink.php?story_fbid=3632065963511497&id=1385275681523881, https://archive.
is/2QZ9D; @& fir ( KEZEE “TRAA" ), “FEEEGAEIE A EL o MRER R ISR A7 12 SR A TE R » I IR R IE R R 5IR B EEIR S 5
ie” (“The US presidential election has entered the countdown stage. Trump, who has always strongly questioned the legitimacy of mail-in voting, once
again refused to promise a peaceful transfer of power, triggering public opinion and controversy in the United States.”), Facebook post, September 25,
2020, accessed on December 7, 2020, https://www.facebook.com/zhuantoudamaxiachuawugibuyou/posts/2108245075985738, https://archive.is/4kR2j
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Page Name

ERFABBEER
EREARTEE
EREARTHEA
EREAZHHEA
RIREARBE
2IREAZMER
RIREE MBI
REpi
SREARRBE
KRR
2IREA MR
FEhE
BETEY
BREE
EREADTER
tHREH
FEER
EREAAEEPro
2REARERHPro

Twenty-five pages posted the news link from giqu.pro almost simultaneously, the title of

Translation
Global Chinese Alliance General Page
Chinese Chinese Leader Community
Global Chinese Universe Alliance
Global Chinese Best World Alliance
Global Chinese Technology Alliance
Global Chinese Asia Alliance
Global Chinese Iron Blood Alliance
Military Leader
Global Chinese Alliance
Everyday Headline
Global Chinese Iron Alliance
Prosperous China
| have a China Dream
Look Around
Chinese Chinese Leader Page
World Daily
Chinese Military
Global Chinese Alliance Pro

Global Chinese Military Affairs Alliance Pro

Page Created At
December 30, 2014
February 11, 2015
November 23, 2015
December 2, 2015
December 2, 2015
March 8, 2016
March 13, 2016
March 25, 2016
March 25, 2016
May 12, 2016
May 17, 2016
February 21, 2018
February 21, 2018
March 1, 2018
March 16, 2018
April 9, 2018
April 5, 2019
September 23, 2020
September 23, 2020

Location
Malaysia (6) China (1) Taiwan (1)
Malaysia (6)
Malaysia (6) China (1) Taiwan (1)
Malaysia (6) Taiwan (1)
Malaysia (6) China (2) Not available (1)
Malaysia (6) China (1) Not available (1)
Malaysia (6)
Malaysia (6)
Malaysia (6)
China (1) Malaysia (1) Not available (2) |
Malaysia (6)
China (1) Malaysia (1) Not @
China (1) Malaysia (1) Not available (2) |
N/A
Malaysia (1)
China (2) Malaysia (1) Taiwan (1)
Malaysia (1)
N/A
N/A

QDFRLab

The page names are closely
associated with Malaysia, and
many of the posts on the pages
discuss Malaysian politics. The
posts use both simplified and
traditional Chinese characters,
so they would not be a part of
search results for people searching
in  English. However, despite a
predominant focus on Malaysia,
there is also extensive content
that communicates pro-China
messaging, anti-US sentiment, and
anti-Trump mockery, in accordance
with the general tenor of the
content from Qiqu Web. Moreover,
many of the names of these pages

which is “Biden tells Trump to shut up immediately, U.S. presidential debate kicks off in 3va modeled as “Stealing” (“fir”)

chaos.”3?

Similar anti-Trump posts from the same twenty-five pages
also happened on September 30, a day after the first US
presidential debate, around an article titled “Biden tells
Trump to shut up immediately, US presidential debate is
in chaos.” The text accompanying the link read “Not long
after the first debate in the US presidential election began,
President Trump and Democratic candidate Biden refused
to give up to each other and started a confrontation. When
Trump repeatedly spoke at Biden, he interrupted Biden, and
Biden, who has always been gentle, could not help but scold

Trump for being an out-and-out clown and liar

Nine of these pages were created in
2016, six in 2014, and the remaining
ten in the intervening years between
2010 and 2018. Thirteen of the pages
had administrators based in Malaysia,
while two of these thirteen, “Global £
ifUs” (“Global Zhongzheng Express
Us”) and “KREEBEEI”  (“Malaysia
Zhongzheng Express”) also had two
admins and one admin in the United

States, respectively.

Nine of these pages were created in
2016, six in 2014, and the remaining
ten in the intervening years between
2010 and 2018. Thirteen of the pages
had administrators based in Malaysia,
while two of these thirteen, “Globali&

BUPRiUs” (“Global Zhongzheng Express I, had similar locations for admins. The former had four admins in Malaysia, two in the

Us”) and “KSEEPLH

admins and one admin in the United

States, respectively.

17

Page Transparency

Page Information for Global BFAUs €

&7A GlobalBEIRAUS

(ehes N
‘BERREY News & Media Website

Page History

n Page created - Global BERIFUs

February 2: 12

People Who Manage This Page €

o Primary country/region location for people who manage this Page

includes:
Malaysia (4)
United States (2)
Singapore (1)

Ads From This Page

W& R F)Steal From

plus a preexisting page name.
For example, the page “%fi(iz
watermelongang” is modeled as

“Efar” (“Steal From”) plus “IZJAE K K.’ While these pages
target Malaysia, it does not preclude the possibility that
their content might reach the broader global diaspora of
Chinese Mandarin speakers, including in the United States
where the content might have more resonance, especially
ahead of the 2020 presidential election.

A second network identified by the DFRLab contained
nineteen Facebook pages and also engaged in similar

o

Page Transparency sections for two Facebook

@

™

Page Transparency

Page Information for KB HBBIRA ©

@ RDBBAR
L > Ney Media Website

Page History ©

Changed name to XS B BRIl

October 23, 2017

Page created - BRI
September 4, 2011

People Who Manage This Page €

Primary country/region location for people who manage this Page
includes:

Malaysia (5)

United States (1)

pages, Global LB Us and K5 LBk

(“Malaysia United States, and one in Singapore, while the latter had five admins in Malaysia and one
Zhongzheng Express”) also had two in the United States.*

32 DFRLab-generated list using social media monitoring tool CrowdTangle.
33 @Myzzkuaixun, Facebook page, accessed on October 13, 2020, https://www.facebook.com/myzzkuaixun/, archived link is https://archive.is/8YQQp; @
GlobalZZKXUs, Facebook page, accessed on December 7, 2020, https://www.facebook.com/GlobalZZKXUs/, archived link is https://archive.is/U8FOx.

34 The page name “IZJRE K R~ literally means “Eat a Melon and Take a Look at the World;” “Eat a Melon” means to gossip in Chinese internet slang. The
Water Melon Gang is a part of a network identified later in this report as pushing predominantly pro-China and anti-Trump sentiment to Chinese diaspora

communities.
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promotion of news articles linked to Qigu Web. These pages
had 343,084 followersintotal,andtheadministrators of these
pages were spread across Malaysia, China, and Taiwan, with
some of the pages having the exact same number of admins
in the same locations. The content was predominantly in
Mandarin Chinese, although it sometimes switched between
traditional Chinese and simplified Chinese. The association
with admins operating from China and the link to two pro-
China and anti-US content farms indicated that this network
of Facebook pages likely originated in China. Meanwhile,
twelve of these pages were named in a similar fashion, with
each including the words “ZBkEE N” (“Chinese diaspora
around the world”). Another three of the pages included “H
” (“China”) in their name and seemed intent in provoking
a sense of fidelity to the homeland by alluding to the strong
power of China. The names of these pages were intended to
be highly appealing to Chinese diaspora groups around the
globe, and the pages spread anti-Trump sentiment through
the use of emotive content that would find salience within
the Chinese diaspora communities within the United States.

On Facebook, however, the outbound links appeared
to use a different domain address, Nanyang.News, that
automatically redirected to “giqu.world,” another domain
belonging to the Qiqu content farm.

Page Name Translation
E2REABRBETH Global Chinese Alliance General Page
EREARTHE Chinese Chinese Leader Community
RREAEFHA Global Chinese Universe Alliance
RIRE A SR Global Chinese Best World Alliance
EREANGHA Global Chinese Technology Alliance
BERE AN Global Chinese Asia Alliance
REREE A R Global Chinese Iron Blood Alliance
p3:0ch Military Leader
EREARARMA Global Chinese Alliance
KRR Everyday Headline
REREE A DR Global Chinese Iron Alliance
REgEhE Prosperous China
BAFEY | have a China Dream
BREE Look Around
RREABRTER Chinese Chinese Leader Page
st ] World Daily
FEER Chinese Military
2REARLEHBRPro Global Chinese Alliance Pro
2REAEBEEPro Global Chinese Military Affairs Alliance Pro

DESCENDANTS OF THE DRAGON

2IREAREHEPro
S mk 9-Q

2tb169 » HHAE B R BRESC

SRR ?

Screenshot of a coordinated post linking to Nanyang.news,
which, when clicked, automatically redirected to an article on
Qiqu.world. The headline and text mocked President Trump for
his response to the COVID-19 pandemic.3®

Page Created At Location
December 30, 2014 Malaysia (6) China (1) Taiwan (1)
February 11, 2015 Malaysia (6)

November 23, 2015
December 2, 2015
December 2, 2015

March 8, 2016
March 13, 2016
March 25, 2016
March 25, 2016

May 12, 2016

May 17, 2016

February 21, 2018
February 21, 2018
March 1, 2018
March 16, 2018
April 9, 2018
April 5, 2019
September 23, 2020
September 23, 2020

Malaysia (6) China (1) Taiwan (1)
Malaysia (6) Taiwan (1)
Malaysia (6) China (2) Not available (1)
Malaysia (6) China (1) Not available (1)
Malaysia (6)

Malaysia (6)

Malaysia (6)

Malaysia (6)

N/A
Malaysia (1)
China (2) Malaysia (1) Taiwan (1)
Malaysia (1)
N/A
N/A

QDFRLab

A chart showing the nineteen pages, their number of followers, the page creation dates, and the locations of the
page admins. The different colored cells in the Location column indicate identical administrator locations.ed cells
in the Location column indicate identical administrator locations.s

35 DFRLab-generated list using social media monitoring tool CrowdTangle.

36 ZEREE N EEH Y Pro, “2E169 I I 2 41 = EIE B L SEEH S 1 27 (“2:169, how dare Trump brag about his ‘leadership in the fight against the pan-
demic’?”), Facebook post, September 29, 2020, accessed on October 3, 2020, https:/www.facebook.com/permalink.php?story_fbid=108004357733850&

id=102456754955277, archived link is https://archive.is/fOZpp.
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Seventeen pages within the network frequently reposted
the same posts from the final two pages in the network, 2 £k
# A JAZEYHPro (“Global Chinese Alliance Pro”) or Z=BR¥EA
HHEEHPro (“Global Chinese Military Affairs Alliance Pro”).
These latter two pages also shared Qiqu “news articles”
within a short period of time on multiple occasions, with the
shortest time interval being seven seconds and the longest
around fifteen minutes. The Global Chinese Alliance Pro and
Global Chinese Military Affairs Alliance Pro Facebook pages
were both established on September 23, 2020, and each
page had an administrator located in Malaysia. The Qiqu
Web website sources its videos from a variety of outside
organizations, including the Chinese state-controlled
media outlet Global Observation, one of Global Times

video channels; multiple channels on FEIRAISF (“iXigua™), a
video platform, and Today’s Headline (“4 H3L$%"), a news
platform, both of which are owned by China’s ByteDance;
and YouTube channels that celebrate the soft and hard
power of China. For example, in the aforementioned post
that mocked President Trump’s response to the pandemic,
the video originated from Marx Matrix, a channel on iXigua,
Today’s Headline, and an eponymous YouTube channel.
The second video, “US hegemony arouses public outrage,
foreign media: once Trump is reelected, he will harm the
world,” in the network coordination table above was
similarly taken from an outside source, in this case the
video channel “5B1E %" (“No. 1 Military Affairs”) on iXigua.

Page Mame Created Type Engagements Message
EHW A EEWEPro  2020-09-30 08:34 EOT Link 18
=R/ BENN 20:20-09-29 08:36 EDT Link 0
EHFARENE 2020-09-29 08:37 EOT Link 7
0N B 2020-09-29 08:38 EDT Link 1
BERDASIENE 2020-09-29 08:55 EDT Link 5
0 A MnuNE 2020-09-29 08:56 EDT Link 3
EEHA RN 2020-09-29 08:55 EOT Link 3
R 2020-09-29 08:55 EDT Link ]
FEHA NN 2020-09-29 08:55 EOT Link 4
EHWAEHNE 2020-09-29 08:56 EDT Link [}
FEER 2020-09-29 08:55 EOT Lirik 5
B 2020-09-29 08:56 EDT Link ]
W 2020-09-20 08:56 EOT Link (]
EEEE 2020-09-29 08:56 EDT Link 1
HachEE 2020-09-29 08:56 EOT Link 1
SERNA 2020-09-29 08:56 EOT Link 7
e 4= 2020-09-29 08:56 EDT Link 1
SHNANENEPro  2020-09-20 0716 EOT Link 20
THRARENN 2020-09-30 0724 EOT Link [1}
EHPANTNE 2020-09-30 07:24 EOT Link 7
EEDARAREIR 2020-09-30 0724 EOT Link 1
Ead PN 2020-09-30 07:24 EDT Link (]
RERT A M EY 2020-09-30 07:24 EOT Link 1
EHUARENY 2020-09-30 07:24 EOT Link 1
BHEE 2020-09-30 0724 ECT Lirik 3
e 2020-09-30 07:25 EDOT Link 4
PEERE 2020-09-30 07:25 EOT Link 1
SHWAMFENE 2020-09-30 07:25 EOT Link o
R ERE A T HBE 2020-09-30 07:25 EOT Link a
F A 2020-09-30 07:25 EOT Link (1]
REGE 2020-09-30 07:25 EDT Lirnk (1]
BENE 2020-09-30 07:25 EDT Link 1]
BETEE 2020-09-30 0726 EDT Link 4
SRWAHEWE 2020-09-30 07:26 EOT Link 2

Link Text

This i% a re-share of a post
This iz & re-share of 8 posat
This i% a re-share of a post
This is & re-share of & post
This is a re-share of a post
This ig & re-share of & post
This is a re-share of a post
This ig & re-share of & post
This is a re-share of a post
This is & re-share of & post
This is a re-shame of a post
Thiz ig & re-share of & post
This is a re=share of a post
This is a re-share of & post
This i a re-sham of a post
Thits is & re-share of a post

Description
2H:160 - BEAREFELIEAC (RS RAE 7

2H169 - HEEREEARMESC RN
20169 - BREHRFRAREAC TSR
2H169 - MMERTEAREEC TRNERREL
2H16D - BEREERREAT (RS RN
2H169 - HEERHEARKEC RN
269 - HEEETEAREAC NREERNE
2H169 - HEERTEARESC MABERRE
269 - REARRFEAREAC NSRS
2t - MMEFRTEAREEC AN
2H169 - HEHEFEIRGAD TR R,
ZH69 - HEERHEAREEC RN
269 - RERRTEAREAC NREERNEL
Ztbes - SEEFRFEARESC MARNERE
269 - REHRTFEAREAC NREERTE
2160 - HEFRNERNESC TAREREE,
269 - REHETFEARMAC MRS

B e I I B B I e I I I e ]

MRS S - SR BT — 2T - R

Thiz ig & re-share of & post
This i a re-sham of a post
This is & re-share of a pest
This is a re-share of a post
Thiz ig & re-share of & post
This is a re=sham of & post
This is a re-share of a pest
This is a re-share of a post
Thits is & re-share of a post
This is a re=share of a post
This ie a re-share of a post
This is a re-sham of o post
This is & re-share of a pest
This is a re-share of & post
Thits is a re-share of a post
This is a re-shame of & post

BTG RS A
E 4 M
EETES RS - S
£ 40 BBV -
R RS - A
JEERRAS B - SR
EETWS BEE - A
FETMA RS - SR
RS RS A
WETG R - S
AR —-DRE - HEREER
FEERTRAS B - SR
HETESTEE  S
Ed 4.0 LD T
WS RS - A
HETMSIREE - 588

SRR TR -

RER—ENE - HEEEER
AT — BT - HREEER
REH—BNE - HRERER
FEE— BT - RN
FREE—EE - FEERER
AT — BT - R 2R
REAR—BRE - HAEEER
RS — BT - EG e
FEE—BNE - HRERER
HEE—BNE - SEmEan

ANE—BEE BEEEER
HEE—-BNT - ERRER
FEE—DINE - BRG 2R
FHEE—BT - REERER
HEE—BENT - mAEEER

QDFRLab

Table showing the coordinated behaviors of nineteen pages in sharing the same link to Qiqu Web “news videos.” The first video,
shared by seventeen pages in the light yellow posts (top half of list), was titled “Two to 169, why is Trump still bragging about
leading the world against the pandemic?” and was first shared on the page Global Chinese Alliance Pro. The second video, shared
by seventeen pages in the dark yellow posts (bottom half of list), was titled “US hegemony arouses public outrage, foreign media:
once Trump is reelected, he will harm the world” and was first shared by the Global Chinese Military Affairs Alliance Pro page.’’

37 DFRLab-generated list using social media monitoring tool CrowdTangle.
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DFRLab DFRLab

IEOMRRBIOT | MW

CELEE ||nlm T AR LA

Lo Yiineil

WL A B RS
n o x

) A06H T
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™ o o 0
I ERAT LS

arsandush VT -5 X SOEREH
TERT B sk 1. 5 ORI

RN Sl RO

RIEFHNT 1 =, . o pvarTre
T —— { f & d = = winTawsnnenRn
nYam ~ i DURIBE - PRI [ WRR YRS
T i R idenYam

AR EEREAC AN

tt

REMBHIIRME S DI - ABZER

Acne Studios AN > MMWM  Golden Yam Ringf8 Parl ST I - b0 W X r.m
RI!WHIIK HEE (KRW030) axtsru HE W R RORIT Acne Studios SAIM W) Iden Yam Ringf8 ParkingE417 » 218 _ o
SRRE— BRARI - RIS SESGNNEN . RS REHON) ERSGE R R R

B B0 - F BREE-HRYE... ARG SR R

WS U el 1A E—— 2 A A AR
Screenshot of the ultimate destination of the earlier Nanyang. A video titled “US hegemony arouses public outrage, foreign
News screenshot. The video, as shown by the stylized logo )& media: once Trump is reelected, he will harm the world” posted
JiFE (“Marx Matrix”) in the middle, belonged to a video channel by Qiqu was originally from the video channel “3$1% 5> (“No. 1
on FETATI(“iXigua™).38 Military Affairs”).®
Page Nama [Ereates [ Trre |Ergagemanes | Link Taxt |mererpien
SHMARENE [mnosumpEnT i | EREA SRHREE- SERY  RTT-ASNER |20  AEEORSERERET SRR TSR | GEN TRATRERIENE - S8 BT ESE.
N RS | 2c20.08-08 208 EDT Lirk n|AREREIEL  LREEEE - SERD - ETT—ASEEN 15  ARE D ART I EEEY - SRRESTT-0%0E e THAFFLENERD - S8 - oYRE~E...
EUNANENE | 5a00e 210 DT Lirk o] R Y SREREE - QR0 BT 7 —ARsEn E  ARROEREALEES AHBENT T 608 Dl TMATESENRID - S8 DARRAR..
EWNLMEWE | 353008 08 50 EDT Lk EEEEREREN ERLEEF - RERA - ETT—AREEN 15 - WHEL AV AR - SENETFCT-IRPE ' HEETHRFELEMEFHE - I8 - BARN~E
RS R | FSI0-0E-08 S EDT Lk ERERREREN  EREEET - WEREA - RTT-A0EET 58 - MRS R N - SR T R R TR E R - M BTN~
EUNAIGINE | 3230089 075 EDT Lirk. B MERNTER  SEEE - DA | EFASREIAANEES  (NESEARD - ANRNEETEAZET =8 AR TAMERE RN ER=RENE - §TH  BEEE..
TONANFNE |mnosmormEnt |k W RERRTER CEEE - WREN | TEREELE |WRARARE - SENHIET CEEE T —EET W0 ARG TN RERE - BTW  GERA.
EWNARLWNE | 202000810 0729 EDT Lirk ® BEEITEE  EREE - BRED | RiTisEFEamiELE |[(SHESRA - EESRTEFEECET SR - SR TARBREWNEET Fr—A%ns - 5TH . HERS...
EMNARERER| oot LR EDT | |Le R NERATEE  CERE - DAED | AINZEFSGRRELE |ERENERE . RANAIEETEEETSEN . GR TARBAERENTET-AENE - BTN . GERE..
TUNARENE |00 WHEN | Bz BRNEENRER  FEREHA [ IRURWE] BN (2H) NEARE . L EARE LA SRNRANCEARENGEARAN on - WOW
INNLFERE |EnuammElT | R,z REREENEER  FERENA FENER] B (IR RRARE U EARR SATRRRAM AN ARG RAREN (N - WOE
TUN.RENE |SmuemEET | %&tmm [HERAE] B (IH) RS . L BARE ST RGN LA NRE N RREEN (N - WOE
LT T [RELE AR TERR - RAEI TRERRE] B {3H) RRARE . 04BN RG 0 0RO D AR W SEmN (8 RE
m:

Some of the nineteen Facebook pages have consistently promoted content from Qiqi News, the second external content farm.
The headlines, from top to bottom, read “fiBAM AT SHHESR, BRORVE, LR 7 —EHMEFE” (“Trump’s former lawyer
exposed: the president betrayed the country, committed corruption and fraud, and committed a series of felony crimes”), “4%kH

W SREATHEE S R WO VE Rl RGBT B eI A E RS (“Trump crimes exposed: betrayal of the country, corruption and fraud!
Former lawyer publishes new book accusing US president”), and “J48 A\t RIS EIEIEH G FRIR AT LLIRI¥E” (“Source: Trump is
very tired now and has difficulty breathing”).4°

38 2Bk AR EH M Pro, “2:169, how dare Trump brag about his ‘leadership in the fight against the pandemic’?”; “2kk169 » 4 RHM B 72 EIRIE B O [4EEHH FT
& 7?7 (“2:169, how dare Trump brag about his ‘leadership in the fight against the pandemic’?”), #iZ44 Qiqu Web, accessed on October 30, 2020, http://
www.gigqu.world/watch/332790?fbclid=IwAR3Cat9BSCLZ-NNnLeR-Qvnbt97i219XVSBEsRXks_Q_CtR2B6boyG6ITwc#2091, archived link is https://ar-
chive.is/nNT4t.

39 “HEEFHRET B AME B — BT i E 2R (“U.S. hegemony arouses public outrage, foreign media: once Trump is re-elected, he will harm
the world”), Bl =44 Qiqu Web, accessed on October 30, 2020, www.giqu.world/watch/332994, archived link is https://archive.is/DH5Kq.

40 DFRLab-generated list using social media monitoring tool CrowdTangle.
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158, HAEDENRMEARITS, EREHAERT SRS
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LR Qoesie

Example posts showing that “HIEEHH” (xqigis.com) and “FiFiE#i[H”
(twitter-qiqi.com) displayed the same headline (“Trump’s former lawyer
exposed: the president betrayed the country, committed corruption and
fraud, and committed a series of felony crimes”) and a similar outlook of
the webpage, indicating that they are likely connected to each other. .*!

Moreover, some but not all of these pages also coordinated
on sharing links to another content farm, “BIHE#[E” or “Hi
W& HE” (“Qigi News”), which - according to a report from
Hong Kong news outlet Apple Daily - the National Security
Bureau of Taiwan monitors because of the website’s history
of spreading pro-China propaganda and disinformation
that might affect Taiwan’s democratic development.*?
Some examples of the anti-Trump content being amplified
through this network range from personal attacks on the
US president, including “fFRA ATERIMHE Y. BoHSZER, BIK
WVE, BN 7 —ZERESE” (“Trump’s former lawyer exposed:
the president betrayed the country, committed corruption
and fraud, and committed a series of felony crimes”), to
highlighting the comparative disadvantage of the United
States resulting from Trump’s policies, “HT[RI¥Zs i B i &
TE, FERE O 2N R, ARSERAANERR” (“China’s vaccine
has been affirmed by the WHO again, Trump is anxious and
comes up with abad solution, but Americans will not buy it”).

Again, if this content were to encourage any
behavior or perception change among its recipients
in the United States or elsewhere, it would be
limited to the Chinese diaspora, as the posts
were all in Mandarin Chinese and not English.

The impact of these Facebook networks was
insignificant, but the method and content was notable.
Despite the large number of followers, the posts rarely
received more than 1,000 engagements. A potential
reason can be observed from the conversations
happening on the Facebook public groups made by
the Malaysia-based pages. The posts to the groups
concerned mainly personal, business, or entertainment
matters, demonstrating that the user accounts
active on these pages and related groups probably
treated the group more as an apolitical association
than a political one. Given this discrepancy between
engagement around political and apolitical topics, the
reach of the political propaganda on these networks is
more limited than the number of followers has implied.

A1 “HFEG AT AR ¢ B SRE R  ERGRTE 0 LR T —EHRESR,” (“Trump’s former lawyer exposed: the president betrayed the country, committed cor-
ruption and fraud, and committed a series of felony crimes”), B AHH Qiqi News, August 15, 2020, https://xqigis.com/archives/80453?fbclid=IwAROU-
JC3rhAUHM6BI-0ZgLRAX45uF TwWcqsKgRVF_Mo9mGZInIn60Xtj4QvLc, archived on October 31, 2020 at https://archive.is/fLPif ;45 A AT EITEYE @ &
GEHSEER ~ BIRYE > 0 R 7 —EHRRESE” (“Trump’s former lawyer exposed: the president betrayed the country, committed corruption and fraud, and
committed a series of felony crimes”), HELE#1E Qiqgi News, August 15, 2020, https://xqigis.com/archives/80453?fbclid=IwAROUJC3rhAUHmM6I-0ZgLRAX-
45uFTWWcgsKgRVF_Mo9mGZInIn60Xtj4QvLc, archived on October 31, 2020 at https://archive.is/8as82.

42 CHR) R R RS 1S40 R0 B SR I8 2B (Apple’ exclusive National Security Bureau monitors 11 rumored Internet media to
prevent fake news from disturbing the general election; the list is exposed”), Apple News, May 16, 2015, https://tw.appledaily.com/headline/20190516/1Z-

VGSUMY7U5ZOKNHRLS3LFHDF4/
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Coordinated Pro-China Pages Sharing
Anti-Trump Videos on Facebook

eparate from the content farm above, the DFRLab
also identified a network of nine Facebook pages
and four associated Facebook groups that posted
frequently in Chinese on US politics. Again, as
Facebookis blocked for mainland Chinese internet users that
are not circumnavigating the “Great Firewall” (a vast majority
of Chinese internet users), the most likely audience for the
content on these pages was the global Chinese diaspora.

The assets inthe network coordinated at times to post videos fifse 4T 2 LRI
directly on Facebook from official Chinese state-controlled '
mediaincluding CCTV, People’s Daily, and local official media
including Shanghai Media Group (SMG). A CrowdTangle
query showed eight pages republished a post from the ninth
page, “BF R (“Global Power News”), within a few minutes
of the latter’s original post, indicating coordinated behavior.

FRlL FR 50572

The posts were often accompanied by identical text, as \ R0 WEH
indicated in the “Description” column of the table above. The l ; ; '
identical captionis “FFEA | FARARAFEGNRL > K E A SHESFILHE!
(“Trump: | don’t want to pay taxes; only fools will abide by the
law!”), using emotive language to mockat Trump’s tax record.

Three examples extracted from the table above demonstrated

The posts were often accompanied by identical text, as these pages were engaged in promoting anti-Trump content
indicated in the “Description” column of the table above. The in a coordinated faSh'C::‘: including by accompanying the
identicalcaptionis “W¢RAE | FARAAFEBL > REA S EFILH! post with identical text.

(“Trump: I don’t want to pay taxes; only fools will abide by the
law!”), using emotive language to mock at Trump’s tax record.

Besides the pages’ seemingly coordinated

Page Name Translation Page Creation Time or Last Updated Page Location @DFRLab
Pakatan Rakyat Page Qi H H" ’ H
RECSTABRA Alliance February 24, 2014 Malaysia(13) pOStlng, the Page administrators’ locations
N Millions of people support ) ) . . .
BEAARIIFRLE Millions of people support ANWAR ANWAR March 7, 2014 Malaysia (17) Taiwan (5) Indonesia (1) Not available (1) d |sp|ayed a pattern of OVerla pp| ng geog ra ph |Ca|
IXR: For The People For the People October 17, 2015 Malaysia (26) Taiwan (6) Indonesia (1) Not available (1) locations. Most of these pages, as w ith the
. 3
EFHR Global Power News January 5, 2016 Malaysia (35) Taiwan (7) Indonesia (1) Not available (1) li t tf t Kk b di
PEFCER EANRE cnine s a:\’::;;:‘: bl January 17, 2016 Malaysia (27) Taiwan (6) Indonesia (1) Not available (1) €arlier conten arm networ S’ were ase n
55AA AN One For Al AllFor One O for Al Al forOne March 30, 2016 Malaysia (7) Malaysia, but this network also included some
I5/iEX T Watermelon Gang mﬁiﬂ?ﬂf&iﬁ — October 4, 2016 Malaysia (27) Taiwan (5) Indonesia (1) Thailand (1) Not available (1) ba Sed | n Ta | wan, Ba n g | ad es h , an d | n d ones | a.
BINTRRERAE sea and to the galaxy January 1, 2017 Malaysia (19) Taiwan (6) Indonesia (1)
The Chinese Ethnicity; The
FRERE FAEN Great Rejuvenation January 1, 2017 Malaysia (14) Taiwan (3) Bangladesh (1)

The pages consistently posted, among other things, anti-Trump videos almost
simultaneously, demonstrating a degree of coordinated behavior behind these
pages.*®

43 DFRLab used social media analytics tool CrowdTangle.

44 @GlobalPowerMedia, “UFEAY | FARAAAEGNEL » SREA SMSFIEA | (“Trump: | don’t want to pay taxes; only fools will abide by the law!”), Facebook post,
September 30, https://www.facebook.com/watch/?v=1128787904183402, archived on December 7, 2020 at https://archive.is/Apz2r;@traveltoSkyandSea,
CHREAYE - HAREASMNBLEOE@ |7 (“Trump: only fools will pay taxes.”), Facebook post, September 30, 2020, https://www.facebook.com/210193176107572/
posts/1025214951272053, archived on September 30, 2020 at https://archive.is/6RedzH EKIZZEENIIEE, WY « RAREA YW | @@ (“Trump: only
fools will pay taxes.”), Facebook post, September 30, 2020, https://www.facebook.com/ChinaMotherland/posts/2527484027542047, archived on Decem-
ber 7, 2020 at https://archive.is/scLKw.
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Page Name Translation
Pakatan Rakyat Page
REAZTARE Alliance

Millions of people support
BAARXZFERLE Millions of people support ANWAR

LAR#=E For The People For the People
BEF MR Global Power News
- China is always the home for
PEFT R EANRE diaspora

HhRAAMN AASFE One For All All For One One for All; All for One

IZM&X T Watermelon Gang Watermelon Gang

Qur journey extends to the

HIWEERERKSE sea and to the galaxy
The Chinese Ethnicity; The
hIERE FAEM Great Rejuvenation

Page Creation Time or Last Updated

February 24, 2014
March 7, 2014
October 17, 2015
January 5, 2016
January 17, 2016
March 30, 2016
Qctober 4, 2016

January 1, 2017

January 1, 2017

Page Location

DFRLab
Malaysia(13)
Malaysia (17) Taiwan (5) Indonesia (1) Not available (1)
Malaysia (26) Taiwan (6) Indonesia (1) Not available (1)
Malaysia (35) Taiwan (7) Indonesia (1) Not available (1)
Malaysia (27) Taiwan (6) Indonesia (1) Not available (1)
Malaysia (7)
Malaysia (27) Taiwan (5) Indonesia (1) Thailand (1) Not available (1)

Malaysia (19) Taiwan (6) Indonesia (1)

Malaysia (14) Taiwan (3) Bangladesh (1)

The pages were created between 2014 and 2017. The page admins were located predominantly in Malaysia but were also spread

across Taiwan, Thailand, Bangladesh, and Indonesia.*®

It seems that two of the pages in this set, “REt T AL
H3” (“Pakatan Rakyat General Alliance”) and “H A

R 4EMillions of people support ANWAR,” were created
with a facade appearing to focus on Malaysian politics but
the content of the pages was predominantly about China.
These two pages frequently repost videos from Chinese
media owned by central and local governments, including
“AERFIZE” (“D.C. Observations”) owned by SMG and “BAfi”
(“Discussion by Hu”), which is anchored by Xijin Hu, the
chief editor of Global Times. The narratives of these pages
align with China’s discourse power projection and unlike
the pages mentioned in the first network, rarely, if ever,
touched on Malaysian politics.

Similar to the second (Qiqi) network above, all of these
pages’ content is predominantly simplified Mandarin
Chinese, both traditional and simplified. This network
also had page and group names suggesting that they too
targeted Chinese diaspora (“£A”) communities, with
names like “HIEZKIZZEANIIRR,” (“China will always

be the family of the Chinese”), “HHIERE B RKEM (“The
great rejuvenation of the Chinese nation”), and “HIE— 4
EABEZD” (“China cannot lose any territory”). More subtle
examples included “FRAIAEE 2 £ RAIE,” which literally
translates as “Our journey extends to the sea and to the
galaxy.” Chinese media has used this phrase to describe
the country’s ambition to explore the world via the power
of technology. The group names within the network

were the same as the page names, including the three
mentioned above and “MR A3 For The People”

While the network did not specifically target the US
election, it sought to amplify anti-Trump messages and
rarely portrayed Biden in a negative light, which could
have had an indirect impact on the Chinese diaspora
community by instilling negative sentiment toward Trump.

45 DFRLab-generated list using social media monitoring tool CrowdTangle.
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DouYin and Kuaishou Videos on
Facebook

imilar to the previous network, the DFRLab

also uncovered a number of Facebook pages

disseminating anti-US propaganda by reposting

videos extracted from £ DouYin, the precursor
to TikTok exclusively accessible to the Chinese market.*®
Just as TikTok is popular among non-Chinese speakers,
DouYin is especially popular among Chinese-speaking
populations. As these Facebook assets take content that
would only normally be accessed mostly by people in
mainland China and make it available on a platform only
available to people outside of the mainland (or those who
are circumventing the “Great Firewall”), the most likely
audience would again be the global diaspora.

The content of these Facebook pages covered a wide
spectrum of CCP messaging in line with discourse

power projection, including accentuating China’s military
power; pushing an image of a “benign and responsible”
international power; and encouraging negative sentiment
toward Western powers, including the United States and
Australia, and pro-independence and pro-democracy
activists in Taiwan and Hong Kong. Despite these goals,
however, these pages generally garnered an insignificant
volume of engagement, with the exception of one page, “
EEE T (“Ting Ting Look at the World™).

Page Name

Followers (as of December 3, 2020)

Location

“Ting Ting Look at the World” was created on January
29, 2016, and managed by an account based in China.
The page portrayed itself as being a professional page
for a photographer but in actuality posted predominantly
political content. The page had 192,242 followers as of
December 3, 2020. The followers on this page included
not only Chinese citizens who would have to access

the platform via virtual private networks (VPNs), as the
Great Firewall obstructs the access of Chinese citizens to
Western social media platforms, but also Chinese diaspora
communities around the world.*®

“Ting Ting Looked at the World” regularly reposted videos
from the DouYin accounts of Chinese state-controlled
media, including CCTV and China Daily. Besides pro-China
content that encouraged a positive perception of China’s
military, technology, and diplomatic power, the page also
posted videos discrediting the United States in general
and attacking the Trump Administration by mocking its
responses to the California wildfires and the COVID-19
pandemic, while criticizing its hostility toward China.

For example, the video “Hilarious replies again! During

a California Wildfire briefing, officials alert the adverse
effects of warming, while Trump replies: It’s going to
get cooler, wait and see!” (translated from
Chinese), received comments from user
accounts based in Hong Kong, Malaysia,

@DFRLab

Created At

Taiwan, the United States, and China.*®

Fésil++ BE/China Dream

Drawing Sword/China Dream

55,028

Hong Kong (2)

December 10, 2013

SRR

Ting Ting Look at the World

192,242

China (1) Not available (1)

And out of the 744 reactions of the post,

January 29, 2016

A A

Forever One China

21,622

Hong Kong (5)

November 18, 2016

WK T

Dragon in the World

19,479

Taiwan (2) Not available (1)

a majority (463) of the reactions were in
line with the mocking tone of the post.

July 5, 2019

RERE REGHFR

Ilove you China

91,445

South Korea (3) China (1) Taiwan (1) Not

available (2)

The original video was pulled from the

September 28, 2019

20444FRE AR o

2044 China World Strong Power

25,690

Malaysia (2)

January 21,2020

A

Ting Ting Look at the World

175

N/A

official DouYin account of People’s Daily,

June 30, 2020

ERrhE

Love My China

1,087

Bangladesh (1) Hong Kong (1)

which itself originally garnered more than

August 13, 2020

AR

Yan Yan Look at the News

9279

Hong Kong (1) Not available (2)

December 23, 2019
(Changed name to #§#
FH M August 27,
2020)

1,300,000 likes, 256 comments, and 23,800
shares on DouYin.

A list of Facebook pages that propagated videos from DouYin and Kuaishou, the
short-form videos platforms originated from China. These pages covered a wide
spectrum of Chinese discourse power subject materials.4”

46 Beyond a knowledge of the Chinese language, DouYin'’s isolation to just the Chinese market is a result of a highly protective registration process that
includes, for example, inputting a Chinese bank account. Many in the diaspora prefer DouYin to its progeny platform, TikTok, which is widely available to

Western users.

47 DFRLab used social media analytics tool CrowdTangle.
48 Josh Summers, “Why You Need A VPN In China In 2020,” China Expat Society, October 1, 2020, https://www.chinaexpatsociety.com/technology/why-
you-need-a-vpn-in-china.

49 @ttksjO1, “AHEIE M LK TR & B SRR AL e R ANFISE MR o B

SRR UREEEHENE ! (“Hilarious replies again! During a California Wildfire

briefing, officials alert the adverse effects of warming, while Trump replies: It’s going to get cooler, wait and see!”), Facebook post, September 15, 2020,
https://www.facebook.com/watch/?v=361003911943363, archived on December 3, 2020 at https://archive.vn/nNf3B.
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§ i meAER

BETSRAVAFIRNG - F5EAE

9814H
REMHILK RS

SEREXRSBESELERH

EEMMHLXEERS
sEERSEaR LY
®

@AREIR - 6d

IREER
¢ ound - @ AEBR origine

in Houston, which the narrator says

led to China’s tough response of
closing the US consulate in Chengdu

in August 2020.” The content of this
particular video was in English with
bilingual subtitles in both Chinese and
English, though others on the page
featured spoken Chinese. According to
Facebook, the administrator of “Love
My China” was based in Bangladesh.
With a relatively low 1,141 followers, it
has only posted twenty-four times as
of December 3, 2020, pushing pro-
China narratives around the Hong
Kong protests, encouraging positive
sentiment toward China, and mocking
Trump. It did, however, tailor its content
to specific audiences with different
language preferences: it posted in
Cantonese Chinese when covering Hong
Kong while using English in the caption
for posts about the United States,
though the accompanying videos
included subtitles in simplified Chinese.

Another example page displaying a
similar propaganda agenda with DouYin
and Kuaishou short-form videos was “F&
FZARAHE FRERFE” (“l love you China”).
The page frequently posted videos

QDFRLab

Post on the Facebook page “Ting Ting Look at the World” with a caption that translates from the Kuaishou accou nt Qf Chihese
as “Hilarious replies again! During a California Wildfire briefing, officials alert the State-controlled media. Kuaishou is a
adverse effects of warming, while Trump replies: It’s going to get cooler, wait and see!” short-form video platform similar to

The post features a video from the People’s Daily DouYin account.>°

Although the Facebook page seemed to be managed by
a real person - her user account featured two photos of
a girl geolocated back to Guangzhou, China - there was
evidence belying the page’s organized and inauthentic
behavior beyond its pushing anti-US messaging and
pro-China propaganda. The page frequently reposted
content from several Facebook pages that have a lot
fewer followers and posted in several different languages.
One example of such a lower profile page was “E ¥
(“Love My China”), which included a profile picture closely
resembling the buildings of the Chinese government and
the symbols of the CCP. “Love My China” was established
on August 13, 2020, and posted in several different
languages, including simplified Chinese, traditional
Chinese, and English.

On the day “Love My China” was created, “Ting Ting Look
at the World” reposted its first post in seven minutes. The
title of the post was “FEFEEMIF? IZF %3k | Take Me as a
push-over Try My Tough fist!” in which the narrator issued
a strong rebuke of the United States after the Trump
Administration forced the closure of China’s consulate

DouYin, but they differ slightly in user
base: while DouYin’s user base is more
urban-focused, Kuaishou’s user base is more rural. The
page was created on September 28, 2019, and has three
administrator accounts in South Korea, two in China, and
one in Taiwan. The page has mentioned Biden thirteen
times and Trump 172 times. The overall sentiment of the
US-related content on the page is predominantly critical of
Trump, in particular targeting his competency as president

50 @rmrbxmt, “XXAMEIE | AHLPKERS > B AR U I KA - R

FARG © A - UREEMENE | (“Hilarious replies again! During a Califor-

nia Wildfire briefing, officials alert the adverse effects of warming, while Trump replies: It's going to get cooler, wait and see!”), DouYin video, September
14, 2020, https://www.iesdouyin.com/share/video/6872547292990180622/?region=US&mid=6872547583544494861&u_code=0&titleType=title&time-
stamp=1600715163&app=aweme&utm_campaign=client_share&utm_medium=ios&tt_from=copy&utm_source=copy, archived on December 7, 2020 at

https://archive.vn/IPJNY.

S1 B RAPEE, MR T ? 122K 17 (“Take Me as a push-over Try My Tough fist!”), Facebook post, August 13, 2020, https://www.facebook.com/
watch/?v=300585654540805, archived on December 5, 2020 at https://archive.is/y73nB.
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Conclusion

hina’s digital influence campaigns have served
as a new front of its diaspora policy. Unlike
Russia, which mostly focuses on disrupting and
destabilizing society within its target country,
China also dedicates significant resources toward
convincing its diaspora of the country’s soft power, in
line with the discourse power principle of the party-state.
Although it is often hard to attribute these information
operations directly back to the Chinese government,
the narratives generally align with CCP messaging by
cheerleading China’s military, technology, and diplomatic
power while discrediting the political system of western
and hostile powers in comparison to its own “China
Model.”

As the United States and other countries evaluate their
policies to safeguard the elections and confront Chinese
influence activities, three conclusions can be drawn about
the DFRLab’s research into China’s propaganda apparatus
as it targets the diaspora community.

First, the examples provided throughout this brief were
limited in impact but exemplary of the information
environment of the Chinese diaspora. While there was no
evident link between the coordinated operations identified
by the DFRLab and the Chinese government, the supply
and prevalence pro-CCP content seemed to outweigh the
demand measured in engagement. Investigators at the
DFRLab were only able to conclude that, by coordinating
the promotion of Chinese-language news articles from
Malaysian-based content farms and state-controlled media
outlets, the Facebook pages found during the course of
this research aligned with the goals of China’s preferred
goals. When it comes to US-focused content, the broader
aim appeared to be discrediting the US political system

as a whole and to encourage the diaspora community
toward a better “Chinese system,” as a means of possibly
convincing them either to return to China to contribute

to the country’s development or to attempt to influence
the political system of their adopted country to be more
favorable to Chinese national interests.

Second, the DFRLab observed more antagonistic
messaging directed at the US political system in general,
as opposed to a sustained focus on specific leaders,
especially through inauthentic coordinated networks of
accounts, pages, and groups on western social media
platforms. Posts on Facebook, both from the content farms
and from Chinese state-controlled media, often displayed

a mocking and negative tone toward the President Trump.
Certainly, his position as President of the United States

during a period of a deteriorating Sino-US relationship
was likely the leading factor for the tone, as Trump has
developed more hostile relationship with the party-state,
but China also likely sees a benefit in a more stable United
States, so diminishing his stature - as an internationally
destabilizing force - would work toward this end. Aiming
to undermine perceptions of democracy overall and to
promote the benefits of an alternative “China Model,”
however, the party-state has additional incentives to
attack the incumbent US president as the primary avatar
for democratic systems. Within these networks, there was
little anti-Biden content, though it is likely that, with his
election to the presidency, the number of critical posts will
accelerate.

Third, despite the large number of followers of the
Facebook pages and groups uncovered during the course
of this research, the actual influence these information
operations had on their followers, namely, the Chinese
diaspora communities, might have been relatively
insignificant. The low engagement with the posts can
serve as a proxy for level of influence, as the low volume
projects a lack of interest in political affairs. Moreover, the
communities following the pages were more active when
discussing apolitical matters such as business, personal
lives, and entertainment, perhaps due in part to a relatively
apolitical tradition in diaspora communities.

Ultimately, under the Xi administration, a prominent
application of the “discourse power” principle has been
China’s attempts to influence diaspora communities
outside of mainland China, convincing them to align

with, retain, or advocate for “Chinese values.” The state-
controlled media’s “Official Accounts” (i.e., blogging)

on WeChat Official Account, which is accessible to both
mainland populations and diaspora communities, and overt
coordination on Western social media platforms, which are
mostly accessible only to the diaspora communities, mix
narratives of China’s power and ascendancy with negative
sentiment toward foreign hostile powers and high-profile
politicians in target countries.

China aims to cultivate a broader “Chinese” identity
around the globe, regardless of national borders, seeking
to implant an international system with “Chinese values”
operating under a “China Model.” The low engagement
with many of the assets and the narratives uncovered as
a part of this research, however, indicated that the party-
state has had incomplete success in its efforts.
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