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leading hub of digital foren-

sic analysts tracking events in
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security.

China’s Surveillance
Ecosystem &

The Global Spread
Of Its Tools

BULELANI JILI

EXECUTIVE SUMMARY

his paper seeks to offer insights into how China’s domestic surveil-

lance market and cyber capability ecosystem operate, especially

given the limited number of systematic studies that have analyzed
its industry objectives. For the Chinese government, investment in
surveillance technologies advances both its ambitions of becoming a
global technology leader as well as its means of domestic social control.
These developments also foster further collaboration between state
security actors and private tech firms. Accordingly, the tech firms that
support state cyber capabilities range from small cyber research start-
ups to leading global tech enterprises. The state promotes surveillance
technology and practices abroad through diplomatic exchanges, law
enforcement cooperation, and training programs. These efforts encour-
age the dissemination of surveillance devices, but also support the
government’s goals concerning international norm-making in multilat-
eral and regional institutions.

The proliferation of Chinese surveillance technology and cyber tools
and the associated linkages between both state and private Chinese
entities with those in other states, especially in the Global South, is a
valuable component of Chinese state efforts to expand and strengthen
their political and economic influence worldwide. Although individual
governments purchasing Chinese digital tools have their local ambi-
tions in mind, Beijing’s export and promotion of domestic surveillance
technologies shape the adoption of these tools in the Global South. As
such, investigating how Chinese actors leverage demand factors for
their own aims, does not undercut the ability of other countries to detect
and determine outcomes. Rather it demonstrates an interplay between
Chinese state strategy and local political environments. This paper
specifically focuses on key features in China’s surveillance ecosystem,
while the companion to this report will focus on the key ‘pull factors’
from African countries and their significance for US interests.
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INTRODUCTION

hinese tech companies are among the largest firms

in the world. Initially focused on the domestic market,

they now sell various surveillance technologies to a
global customer base. Increased collaboration between the
party-state and private Chinese actors in the sale of surveil-
lance products inspires trepidations about the proliferation
of China’s surveillance tools, ergo the rise of unwarranted
surveillance. Namely, researchers scrutinize China’s diplo-
matic activities, raising questions about the degree to which
the government enables surveillance practices abroad. Large
Chinese firms and state amplify debate and concerns by
pushing to change the norms and mechanisms in the use
of public security technology.

This paper seeks to offer insights into how China’s domestic
surveillance market and cyber capability ecosystem operate,
especially given the limited number of systematic studies on
the industry and its growing influence in the Global South.
This issue brief focuses on the development of the Chinese
surveillance industry and the firms that make it possible,
including those firms that sell surveillance tools within the
international surveillance market. The brief has four parts.
The first discusses the development of China’s surveillance
ecosystem. It specifically explores the establishment of the
Golden Shield Project (GSP), a national Closed-Circuit Televi-
sion (CCTV) network intended to digitize the public security
sector, and its consequences for surveillance practices in
China. The second section investigates China’s conception
of “cyber sovereignty,” or wangluo zhuquan, which seeks
to influence the governance of cyberspace. This idea and
policy prerogative helps Beijing’s promotion of a controlled
cyberspace and, therefore, the development of surveillance
practices that rely on the use of artificial intelligence, big
data, and biometric collection, among other means, to moni-
tor citizens. The third and fourth sections carefully look at
how private-public partnerships have empowered China’s
cyberpower, while at the same time creating a more restric-
tive legal and political environment in China. What appears
to make the party-state distinct from other exporters is the
legal and political system from which these surveillance

tools emerge—crucially, how China promotes their use in the
Global South.' The brief concludes by taking a close look at
how the spread of Chinese surveillance tools is both a conse-
quence of China’s supply capacity and local demand factors.

CHINA’S DOMESTIC TECH ENVIRONMENT

n 2014, President Xi Jinping declared that there was “no

national security without cybersecurity.”? For the Chinese

Communist Party (CCP), surveillance technology research
and development support the party’s intention to be a global
technology leader while also augmenting its means of
domestic social control. Promoting social stability has been
the chief policy goal of the party, and therefore the state,
for years.® As early as 1990, the State Council approved a
proposal to establish a national information system.* This
includes the Golden Shield (GSP), or jindun gongcheng
program. GSP is a surveillance initiative launched by the
state in 1998. Promoted by public security authorities, the
primary aim of the initiative is to create a fully digitized
public security sector using a national surveillance network
to bolster the means of data management and state secu-
rity capabilities. Walton’s seminal report, “China’s Golden
Shield Corporations and the Development of Surveillance
Technology in The People’s Republic of China,” examines
the early developments of GSP.® Walton’s work examines
how the initiative relied on American and Canadian made
technology. Recent government bidding documents show
further evidence that American companies supply some of
the parts necessary for the GSP project.®

The first phase of the GSP involved the digitization of the
ministry, province, and city, while the second phase’s intent
has been to integrate all three levels of public security
networks by establishing the means to foster information
sharing between the three levels.” The project relies on
information and communication technology (ICT) systems to
enhance the ability of a unified command, rapid response,
and coordinated effort to address supposedly the challenges
of crime. In its early stages, it was characterized mostly by

1 Bulelani Jili, The Rise of Chinese Surveillance Technology in Africa.

2 President Xi Jinping, “China Must Evolve from a Large Internet Nation to a Powerful Internet Nation,” 33f 3B E ML K E R I MEL8E, Xinhuanet,
February 27, 2014, http://news.xinhuanet.com/politics/2014- 02/27/c_119538788.htm.

Also see, William Wan, “Chinese President Xi Jinping takes charge of new cyber effort,” Washington Post, February 27, 2014,
https://www.washingtonpost.com/world/chinese-president-takes-charge-of-new-cyber-effort/2014/02/27/a4bffaac-9fc9-11e3-b8d8-94577ff66b28_story.html.

3 Samantha Hoffman, Engineering Global Consent: The Chinese Communist Party’s Data-Driven Power Expansion, Australian Strategic Policy Institute,
October 14, 2019, https://www.aspi.org.au/report/engineering-global-consent-chinese-communist-partys-data-driven-power-expansion.

4 See, for example: Peter Mattis, “China’s Adaptive Approach to the Information Counter-Revolution,” Jamestown Foundation China Brief, 11 No.10 (June 3, 2011),
https://jamestown.org/program/chinas-adaptive-approach-to-the-information-counter-revolution/; Yu Xu and Hongren Zhou, “Analysis and Forecast on China’s
Informatization,” FEIE B HZE 2 #FIFIUN, Beijing: Social Sciences Academic Press, 2010; and Qin Liang, “Public Security Information Industry Overview.”
NLIEBMATIAER, Sealand Securities, 2019, https://web.archive.org/web/20201119002413/pg.jrj.com.cn/acc/Res/CN_RES/INDUS/2016/1/26/3d0f5812-

fd68-4045-8dd7-c7a2b04862c6.pdf.

5 Greg Walton, China’s Golden Shield Corporations and the Development of Surveillance Technology in The People’s Republic of China, International Centre
for Human Rights and Democratic Development, Montreal, 2001, https://ora.ox.ac.uk/objects/uuid:084840ac-b192-407b-ab6¢-f8f810310369/download_

file?file_format=pdf&safe_filename=CGS_ENG.pdf&type_of_work=Book.
Walton, China’s Golden Shield.

Yu Xu and Hongren Zhou, Analysis and Forecast on China’s Informatization, FEIE B A2 0 FFUN, Beijing: Social Sciences Academic Press, 2010.
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surveillance cameras paired with more efficient ways of shar-
ing data within state bureaus. The GSP has grown signifi-
cantly in size and sophistication since its founding. It now
includes 416 million surveillance cameras around the country
that utilize artificial intelligence (Al) facial recognition tech-
nology. These developments also include many ostensibly
benign technologies like geolocation and storage servers
that support social control. The Police Geographic, for exam-
ple, is a geolocation platform made by Tianjin Troila Technol-
ogy that offers the police real-time spatial visualization data.®
This project enables the representation of space into grids
for surveillance and knowledge building to serve security
objectives. Valentin Weber and Vasilis Ververis bolster this
argument in research published in August 2021. Their report
examines various technologies, including geolocation, which
form part of a layered assemblage of surveillance systems
that support the tracking of vehicles and people.”

The “safe city model,” or Ping an chengshi, evolved from
the GSP" Simply put, it is “a computational model of urban
planning that promises to optimize operational efficacy and
promote economic growth by leveraging ICT systems.”? It
is a commodity sold by Huawei at home, but also offered
across the Global South. Currently, the safe city relies on
integrating data from multiple sources that include utility
companies, retail stores, and formal banks. This biometric
data then feeds databases run by public security bureaus,
which utilize facial recognition tools. The centralized informa-
tion systems are known as city brains, or Chengshi danao.”®
These efforts in part bring together civil-commercial actors
with the state for the sake of data-driven governance. Under-
lying the turn towards data-driven governance is Beijing’s
belief in a scientific outlook on development, or kexue fazhan
guan, a notion that assumes that technical interventions can
numerically capture and abate social challenges, like crime.*

CYBER SOVEREIGNTY

n 2016, President Xi maintained that legal and political

constraints must be accompanied by the development of

technology at home and abroad.™® A goal of its lobbying
on multilateral institutions like the UN is the adoption of its
conception of cyber sovereignty. Simply put, cyber sover-
eignty refers to respecting a nation’s right to choose the
trajectory of its internet development and management.’®
These lobbying efforts do not merely focus on technical
norms and standards aimed at advancing network secu-
rity, but also speak to the state’s right to control the flow
of information within its borders. As it stands, Beijing’s
notion of cyber sovereignty seeks to advocate for a coun-
try’s sovereign right to delimit and control data flows based
on its domestic security interests. From this vantage point,
states should discourage interference in the internal affairs
of others. This privileging of the state offers legitimacy
and cover to Beijing’s predilection towards delimiting and
controlling online activity, but is also in contrast to Western
commitments to cyber governance. While the United States
and its allies “advocate for a more open, free, and multis-
takeholder approach, which provides open platforms for
private actors and civil society organizations, China wishes
to promote a complete counterapproach that asserts the
interests of the government over non-state actors.””

China’s domestic environment has nurtured a tech industry
that supports the state’s aims to monitor, censor, and condi-
tion public opinion. The Golden Shield Project, which is popu-
larly referred to as the “Great Firewall of China,” is the best
illustration of this project. An initiative managed by the Minis-
try of Public Security, which crucially relies on filtering and
censorship technologies that operate alongside domestic
law that limits and seeks to curate online discourse. Margaret
Roberts, in her work titled “Censored: Distraction and Diver-
sion Inside China’s Great Firewall,” offers a systematic analy-

8  Valentin Weber and Vasilis Ververis. “China’s Surveillance State: A Global Project,” Top1OVPN, August 2021,

https://www.top10vpn.com/assets/2021/07/Chinas-Surveillance-State.pdf.

9  Troila Technology, 2022. “ZB#hIB{E EAREZF A (Police geographic information service platform). Available at: https://www.troila.com/jiejuefangan?id=159.

10 Weber and Ververis, “China’s Surveillance State: A Global Project.”

" Samantha Hoffman, “China’s Tech-Enhanced Authoritarianism.” (Written Testimony before the House Permanent Select Committee on Intelligence), US
Congress, May 16, 2019, https://www.congress.gov/116/meeting/house/109462/witnesses/HHRG-116-IGO0-Wstate-HoffmanS-20190516.pdf.

12 Bulelani Jili, “Chinese ICT and Smart City Initiatives in Kenya,” Asia Policy, 17, no. 3 (July 2022): 44, https://www.nbr.org/wp-content/uploads/pdfs/publications/
asiapolicy17.3_africa-china_relations_rt_july2022.pdf; Shannon Mattern, “A City Is Not a Computer: Other Urban Intelligences,” Princeton: Princeton University

Press, 2021, DOI: 10.2307/j.ctvih9dgtj.

13 See, for example: Sohu, “Shanghai’s ‘Public Security Brain’ Is Upgraded to ‘City Brain’,” 38\ 2 AR IF TR0 W i ARK, 2019, https://www.sohu.

com/a/338738299_649849.

14 The concept kexue fazhan guan or scientific outlook on development was initially discussed in CCP circles as early as 2003. However, it was only introduced
to the public by Hu Jintao in January 2004. It was later adopted by the National People’s Congress as a new guideline for social and economic development

in March 2004.

15 President Xi Jinping, “Speech at the Symposium on Network Security and Informatization,” 33T EER1{E TIEEIXE FAIHHELS TR R, Xinhuanet, April 19,

2016, http://www.xinhuanet.com//politics/2016-04/25/c_1118731175.htm.

16 See, for further elaboration of the concept: President Xi Jinping, “Speech at the Opening Ceremony of the Second World Internet Conference,” ST FE5E
CBHEREREMASFER _EAHE, Xinhuannet, December 16, 2015, http://www.xinhuanet.com//politics/2015-12/16/c_1117481089.htm; Rogier Creemers
“China’s Conception of Cyber Sovereignty: Rhetoric and Realization,” in Governing Cyberspace: Behavior, Power, and Diplomacy, SSRN (February 5, 2020)

1-34, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=353242.

17 Bulelani Jili, The Rise of Chinese Surveillance Technology in Africa.; Tian Shaohui, ed., “International Strategy of Cooperation on Cyberspace,” Xinhuanet,
March 1, 2017, http://www.xinhuanet.com//english/china/2017-03/01/c_136094371.htm.

ATLANTIC COUNCIL


https://www.top10vpn.com/assets/2021/07/Chinas-Surveillance-State.pdf
https://www.troila.com/jiejuefangan?id=159
https://www.congress.gov/116/meeting/house/109462/witnesses/HHRG-116-IG00-Wstate-HoffmanS-20190516.pdf
https://www.nbr.org/wp-content/uploads/pdfs/publications/asiapolicy17.3_africa-china_relations_rt_july2022.pdf
https://www.nbr.org/wp-content/uploads/pdfs/publications/asiapolicy17.3_africa-china_relations_rt_july2022.pdf
https://www.sohu.com/a/338738299_649849
https://www.sohu.com/a/338738299_649849
http://www.xinhuanet.com//politics/2016-04/25/c_1118731175.htm
http://www.xinhuanet.com//politics/2015-12/16/c_1117481089.htm
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=353242
http://www.xinhuanet.com//english/china/2017-03/01/c_136094371.htm

#ACCyber CHINA'S SURVEILLANCE ECOSYSTEM & THE GLOBAL SPREAD OF ITS TOOLS

sis that demonstrates how state agencies have created social
media accounts that flood the internet with approved state
media content that seeks to influence public opinion.® The
state’s attempt to control discourses also includes a desire
to influence international opinion about China. Adam Segal’s
in-depth 2020 essay describes how Beijing promotes cyber
sovereignty, or wangluo zhuquan, as an organizing princi-
ple to prevent the flow of online information that threatens
domestic political stability, foster technological supremacy
and independence from the United States, and counter US
global influence.®

China increasingly acts in accordance with its policy of cyber
sovereignty. In 2017, the government told companies like
Tencent, a giant internet-based platform and company, to
shut down websites that host content deemed as socially and
politically threatening.2®° Weibo, a Chinese social media plat-
form, made changes to its platform in 2018 to allow govern-
ment censors to tag posts as unsubstantiated rumors.?
This corporate complicity has made and scaled up surveil-
lance. Likewise, mass surveillance practices in Xinjiang—a
matter that Beijing has claimed to be a domestic affair that is
beyond international critique—has several corporate actors
involved. For instance, H3C has also developed an internet
protocol (IP) telephone network for the Xinjiang Public Secu-
rity authorities.?? State agencies employ a multisource and
layered surveillance system that uses mobile apps, biometric
collection, artificial intelligence, and big data, among other
means, to monitor and control thirteen million Turkic Muslims.

PUBLIC-PRIVATE PARTNERSHIPS

tate procurement of public security technology and inno-

vation policy is driving China’s surveillance ecosystem.

Surveillance tools scale the party-state’s means to
conduct surveillance operations on targeted populations
that are presumed to be threats to social stability, which
resultin legal and extralegal means to address the supposed
challenge to security. Chinese tech start-ups are seeking to
meet the demands of the country’s security services. Many
cybersecurity firms in China focus on vulnerability research,
threat detection, and security intelligence products, which
they sell to the state.?® While these firms mostly rely on
Chinese venture capital, they have grown to service clients
globally. For example, Pangu Lab is a cybersecurity research
team under Pwnzen Infotech that focuses on advanced
security research in offensive and defensive cyber capa-
bilities. Pwnzen Infotech has the backing of Qihoo 360, the
largest provider of internet and mobile security products in
China.?* Pangu Lab aims to be at the forefront of vulnerability
research and to offer insights into the offensive and defen-
sive techniques necessary to combat potential infiltration
and exploitation. Pangu Lab founder, Han Zhengguang, is
well-known in the Chinese cybersecurity industry for cracking
the iPhone.?® According to Han, Pangu Lab conducts security
research on iOS. Moreover, they have discovered hundreds
of zero-day security vulnerabilities in mainstream operat-
ing systems and popular applications, including Android
and other leading mobile operating systems.?® Pangu Lab,
like many new Chinese cybersecurity research firms, has
connections to more established tech firms, but also forms

18  Margaret Roberts, Censored: Distraction and Diversion Inside China’s Great Firewall, Princeton: Princeton University Press, 2018.

19 Adam Segal, “China’s Vision for Cyber Sovereignty,” National Bureau of Asian Research (NBR) Special Report 87 (2020): 85-117, https://www.nbr.org/
publication/chinas-vision-for-cyber-sovereignty-and-the-global-governance-of-cyberspace/.

20 Reuters, “China shuts 128,000 ‘harmful’ websites in 2017 — Xinhua,” January 8, 2018, https://www.reuters.com/article/china-internet/china-shuts-128000-
harmful-websites-in-2017-xinhua-idINKBN1EX2GO; People’s Daily, “Last Year's Top Ten ‘anti-pornography and lllegal’ Cases Announced,” January 9, 2018,
2018. EEFEITIF+AEM/ATR, http://politics.people.com.cn/n1/2018/0109/c1001-29752891.html; Cyberspace Administration of China, “Opinions on
Further Intensifying Website Platforms’ Entity Responsibility for Information Content,” China Law Translate, September 15, 2021, https://www.chinalawtranslate.

com/en/content-responsibility/.

21 See, for example: Yuan Yang, “Beijing Now Able to Flag Weibo Posts as Rumor,” Financial Times, 2018, https://www.ft.com/content/e21369fe-e0db-11e8-
8e70-5e22a430clad; and Yang Ziyu, “Weibo Gives Media, Government Power to Quash ‘Rumors’,” Sixth Tone, November 3, 2018, https://www.sixthtone.com/

news/1003152/weibo-gives-media%2C-government-power-to-quash-rumors.

22 See, for example: H3C, “Xinjiang Public Security Dedicated Line IP Telephone System Project,” #1328 /A L ELIPEIERAINE, 2007, https:/web.archive.org/
web/20210514091329/http:/www.h3c.com/cn/Products____Technology/Products/Router/IP_Voice/Home/Success_Stories/200712/322755_30003_0.htm;
Government Procurement of Xinjiang, “Announcement of the Winning Bid for the Upgrade Project of Yili Prefecture Public Security Bureau,” {(PELM /AL FH:
HERERFRITIZINE PR ER /A, April 1, 2021, https://web.archive.org/web/20210514094226/http:/www.ccgp-xinjiang.gov.cn/ZcyAnnouncement/
ZcyAnnouncement4/ZcyAnnouncement3004/KG3KrdvMzw/o/pLznRbnoQ==.html.

23 Margin Research, “The Chinese Private Sector Cyber Landscape,” April 25, 2022, https://margin.re/media/the-private-sector-chinese-offensive-cyber-

landscape.aspx.

24 Peiliand Cate Cadell, “At Beijing Security Fair, an Arms Race for Surveillance Tech,” Reuters, May 30, 2018, https://www.reuters.com/article/ctech-us-china-

monitoring-tech-insight-idCAKCN1IVOOY-OCATC.

25 Qi Anxin Group, “Interviewl Qian Pangu, the Strongest Guardian of Mobile Security,” EIFIEFZE S, MEMNLTENHEIRTIFE, https://www.gianxin.com/

news/detail?news_id=2664.
26 Qi Anxin Group, “Interview | Qian Pangu.”
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part of an ecosystem of smaller firms and start-ups increas-
ingly used by security services to conduct defensive and
offensive cyber operations.?’

Drawing attention to the development of China’s cybersecu-
rity industry also means uncovering China’s national cyber
ambitions, which are partly contingent on the rapidly advanc-
ing sector. Companies operating in this space are increas-
ingly at the forefront of their respective fields, and their
insights and products are sold to public security services in
China.?® Party-state cyber capacities depend on private-pub-
lic cooperation, where the state procures interception and
intrusion technologies. Unlike the Israeli NSO Group, which
claims to only sell products to state actors, Chinese start-
ups like Pangu offer products to state and non-state actors.
They justify their business model by pointing to the need
for cybersecurity, but also how their vulnerability research
allows for better software.?®

Many tech firms tailor their services to meet the demands of
China’s security services. For example, Chinese companies
like Haimeng, Jin Ruan, Ruitec, and Goldeweb have devel-
oped products to support the police in predictive policing
and the management of targeted populations perceived to be
threats to social stability.*° Arcvideo, like Megyvii, also helps
equip public security services and has established relation-
ships with the Beijing Criminal Investigation Corps, the Wuhan
Public Security Bureau, and six other local security organs.
Megvii offers a range of digital solutions, which includes
portable video equipment, covert video tracking capabilities,
and Al-based analytics software. Western companies like
IBM, Intel, Cisco, and Oracle have also provided hardware
and software used in China’s surveillance network. Oracle
sold the software to Liaoning police, which has enhanced

their tracking of key objects, events, and people to better
identify potential suspects.32 Scholars have also noted that
other Chinese security services—including the Xinjiang police
force—use Oracle’s data security service.®

Chinese leaders have criticized Chinese cyber researchers
for doing work outside of China. Indeed, they have implored
them to stay in China in order for the government to realize
the strategic value of software vulnerabilities.®* As a result,
Zhou Hongyi, the chairman and CEO of Qihoo 360, delisted
the company from the New York Stock Exchange in 2016.
Qihoo 360 then relisted in Shanghai in 2018 in part to qualify
for Chinese government and military contracts.®® Likewise,
Chen Xie, the CEO of Tophant, has claimed that Chinese
firms dealing with cloud security, data security, zero trust,
and privacy, are more likely to receive contracts and fund-
ing from Beijing.3® Megvii, a partner of Chinese public secu-
rity authorities, garnered sixty percent of its revenues from
smart city contracts in 2020.3 Additionally, such access to
mass population data enables firms like Megyvii to better train
their algorithms to identify human faces.®® As such, given the
financial incentives to work with the CCP, companies have
little interest or limited reasons not to develop and supply
technologies for public security officials. Private firms within
the technology sector, particularly in the cybersecurity space,
are increasingly offering their insights and services to the
Chinese government, even as they assert ignorance about
their collaborative ventures with the state.®®

While encouraging the private-public partnerships that have
capacitated its cyber power, the Chinese government has
also created a more restrictive environment for researchers.
Chinese cyber researchers are now effectively banned from
participating in international hacking events and competi-
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tions, which they once dominated.® If researchers wish to
participate in an international competition, they must ask for
permission, which the state rarely grants.*' Additionally, they
must submit their knowledge of software vulnerabilities to
security services before attending any international event,
giving Chinese security officials a comparative advantage
over the United States concerning defensive or offensive
hacking operations.

CHINA’S POLITICAL & LEGAL ENVIRONMENT

hile direct engagement with the private and public

sectors varies between firms, Chinese technology

firms operate under a more restrictive legal envi-
ronment. The 2016 cybersecurity law, 2021 data security
law, and 2017 national intelligence law form a series of laws
that obligate firms to cooperate with state security organs
when requested.*? Lucero contends that this environment
of increasing rigidity has exacerbated a bureaucratic archi-
tecture that prioritizes political stability over economic effi-
ciency.®® Such a move has reportedly resulted “increased
centralization and ideological control with fear and paraly-
sis.”# Accordingly, these rules establish obligations for firms
to cooperate with party-state organs by sharing data that is
believed to threaten or promote national security interests.
Certainly, it appears that these changes in recent years to
the Chinese system occur without any legal recourse or
administrative means to decline requests made by state
security officials.*®

Pointedly, the shift towards public stability and security as
the primary objective of the party-state has led to a more
strict environment for corporations. For example, the new
intelligence law requires companies to contribute to govern-
ment intelligence work by sharing their data when requested
by security officials. Simultaneously, this change is unfold-
ing alongside progress being made in personal consumer
rights in China. Two recent legal statements challenge this
view of a more restrictive legal environment.*® The first is
by the Beijing-based Zhong Lun law firm, their statement
was submitted to the Federal Communications Commis-
sion during its proceedings regarding concerns around
Huawei. At this time, Huawei representatives were sending

documents to state officials and organs around the world
in support of company as a safe and reliable vendor. The
“Zhong Lun declaration” discusses statutory laws passed
by China’s Standing Committee, and crucially contends that
the current national cybersecurity law, national intelligence
law, and anti-terrorism law do not necessarily require tech
firms to cooperate with Beijing or obligate them to offer
backdoor access to data. This position is further supported
by the second statement made by the British law firm Clif-
ford Chance, which was employed by Huawei to issue a
legal opinion supposedly in concurrence with the Zhong
Lun declaration. Despite these notable interventions, it is
a misstep to simply focus on what Chinese law says about
the party-state and what it can demand of firms. It is more
salient, | argue, to know what the government can actually
do, regardless of what the law says. These interventions
on behalf of Huawei assume that Beijing is meaningfully
constrained by law.

In this light, scholars, like Donald Clarke, contend these two
legal statements offer a misleading conclusion. Indeed, the
arguments do not ameliorate US national security concerns.*
Because while discussing some key features of the intelli-
gence law, the Zhong Lun declaration focuses on a limited
subset of mandatory rules and crucially ignores a number
of other rules that ask for cooperation. The declaration
contends that companies can simply decline state security
official requests, and even take action if their legal rights
have been violated, companies can pursue remedy through
administrative review and through the court system.*® This
view implies that there are judicial checks to state excesses.
However, there is as yet no evidence of such a case resulting
in an enterprise or citizen receiving this remedy as a result
of such violations. These rights asserted in the Zhong Lun
declaration—and supposedly respected—are not clearly
defined and stated. For these reasons, it is unlikely that the
CCP is meaningfully and substantially constrained by law.*®

The party-state utilizes all-encompassing surveillance prac-
tices that mobilize the national CCTV network and cyber
researchers to bolster its cyber power. This policy, in part,
relies on a more rigid regulatory environment. Strategies,
ranging from buying company shares to requiring the
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establishment of party committees within firms, allow for
state-overseen enterprises. Weber and Ververis contend that
the procurement of Chinese surveillance tools may expose
Western individuals to privacy risks, as the backdoors used
for domestic surveillance in China are exported to foreign
markets, unless the tech firms choose to sell a more secure
version of public security technologies for international
customers.5° Researchers like Honovich have unearthed
and forewarned the various cybersecurity vulnerabilities in
Hikvision cameras.5! Currently, there is no empirical evidence
from the ground that demonstrates the systematic coordina-
tion between Beijing and Hikvision in the purposeful theft of
personal data. This concern, however, remains an escalat-
ing vulnerability. For example, African Union’s (AU) staffers
discovered that China-based hackers, Bronze President, had
“rigged a cluster of servers in the basement of an administra-
tive annex to steal surveillance videos from across the AU’s
sprawling campus in Addis Ababa, Ethiopia’s capital.”®? As
such, it is paramount to promote and advance supply chain
integrity given the real risk for designed backdoors in hard-
ware or software.

THE GLOBAL PUSH FACTORS OF CHINA’S
SURVEILLANCE TOOLS

n addition to aiming to realize cyber power ambitions at

home, China’s drive for tech and cybersecurity leadership

extends globally. Research from Steven Feldstein found
that Chinese companies supply Al surveillance technology
in sixty-three countries, thirty-six of which have signed onto
China’s Belt and Road Initiative.5® Accordingly, these tech-
nologies, developed for the sake of the GSP program, are
now exported across the globe. Much of the establishment
of surveillance programs is through third parties and subsid-
iaries of Chinese companies.> To be clear, the selling of digi-
tal monitoring tools and cyber capability technologies is not
unique to Chinese vendors. Many non-Chinese enterprises,
including Western firms, are involved in the sale of cyber
capabilities and surveillance tools.%® This focus on Chinese
technology does not aim to obfuscate the broader transna-

tional market of digital surveillance tools, which indubitably
includes American actors. Rather, the paper illustrates how
the procurement of Chinese technology appears to be a
result of both Chinese supply and local demand factors.
What is unique about Beijing is how it goes about promoting
public security systems in the Global South.

The party-state utilizes multilateral institutions like the BRICS
(Brazil, Russia, India, China, and South Africa), an emerg-
ing markets group, the Belt and Road Initiative, and the
Forum on China-Africa Cooperation (FOCAC) to promote
its surveillance platforms across the Global South.¢ Partic-
ularly, through FOCAC and the China-Africa Defense Forum,
China has signed resolutions to increase cooperation in
areas like counterterrorism, safe city projects, and cyberse-
curity.5” China also supplements this promise with commit-
ments to offer finance, technical assistance, and training to
African governments on topics ranging from digital forensic
techniques to cybersecurity.®® These efforts reflect Beijing’s
aims to influence international norms through multilateral
institutions, which further normalize and seek to legitimize
its surveillance practices at home.

These trends are particularly prevalent in a handful of Afri-
can countries. The China-Africa Internet Development and
Cooperation Forum held in August 2021 offers an example of
China’s aims to implement a joint China-Africa partnership to
advance digitization and promote its notion of cyber sover-
eignty.®® Additionally, Beijing’s efforts to shape cybersecurity
standards and regulations in part garner legitimacy from its
digital development aid and projects in Africa.

The proliferation of surveillance technology has, unsurpris-
ingly, had clear effects on law enforcement practices. For
example, the use of Chinese surveillance technologies in
South Africa has risen largely in tandem with police-to-po-
lice training and cooperation—like the 2018 South African
delegation tour of Shanghai’s Public Security Bureaus to
learn how to improve policing techniques.®® Similarly, the
Botswana Police Services enlisted Huawei to install 500
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surveillance cameras in Gaborone and Francistown, includ-
ing inside commercial buildings, as part of a two-year deal
with the company’s Safe City Project.®'

Utilizing ICT systems and services, the Kenyan government
aims to foster a safe city project where digital surveillance
systems are incorporated into Nairobi’s city infrastructure to
optimize development and security ambitions. Working with
Huawei and Safaricom, the government established the first
African safe city in Nairobi, which connected 200 high-defi-
nition traffic surveillance cameras and 1800 high-definition
cameras.’?2 What is more, these integrated platforms include
a high-speed private broadband network and command
center for the National Police Service, which supports over
9000 police officers in 195 police stations. Through these
digital surveillance systems, the safe city platform aims to
meet several service delivery demands, including real-time
surveillance, evidence collection, and video browsing that
purportedly support accelerated police response, recovery
missions, and crime prevention.

Namely, Huawei’s safe city platforms are promoted as solu-
tions for crime and rising terroristic threats. Governments in
the Global South are procuring their services on the grounds
to expand their surveillance capacities to address growing
trepidations around crime and terrorism. Yet, in part, due to
the dearth of publically available data, the benefits of the
safe city platforms are difficult to verify and appear grossly
overstated by Huawei.®® According to them, crime rates
decreased by 46 percent in areas supported by their plat-
form in 2014 to 2015.54 However, the Eastern African nation’s
police services report lower reduction rates in crime during
those years.®® Unfortunately, Nairobi and Mombasa, the two
cities supported by Huawei’s safe city platforms have seen
an increase in reported crime between 2017 and 2018.

While China’s surveillance system is confined to its national
borders, the companies that make its surveillance state
possible are now actively selling their tools abroad. Given
the growing influence of these firms and the spread of digital
surveillance tools, scholars like Feldstein contend that the

party-state is not only supporting the proliferation of digital
public security technologies, but also enabling the rise of
authoritarianism. This kind of argument, | contend presumes
a coordinated effort between the party-state and technology
firms as a way to export Chinese norms and repressive prac-
tices overseas. Indeed, while this argument draws attention
to Chinese push factors, it ignores local demand features.
Moreover, it lacks robust empirical evidence from the ground
to establish the consequences of Beijing’s promotional
efforts.®® For instance, the use of surveillance tools in Kenya,
and across Africa, is supposedly a means to improve service
delivery and law enforcement. Accordingly, technologies
are adopted in order to address such structural and polit-
ical challenges.®’” The extent of technology and regulation
diffusion, and indeed whether it undercuts civil liberties, is
greatly contingent on the political and legal environment of
the recipient African country.

We are yet to observe party-state solutions for public instabil-
ity being promoted in the Global South by Beijing. Currently,
Huawei’s safe city technologies are marketed as solutions
to local concerns around crime and terror. Indeed, China’s
active “push” of domestic surveillance technologies is a
critical force in shaping African surveillance ecosystems.
As such, highlighting how Beijing leverages local demand
factors to advance its own geopolitical interests should not
be viewed as an attempt to downplay African state agency
in determining the application of public security technolo-
gies. For these reasons, Africa, and other regions, must be
carefully studied both on their terms and as well as places
enmeshed in wider relations. The companion report to this
issue brief will focus on the key “pull factors” from African
countries and their significance for US interests. More to
the point, we must engender even-handed studies that
demonstrate the degree to which local agency is shaping
relations between Africa-China while also underscoring the
interplay between local political commitments and Chinese
state ambitions.®® This more proportional analysis seeks
to expand our understanding and offers insights into the
perennial consequences of Beijing’s growing cyber power
on the global stage.
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