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EXECUTIVE SUMMARY

conventional assault and advances into Ukrainian

territory have been paralleled by a simultaneous inva-
sion of the Ukrainian information environment. This envi-
ronment, composed of cyber infrastructure, both digital
and physical, and the data, networks, and ideas that flow
through and across it, is more than a domain through
which the combatants engage or a set of tools by which
combatants interact—it is a parallel territory that Russia
is intent on severing from the global environment and
claiming for itself.

I n the year since the Russian invasion of Ukraine, the

Russian assaults on the Ukrainian information envi-
ronment are conducted against, and through, largely
privately owned infrastructure, and Ukrainian defense
in this space is likewise bound up in cooperative efforts
with those infrastructure owners and other technology
companies providing aid and assistance. The role of
private companies in this conflict seems likely to grow,
along with the scale, complexity, and criticality of the
information infrastructure they operate.

Examining and mitigating the risks related to the involve-
ment of private technology companies in the war in
Ukraine is crucial and looking forward, the United States

government must also examine the same questions with
regard to its own security and defense:

1. What is the complete incentive structure behind a
company’s decision to provide products or services
to a state at war?

2. How dependent are states on the privately held
portions of the information environment, including
infrastructure, tools, knowledge, data, skills, and
more, for their own national security and defense?

3. How can the public and private sectors work together
better as partners to understand and prepare these
areas of reliance during peace and across the
continuum of conflict in a sustained, rather than ad
hoc, nature?

Russia’s war against Ukraine is not over and similar
aggressions are likely to occur in new contexts and with
new actors in the future. By learning these lessons now
and strengthening the government’s ability to work coop-
eratively with the private sector in and through the infor-
mation space, the United States will be more effective
and resilient against future threats.
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INTRODUCTION

the illusory cover of its 2014 operation; instead of

“little green men” unclaimed by Moscow, Putin
built up his forces on Ukraine’s border for the entire inter-
national community to see. His ambitions were clear: To
remove and replace the elected government of Ukraine
with a figurehead who would pull the country back under
Russia’s hold, whether through literal absorption of
the state or by subsuming the entire Ukrainian popula-
tion under Russia’s political and information control. In
the year since the Russian invasion, Ukraine’s defense
has held back the Russian war machine with far greater
strength than many thought possible in the early months
of 2022. President Zelenskyy, the Ukrainian govern-
ment, and the Ukrainian people have repeatedly repelled
Russian attempts to topple the state, buttressed in part
by the outpouring of assistance from not just allied states,
but also local and transnational private sector companies.

R ussia’s invasion of Ukraine in 2022 held none of

Amidst the largest conventional land war in Europe since
the fall of the Third Reich, both Russia and Ukraine have
directed considerable effort toward the conflict’s infor-
mation environment, defined as the physical and digital
infrastructure over and through which information
moves, the tools used to interact with that information,
and information itself. This is not only a domain through
which combatants engage, but a parallel territory that the
Kremlin seeks to contest and claim. Russian efforts in this
realm, to destroy or replace Ukraine’s underpinning infra-
structure and inhibit the accessibility and reach of infra-
structure and tools within the environment, are countered
by a Ukrainian defense that prioritizes openness and
accessibility.

The information environment, and all the components
therein, is not a state or military dominated environment;
it is largely owned, operated, and populated by private
organizations and individuals around the globe. The
Ukrainian information environment, referring to Ukrainian
infrastructure operators, service providers, and users, is
linked to and part of a global environment of state and
non-state actors where the infrastructure and the terrain
is largely private. Russian operations within the Ukrainian
information environment are conducted against, and
through, this privately owned infrastructure, and the
Ukrainian defense is likewise bound up in cooperative
efforts with those infrastructure owners and other tech-
nology companies that are providing aid and assistance.
These efforts have contributed materially, and in some
cases uniquely, to Ukraine’s defense.

The centrality of this environment to the conduct of this
war, raises important questions about the degree to
which states and societies are dependent on information
infrastructure and functionalities owned and operated by
private actors, and especially transnational private actors.
Although private sector involvement in the war in Ukraine
has generally been positive, the fact that the conduct of
war and other responsibilities in the realm of statehood
are reliant on private actors leads to new challenges for
these companies, for the Ukrainian government, and for
the United States and allies.

The United States government must improve its under-
standing of, and facility for, joint public-private action to
contest over and through the information "environment"
in future conflicts. The recommendations in this report are
intended to facilitate the ability of US technology compa-
nies to send necessary aid to Ukraine, ensure that the US
government has a complete picture of US private-sector
involvement in the war in Ukraine, and contribute more
effectively to the resilience of the Ukrainian information
environment. First, the US government should issue a
directive providing assurance and clarification as to the
legality of private sector cyber, information, capacity
building, and technical aid to Ukraine. Second, a task
force pulling from agencies and offices across govern-
ment should coordinate to track past, current, and future
aid from the private sector in these areas to create a
better map of US collaboration with Ukraine across the
public and private sectors. Third, the US government
should increase its facilitation of private technology aid by
providing logistical and financial support.

These recommendations, focused on Ukraine’s defense,
are borne of and provoke larger questions that will only
become more important to tackle. The information envi-
ronment and attempts to control it have long been a facet
of conflict, but the centrality of privately owned and oper-
ated technology—and the primacy of some private sector
security capabilities in relation to all but a handful of
states—pose increasingly novel challenges to the United
States and allied policymaking communities. Especially
in future conflicts, the risks associated with private sector
action in defense of, or directly against, a combatant
could be significantly greater and multifaceted, rendering
existing cooperative models insufficient.
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THE RUSSIAN INFORMATION OFFENSIVE

The Russian Federation Ministry of Foreign Affairs defines
information space—of which cyberspace is a part—as
“the sphere of activity connected with the formation,
creation, conversion, transfer, use, and storage of infor-
mation and which has an effect on individual and social
consciousness, the information infrastructure, and infor-
mation itself.”" Isolating the Ukrainian information space is
key to both the short- and long-term plans of the Russian
government. In the short term, the Kremlin pursues efforts
to control both the flow and content of communications
across the occupied areas.? In the longer term, occupa-
tion of the information environment represents an integral
step in Russian plans to occupy and claim control over the
Ukrainian population.

In distinct opposition to the global nature of the infor-
mation environment, over the past decade or so, the
Kremlin has produced successive legislation “to impose
‘sovereignty’ over the infrastructure, content, and data
traversing Russia’s ‘information space,” creating a
sectioned-off portion of the internet now known as
RuNet.® Within this space, the Russian government has
greater control over what information Russian citizens
see and a greater ability to monitor what Russian citizens
do online.* This exclusionary interpretation is an exercise
in regime security against what the Kremlin perceives
as constant Western information warfare against it.> As
Gavin Wilde, senior fellow with the Carnegie Endowment
for International Peace, writes, the Russian government
views the information environment “as an ecosystem to
be decisively dominated.”®

To the Kremlin, domination of the information environ-
ment in Ukraine is an essential step toward pulling the
nation into its fold and under its control. Just as Putin
views information domination as critical to his regime’s
exercise of power within Russia, in Ukraine, Russian
forces systematically conduct offensives against the
Ukrainian information environment in an attempt to create
a similar model of influence and control that would further
enable physical domination. This strategy is evident
across the Kremlin’s efforts to weaken the Ukrainian
state for the last decade at least. In the 2014 and 2022
invasions, occupied, annexed, and newly “independent”
regions of Ukraine were variously cut off from the wider
information space and pulled into the restricted Russian
information space.

The Crimean Precedent—2014

The Russian invasion of Ukraine did not begin in 2022,
but in 2014. Examining this earlier Russian incursion illus-
trates the pattern of Russian offensive behavior in and
through the information environment going back nearly
a decade—a combination of physical, cyber, finan-
cial, and informational maneuvers that largely target or
move through private information infrastructure. In 2014,
although obfuscated behind a carefully constructed
veil of legitimacy, Russian forces specifically targeted
Ukrainian information infrastructure to separate the
Crimean population from the Ukrainian information envi-
ronment, and thereby the global information environ-
ment, and filled that vacuum with Russian infrastructure
and information.

1 The Ministry of Foreign Affairs of the Russian Federation, Convention on International Information Security (2011), https://
carnegieendowment.org/files/RUSSIAN-DRAFT-CONVENTION-ON-INTERNATIONAL-INFORMATION-SECURITY.pdf.

2 To learn more about Russian disinformation efforts against Ukraine and its allies, check out the Russian Narratives Reports from the Atlantic Council’s
Digital Forensic Research Lab: Nika Aleksejeva et al., Andy Carvin ed., "Narrative Warfare: How the Kremlin and Russian News Outlets Justified a
War of Aggression against Ukraine," Atlantic Council, February 22, 2023, https://www.atlanticcouncil.org/in-depth-research-reports/report/narrative-
warfare/; Roman Osadchuk et al., Andy Carvin ed., "Undermining Ukraine: How the Kremlin Employs Information Operations to Erode Global
Confidence in Ukraine," Atlantic Council, February 22, 2023, https://www.atlanticcouncil.org/in-depth-research-reports/report/undermining-ukraine/.

3 Previously, the term RuNet described Russian language portions of the global internet accessible anywhere in the world. However, since Russia passed
a domestic internet law in May 2019, RuNet has come to refer to a technically isolated version of the internet that services users within the borders
of Russia. Gavin Wilde and Justin Sherman, No Water’s Edge: Russia’s Information War and Regime Security, Carnegie Endowment for International
Peace, January 4, 2023, https://carnegieendowment.org/2023/01/04/no-water-s-edge-russia-s-information-war-and-regime-security-pub-88644; Justin
Sherman, Reassessing Runet: Russian Internet Isolation and Implications for Russian Cyber Behavior, Atlantic Council, July 7, 2022, https://www.
atlanticcouncil.org/in-depth-research-reports/issue-brief/reassessing-runet-russian-internet-isolation-and-implications-for-russian-cyber-behavior/.

4 Adam Satariano and Valerie Hopkins, “Russia, Blocked from the Global Internet, Plunges into Digital Isolation,” New York
Times, March 7, 2022, https://www.nytimes.com/2022/03/07/technology/russia-ukraine-internet-isolation.html.

5  Gavin Wilde and Justin Sherman, No Water’s Edge: Russia’s Information War and Regime Security, Carnegie Endowment
for International Peace, January 4, 2023, https://carnegieendowment.org/2023/01/04/no-water-s-edge-russia-s-information-
war-and-regime-security-pub-88644; Stephen Blank, “Russian Information Warfare as Domestic Counterinsurgency,”
American Foreign Policy Interests 35, no. 1(2013): 31—44, https://doi.org/10.1080/10803920.2013.757946.

6  Gavin Wilde, Cyber Operations in Ukraine: Russia’s Unmet Expectations, Carnegie Endowment for International Peace, December
12, 2022, https://carnegieendowment.org/2022/12/12/cyber-operations-in-ukraine-russia-s-unmet-expectations-pub-88607.
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The Russian invasion of eastern Ukraine in 2014 was a
direct response to the year-long Euromaidan Revolution,
which took place across Ukraine in protest of then-Pres-
ident Viktor Yanukovych’s decision to spurn closer rela-
tions with the European Union and ignore growing calls
to counter Russian influence and corruption within the
Ukrainian government. These protests were organized,
mobilized, and sustained partially through coordina-
tion, information exchange, and message amplification
over social media sites like Facebook, Twitter, YouTube,
and Ustream—as well as traditional media.’” In February
2014, after Yanukovych fled to Russia, the Ukrainian
parliament established a new acting government and
announced that elections for a new president would
be held in May. Tensions immediately heightened, as
Russian forces began operating in Crimea with the
approval of Federal Assembly of Russia at the request of
“President” Yanukovych, although Putin denied that they
were anything other than “local self-defense forces.”® On
March 21, Putin signed the annexation of Crimea.®

During the February 2014 invasion of Crimea, the seizure
and co-option of Ukrainian physical information infrastruc-
ture was a priority. Reportedly, among the first targets
of Russian special forces was the Simferopol Internet
Exchange Point (IXP), a network facility that enables
internet traffic exchange.® Ukraine’s state-owned tele-
communications company Ukrtelecom reported that

armed men seized its offices in Crimea and tampered
with fiber-optic internet and telephone cables." Following
the raid, the company lost the “technical capacity to
provide connection between the peninsula and the rest
of Ukraine and probably across the peninsula, t00.”"
Around the same time, the head of the Security Service
of Ukraine (SBU), Valentyn Nalivaichenko, reported that
the mobile phones of Ukrainian parliament members,
including his own, were blocked from connecting through
Ukrtelecom networks in Crimea.®

From March to June 2014, Russian state-owned telecom
company Rostelcom began and completed construc-
tion of the Kerch Strait cable, measuring 46 kilometers
(about 28.5 miles) and costing somewhere between $11
and $25 million, to connect the Crimean internet with the
Russian RuNet" Rostelcom, using a local agent in Crimea
called Miranda Media, became the main transit network
for several Crimean internet service providers (ISPs),
including KCT, ACS-Group, CrimeaCom, and CRELCOM
in a short period of time.”® There was a slower transition
of customers from the Ukrainian company Datagroup to
Russian ISPs, but nonetheless, the number of Datagroup
customers in Crimea greatly decreased throughout 2014.
According to one ISP interviewed by Romain Fontugne,
Ksenia Ermoshina, and Emile Aben, “the Kerch Strait cable
was used first of all for voice communication ... The traffic
capacity of this cable was rather weak for commercial

7  Tetyana Bohdanova, “Unexpected Revolution: The Role of Social Media in Ukraine’s Euromaidan Uprising,” European
View 13, no. 1: (2014), https://doi.org/10.1007/s12290-014-0296-4; Megan MacDuffee Metzger, and Joshua A. Tucker.
“Social Media and EuroMaidan: A Review Essay,” Slavic Review 76, no. 1(2017): 169-91, doi:10.1017/sIr.2017.16.

8  Jonathon Cosgrove, “The Russian Invasion of the Crimean Peninsula 2014-2015: A Post-Cold War Nuclear Crisis Case Study,”
Johns Hopkins (2020), 1113, https://www.jhuapl.edu/Content/documents/RussianinvasionCrimeanPeninsula.pdf.

9  Steven Pifer, Ukraine: Six Years after the Maidan, Brookings, February 21, 2020, https://www.brookings.

edu/blog/order-from-chaos/2020/02/21/ukraine-six-years-after-the-maidan/.

10 Kenneth Geers, ed., Cyber War in Perspective: Russian Aggression Against Ukraine (Tallinn: NATO CCD COE Publications,
2015), 9; Keir Giles, “Russia and Its Neighbours: Old Attitudes, New Capabilities,” in Geers, Cyber War in Perspective, 25;
‘Kpumcbki perioHanbHi nigpo3ainv MNAT «YkpTenekom» odilinHO NoBiAOMAAIOTb NPO 6/10KYBaHHSA HEBIAOMUMU AEKINBKOX
By3iB 3B’A3Ky Ha niBocTpoBi’ [Ukrtelekom officially reports blocking of communications nodes on peninsula by unknown
actors], Ukrtelekom, February 28, 2014, http://www.ukrtelecom.ua/presscenter/news/official?id=120327.

1 Pavel Polityuk and Jim Finkle, “Ukraine Says Communications Hit, MPs Phones Blocked,” Reuters, March 4, 2014, https://www.reuters.
com/article/ukraine-crisis-cybersecurity/ukraine-says-communications-hit-mps-phones-blocked-idINLGNOM12CF20140304.

12 Jen Weedon, “Beyond ‘Cyber War’: Russia’s Use of Strategic Cyber Espionage and Information Operations in Ukraine,” in Geers, Cyber War in
Perspective, 76; Liisa Past, “Missing in Action: Rhetoric on Cyber Warfare,” in Geers, Cyber War in Perspective, 91, “Ukrtelecom’s Crimean Sub-
Branches Officially Report that Unknown People Have Seized Several Telecommunications Nodes in the Crimea,” Ukrtelecom, February 28,
2014, http://en.ukrtelecom.ua/about/news?id=120467; “Feb. 28 Updates on the Crisis in Ukraine,” New York Times, February 28, 2014, https:/
archive.nytimes.com/thelede.blogs.nytimes.com/2014/02/28/latest-updates-tensions-in-ukraine/?_r=0; “The Crimean Regional Units of PJSC
‘Ukrtelecom’ Officially Inform About the Blocking by Unknown Persons of Several Communication Nodes on the Peninsula,” Ukrtelecom,
February 28, 2014, https://web.archive.org/web/20140305001208/, http://www.ukrtelecom.ua/presscenter/news/official?id=120327.

13 Polityuk and Finkle, “Ukraine Says Communications Hit”; John Leyden, “Cyber Battle Apparently under Way in Russia—

Ukraine Conflict,” The Register, April 25, 2018, https://www.theregister.com/2014/03/04/ukraine_cyber_conflict/.

14 Joseph Cox, “Russia Built an Underwater Cable to Bring lts Internet to Newly Annexed Crimea,” VICE, August 1, 2014, https://

www.ice.com/en/article/ypw35k/russia-built-an-underwater-cable-to-bring-its-internet-to-newly-annexed-crimea.

15 Cox, “Russia Built an Underwater Cable.”
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communications.”® But by the end of 2017, remnant usage
of Ukrainian ISPs had virtually disappeared, following the
completion of a second, better internet cable through the
Kerch Strait and a series of restrictions placed on Russian
social media platforms, news outlets, and a major search
engine by Ukrainian President Poroshenko.” The combi-
nation of the new restrictions, and the improved service
of Russian ISPs encouraged more Crimeans to move
away from Ukrainian ISPs.

Over the next three years, and through the “progres-
sive centralization of routing paths and monopoliza-
tion of Internet Service market in Crimea ... the topology
of Crimean networks has evolved to a singular state
where paths bound to the peninsula converge to two
ISPs (Rosetelecom and Fiord),” owned and operated by
Russia.®® Russian forces manipulated the Border Gateway
Protocol (BGP)—the system that helps connects user
traffic flowing from ISPs to the wider internet—modifying
routes to force Crimean internet traffic through Russian
systems, “drawing a kind of ‘digital frontline’ consistent
with the military one.” Residents of Crimea found their
choices increasingly limited, until their internet service
could only route through Russia, instead of Ukraine,
subject to the same level of censorship and internet
controls as in Russia. The Russian Federal Security
Service (FSB) monitored communications from residents
of Crimea, both within the peninsula and with people
in Ukraine and beyond.?® Collaboration between ISPs
operating in Crimea through Russian servers and the
FSB appears to be a crucial piece of this wider moni-
toring effort. This claim was partially confirmed by a 2018
Russian decree that forbade internet providers from
publicly sharing any information regarding their coopera-
tion with “the authorized state bodies carrying out search

and investigative activities to ensure the security of the
Russian Federation.”*

Russia’s efforts to control the information environment
within Crimea, and the Russian government’s ability to
monitor communications and restrict access to non-Rus-
sian approved servers, severely curtailed freedom of
expression and belief—earning the region zero out of four
in this category from Freedom House.?? Through physical,
and formerly private, information infrastructure, Russia
was able to largely take control of the information envi-
ronment within Crimea.

A Parallel Occupation—2022

Digital Information Infrastructure

Just as in 2014, one of the first priorities of invading
Russian forces in 2022 was the assault of key Ukrainian
information infrastructure, including digital infrastruc-
ture. Before, during, and following the invasion, Russian
and Russian-aligned forces targeted Ukrainian digital
infrastructure through cyber operations, ranging in
type, target, and sophistication. Through some combi-
nation of Ukrainian preparedness, partner intervention,
and Russian planning shortfalls, among other factors,
large-scale cyber operations disrupting Ukrainian crit-
ical infrastructure, such as those seen previously in 2015
with BlackEnergy and NotPetya, did not materialize.?®
This could be because such cyber operations require
significant time and resources, and similar ends can be
more cheaply achieved through direct, physical means.
Russian cyber operators, however, have not been idle.

16 Romain Fontugne, Ksenia Ermoshina, and Emile Aben, “The Internet in Crimea: A Case Study on Routing Interregnum,” 2020 IFIP
Networking Conference, Paris, France, June 22-25, 2020, https://hal.archives-ouvertes.fr/hal-03100247/document.

17 Sebastian Moss, “How Russia Took over the Internet in Crimea and Eastern Ukraine,” Data Center Dynamics, January 12, 2023, https://
www.datacenterdynamics.com/en/analysis/how-russia-took-over-the-internet-in-crimea-and-eastern-ukraine/; “Ukraine: Freedom
on the Net 2018 Country Report,” Freedom House, 2019, https://freedomhouse.org/country/ukraine/freedom-net/2018.

18 Fontugne, Ermoshina, and Aben, “The Internet in Crimea.”

19 Frédérick Douzet et al., “Measuring the Fragmentation of the Internet: The Case of the Border Gateway Protocol (BGP) During the
Ukrainian Crisis,” 2020 12th International Conference on Cyber Conflict (CyCon), Tallinn, Estonia, May 26—29, 2020, 157-182, doi:
10.23919/CyCon49761.2020.9131726; Paul Mozur et al., “They Are Watching’: Inside Russia’s Vast Surveillance State,” New York Times,
September 22, 2022, https://www.nytimes.com/interactive/2022/09/22/technology/russia-putin-surveillance-spying.html.

20 Yaropolk Brynykh and Anastasiia Lykholat, “Occupied Crimea: Victims and Oppressors,” Freedom House,
August 30, 2018, https://freedomhouse.org/article/occupied-crimea-victims-and-oppressors.

21 Halya Coynash, “Internet Providers Forced to Conceal Total FSB Surveillance in Occupied Crimea and Russia,” Kyiv Post, February 2, 2018, https://
www.kyivpost.com/article/opinion/op-ed/halya-coynash-internet-providers-forced-conceal-total-fsb-surveillance-occupied-crimea-russia.html.

22 “Crimea: Freedom in the World 2020 Country Report,” Freedom House, https://freedomhouse.org/country/crimea/freedom-world/2020.

23 Kim Zetter, “Inside the Cunning, Unprecedented Hack of Ukraine’s Power Grid,” Wired, March 3, 2016, https://www.wired.com/2016/03/inside-
cunning-unprecedented-hack-ukraines-power-grid/; Andy Greenberg, “The Untold Story of Notpetya, the Most Devastating Cyberattack
in History,” Wired, August 22, 2018, https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/.
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Preceding the physical invasion, there was a spate
of activity, attributed to both Russian and Russian-
aligned organizations, targeting a combination of state
and private organizations.?* From January 13 to 14, for
example, hackers briefly took control of seventy Ukrainian
government websites, including the Ministries of Defense
and Foreign Affairs, adding threatening messages to the
top of these official sites.?® The following day, January
15, Microsoft’s Threat Intelligence Center reported the
discovery of wiper malware, disguised as ransomware,
in dozens of Ukrainian government systems, including
agencies which “provide critical executive branch or
emergency response function,” and an information tech-
nology firm that services those agencies.?® A month
later, on February 15, Russian hackers targeted several
websites with distributed denial of service (DDoS) attacks,
forcing Ukrainian defense ministry and armed forces
websites, as well as those of PrivatBank and Oschadbank,
offline.?” Around the same time, according to Microsoft’s
special report on Ukraine, “likely” Russian actors were
discovered in the networks of unidentified critical infra-
structure in Odessa and Sumy.?® The day before the
invasion, cybersecurity companies ESET and Symantec
reported that a new destructive wiper was spreading
across Ukrainian, Latvian, and Lithuanian networks, as a
second round of DDoS attacks again took down a spate
of government and financial institution websites.?® This

activity centered around information—with defacements
sending a clear threat to the Ukrainian government and
population, DDoS attacks impairing accurate communi-
cation, and wiper malware degrading Ukrainian data—
and gaining access to Ukrainian data for Russia. Although
many of these operations targeted Ukrainian government
networks, the attacks moved through or against privately
operated infrastructure and, notably, the first public noti-
fication and detailing of several of these operations was
undertaken by transnational technology companies.

After February 24, Russian cyber activity continued and
the targets included a number of private information
infrastructure operators. A March hack of Ukrtelecom—
Ukraine’s largest landline operator, which also provides
internet and mobile services to civilians and the Ukrainian
government and military—resulted in a collapse of the
company’s network to just 13 percent capacity, the most
severe disruption in service the firm recorded since
the invasion began.® Another such operation targeted
Triolan—a Ukrainian telecommunications provider—on
February 24 in tandem with the physical offensive and
a second time on March 9. These incursions on the
Triolan network took down key nodes and caused wide-
spread service outages. Following the March 9 attack, the
company was able to restore service, but these efforts
were complicated by the need to physically access some
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“Special Report: Ukraine An Overview of Russia’s Cyberattack Activity in Ukraine,” Microsoft Digital Security Unit, April 27, 2022, https://query.
prod.cms.rt.microsoft.com/cms/api/am/binary/RE4Vwwd; Kyle Fendorf and Jessie Miller, “Tracking Cyber Operations and Actors in the Russia—
Ukraine War,” Council on Foreign Relations, March 24, 2022, https://www.cfr.org/blog/tracking-cyber-operations-and-actors-russia-ukraine-war.

Jakub Przetacznik and Simona Tarpova, “Russia’s War on Ukraine: Timeline of Cyber-Attacks,” European Parliament, June 2022, https://
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of the equipment located in active conflict zones. These
attacks against Ukraine-based information infrastructure
companies caused service outages that were concur-
rent with the physical invasion and afterwards, restricted
communications among Ukrainians and impeded the
population’s ability to respond to current and truthful
information.

These types of operations, however, were not restricted
to Ukraine-based information infrastructure. A signif-
icant opening salvo in Russia’s invasion was a cyber
operation directed against ViaSat, a private American-
based satellite internet company that provides services
to users throughout the world, including the Ukrainian
military.3? Instead of targeting the satellites in orbit,
Russia targeted the modems in ViaSat’'s KA-SAT satel-
lite broadband network that connected users with the
internet.®® Specifically, Russia exploited a “misconfigura-
tion in a VPN [virtual private network] appliance to gain
remote access to the trusted management segment of
the KA-SAT network.”®* From there, the attackers were
able to move laterally though the network to the segment
used to manage and operate the broader system.®*
They then “overwrote key data in flash memory on the
modems,” making itimpossible for the modems to access
the broader network.3® Overall, the effects of the hack
were short-lived, with ViaSat reporting the restoration
of connectivity within a few days after shipping approxi-
mately 30,000 new modems to affected customers.*”

SentinelOne, a cybersecurity firm, identified the malware
used to wipe the modems and routers of the informa-
tion they needed to operate.®® The firm assessed “with
medium-confidence® that AcidRain, the malware used
in the attack, had "developmental similarities” with an
older malware, VPNFilter, that the Federal Bureau of
Investigation and the US Department of Justice have
previously linked to the Russian government.®® The
United States, United Kingdom, and European Union all
subsequently attributed the ViaSat hack to Russian-state
backed actors.*°

The effectiveness of the operation is debated, although
the logic of the attack is straightforward. Russia wanted to
constrain, or preferably eliminate, an important channel of
communication for the Ukrainian military during the initial
stages of the invasion. Traditional, land-based radios,
which the Ukrainian military relies on for most of their
communications, only work over a limited geographic
range, therefore making it more difficult to use advanced,
long-range weapons systems.* It should be expected
that landline and conventional telephony would suffer
outages during the opening phases of the war and
struggle to keep up with rapidly moving forces.

Initially, it was widely reported that the Russian strike on
ViaSat was effective. On March 15, a senior Ukrainian
cybersecurity official, Viktor Zhora, was quoted saying
that the attack on ViaSat caused “a really huge loss in
communications in the very beginning of the war.”+?
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When asked follow-up questions about his quote, Zhora
said at the time that he was unable to elaborate, leading
journalists and industry experts to believe that the attack
had impacted the Ukrainian military’s ability to commu-
nicate.** However, several months later, on September
26, Zhora revised his initial comments, stating that the
hack would have impacted military communications if
satellite communications had been the Ukrainian mili-
tary’s principal medium of communication. However,
Zhora stated that the Ukrainian military instead relies on
landlines for communication, with satellites as a back-up
method. He went on to say that “in the case land lines
were destroyed, that could be a serious issue in the first
hours of war.”** The tension, and potential contradictions,
in Zhora’s comments underlines the inherent complica-
tions in analyzing cyber operations during war: long-term
consequences can be difficult to infer from short-term
effects, and countries seek to actively control the narra-
tives surrounding conflict.

The effectiveness of the ViaSat hack boils down to how
the Ukrainian military communicates, and how adapt-
able it was in the early hours of the invasion. However, it
is apparent how such a hack could impact military effec-
tiveness. If Russia, or any other belligerent, was able to
simultaneously disrupt satellite communications while
also jamming or destroying landlines, forces on the front-
lines would be at best poorly connected with their supe-
riors. In such a scenario, an army would be cut off from
commanders in other locations and would not be able
to report back or receive new directives; they would be
stranded until communications could be restored.

The ViaSat hack had a military objective: to disrupt
Ukrainian military access to satellite communications. But
the effects were not limited to this objective. The oper-
ation had spillover effects that rippled across Europe. In

Germany, nearly 6,000 wind turbines were taken offline,
with roughly 2,000 of those turbines remaining offline
for nearly a month after the initial hack due to the loss of
remote connectivity.*® In France, modems used by emer-
gency services vehicles, including firetrucks and ambu-
lances, were also affected.*®

ViaSat is not a purely military target. It is a civilian firm that
counts the Ukrainian military as a customer. The targeting
of civilian infrastructure with dual civilian and military
capacity and use has occurred throughout history and has
been the center of debate in international law, especially
when there are cross-border spillover effects in non-com-
batant countries. Both the principle of proportionality and
international humanitarian law require the aggressor to
target only military objects, defined as objects “whose
total or partial destruction, capture or neutralization, in
the circumstances ruling at the time, offers a definite mili-
tary advantage” in a manner proportional to the military
gain foreseen by the operation.*” What this means in prac-
tice, however, is that the aggressor determines whether
they deem a target to be a military object and a benefi-
cial target and, therefore, what is legitimate. Konstantin
Vorontsov, the Head of the Russian Delegation to the
United Nations, attempted to justify Russian actions in
October 2022 by saying that the use of civilian space
infrastructure to aid the Ukrainian war effort may be a
violation of the Outer Space Treaty, thereby rendering this
infrastructure a legitimate military target.*® Similar oper-
ations like that against ViaSat are likely to be the new
norm in modern warfare. As Mauro Vignati, the adviser
on new digital technologies of warfare at the Red Cross,
said in November 2022, insofar as private companies
own and operate the information infrastructure of the
domain, including infrastructure acting as military assets,
“when war start[s], those companies, they are inside the
battlefield.”*®
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Physical Information Infrastructure

In February 2022, as Russian forces moved to seize
airfields and key physical assets in Ukraine, they simulta-
neously assaulted the physical information infrastructure
operating within and beneath the Ukrainian information
environment. Russian forces targeted this infrastructure,
largely privately operated, by taking control of assets
where possible and destroying them where not, including
through a series of Russian air strikes targeting Ukrainian
servers, cables, and cell phone towers.®° As of June
2022, about 15 percent of Ukrainian information infra-
structure had been damaged or destroyed; by July, 12.2
percent of homes had lost access to mobile communica-
tion services, 11 percent of base stations for mobile oper-
ators were out of service, and approximately 20 percent
of the country’s telecommunications infrastructure was
damaged or destroyed.® By August “the number of users
connecting to the Internet in Ukraine [had] shrunk by at
least 16 percent nationwide.”5?

In some areas of Ukraine, digital blackouts were enforced
by Russian troops to cut the local population off from
the highly contested information space. In Mariupol,
the last cell tower connecting the city with the outside
world was tirelessly tended by two Kyivstar engineers,
who kept it alive with backup generators that they manu-
ally refilled with gasoline. Once the Russians entered
the city, however, the Ukrainian soldiers who had been
protecting the cell tower location left to engage with the
enemy, leaving the Kyivstar engineers alone to tend to
their charge. For three days the engineers withstood the
bombing of the city until March 21, when Russian troops
disconnected the tower and it went silent.®3

Russian forces coerced Ukrainian occupied territories
onto Russian ISPs, once again through Rostelcom’s local
agent Miranda Media, and onto Russian mobile service
providers.>* Information infrastructure in Ukraine is
made up of overlapping networks of mobile service and
ISPs, a legacy of the country’s complicated post-Soviet
modernization process. This complexity may have been
a boon for its resilience. Russian forces, observed digi-
tal-rights researcher Samuel Woodhams, “couldn’t go
into one office and take down a whole region ... There
were hundreds of these offices and the actual hardware
was quite geographically separated.”®® Across eastern
Ukraine, including Kherson, Mlitopol, and Mariupol,
the Russians aimed to subjugate the physical territory,
constituent populations, and Ukrainian information envi-
ronment. In Kherson, Russian forces entered the offices
of a Ukrainian ISP and at gunpoint, forced staff to transfer
control to them.%®

Routing the internet and communications access of occu-
pied territories through Russia meant that Moscow could
suppress communications to and from these occupied
areas, especially through social media and Ukranian
news sites, sever access to essential services in Ukraine,
and flood the populations with its own propaganda, as
was proved in Crimea in 2014. Moving forward, Russia
could use this dependency to “disconnect, throttle, or
restrict access to the internet” in occupied territories,
cutting off the occupied population from the Ukrainian
government and the wider Ukrainian and international
community.>’
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The Kremlin’s primary purpose in the invasion of Ukraine
was and is to remove the Ukrainian government and,
likely, install a pro-Russian puppet government to bring
to an end an independent Ukraine.*® Therefore, isolating
the information environment of occupied popula-
tions, in concert with anti-Ukrainian government disin-
formation, such as the multiple false allegations that
President Zelenskyy had fled the country and aban-
doned the Ukrainian people,®® were a means to sway
the allegiances, or at least dilute the active resistance,
of the Ukrainian people.®® Without connectivity to alter-
native outlets, the occupying Russians could promote
false and largely uncontested claims about the prog-
ress of the war. In early May 2022 for example, when
Kherson lost connectivity for three days, the deputy of the
Kherson Regional Council, Serhiy Khlan, reported that the
Russians “began to spread propaganda that they were in
fact winning and had captured almost all of Mykolaiv.”®'

Russia used its assault on the information environment
to undermine the legitimacy of the Ukrainian govern-
ment and its ability to fulfill its governmental duties to the
Ukrainian people. Whether through complete connec-
tivity blackouts or through the restrictions imposed by
Russian networks, the Russians blocked any communica-
tions from the Ukrainian government to occupied popu-
lations—not least President Zelenskyy’s June 13, 2022
address, intended most for those very populations, in

which he promised to liberate all occupied Ukrainian land
and reassured those populations that they had not been
forgotten. Zelenskyy acknowledged the Russian barrier
between himself and Ukrainians in occupied territories,
saying, “They are trying to make people not just know
nothing about Ukraine... They are trying to make them
stop even thinking about returning to normal life, forcing
them to reconcile.”®?

Isolating occupied populations from the Ukrainian infor-
mation space is intended, in large part, said Stas Prybytko,
the head of mobile broadband development within the
Ukrainian Ministry of Digital Transformation, to “block
them from communicating with their families in other
cities and keep them from receiving truthful informa-
tion.”®® Throughout 2022, so much of what the interna-
tional community knew about the war came—through
Twitter, TikTok, Telegram, and more—from Ukrainians
themselves. From videos of the indiscriminate Russian
shelling of civilian neighborhoods to recordings tracking
Russian troop movements, Ukrainians used their personal
devices to capture and communicate the progress of the
war directly to living rooms, board rooms, and govern-
ment offices around the world.®* The power of this distrib-
uted information collection and open-source intelligence
relies upon mobile and internet access. The accounts that
were shared after Ukrainian towns and cities were liber-
ated from Russian occupation lay bare just how much
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suffering, arrest, torture, and murder was kept hidden
from international view by the purposeful isolation of the
information environment and the constant surveillance
of Ukrainians’ personal devices.®® The war in Ukraine
has highlighted the growing impact of distributed open
source intelligence during the conduct of war that is
carried out by civilians in Ukraine and by the wider open
source research community though various social media
and messaging platforms.®®

Russian operations against, especially transnational,
digital infrastructure companies can mostly be catego-
rized as disruption, degradation, and information gath-
ering, which saw Russian or Russian-aligned hackers
moving in and through the Ukrainian information envi-
ronment. The attacks against Ukrainian physical infra-
structure, however, are of a slightly different character.
Invading forces employed physically mediated cyber-
attacks, a method defined by Herb Lin as “attacks that
compromise cyber functionality through the use of or the
threat of physical force” to pursue the complete destruc-
tion or seizure and occupation of this infrastructure.’” Both
ends begin with the same purpose: to create a vacuum
of information between the Ukrainian government, the
Ukrainian people, and the global population, effectively
ending the connection between the Ukrainian informa-
tion environment and the global environment. But the
seizure of this infrastructure takes things a step beyond:
to occupy the Ukrainian information environment and pull
its infrastructure and its people into an isolated, controlled
Russian information space.
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reuters.com/world/europe/village-near-kherson-rejoices-russian-rout-recalls-life-under-occupation-2022-11-11/.

66 Andrew Salerno-Garthwaite, “OSINT in Ukraine: Civilians in the Kill Chain and the Information Space,” Global Defence Technology
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Intelligence Influenced the War in Ukraine?” Economist, August 30, 2022, https://www.economist.com/ukraine-osint-pod; Gillian
Tett, “Inside Ukraine’s Open-Source War,” Financial Times, July 22, 2022, https://www.ft.com/content/297d3300-1a65-4793-982b-
1ba2372241a3; Amy Zegart, “Open Secrets,” Foreign Affairs, January 7, 2023, https://www.foreignaffairs.com/world/open-secrets-
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RECLAIMING THE UKRAINIAN
INFORMATION ENVIRONMENT

Preparation of the Environment

he Russian assault on the Ukrainian information

environment is far from unanswered. Russian

efforts have been countered by the Ukrainian
government in concert with allied states and with tech-
nology companies located both within and outside
Ukraine. Russia’s aim to pull occupied Ukrainian territory
onto Russian networks to be controlled and monitored
has been well understood, and Ukraine has been hard-
ening its information infrastructure since the initial 2014
invasion. Ukraine released its Cyber Security Strategy
in 2016, which laid out the government’s priorities in this
space, including the defense against the range of active
cyber threats they face, with an emphasis on the “cyber
protection of information infrastructure.”®® The govern-
ment initially focused on centralizing its networks in Kyiv
to make it more difficult “for Russian hackers to penetrate
computers that store critical data and provide services
such as pension benefits, or to use formerly govern-
ment-run networks in the occupied territories to launch
cyberattacks on Kyiv.”®°

As part of its digitalization and security efforts, the
Ukrainian government also sought out new partners,
both public and private, to build and bolster its threat
detection and response capabilities. Before and since the
2022 invasion, the Ukrainian government has worked
with partner governments and an array of technology
companies around the world to create resilience through
increased connectivity and digitalization.

Bolstering Ukrainian Connectivity

Since the 2014 invasion and annexation of Crimea,
Ukraine-serving telecommunications operators have
developed plans to prepare for future Russian aggres-
sion. Lifecell, the third largest Ukrainian mobile telephone
operator, prepared its network for an anticipated Russian
attack. The company shifted their office archives, docu-
mentation, and critical network equipment from eastern
to western Ukraine, where it would be better insulated
from violence, added additional network redundancy,
and increased the coordination and response capabilities
of their staff.’® Similarly, Kyivstar and Vodafone Ukraine
increased their network bandwidth to withstand extreme
demand. In October 2021, these three companies initi-
ated an infrastructure sharing agreement to expand LTE
(Long Term Evolution) networks into rural Ukraine and, in
cooperation with the Ukrainian government, expanded
the 4G telecommunications network to bring “mobile
network coverage to an estimated 91.6 percent of the
population.””!

The expansion and improvement of Ukrainian telecom-
munications continued through international partner-
ships as well. Datagroup, for example, announced a $20
million partnership in 2021 with Cisco, a US-based digital
communications company, to modernize and expand the
bandwidth of its extensive networks.”? Since the February
2022 invasion, Cisco has also worked with the French
government to provide over $5 million of secure, wireless
networking equipment and software, including firewalls,
for free to the Ukrainian government.”
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This network expansion is an integral part of the Ukrainian
government’s digitalization plans for the country, champi-
oned by President Zelenskyy. Rather than the invasion
putting an end to these efforts, Deputy Prime Minister
and Minister for Digital Transformation Mykhailo Fedorov
claimed that during the war “digitalization became the
foundation of all our life. The economy continues to
work ... due to digitalization.””* The digital provision of
government services has created an alternate pathway
for Ukrainians to engage in the economy and with their
government. The flagship government initiative Diia,
launched in February 2020, is a digital portal through
which the 21.7 million Ukrainian users can access legal
identification, make social services payments, register
a business, and even register property damage from
Russian missile strikes.”® The Russian advance and conse-
quent physical destruction that displaced Ukrainians
means that the ability to provide government services
through alternate and resilient means is more essential
than ever, placing an additional premium on defending
Ukrainian information infrastructure.

Backing Up a Government

As Russian forces built up along Ukraine’s borders,
Ukranian network centralization may have the conse-
quences of this centralization may have increased risk,
despite the country’s improved defense capabilities. In
preparation for the cyber and physical attacks against
the country’s information infrastructure, Fedorov moved
to amend Ukrainian data protection laws to allow the
government to store and process data in the cloud and
worked closely with several technology companies,

including Microsoft, Amazon Web Services, and Google,
to effect the transfer of critical government data to infra-
structure hosted outside the country.”® Cloud computing
describes “a collection of technologies and organiza-
tional processes which enable ubiquitous, on-demand
access to a shared pool of configurable computing
resources.””” Cloud computing is dominated by the four
hyperscalers—Amazon, Microsoft, Google, and Alibaba—
that provide computing and storage at enterprise scale
and are responsible for the operation and security of data
centers all around the world, any of which could host
customer data, according to local laws and regulations.”

According to its April 2022 Ukraine war report, Microsoft
“committed at no charge a total of $107 million of tech-
nology services to support this effort” and renewed
the relationship in November, promising to ensure that
“government agencies, critical infrastructure and other
sectors in Ukraine can continue to run their digital infra-
structure and serve citizens through the Microsoft Cloud”
at a value of about $100 million.”® Amazon and Google
have also committed to supporting cloud services for
the Ukrainian government, for select companies, and for
humanitarian organizations focused on aiding Ukraine.®°
In accordance with the Ukrainian government’s concerns,
Russian missile attacks targeted the Ukrainian govern-
ment’s main data center in Kyiv soon after the invasion,
partially destroying the facility, and cyberattacks aggres-
sively tested Ukrainian networks.®

Unlike other lines of aid provided by the international
community to strengthen the defense of the Ukrainian
information environment, cloud services are provided
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only by the private sector.®2 While this aid has had a trans-
formative effect on Ukrainian defense, that transforma-
tive quality has also raised concerns. Microsoft, in its
special report on Ukraine, several times cites its cloud
services as one of the determining factors that limited the
effect of Russian cyber and kinetic attacks on Ukrainian
government data centers, and details how their services,
in particular, were instrumental in this defense.®® In this
same report, Microsoft claims to be most worried about
those states and organizations that do not use cloud
services and provides corroborating data.®* Microsoft
services, and other technology companies offering their
services at a reduced rate, or for free, are acting—at least
in part—out of a belief in the rightness of the Ukrainian
cause. However, they are still private companies with
responsibilities to shareholders or board members, and
they still must seek profit. Services provided, especially
establishing information infrastructure like cloud services,
are likely to establish long-term business relationships
with the Ukrainian government and potentially with other
governments and clients, who see the effectiveness of
those services illustrated through the defense of Ukraine.

Mounting an Elastic Defense

Working for Wireless

Alongside and parallel to the Ukrainian efforts to defend
and reclaim occupied physical territory is the fight for
Ukrainian connectivity. Ukrainian telecommunications
companies have been integral to preserving connectivity
to the extent possible. In March 2022, Ukrainian telecom
operators Kyivstar, Vodafone Ukraine, and Lifecell made
the decision to provide free national mobile roaming
services across mobile provider networks, creating
redundancy and resilience in the mobile network to
combat frequent service outages.®® The free mobile
service provided by these companies is valued at more

than UAH 980 million (USD 26.8 million).%¢ In addition,
Kyivstar in July 2022 committed to the allocation of UAH
300 million (about USD 8.2 million) for the moderniza-
tion of Ukraine’s information infrastructure in coopera-
tion with the Ukrainian Ministry of Digital transformation.®”
The statements that accompanied the commitments from
Kyivstar and Lifecell—both headquartered in Ukraine—
emphasized each company’s dedication to Ukrainian
defense and their role in it, regardless of the short-term
financial impact.®® These are Ukrainian companies with
Ukrainian infrastructure and Ukrainian customers, and
their fate is tied inextricably to the outcome of this war.

As Russian forces advanced and attempted to seize
control of information infrastructure, in at least one
instance, Ukrainian internet and mobile service
employees sabotaged their own equipment first. Facing
threats of imprisonment and death from occupying
Russians, employees in several Ukrtelecom facilities with-
stood pressure to share technical network details and
instead deleted key files from the systems. According to
Ukrtelecom Chief Executive Officer Yuriy Kurmaz, “The
Russians tried to connect their control boards and some
equipment to our networks, but they were not able to
reconfigure it because we completely destroyed the soft-
ware.”®® Without functional infrastructure, Russian forces
struggled to pull those areas onto Russian networks.

The destruction of telecommunications infrastructure has
meant that these areas and many others along the war
front are, in some areas, without reliable information infra-
structure, either wireless or wired. While the Ukrainian
government and a bevy of local and international private
sector companies battle for control of on-the-ground
internet and communications infrastructure, they also
pursued new pathways to connectivity.
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Searching for Satellite

Two days after the invasion, Deputy Prime Minister
Fedorov tweeted at Elon Musk, the Chief Executive
Officer of SpaceX, that “while you try to colonize Mars—
Russia try [sic] to occupy Ukraine! While your rockets
successfully land from space —Russian rockets attack
Ukrainian civil people! We ask you to provide Ukraine
with Starlink stations and to address sane Russians to
stand.”®® Just another two days later, Fedorov confirmed
the arrival of the first shipment of Starlink stations.®'

Starlink, a network of low-orbit satellites working in
constellations operated by SpaceX, relies on satel-
lite receivers no larger than a backpack that are easily
installed and transported. Because Russian targeting of
cellular towers made communications coverage unreli-
able, says Fedorov, the government “made a decision to
use satellite communication for such emergencies” from
American companies like SpaceX.? Starlink has proven
more resilient than any other alternative throughout the
war. Due to the low orbit of Starlink satellites, they can
broadcast to their receivers at relatively higher power
than satellites in higher orbits. There has been little
reporting on successful Russian efforts to jam Starlink
transmissions, and the Starlink base stations—the phys-
ical, earthbound infrastructure that communicates
directly with the satellites—are located on NATO territory,
ensuring any direct attack on them would be a significant
escalation in the war.*

Starlink has been employed across sectors almost since
the war began. President Zelenskyy has used the devices

himself when delivering addresses to the Ukrainian
people, as well as to foreign governments and popula-
tions.** Fedorov has said that sustained missile strikes
against energy and communication infrastructure have
been effectively countered through the deployment of
Starlink devices that can restore connection where it is
most needed. He even called the system “an essential
part of critical infrastructure.”®®

Starlink has also found direct military applications.
The portability of these devices means that Ukrainian
troops can often, though not always, stay connected
to command elements and peer units while deployed.
Ukrainian soldiers have also used internet connections
to coordinate attacks on Russian targets with artillery-bat-
tery commanders.®® The Aerorozvidka, a specialist air
reconnaissance unit within the Ukrainian military that
conducts hundreds of information gathering missions
every day, has used Starlink devices in areas of Ukraine
without functional communications infrastructure to
“monitor and coordinate unmanned aerial vehicles,
enabling soldiers to fire anti-tank weapons with targeted
precision.”®” Reports have also suggested that a Starlink
device was integrated into an unmanned surface vehicle
discovered near Sevastopol, potentially used by the
Ukrainian military for reconnaissance or even to carry and
deliver munitions.®® According to one Ukrainian soldier,
“Starlink is our oxygen,” and were it to disappear, “our
army would collapse into chaos.”®®

The initial package of Starlink devices included 3,667
terminals donated by SpaceX and 1,333 terminals
purchased by the United States Agency for International
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Development (USAID).°® SpaceX initially offered free
Starlink service for all the devices, although the offer has
already been walked back by Musk, and then reversed
again. CNN obtained proof of a letter sent by Musk to
the Pentagon in September 2022 stating that SpaceX
would be unable to continue funding Starlink service in
Ukraine. The letter requested that the Pentagon pay what
would amount to “more than $120 million for the rest of
the year and could cost close to $400 million for the next
12 months.” It also clarified that the vast majority of the
20,000 Starlink devices sent to Ukraine were financed
at least in part by outside funders like the United States,
United Kingdom, and Polish governments.

After the letter was sent, but before it became public,
Musk got into a Twitter spat with Ukrainian diplomat
Adrij Melnyk after the former wrote a tweet on October 3
proposing terms of peace between Russia and Ukraine.
Musk’s proposal included Ukraine renouncing its claims
to Crimea and pledging to remain neutral, with the only
apparent concession from Russia a promise to ensure
water supply in Crimea. The plan was rejected by the
public poll Musk included in the tweet, and Melnyk
replied and tagged Musk, saying “Fuck off is my very
diplomatic reply to you @elonmusk.”2 After CNN
released the SpaceX letter to the Pentagon, Musk seem-
ingly doubled down on his decision to reduce SpaceX
funding at first. He then walked it back. He responded on
October 14 to a tweet summarizing the incident, justifying
possible reduced SpaceX assistance stating, “We’re just
following his [Melnyk’s] recommendation,” even though
the letter was sent before the Twitter exchange. Musk
then tweeted the following day, “The hell with it ... even
though Starlink is still losing money & other companies
are getting billions of taxpayer $, we’ll just keep funding
Ukraine govt for free.”'®® Two days later, in response to a

Politico tweet reporting that the Pentagon was consid-
ering covering the Starlink service costs, Musk stated
that “SpaceX has already withdrawn its request for fund-
ing.”"** Musk’s characterization of SpaceX’s contribution
to the war effort has sparked confusion and reprimand,
with his public remarks often implying that his company
is entirely footing the bill when in fact, tens of millions of
dollars’ worth of terminals and service are being covered
by several governments every month.

The Starlink saga, however, was not over yet. Several
weeks later in late October, 1,300 Starlink terminals in
Ukraine, purchased in March 2020 by a British company
for use in Ukrainian combat-related operations, were
disconnected, allegedly due to lack of funding, causing
a communications outage for the Ukrainian military.°®
Although operation was restored, the entire narrative
eroded confidence in SpaceX as a guarantor of flexible
connectivity in Ukraine. In November 2022, Federov
noted that while Ukraine has no intention of breaking off
its relationship with Starlink, the government is exploring
working with other satellite communications operators.'°®
Starlink is not the only satellite communications network
of its kind, but its competitors have not yet reached
the same level of operation. Satellite communications
company OneWeb, based in London with ties to the
British military, is just now launching its satellite constel-
lation, after the Russian invasion of Ukraine required the
company to change its launch partner from Roscosmos
to SpaceX® The US Space Development Agency, within
the United States Space Force, will launch the first low
earth orbit satellites of the new National Defense Space
Architecture in March 2023. Other more traditional satel-
lite companies cannot provide the same flexibility as
Starlink’s small, transportable receivers.
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With the market effectively cornered for the moment,
SpaceX can dictate the terms, including the phys-
ical bounds, of Starlink’s operations, thereby wielding
immense influence on the battlefield. Starlink devices
used by advancing Ukrainian forces near the front,
for example, have reported inconsistent reliability.°®
Indeed CNN reported on February 9 that this bounding
was a deliberate attempt to separate the devices from
direct military use, as SpaceX President Gwen Shotwell
explained “our intent was never to have them use it for
offensive purposes.”™®® The bounding decision, similar
to the rationale behind the company’s decision to refuse
to activate Starlink service in Crimea, was likely made
to contain escalation, especially escalation by means of
SpaceX devices"°

SpaceX is not the only satellite company making deci-
sions to bound the area of operation of their products
to avoid playing—or being perceived to play—a role in
potential escalation. On March 16, 2022, Minister Fedorov
tweeted at DJI, a Chinese drone producer, “@DJIGlobal
are you sure you want to be a partner in these murders?
Block your products that are helping russia to kill the
Ukrainians!”™ DJI responded directly to the tweet the
same day, saying “If the Ukrainian government formally
requests that DJI set up geofencing throughout Ukraine,
we will arrange it,” but pointed out that such geofencing
would inhibit all users of their product in Ukraine, not just
Russians.™

While Russia continues to bombard the Ukrainian elec-
trical grid, Starlink terminals have grown more expen-
sive for new Ukrainian consumers, increasing from $385
earlier this year to $700, although it is unclear if this
price increase also affected government purchasers.
According to Andrew Cavalier, a technology industry
analyst with ABI research, the indispensability of the
devices gives “Musk and Starlink a major head start
[against its competitors] that its use in the Russia—Ukraine
war will only consolidate.”™ Indeed, the valuation of
SpaceX was $127 million in May 2022, and the company
raised $2 billion in the first seven months of 20221
For SpaceX, the war in Ukraine has been an impressive
showcase of Starlink’s capabilities and has proven the
worth of its services to future customers. The company
recently launched a new initiative, Starshield, intended to
leverage “SpaceX’s Starlink technology and launch capa-
bility to support national security efforts. While Starlink is
designed for consumer and commercial use, Starshield
is designed for government use.”" It is clear that SpaceX
intends to capitalize on the very public success of its
Starlink network in Ukraine.

108 Marquardt and Lyngaas, “Ukraine Suffered”; Mehul Srivastava et al., “Ukrainian Forces Report Starlink Outages During Push Against
Russia,” Financial Times, October 7, 2022, https://www.ft.com/content/9a7b922b-2435-4ac7-acdb-0Oec9a6dc8397.

109 Alex Marquardt and Kristin Fisher, “SpaceX admits blocking Ukrainian troops from using satellite technology,” CNN,
February 9, https://www.cnn.com/2023/02/09/politics/spacex-ukrainian-troops-satellite-technology/index.html.

10 Charles R. Davis, “Elon Musk Blocked Ukraine from Using Starlink in Crimea over Concern that Putin Could Use Nuclear Weapons, Political
Analyst Says,” Business Insider, October 11, 2022, https://www.businessinsider.com/elon-musk-blocks-starlink-in-crimea-amid-nuclear-fears-
report-2022-10; Elon Musk (@elonmusk), Twitter, February 12, 2022, 4:00 p.m., https://twitter.com/elonmusk/status/1624876021433368578.

M Mykhailo Fedorov (@FedorovMykhailo), “In 21 days of the war, russian troops has already killed 100 Ukrainian children. they are using DJI
products in order to navigate their missile. @DJIGlobal are you sure you want to be a ...,” Twitter, March 16, 2022, 8:14 a.m., https:/twitter.com/
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War” Washington Post, March 30, 2022, https://www.washingtonpost.com/technology/2022/03/30/mykhailo-fedorov-ukraine-digital-front/.

12 DJI Global (@DJIGlobal), “Dear Vice Prime Minister Federov: All DJI products are designed for civilian use and do not meet military specifications. The
visibility given by AeroScope and further Remote ID ..., Twitter, March 16, 2022, 5:42 p.m., https://twitter.com/DJIGlobal/status/1504206884240183297.
13 Mehul Srivastava and Roman Olearchyk, “Starlink Prices in Ukraine Nearly Double as Mobile Networks Falter,” Financial
Times, November 29, 2022, https://www.ft.com/content/f69b75cf-c36a-4ab3-9eb7-ad0aa00d230c.

14 lyengar, “Why Ukraine Is Stuck.”
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16 “Starshield,” SpaceX, accessed January 17, 2023, https://www.spacex.com/starshield/; Micah Maidenberg and Drew
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Reclaiming Territory

The Russian assault is not over, but Ukraine has reclaimed
“54 percent of the land Russia has captured since the
beginning of the war” and the front line has remained
relatively stable since November 20227 Videos and
reports from reclaimed territory show the exultation of the
liberated population. As Ukrainian military forces reclaim
formerly occupied areas, the parallel reclamation of the
information environment, by or with Ukrainian and trans-
national information infrastructure operators, can begin.

In newly liberated areas, Starlink terminals are often
the first tool for establishing connectivity. In Kherson,
the first regional capital that fell to the Russian inva-
sion and reclaimed by Ukrainian troops on November
11, 2022, residents lined up in public spaces to connect
to the internet through Starlink."® The Ministry of Digital
Transformation provided Starlink devices to the largest
service providers, Vodaphone and Kyivstar, to facili-
tate communication while their engineers repaired the
necessary infrastructure for reestablishing mobile and
internet service™ A week after Kherson was recaptured,
five Kyivstar base stations were made operational and
Vodaphone reestablished coverage over most of the
city2°

Due to the importance of reclaiming the information envi-
ronment, operators are working just behind Ukrainian
soldiers to reconnect populations in reclaimed territo-
ries to the Ukrainian and global information environ-
ment as quickly as possible, which means working in
very dangerous conditions. In the Sumy region in early
October 2022, a Ukrtelecom vehicle pulling up to a tele-
vision tower drove over a land mine, injuring three of the
passengers and killing the driver!? Stanislav Prybytko,
the head of the mobile broadband department in the
Ukrainian Ministry of Digital Transformation, says “It’s
still very dangerous to do this work, but we can’t wait
to do this, because there are a lot of citizens in liber-
ated villages who urgently need to connect.”?? Prybytko
and his eleven-person team have been central to the
Ukrainian effort to stitch Ukrainian connectivity back
together. The team works across a public-private collab-
orative, coordinating with various government officials
and mobile service providers to repair critical nodes in the
network and to reestablish communications and connec-
tivity.”® According to Ukrainian government figures, 80
percent of liberated settlements have partially restored
internet connection, and more than 1,400 base stations
have been rebuilt by Ukrainian mobile operators since
April 2022124
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KEY TAKEAWAYS

The information environment is a key domain
through which this war is being contested. The
Russian government has demonstrated for over
a decade the importance it places on control of the infor-
mation environment, both domestically and as part of
campaigns to expand the Russian sphere of influence
abroad. Yet, despite this Russian focus, the Ukrainian
government has demonstrated incredible resilience
against physical assaults, cyberattacks, and disinforma-
tion campaigns against and within the Ukrainian informa-
tion environment and has committed to further interlacing
government services and digital platforms.

The centrality of this environment to the conduct of this
war means that private actors are necessarily enmeshed
in the conflict. As providers of products and services used
for Ukrainian defense, these companies are an important
part of the buttressing structure of that defense. The
centrality of private companies in the conduct of the war
in Ukraine brings to light new and increasingly important
questions about what it means for companies to act as infor-
mation infrastructure during wartime, including:

1. What is the complete incentive structure behind a
company’s decision to provide products or services
to a state at war?

2. How dependent are states on the privately held
portions of the information environment, including
infrastructure, tools, knowledge, data, skills, and
more, for their own national security and defense?

3. How can the public and private sectors work together
better as partners to understand and prepare these
areas of reliance during peace and across the
continuum of conflict in a sustained, rather than ad
hoc, nature?

Incentives

The war in Ukraine spurred an exceptional degree of
cooperation and aid from private companies within
Ukraine and from around the globe. Much of public
messaging around the private sector’s assistance of
Ukrainian defense centers around the conviction of
company leadership and staff that they were compelled
by a responsibility to act. This is certainly one factor in
their decision. But the depth of private actor involvement
in this conflict demands a more nuanced understanding

of the full picture of incentives and disincentives that drive
a company’s decision to enter into new, or expand upon
existing, business relationships with and in a country
at war. What risks, for example, do companies under-
take in a war in which Russia has already demonstrated
its conviction that private companies are viable military
targets? The ViaSat hack was a reminder of the uncer-
tainty that surrounds the designation of dual-use tech-
nology, and the impact that such designations have in
practice. What role did public recognition play in compa-
nies’ decisions to provide products and services, and how
might this recognition influence future earnings potential?
For example, while their remarks differed in tone, both
Elon Musk on Twitter and Microsoft in its special report
on Ukraine publicly claimed partial credit for the defense
of Ukraine.

As the war continues into its second year, these questions
are important to maintaining Ukraine’s cooperation with
these entities. With a better understanding of existing and
potential incentives, the companies, the United States,
and its allies can make the decision to responsibly aid
Ukraine much easier.

Dependencies

Private companies play an important role in armed
conflict, operating much of the infrastructure that
supports the information environment through which
both state and non-state actors compete for control. The
war in Ukraine has illustrated the willingness of private
actors, from Ukrainian telecommunications companies to
transnational cloud and satellite companies, to participate
as partners in the defense of Ukraine. State dependence
on privately held physical infrastructure is not unique to
the information environment, but state dependence on
infrastructure that is headquartered and operated extra-
territorially is a particular feature.

Prior to and throughout the war, the Ukrainian govern-
ment has coordinated successfully with local telecom-
munication companies to expand, preserve, and restore
mobile, radio, and internet connectivity to its population.
This connectivity preserved what Russia was attempting
to dismantle—a free and open Ukrainian information
environment through which the Ukrainian government
and population can communicate and coordinate. The
Ukrainian government has relied on these companies
to provide service and connectivity, working alongside
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them before and during the war to improve infrastruc-
ture and to communicate priorities. These companies are
truly engaging as partners in Ukrainian defense, espe-
cially because this information infrastructure is not just a
medium through which Russia launches attacks but an
environment that Russia is attempting to seize control
of. This dependence has not been unidirectional—the
companies themselves are inextricably linked to this
conflict through their infrastructure, employees, and
customers in Ukraine. Each is dependent to some degree
on the other and during times of crisis, their incentives
create a dynamic of mutual need.

The Ukrainian government has also relied on a variety
of transnational companies though the provision of
technology products or services and information infra-
structure. As examined in this report, two areas where
the involvement of these companies has been espe-
cially impactful are cloud services and satellite internet
services. Cloud services have preserved data integ-
rity and security by moving information to data centers
distributed around the world, outside of Ukrainian terri-
tory and under the cyber-protection of those cloud
service companies. Satellite services have enabled flex-
ible and resilient connectivity, once again located and
run primarily outside of Ukraine. These companies can
provide essential services within the information environ-
ment and the physical environment of Ukraine, but are
not fundamentally reliant on the integrity of the country.
This dynamic is heightened by the fact that cloud service
providers like Microsoft, Amazon Web Services, Google,
and satellite internet service providers like Space X’s
Starlink are operating within a market with global reach
and very few competitors. While these companies and
others have made the laudable decision to contribute to
Ukrainian defense, the fact is that had they not, there are
only a few, if any, other companies with comparable capa-
bilities and infrastructure at scale. Additionally, there’s
very little Ukraine or even the US government could
have done to directly provide the same capabilities and
infrastructure.

Coordination

Built into the discussions around dependency and incen-
tives is the need for government and the private compa-
nies who own and operate information infrastructure to
coordinate with each other from a more extensive foun-
dation. While coordination with Ukrainian companies and
some transnational companies emerged from sustained
effort, many instances of private sector involvement
were forged on an ad hoc basis and therefore could not

be planned on in advance. The ad hoc approach can
produce rapid results, as seen by Minister Fedorov’s
tweet at Elon Musk and receipt of Starlink devices just
days later. While this approach has been wielded by
the Ukrainian government, and the Ministry for Digital
Transformation in particular, to great effect, this very same
example illustrates the complexity of transforming ad hoc
aid into sustainable partnerships. Sustainability is espe-
cially important when states are facing threats outside of
open war, across the continuum of insecurity and conflict
where many of these capabilities and infrastructures will
continue to be relied upon. Security and defense in the
information environment requires states to work in coor-
dination with a diverse range of local and transnational
private actors.

Recommendations

Key recommendations from this paper ask the US govern-
ment, in coordination with the Ukrainian government, to
better understand the incentives that surround private
sector involvement, to delineate states' dependency on
private information infrastructure, and to improve long-
term public-private coordination through three pathways:

B Define support parameters. Clarify how private tech-
nology companies can and should provide support

B Track support. Create a living database to track the
patterns of technological support to Ukraine from US
private companies

B Facilitate support requests. Add to the resilience of
the Ukrainian information environment by facilitating
US private support.

Define support parameters

Private information infrastructure companies will continue
to play a key role in this war. However, there are a number
of unresolved questions regarding the decisions these
companies are making about if, and how, to provide
support to the Ukrainian government to sustain its
defense. A significant barrier may be the lack of clarity
about the risks of partnership in wartime, which may disin-
centivize action or may alter existing partnerships. Recent
SpaceX statements surrounding the bounding of Starlink
use is an example, at least in part, of just such a rist calcu-
lous in action. The US government and its allies should
release a public directive clarifying how companies
can ensure that their involvement is in line with US and
international law—especially for dual-use technologies.
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Reaffirming, with consistent guidelines, how the United
States defines civilian participation in times of war will be
crucial for ensuring that such actions do not unintention-
ally legitimize private entities as belligerents and legiti-
mate targets in wartime. At the direction of the National
Security Advisor, the US Attorney General and Secretary
of State, working through the Office of the Legal Advisor
at the State Department, should issue public guidance
on how US companies can provide essential support to
Ukraine while avoiding the designation of legitimate mili-
tary target or combatant under the best available inter-
pretation of prevailing law.

Track support

While a large amount of support for Ukraine has been
given directly by, or coordinated through governments,
many private companies have started providing tech-
nological support directly to the Ukrainian government.
Some private companies, especially those with offices or
customers in Ukraine, got in touch directly with, or were
contacted by, various Ukrainian government offices,
often with specific requests depending on the company’s
products and services.?

This type of support has absolutely been effective to a
degree, thanks in large part to philanthropic and private
efforts to facilitate these connections.?® However, the US
government does not have a full and complete picture of
this assistance, which limits the ability of US policymakers
to track the implications of changing types of support
or the nature of the conflict. Policymakers should have
access to not only what kind of support is being provided
by private US companies, but also the projected period of
involvement, what types of support are being requested
and denied by companies (in which case, where the
US government may be able to act as an alternative
provider), and what types of support are being supplied
by private sector actors without a significant government
equity or involvement. A more fulsome mapping of this
assistance and its dependency structure would make it
possible for policymakers and others to assess its impact
and effectiveness. This data, were it or some version of
it publicly available, would also help private companies
providing the support to better understand how their
contributions fit within the wider context of US assistance

and to communicate the effect their products or services
are having to stakeholders and shareholders. Such infor-
mation may play a role in a company’s decision to partner
or abstain in the future.

The US government should create a collaborative task
force to track US-based private sector support to Ukraine.
Because of the wide equities across the US govern-
ment in this area, this team should be led by the State
Department’s Bureau of Cyberspace and Digital Policy
and include representatives from USAID, the Department
of Defense’s Cyber Policy Office, the National Security
Agency’s Collaboration Center, and the Cybersecurity
and Infrastructure Security’s Joint Cyber Defense
Collaborative. This task force should initially focus on
creating a picture of public-private support to Ukraine
from entities within the United States, but its remit
could extend to work with allies and partners, creating
a fulsome picture of international public-private support.

Facilitate support requests

Tracking the technical support that is requested, prom-
ised, and delivered to the Ukrainian government is
an important first step toward gaining a better under-
standing of the evolving shape of the critical role that the
private sector is increasingly playing in conflict. But closer
tracking, perhaps by an associated body, could go further
by acting as a process facilitator. Government offices
and agencies have long been facilitators of private aid,
but now states are increasingly able to interact with, and
request support from, private companies directly, espe-
cially for smaller quantities or more specific products and
services. While this pathway can be more direct and effi-
cient, it also requires a near constant churn of request,
provision, and renewal actions from private companies
and Ukrainian government officials.

Private organizations have stepped into this breach,
including the Cyber Defense Assistance Collaboration
(CDAC), founded by Greg Rattray and Matthew Murray,
now a part of the US-based non-profit CRDF Global.
CDAC works with a number of US private technology
companies, as well as the National Security and Defense
Council of Ukraine and the Ukrainian think tank Global
Cyber Cooperative Center, to match the specific needs

125 Greg Rattray, Geoff Brown, and Robert Taj Moore, “The Cyber Defense Assistance Imperative Lessons from
Ukraine,” The Aspen Institute, February 16, 2023, https://www.aspeninstitute.org/wp-content/uploads/2023/02/
Aspen-Digital_The-Cyber-Defense-Assistance-Imperative-Lessons-from-Ukraine.pdf, 8.

126 One such example, reviewed by the authors and led by a former Atlantic Council non-resident

senior fellow Greg Rattray, is the Cyber Defense Assistance Collaboration.
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of Ukrainian government and state-owned enterprises
with needed products and services offered by companies
working in coordination.”’

The growth and reach of this effort demonstrate the
potential impact that a government-housed, or even
a government-sponsored mechanism, could have in
increasing the capacity to facilitate requests from the
Ukrainian government, decreasing the number of bureau-
cratic steps required by Ukrainian government officials
while increasing the amount and quality of support they
receive. In addition, government facilitation would ease
progress toward the previously stated recommenda-
tions by building in clarity around what kind of support
can be provided and putting facilitation and support
tracking within a single process. As discussed above, this
facilitation should start with a focus on US public-private
support, but can grow to work alongside similar allied
efforts. This could include, for example, coordination
with the United Kingdom’s Foreign, Commonwealth and
Development Office (FCDO) program, which “enables
Ukrainian agencies to access the services of commer-
cial cybersecurity companies.”?® Crucially, this task force,
helmed by the State Department’s Bureau of Cyberspace
and Digital Policy, would act as a facilitator, not as a
restricting body. Its mission in this task would be to make
connections and provide information.

In line with tracking, US government facilitation would
enable government entities to communicate where assis-
tance can be most useful, such as shoring up key vulnera-
bilities or ensuring that essential defense activities are not
dependent on a single private sector entity, and ideally,
avoiding dependency on a single source of private sector
assistance. A company’s financial situation or philan-
thropic priorities are always subject to change, and the
US government should be aware of such risks and create
resilience through redundancy.

Central to this resilience will be the provision of support
to bolster key nodes in the Ukrainian telecommunica-
tions infrastructure network against not just cyber attacks
but also against physical assault, including things like
firewalls, mine clearing equipment, and power gener-
ators. Aiding the Ukrainian government in the search
for another reliable partner for satellite communica-
tion devices that offer similar flexibility as Starlink is also
necessary, and a representative from the Pentagon has
confirmed that such a process is underway, following
Musk’s various and contradictory statements regarding
the future of SpaceX’s aid to Ukraine back in October?®
Regardless, the entire SpaceX experience illustrates the
need to address single dependencies in advance when-
ever possible.

A roadblock to ensuring assistance redundancy is the
financial ability of companies to provide products and
services to the Ukrainian government without charge or
to the degree necessary. While the US government does
provide funding for private technological assistance (as
in the Starlink example), creating a pool of funding that is
tied to the aforementioned task force and overseen by
the State Department’s Bureau of Cyberspace and Digital
Policy, would enable increased flexibility for companies to
cover areas of single dependence, even in instances that
would require piecemeal rather than one-to-one redun-
dancy. As previously discussed, many companies are
providing support out of a belief that it is the right thing to
do, both for their customers and as members of a global
society. However, depending on whether that support is
paid or provided for free, or publicly or privately given, a
mechanism that provides government clarity on support
provision, tracks the landscape of US private support to
Ukraine, and facilitates support requests would make
it easier for companies to make the decision to start or
continue to provide support when weighed against the
costs and potential risks of offering assistance.

127 CRDF Global, “CRDF Global becomes Platform for Cyber Defense Assistance Collaborative (CDAC) for Ukraine,” News 19, November 14, 2022, https:/
whnt.com/business/press-releases/cision/20221114DC34776/crdf-global-becomes-platform-for-cyber-defense-assistance-collaborative-cdac-for-
ukraine/; Dina Temple-Raston, “EXCLUSIVE: Rounding Up a Cyber Posse for Ukraine,” The Record, November 18, 2022, https://therecord.media/
exclusive-rounding-up-a-cyber-posse-for-ukraine/; Rattray, Brown, and Moore, “The Cyber Defense Assistance Imperative Lessons from Ukraine.”

128 Beecroft, Evaluating the International Support.

129 Lee Hudson, “There’s Not Just SpaceX’: Pentagon Looks Beyond Starlink after Musk Says He May End Services in Ukraine,”
POLITICO, October 14, 2022, https://www.politico.com/news/2022/10/14/starlink-ukraine-elon-musk-pentagon-00061896.
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Looking Forward and Inward

The questions that have emerged from Ukraine’s experi-
ence of defense in and through the information environ-
ment are not limited to this context. Private companies
have a role in armed conflict and that role seems likely
to grow, along with the scale, complexity, and criticality
of the information infrastructures they own and operate.
Companies will, in some capacity, be participants in the
battlespace. This is being demonstrated in real time,
exposing gaps that the United States and its allies and
partners must address in advance of future conflicts.

Russia’s war on Ukraine has created an environment in
which both public and private assistance in support of
Ukrainian information infrastructure is motivated by a
common aversion toward Russian aggression, as well
as a commitment to the stability and protection of the
Ukrainian government and people. This war is not over
and despite any hopes to the contrary, similar aggres-
sions will occur in new contexts, and with new actors in
the future. It is crucial that in conjunction with examining
and mitigating the risks related to the involvement of
private technology companies in the war in Ukraine, the
US government also examines these questions regarding
its own national security and defense.

The information environment is increasingly central to
not just warfighting but also to the practice of gover-
nance and the daily life of populations around the world.
Governments and populations live in part within that envi-
ronment and therefore atop infrastructure that is owned
and operated by the private sector. As adversaries seek
to reshape the information environment to their own
advantage, US and allied public and private sectors
must confront the challenges of their existing interde-
pendence. This includes defining in what form national
security and defense plans in and through the information
environment are dependent upon private companies,
developing a better understanding of the differing incen-
tive structures that guide private sector decision-making,
and working in coordination with private companies to
create a more resilient information infrastructure network
through redundancy and diversification. It is difficult to
know what forms future conflict and future adversaries
will take, or the incentives that may exist for companies in
those new contexts, but by better understanding the key
role that private information and technology companies
already play in this domain, the United States and allies
can better prepare for future threats.
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