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rapidly digitizing society, in which access to affordable mobile

Internet has become the norm, is seen as a transformative oppor-

tunity for Pakistan. This, in addition to the fact that the majority of

the country is below the age of thirty, is often cited as a datapoint
that highlights the economic, technological, and social tailwinds of which
Pakistan is primed to take advantage. As a result, Pakistan’s technology eco-
system has taken off in the last few years, attracting record inflows of invest-
ment into the country’s burgeoning startup ecosystem, and earning critical
export earnings through both technology companies and freelancers selling
their services in global markets.

At the same time, recurring economic and political crises, coupled with policy
instability and ad hoc interventions in key sectors—including technology—
continue to cast a dark shadow. These issues have been compounded by
regulatory and legislative proposals that have raised concerns among both
civil-society and private-sector actors, including foreign companies operat-
ing in Pakistan.

To better understand the regulatory and legislative state of play in Pakistan’s
technology ecosystem, and to uncover ways in which policymakers can build
confidence among key stakeholders, the Atlantic Council’s South Asia Center
hosted a private roundtable in February 2023. This document seeks to high-
light the concerns raised in this convening, and provides recommended
steps that policymakers in Pakistan ought to take to address key concerns
around free expression on the Internet, and to generate momentum to cata-
lyze higher levels of growth in Pakistan’s technology ecosystem.

In short, Pakistan’s approach to technology policymaking needs a complete
reorientation. In particular, the following changes to how the country ap-
proaches technology policy are necessary.

1) Arbitrary actions and rulemaking need to be abandoned, and a more
constructive, transparent, and collaborative approach to drafting legis-
lation needs to be followed.
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2) Policymakers should develop a more comprehensive
perspective of how their interventions impact invest-
ment, growth, and job creation in a sector that has the
potential to transform the country’s economy.

3) Policymakers should also recognize that near-term
exigencies to curb expression and dissent, or to seek
the support of specific interest groups in the coun-
try, have long-term ramifications for the technology
sector.
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Policy must balance the need to regulate with avoid-
ing the imposition of onerous compliance costs on the
technology ecosystem, as onerous regulations would
further reinforce negative perceptions about the ease
of doing business in the country.

With Pakistan’s economy at an inflection point, and the
country facing one of the most serious crises in its history,
it is important for policymakers to pursue actions that im-
prove the outlook for key sectors. This is especially true
for the technology sector, which has the potential to not
only catalyze much-needed export earnings, but to attract
investment into the country while also improving the overall
state of the economy.

The Current State of Play in Pakistan

Thefirst holistic piece of legislation that soughtto governthe
digital ecosystem in Pakistan was passed in 2016. Dubbed
the Prevention of Electronic Crimes Act 2016 (PECA), this
legislation continues to create significant challenges for
the country’s technology ecosystem. Key concerns raised
at the time of the law’s passage, which have been realized
in the years since, relate to its granting law enforcement the
ability to arbitrarily restrict speech and privacy, including
the ability to access data and get retroactive warrants for
data “required for the purposes of a criminal investigation.”
The law also provides arbitrary powers to the Pakistan
Telecommunication Authority, which can demand removal
and blocking of content for various reasons, including when
it is “necessary in the interest of the glory of Islam or the
integrity, security, or defense of Pakistan.™

In addition, private-sector entities, especially global tech-
nology players, continue to assert that PECA remains a
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barrier to their potential expansion in the Pakistani market
because the law would force their employees to provide
“technical and other assistance” to law-enforcement offi-
cers conducting investigations. Private-sector actors argue
that such arbitrary powers would create legal and oper-
ational risks for their operations and staff in the country,
which is why they are unlikely to grow their presence in
Pakistan.

The social media regulations proposed in 2020 and revised
in 2021 have reinforced concerns about vague definitions
and arbitrary powers. These issues have been compounded
by arbitrary bans, such as the recent ban on Wikipedia in
Pakistan. While the uproar against measures taken against
Wikipedia led to a swift reversal, the fact that institutions
such as the Pakistan Telecommunications Authority have
the wherewithal to ban websites and apps without due pro-
cess and transparency continues to raise alarm bells from
civil-society actors, as well as from private-sector entities
participating in the technology sector. For example, oner-
ous requirements on the timeframe within which content
must be removed will inadvertently increase compliance
costs for businesses, and will potentially disincentivize
them from growing their operations and footprints in the
country.

The Ministry of Information Technology and Telecommuni-
cations has been working on Pakistan’s Data Protection Bill
since early 2020, and has prepared multiple drafts for feed-
back. Critics allege that it is insufficient to address the enor-
mous challenge of protecting personal data in a country of
220 million people. Vague definitions, a lack of indepen-
dent oversight of regulatory authorities, data localization,
and broad powers ceded to the state present a Pandora’s
box of potential civil-rights issues.

This builds on the problematic 2016 PECA, which cedes
a concerning level of oversight and access to a state al-
ready accused of curbing freedom of expression and only
promoting pro-government and religious majoritarian nar-
ratives. An amendment in February 2022 took these devel-
opments further, making what it calls online “defamation”
of state authorities—including the military but also the judi-
ciary—criminal acts. According to Human Rights Watch, the
proposed amendments made “defamation a nonbailable
offense” and increase “the maximum prison term, if con-
victed, from three to five years.”?

1 “The Prevention of Electronic Crimes Act, 2016,” National Assembly of Pakistan, 2016, https://na.gov.pk/uploads/documents/1470910659_707.pdf.
2  “Pakistan: Repeal Amendment to Draconian Cyber Law,” Human Rights Watch, February 28, 2022, https://www.hrw.org/news/2022/02/28/pakistan-repeal-

amendment-draconian-cyber-law.
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While the Islamabad High Court struck down an ordinance
seeking to expand an already problematic law to criminalize
free speech, some clauses proposed by policymakers and
signals emanating from Islamabad highlight policymakers’
desire to push such regulations through. If approved, these
regulations will stifle free expression. They will also create
headwinds for the broader technology ecosystem by man-
dating onerous compliance requirements and forcing local
staff to provide data and share technical expertise that can
be used to stifle expression and dissent in the country.

As both the global and domestic economies digitize, loose
and discretionary regulations related to local data-storage
and processing requirements, as well as cross-border data
flows, are likely to impede economic growth and foreign di-
rect investment (FDI) into Pakistan. Furthermore, a lack of dia-
logue among policymakers on data-protection issues creates
space for coercive and privacy-violating policies by authori-
ties (military and civilian) with a history of overreach, often in
response to dissent and legitimate criticism of their behavior.

Impact on Ecosystem Participants

Participants in the convening also highlighted that when it
comes to data protection, disproportionate responsibilities
are being placed on companies and businesses, leading to
a potential increase in compliance costs. For larger com-
panies—especially those with a global footprint—clauses
about data localization, broad and vague definitions for
what are and are not personal data, and requirements for
sharing personal data with authorities are major concerns
and act as barriers to potential investment in the country.

The onerous regulations and requirements also make it
challenging for smaller businesses to scale in Pakistan, as
the compliance burden would force them to redirect re-
sources away from growth and toward compliance.

In addition, problematic developments such as the ban
on Wikipedia reinforce negative perceptions about the
Pakistani market among foreign investors, and once again
raise questions about the lack of transparency in the way
the Internet is regulated there. This further compounds the
challenges being faced by entrepreneurs and technolo-
gists in the country, who are already finding it difficult to
operate in a politically and economically uncertain and tur-
bulent environment.

From the perspective of foreign companies, especially
those based in the United States, current and proposed
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legislation is seen in a negative light and as a major barrier
to entry and expansion in the Pakistani market. This stifles
the inflow of investment from both large foreign companies
and investors looking to take advantage of opportunities in
Pakistan’s startup ecosystem.

These regulatory and legislative concerns reinforce neg-
ative sentiments about the Pakistani market, where busi-
nesses are already facing headwinds when it comes to
repatriation of profits and proceeds, delays in approval of
letters of credit, lack of intellectual-property rights protec-
tions, and contract enforcement, to name just a few issues.

While many of the above issues are faced by sectors across
the economy due to the prevailing economic crisis, oner-
ous legislative and regulatory developments stand out as
in stark contrast to policymakers’ stated goal of promoting
technology investments and exports in the country.

Civil-society stakeholders also continue to express con-
cern over policy actions being proposed by Islamabad,
especially clauses that have vague and broad definitions
that can stifle free expression on the Internet. In addition,
the lack of transparency and meaningful consultation in the
way regulations are drafted and implemented continues to
be a major sticking point.

While private-sector participants are, at times, positively
engaged by key stakeholders, civil-society actors highlight
that their recommendations are frequently ignored or dis-
missed. Participants in the convening highlighted that it is
vital for private-sector and civil-society actors to collabo-
rate more effectively, mainly because the types of policies
that are proposed often end up having a negative effect on
both stakeholder groups.

The Way Forward for Pakistan

A key issue participants highlighted was how much of the
policy discourse in Pakistan is conducted in an ad hoc
manner. In addition, stakeholders often react strongly to
arbitrary decisions, such as the ban on Wikipedia. While
this type of strong reaction forces policymakers to reverse
their decisions, a lack of proactive engagement and col-
laboration means that stakeholders are often caught off
guard when it comes to key regulatory and legislative
developments.

As such, it is vital for ecosystem participants to regularly
engage both with one another and with policymakers to
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continue addressing concerns and reinforcing the need for
a more robust and collaborative approach to policymaking.

It is essential for policymakers to educate themselves about
the private sector’s needs and concerns in the technology
sector. This specifically applies to the unintended conse-
quences of clauses inserted into key legislation. For exam-
ple, an argument is made that localizing data in Pakistan
would help secure data belonging to Pakistani citizens.
However, this is not likely to be the case, as centralizing data
with weak security may, in fact, make it easier for bad actors
to access information. In addition, it may undermine network
resiliency, where outages in the country have a cascading
impact on the broader economy as data centers go offline.
Finally, these requirements increase the cost of doing busi-
ness for companies in Pakistan, especially startups that
could access data-storage solutions at a lower cost abroad.
It is important to note that Pakistan’s power costs have risen
in recent months due to currency devaluation, which means
that the cost of operating data centers in the country would
be significantly higher than in other jurisdictions.

For these reasons, it is important for policymakers to pur-
sue policies that account for the intended and unintended
consequences of their choices, especially those of onerous
requirements that undermine the vibrancy and potential of
the domestic technology ecosystem.

Outdated laws—sometimes at odds with how a modern
economy operates—paired with poor implementation rein-
force negative perceptions about the ease of doing busi-
ness in Pakistan. A convoluted judicial system, in which
cases can go on for years, if not decades, further com-
pounds problems faced by private-sector participants. The
lack of a holistic national policy framework for the technol-
ogy sector means that ad hoc measures become the norm,
rather than the exception. As such, it is vital for policymak-
ers to more transparently engage with key stakeholders,
including civil-society members and private-sector actors.
This engagement must focus on addressing concerns with
regard to social media rules, data protection and local-
ization, censorship, and curbs on free expression on the
Internet through arbitrary bans, with a particular focus on
improving ease of doing business in the country’s Internet
economy.

These steps are especially important given today’s eco-
nomic realities in Pakistan, as the country is struggling
to attract inflows of foreign investment. Pakistani policy-
makers must also reconsider their argument that because
countries like India are forcing global technology compa-
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nies to comply with their domestic laws—many of which
impose onerous compliance costs and curb free expres-
sion—Pakistan can do the same.

While companies comply with regulations that impose
onerous compliance costs on their operations in India, the
scale of the Indian market is exponentially different than
that of Pakistan; in a competitive world, investors might
be willing to pay higher compliance costs to access larger
markets. Given its size and the ongoing economic crisis in
the country, Pakistan should follow policies that proactively
reduce costs and improve ease of doing business. Copycat
legislation that forces data localization or other compliance
actions from global companies will only force them to stall
their proposed investment and expansion in Pakistan.

Policymakers must also put in place rules and procedures
that limit arbitrary actions, including bans without due pro-
cess. By curbing these arbitrary actions and instead comply-
ing with digital-speech laws with international human-rights
standards, Pakistan can provide some certainty to private
and civil-society actors that due process will be followed
prior to taking down content, forcing compliance, or block-
ing websites, apps, and companies from operating in the
country.

Finally, Pakistan will require legislation to protect data, guard
citizens against bad actors on the Internet, and foster an en-
vironment that enables greater investment and growth in
the economy. At the same time, allowing for free expression
on the Internet while protecting citizens from hate speech
and online harm is also going to be vital. The most effec-
tive way to develop policies and legislate on these topics is
through an inclusive and collaborative process.

If policymakers continue to take a confrontational path
to legislation and policymaking in the coming months,
Pakistan’s digital economy will only suffer, leading to sub-
optimal outcomes for a digitally savvy, globally connected,
and competitive population. Such outcomes will only
weaken Pakistan’s economy, its democracy, and its society.

Uzair Younus is the director of the Pakistan Initiative at the
Atlantic Council’s South Asia Center. He also is the Vice
President at The Asia Group, where he advises global com-
panies on developing and executing strategies to align
their business strategy with public good needs across
South Asia. He also supports companies develop strate-
gic initiatives and communications strategies to credibly
increase their reputation in key markets.

ATLANTIC COUNCIL



‘{@}Atlantic Council

Board of Directors

CHAIRMAN
*John FW. Rogers

EXECUTIVE CHAIRMAN

EMERITUS
*James L. Jones

PRESIDENT AND CEO
*Frederick Kempe

EXECUTIVE VICE CHAIRS

*Adrienne Arsht
*Stephen J. Hadley

VICE CHAIRS

*Robert J. Abernethy
*C. Boyden Gray
*Alexander V. Mirtchev

TREASURER
*George Lund

DIRECTORS

Todd Achilles
Timothy D. Adams
*Michael Andersson
David D. Aufhauser
Barbara Barrett
Colleen Bell
Stephen Biegun
Linden P. Blue
Adam Boehler

John Bonsell

Philip M. Breedlove
Richard R. Burt
*Teresa Carlson
*James E. Cartwright
John E. Chapoton
Ahmed Charai
Melanie Chen
Michael Chertoff
*George Chopivsky
Wesley K. Clark
*Helima Croft

*Ankit N. Desai
Dario Deste
Lawrence Di Rita
*Paula J. Dobriansky
Joseph F. Dunford, Jr.
Richard Edelman

Thomas J. Egan, Jr.
Stuart E. Eizenstat
Mark T. Esper
*Michael Fisch

Alan H. Fleischmann
Jendayi E. Frazer
Meg Gentle
Thomas H. Glocer
John B. Goodman
*Sherri W. Goodman
Jarostaw Grzesiak
Murathan Giinal
Michael V. Hayden
Tim Holt

*Karl V. Hopkins
Kay Bailey Hutchison
lan Ihnatowycz
Mark Isakowitz
Wolfgang F. Ischinger
Deborah Lee James
*Joia M. Johnson
*Safi Kalo

Andre Kelleners
Brian L. Kelly

Henry A. Kissinger
John E. Klein

*C. Jeffrey Knittel
Joseph Konzelmann
Franklin D. Kramer
Laura Lane

Almar Latour

Yann Le Pallec

Jan M. Lodal
Douglas Lute

Jane Holl Lute
William J. Lynn

Mark Machin

Marco Margheri
Michael Margolis
Chris Marlin

William Marron
Christian Marrone
Gerardo Mato

Erin McGrain

John M. McHugh
*Judith A. Miller
Dariusz Mioduski
Michael J. Morell
*Richard Morningstar
Georgette Mosbacher

Majida Mourad
Virginia A. Mulberger
Mary Claire Murphy
Edward J. Newberry
Franco Nuschese
Joseph S. Nye
Ahmet M. Oren

Sally A. Painter

Ana |. Palacio
*Kostas Pantazopoulos
Alan Pellegrini

David H. Petraeus
*Lisa Pollina

Daniel B. Poneman

*Dina H. Powell McCormick

Michael Punke
Ashraf Qazi
Thomas J. Ridge
Gary Rieschel
Michael J. Rogers
Charles O. Rossotti
Harry Sachinis

C. Michael Scaparrotti
Ivan A. Schlager
Rajiv Shah

Gregg Sherrill

Jeff Shockey

Ali Jehangir Siddiqui
Kris Singh

Walter Slocombe
Christopher Smith
Clifford M. Sobel
James G. Stavridis
Michael S. Steele
Richard J.A. Steele
Mary Streett

*Gil Tenzer
*Frances F. Townsend
Clyde C. Tuggle
Melanne Verveer
Charles F. Wald
Michael F. Walsh
Ronald Weiser

*Al Williams

Maciej Witucki
Neal S. Wolin
*Jenny Wood
Guang Yang

Mary C. Yates

Dov S. Zakheim

HONORARY DIRECTORS
James A. Baker, llI

Robert M. Gates

James N. Mattis

Michael G. Mullen

Leon E. Panetta

William J. Perry
Condoleezza Rice

Horst Teltschik

William H. Webster

*Executive Committee
Members

List as of March 6, 2023



(@)Atlantic Council

The Atlantic Council is a nonpartisan organization that
promotes constructive US leadership and engagement in
international affairs based on the central role of the Atlantic
community in meeting today’s global challenges.

© 2023 The Atlantic Council of the United States. All rights
reserved. No part of this publication may be reproduced or
transmitted in any form or by any means without permission
in writing from the Atlantic Council, except in the case of
brief quotations in news articles, critical articles, or reviews.
Please direct inquiries to:

Atlantic Council

1030 15th Street, NW, 12th Floor,
Washington, DC 20005

(202) 463-7226, www.AtlanticCouncil.org


http://www.AtlanticCouncil.org

