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revision of its 2022 attempt to address the country’s lack of a comprehensive
data protection law, but there is still room for constructive change to heighten
regulatory certainty.

T he Bangladesh government’s updated draft data protection bill is a welcome

The Information and Communications Technology Division of the Ministry of Posts,
Telecommunication, and Information Technology released the proposed Data Pro-
tection Act 2023 (DPA 2023 or the bill) on March 14—just days after the publication
of the South Asia Center’s March issue brief>—and the revised version responds to
some of the criticism of the digital protectionism and restrictive provisions on digital
business activity in the 2022 draft.®

Specifically, the proposed legislation reflects an operational sensibility based on
stakeholder feedback on significant issues. It has incorporated more flexibility to
frame rules to address changing situations, provided for a transition period, relaxed
data localization requirements, and expressly recognized the importance of interna-
tional cooperation and safeguard measures for facilitating data flows.

WHAT HAS CHANGED?

The DPA 2023 retains the provisions of the prior draft with substantive changes in
four areas.

Transition Period

The law provides for a transition period of three years. It goes one step further to
guarantee that this period is a minimum or floor by prohibiting the fixation of an
earlier date. This means that the Data Protection Agency cannot set an earlier ef-
fective date without an amendment in the law. This is a strong protection for entities
impacted by this law, many of whom will need to build capacity to comply. It also
gives stakeholders sufficient time to engage with the authorities on matters to be
covered in the rules and the standards which will be framed by the agency to co-
create operating procedures that are implementable and aligned to the principles
of data privacy.

The Draft Data Protection Act 2023, Information and Communications Technology (ICT) Division, Ministry of Posts, Telecommunication and Information Technology, Government
of the People’s Republic of Bangladesh, March 14, 2023, https:/ictd.gov.bd/site/page/d05a8088-8272-49b4-883c-1698796dce3e/ 4 u]-w12,-fdf-aaz- Ao fe.

. Stephen Weymouth, “Bangladesh’s Draft Data Protection Act,” Issue Brief, South Asia Center, Atlantic Council, March 8, 2023, https://www.atlanticcouncil.org/in-depth-research-

reports/issue-brief/inside-bangladeshs-new-data-protection-laws/.

. Global Data Alliance, “Comments to the People’s Republic of Bangladesh on the Cross-Border Policy Implications of the Draft Data Protection Act of 2022,” September 2022,

https://globaldataalliance.org/wp-content/uploads/2022/09/09072022gdabgdpa.pdf.
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Data Transfers and Data Localization Mandates

The DPA 2023 limits the data localization mandate to “sensi-
tive data.”* It also relaxes data flow requirements, providing
that data may be transferred outside of Bangladesh for the
purpose of interstate trade/commerce, international relations,
or any other purpose determined by the government in com-
pliance with the general standards and principles set out in
Section 5 of the Act.’ It does away with the cumbersome ad
hoc approvals for cross-border data transfers and moves to-
ward a more uniform “underlying basis” approach for enabling
data flows. The DPA 2023 does not detail the procedures or
safeguards applicable to such transfers and rather leaves that
determination to rules to be framed pursuant to the law.

At the same time, the DPA 2023 adds a provision on “rules
by sectoral regulators” that is likely to lead to an ambiguous
and conflicting patchwork of regulations.® According to the
new provision, sectoral regulators like the central bank, the
telecommunications regulatory commission, and the national
board of revenue will frame and follow their own regulations
on data transfers regarding matters under their remit. The
Bangladesh Bank and the National Board of Revenue cover
the entire gamut of the economy. This “carve out” in the law
coupled with the expanded definition of sensitive data indi-
cate that the government could try to utilize the DPA 2023 to
achieve other policy objectives like control on outward remit-
tances, capital flight, and tax evasion/avoidance.

The bill also provides that sensitive data may be transferred
outside of Bangladesh to another state or international orga-
nization with the consent of the data subject in the manner set
forth in the rules. However, there is no indication in the bill as
to the contour of these rules.

Cross-border Enforcement Cooperation

Section 71is new and has been added for “cross-border en-
forcement cooperation.” This section provides that the gov-
ernment will enter into cooperation agreements with other
states or participate in any multilateral organization or consor-
tium and abide by any instrument or terms of such agreement
or consortium in furtherance of the objectives of the law. This
provision appears to be motivated both by the pragmatism
of participating in international arrangements as well as the
broadening of avenues to achieve surveillance cooperation.
There have been instances where governments utilize such
provisions to surveil political and media dissidents.

Draft Data Protection Act 2023, Section 44.

Draft Data Protection Act 2023, Section 45.

Draft Data Protection Act 2023, Section 45 (2).

See (ja) and (jha), respectively, in the Bangla text released by the government.
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Risk-based Protections

Clauses (h) and (i)’ have been added to Section 5 to provide
for “risk-based,” “consistent” protection for data transfers and
“enforceable standards.” For context, Section 5 sets out the
scheme or general principles of data protection. Clause (h)
provides that data processing and transfers in compliance
with bilateral and multilateral agreements can only be carried
out after implementing appropriate safeguards based on a
data risk assessment. Clause (i) additionally provides that data
protection systems must adhere to enforceable standards in
any bilateral or multilateral treaty concluded by Bangladesh
for data processing and data transfers and further comply with
any terms of cooperation.

However, as drafted, it is unclear whether the requirement of
impact assessments is a precondition or contemporaneous
requirement. It also is unclear whether the requirement of im-
pact assessments or risk assessments would be required for
all manner of processing, for all types of data, or whether it
would only be required in cases of data transfers under bilat-
eral or multilateral agreements.

Expansion of “Sensitive Data”

The DPA 2023 expands the categories of “sensitive data” to
include “commercial data.” A new definition introduced in the
bill defines commercial data as data collected or processed
relating to any transaction between buyer and seller, but does
not otherwise reference this definition in the body of the pro-
posed legislation. Typically, commercial data will relate to the
data of a consumer or customer. Without a definition of “per-
sonal data” itself in the bill, this expansion is plainly an over-
reach that could complicate compliance and enforcement.

REMAINING ISSUES

No Definition of “Personal Data” or “Personally Identifiable Data”
In the absence of a clear definition or criteria of what con-
stitutes “personal data” or “personally identifiable data,” all
data can potentially come within the definition of “sensitive
data” with an indiscriminate risk categorization and unrea-
sonably burdensome compliance measures. This is a depar-
ture from data protection laws in the region. Personal data is
typically defined or categorized as identity information which
can directly or indirectly be associated with a person such as
name, address, phone number, passwords, location data, or
even employee data. Other countries in the region including
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India, Vietnam, Indonesia, and Thailand, with which Bangla-
desh is generally benchmarked in terms of both economic
growth and regulatory frameworks, all have a clear definition
of “personal data” distinguished from “sensitive data.” Con-
flating both categories of data without distinction will lead to
unintended consequences and regulatory uncertainty. Unlike
other data protection laws, racial, ethnic, religious, or sexual
orientation are excluded from the scope of “sensitive data.”
This exclusion, which persists from the prior version, contin-
ues to cause concern about the protection of marginalized or
vulnerable groups and adequate alignment with constitution-
al protections of “personal liberty”® and “freedom of thought,
conscience, and speech.” It also is silent on “authentication”
requirements, a key to ensuring quality of data.

Data Transfer and Data Flow Restrictions

While the 2023 version relaxes the requirements around data
transfers and data flows, the expanded definition of “sensi-
tive data,” separate rules by “sectoral regulators,” and the re-
tention of localization requirements of “user-generated data”
leave room for considerable uncertainty on data transfer pro-
tocols. If the current draft is enacted, in practice it could result
in the same onerous data localization requirements presentin
the previous draft.

Inconsistencies in Regulatory Authority and Enforcement

The bill does not clearly distinguish between “data breaches,”
which affect users on an aggregate or mass scale, and “pri-
vacy violations,” which can affect only an individual user. The
result is that there is the same level of sanction for different
scales of violations, which again is an overreach. The 2023
version retains the extraordinary enforcement powers through
interconnected regulatory bodies, which were established by
the controversial Digital Security Act of 2018/° Any govern-
ment agency can issue an order or request to access data;
there are no procedural safeguards against such interception
built into the draft bill. It also retains the discriminatory provi-
sion on higher penalties (administrative fines) on foreign com-
panies." This provision is likely to violate the most-favored-na-
tion treatment obligation under the World Trade Organization
(WTO) General Agreement on Trade in Services (GATS) re-
gime®™ and jeopardize Bangladesh’s meaningful participation
in digital trade.

8. Bangladesh Constitution, Article 32.

9. Bangladesh Constitution, Article 39.

10. Weymouth, “Bangladesh’s Draft Data Protection Act,” 2.
1. See Draft Data Protection Act 2023, Section 57.
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Lack of Exemptions for Small- and Medium-Sized Enterprises
Section 33 of the draft DPA 2023 fails to include any exemp-
tions for small- and medium-sized (SME) enterprises. This lack
of exemption for SMEs would be a terrible setback to the
progress made in female entrepreneurship. This is also coun-
terintuitive to the fiscal policies advocated by the Bangladesh
Bank in its policy paper, which states: “Small and medium en-
terprises are thought to be the driving force behind the rapid
economic growth in Bangladesh. Despite its significance in the
economy, this sector has not realized its maximum capacity
yet, facing some constraints to reach its full potential.”® The re-
port also cites Bangladesh Bureau of Statistics estimates that
the SME sector contributed 21.36 percent of gross domestic
product in Fiscal Year (FY) 2017, followed by 21.98 percent
in FY18 and 22.86 percent in FY19™ The government would
be well advised to revisit the exemptions section to include
specific revenue or turnover-based carve outs for SMEs and
rather incentivize further investment and technology transfer
in this sector toward economic upgrading initiatives.

In sum, there is still room for constructive change to the draft
DPA 2023 by further defining and distinguishing “personal
data” from “sensitive data,” based on which “data flow” pro-
visions and the scheme of the proposed act would be op-
erationalized. It also is important to remove provisions that
discriminate between local and foreign companies, create
exemptions for SMEs, and clarify the basis of regulatory inter-
vention and enforcement by sectoral regulators.

Cocreation Opportunities

The DPA 2023 contemplates a framing of Rules for most of
the matters covered under the bill, including the powers and
functions of the data protection agency, issuance of standard
operating procedures (for example on data processing, porta-
bility, and cross-border transfers), conduct of inquiry/investiga-
tions, data storage, enrollment of controllers and processors,
and data security measures, among others.

Bangladesh’s draft data protection law is inspired by the Euro-
pean Union’s General Data Protection Regulation (GDPR), and
Section 5 reproduces Article 5 of the GDPR almost in its en-
tirety!® Therefore, it could be assumed that Bangladesh might
want to follow the Brussels approach in ensuring privacy by

12. World Trade Organization, “The General Agreement on Trade in Services (GATS): Objectives, Coverage and Disciplines,” https://www.wto.org/english/tratop_e/serv_e/gatsqa-
_e.htm. Bangladesh has been a member of the WTO since 1995 and a member of GATS. Bangladesh has made specific commitments in relation to telecommunications under

the GATS regime; as such, the draft DPA would interact with those commitments.

13. Bangladesh Bank, “Estimating the Contribution of SMEs Output on GDP Growth in Bangladesh: A VECM Approach,” Research Department Division-4 (Special Studies and Fiscal
Affairs Wing), November 2022, https://www.bb.org.bd/pub/research/sp_research_work/srwsp2022-02.pdf.

14. Bangladesh Bank, “Estimating the Contribution of SMEs,” 3.

15. GDPR, Article 5, “Principles Relating to Processing of Personal Data,” https:/gdpr-info.eu/art-5-gdpr/.
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design and enforcement. Given that the draft DPA 2023 sets
a minimum transition timeline, stakeholders including indus-
try bodies and civil society organizations should work closely
with the government to cocreate rules benchmarked with peer
countries to produce reasonable, proportionate standards for
implementing the mandate of the law. In particular, it leaves
room for consultations and collaboration on identifying clear
“underlying basis” for data transfers, “safeguard measures,”
“certification mechanisms” and clarity on violations resulting
in criminal penalties.

Notably, Europe adopted the GDPR®™ in 2016 and the law
came into effect in May 2018. Neighboring India does not pro-
vide transition timelines in its Personal Data Protection bill of
20221 By setting a floor period for transition and implemen-
tation, the Bangladesh government has left sufficient time for
refining the regulatory framework and developing institutional
capacity. Stakeholders can engage with the government for a
phased implementation approach like Singapore, starting first
with “baseline standards” and then moving forward with imple-
mentation of the registry and higher-order protocols.®

Given that financial data is included within the scope of “sen-
sitive data” and Bangladesh’s experience with major cyber-
crime,® there is much capacity development needed on pri-
vacy measures and security infrastructure aligned with the
Payment Card Industry Data Security Standards.?° Ideally, this
would create opportunity for financial sector-specific privacy
design development and refinement to the cloud computing
guidelines issued by the central bank.?' Lastly, Bangladesh
should also seize the opportunity to collaborate with stake-
holders to include protections for algorithmic processing and
decision-making, consider emerging privacy-enhancing tech-
nologies, and leapfrog toward a future-forward, agile regula-
tory framework.

Concluding Remarks
The Boston Consulting Group (BCG) has recently released
a report titled Trillion Dollar Prize,?> which documents the
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remarkable progress Bangladesh has made and terming it
an “unmatched growth story.”?® Notably, it highlights Bangla-
desh’s “burgeoning gig economy with ~650k freelancers—the
second-largest online workforce globally—and a rising digital
adoption rate with ~177 [million] mobile subscribers.”** Ban-
gladesh is on track to be a trillion-dollar economy by 2030,
with leading growth indicators significantly ahead of regional
peers like Vietnam, Thailand, Philippines, Indonesia, and India.
In charting the key priorities for the way ahead, the report no-
tably mentions building global alliances, driving foreign direct
investment, and “betting on digital and data.”?®

BCG presented the report to Prime Minister Sheikh Hasina in
November 2022. The premier is known for her astute eco-
nomic measures and driving ahead with focus and resilience
to achieve the unprecedented growth the country has made.
It's time for Bangladesh to reflect its regional leadership not
just in economic strategy but also in regulatory certainty to
accelerate its growth aspirations. The EU GDPR has been
a game changer in setting regulatory norms globally, with a
“Brussels Effect”?® witnessed across the world. Bangladesh is
well-positioned to negotiate gain-sharing outcomes by engag-
ing in technology alliances and boosting digital trade through
sensible regulation: the Data Protection Law can be a start.
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