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EXECUTIVE SUMMARY

his report is part of the Digital Forensic Research Lab’s

(DFRLab’s) “discourse power” series, which outlines the

strategy, capabilities, impacts, and responses to China’s
attempts to shape the global information environment. The series
argues that China’s leaders believe the country can gain the geo-
political power necessary to establish itself as a world leader, to
spread its norms and values, and to decenter US power in the
international system by gaining “discourse power” (15154%). In
concept, discourse power is a narrative agenda-setting ability
focused on reshaping global governance, values, and norms to
legitimize and facilitate the expression of state power!

Whereas the first report introduced China’s discourse power
strategy, this second report examines its efforts to date. This
report assesses this through a frame of “media convergence”
(FEE 1), a Chinese term that refers to the integration of internal
and external Chinese Communist Party (CCP) propaganda, the
online and offline channels for its dissemination, and the mecha-
nisms of oversight on which communications systems rely.?

More specifically, this report examines “media convergence”
across three vectors: channel expansion, content innovation,
and governance of technological infrastructure and digital
connectivity.

The first vector, channel expansion, refers to creating or better
leveraging delivery vehicles for China’s messaging across dif-
ferent media platforms. The aim is to expose a growing interna-
tional audience to Chinese narratives and norms in the hopes
of eroding the global “discourse dominance” of the West.? This
report examines this trend through both traditional and social
media. As for traditional media, China has spent over $1.5 billion
annually since 2008 on propaganda, with much of that going
toward initiatives in the Global South. This is especially obvious
in the strategies of China’s flagship news organization, Xinhua,
which describes itself as “light cavalry” in China’s global public
opinion war. Xinhua has described its media strategy as using a
combination of “shipbuilding to go out to sea” and “borrowing
aboatto go outto sea” (:EfiH )55 “EfE 1) THZE 5)—that
is, building up China’s own capacity to effectively disseminate
its message internationally, while using foreign social media

platforms to disseminate propaganda.* As part of these efforts,
Xinhua has over the years greatly expanded its networks to now
have the largest number of foreign correspondents of any news
agency in the world.® Other strategies include both coercing
and incentivizing journalists abroad to engage in more favor-
able coverage of China.

Chinese state entities have greatly expanded their presence on
social media as well. As of January 2021, Xinhua distributed on
average seven thousand three hundred articles, photos, videos,
and other media content in fifteen languages daily, garnering
over 200 million overseas social media followers across various
platforms (including Facebook, Twitter, and YouTube).® Indeed,
China-based Twitter account creation skyrocketed by over
6,000 percent over a period of just three months in 2017, fol-
lowing reports on the situation in Xinjiang in the Western press.
At the same time, however, there is a balancing act that the par-
ty-state faces when seeking to portray China as a confident
leader to global audiences while also being subject to popular
nationalism and domestic discontent in its actions.

As an example, tensions between different bureaucratic depart-
ments belie the official sanctioning of the assertive “wolf war-
rior” style of coercive diplomacy. In some instances, it appears
that different elements responsible for external messaging
within the Chinese government have initially contradicted each
other, sometimes going as far as refuting each other’s public
statements, before consolidating around a single message.
One such example occurred between the Central Propaganda
Department and wolf warrior diplomat Zhao Lijian around the
origins of the COVID-19 virus.

Self-censorship can be a nefarious side effect of the editorial
pressures that Chinese state news agencies bring—not just
in China’s favor but also for authoritarian governments with
which it is aligned. With regard to China’s efforts in shaping
public opinion, most studies have found that China’s messag-
ing at a general level is not especially resonant with local audi-
ences; however, some initial studies have shown that Chinese
propaganda can be effective at persuading audiences that the
“China model” is superior to that of democratic political systems

1 Kenton Thibaut, Chinese Discourse Power: Ambitions and Reality in the Digital Domain, Atlantic Council, August 24, 2022, https://dfrlab.org/2022/08/24/chinese

-discourse-power-ambitions-and-reality-in-the-digital-domain/.

2 The main principles of “media convergence” are laid out in this document issued by the Cyberspace Administration of China. The commentary is a
response to a document issued by the Chinese Communist Party (CCP) Central Committee on improving and modernizing national governance systems and
capabilities: Cyberspace Administration of China, “REIE/A B U010 £ 1E(E1EL” (‘How the Media Matrix Enable Communication Advantages”), April 10, 2020,
https://web.archive.org/web/20230724155333/http:/www.gstheory.cn/zhuanqu/bkjx/2020-04/21/c_1125885183.htm

3 Xu Guoliang, ‘27 EEFMEIENVEDFZIE S =2 2 W (“The Profound Connotation and Significance of Improving China’s International Discourse Power”),
Guangming Daily, November 28, 2021, https:/archive.ph/Cflcm#selection-439100-439198; Li Jiangjing, “Fa /7 EZ2 1/ T1E1B T U2k 14 2508 L2 ELN” (“The
Concealed Tactics and Countermeasures of Western Countries in Promoting Discourse Hegemony”), Qiushi, February 9, 2017, https://archive.is/D5NxJ.

4 “FSULEEEA B2 53 (“Excellent Reality-Themed Drama Sails ‘Going to Sea’), Xinhua, May 20, 2022, https://archive.is/D7fSb#selection-1791.2-1791.38.

Joshua Kurlantzick, Beijjing’s Global Media Offensive: China’s Uneven Campaign to Influence Asia and the World (Oxford: Oxford University Press, 2022).

CEHTREEIAT 20215 [Z E A E" (“Xinhua News Agency’s 2021 Departmental Final Accounts”), Xinhua News Agency, 2022, http://203.192.6.89/xhs/20220721

/20220721_2021bmjs.html.



https://dfrlab.org/2022/08/24/chinese-discourse-power-ambitions-and-reality-in-the-digital-domain/
https://dfrlab.org/2022/08/24/chinese-discourse-power-ambitions-and-reality-in-the-digital-domain/
https://web.archive.org/web/20230724155333/http:/www.qstheory.cn/zhuanqu/bkjx/2020-04/21/c_1125885183.htm
https://archive.ph/Cf1cm#selection-439.100-439.198
https://archive.is/D5NxJ
https://archive.is/D7f5b#selection-1791.2-1791.38
http://203.192.6.89/xhs/20220721/20220721_2021bmjs.html
http://203.192.6.89/xhs/20220721/20220721_2021bmjs.html
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in delivering growth and stability. On social media platforms,
Chinese officials have often engaged in coordinated influence
and information campaigns, including those spreading disinfor-
mation on the origin of the COVID-19 pandemic.

The second “prong” of China’s strategy of media convergence
is content innovation, which includes tailoring content (and the
narratives baked into it) in a way that best resonates with a par-
ticular audience, otherwise known as “precise communication”
(15 1L 1), China sees access to public opinion data abroad as
essential to enhancing its ability to tailor content. As the party
secretary and president of the online arm of the CCP’s flagship
People’s Daily stated in a 2022 address, the internet “houses
a vast amount of...data and is able to accurately reflect social
sentiments.... Using big data [analytics] and artificial intelligence
(Al), the internet can be a tool for strengthening the Party’s lead-
ership.”” To this end, China recently launched four State Key
Laboratories dedicated to using big data to better tailor con-
tent to specific audiences, as well as spread “positive energy”
through digital and social media.

In addition to shaping content, another tactic is to obscure the
fact that the content originates from Chinese state sources.
This is a phenomenon known as “political native advertising,” in
which Chinese state-run media organizations purchase space in
news outlets abroad to publish state-sanctioned content “cam-
ouflaged” as neutral news articles. In a 2020 report, Freedom
House highlighted that, especially in digital versions of local
newspapers, “China Observer’—an English-language column
produced by Chinese state media outlet China Daily—often
goes unlabeled as being state sponsored.

Lastly, a related strategy involves China’s attempts to control
local media environments via content-sharing agreements,
which in some cases end up flooding local media environments
with free or low-cost pro-CCP content. A huge part of this push
is to countries within China’s Belt and Road Initiative (BRI), a
majority of which are in the Global South.

The last frame for examining China’s digital discourse power
strategy is governance. This includes ensuring China-
sponsored standards, norms, and governance protocols in pri-
oritized industries are widely adopted, especially in the Global
South. China has, for instance, been active in shaping infor-
mation and communications technologies standards in the
International Telecommunication Union through a “flooding the
zone” strategy in which all China-affiliated members, be they
from academia, private industry, or government, vote as a bloc.
This ensures that standards proposals from Chinese entities

end up receiving the number of votes needed to be adopted by
the standards-setting body.®

These exchanges serve to spread Chinese cyber norms, such
as “cyber sovereignty” (4% =E4V), which is China’s vision for
internet governance that upholds a government’s sovereign
right to control the internet within its borders. The party-state
spreads this norm by advising governments on how to shape
laws and policies to govern the technologies (often Chinese-
provided, Chinese-standard-compliant) in their own societies.
This process becomes a positive feedback loop, creating a
degree of both technical and policy lock-in via China-provided
technical infrastructure, the standards through which it oper-
ates, and know-how and data governance fra meworks. At the
same time, China leverages its media relationships to flood local
environments with stories of the benefits of China’s investment
in developing countries’ futures.

...[Diplomatic] relationships allow China to
gain access to vast data resources related
to international public opinion on news
topics related to China...The Chinese state
can then use this data to hone its censorship
and propaganda apparatus...it can also
aid the People’s Liberation Army engage
in targeted information operations and
psychological warfare campaigns against
countries like Taiwan.

These relationships also allow China to gain access to vast data
resources. One Chinese firm outlined in this report, Nebula,
uses its big data and cloud computing technologies to obtain
vast amounts of data related to international public opinion on
news topics related to China. It uses a variety of analysis meth-
ods, including semantics and clustering, to understand public
preferences and “evaluate the difference between this under-
standing and media expectations...helping Chinese media
build top international discourse power and influence.” The
Chinese state can then use this data to hone its messages fur-
ther and enhance its censorship and propaganda apparatus.
It can deploy these improved tools and technologies in banal
ways, like helping the tourism bureau craft a compelling narra-
tive of “Beautiful China.” However, it can also use Nebula’s senti-
ment data to help the People’s Liberation Army engage in more

7 Tuvia Gering, “Discourse Power | August 31, 2022, Discourse Power, August 31, 2022, https://tuviagering.substack.com/p/discourse-power-august-31-2022; “ £

HEFE

A EM S N E D S AR EPRMEIESES)” (“Focus Theory China] Focusing on Telling Chinese Stories Well, Improving International Communication

Capabilities in All Areas”), China Social Sciences Network, June 10, 2022, https://archive.ph/9yodK.

8 Daniel R. Russel and Blake H. Berger, Stacking the Deck: China’s Influence in International Technology Standards Setting, Asia Society Policy Institute, November 30,
2021, https://asiasociety.org/sites/default/files/2021-11/ASPI_StacktheDeckreport_final.pdf.

9  Nebula, “EZRIESCCTVHELAETE - TR E ALUERT” (“Nebula Signed a Contract with CCTV+ to Open a Big Data Era for External Publicity”), Sohu, October 20,
2016, https://web.archive.org/web/20220809202933/https://www.sohu.com/a/116710708_439559.



https://tuviagering.substack.com/p/discourse-power-august-31-2022
https://archive.ph/9yodK
https://asiasociety.org/sites/default/files/2021-11/ASPI_StacktheDeckreport_final.pdf
https://web.archive.org/web/20220809202933/https://www.sohu.com/a/116710708_439559

targeted information operations and psychological warfare
campaigns against countries like Taiwan.

This report finds that, anecdotally, China’s efforts gain larger
ground in countries where civic freedoms are already limited
and where winning the support of a small coalition of political
elites matters over winning public support. In the rather extreme
case of Zimbabwe, China is openly and actively antagonizing
and targeting journalists and civil society activists. These find-
ings cast doubt on assessments of Chinese influence that look
solely at public opinion data. Such research may miss the fact
that in some domestic contexts, China sees elite capture as
much more important than winning hearts and minds.
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In short, China’s discourse power efforts are uneven. While the
popularity of its state and traditional media lags behind that of
Western countries, its efforts to shape the environments within
media and information spaces are much more effective—and
are in fact the focus of China’s discourse power strategy. China
is creating an alternative order in the Global South, and any
effort to make meaningful progress on technological gover-
nance will need to stem from an understanding of the ecosys-
tem that China has created, the push and pull factors facing the
countries that engage with it, and on clearly messaging what
the advantages of a democratic approach to such issues offers
to the global majority.
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INTRODUCTION

n the past decade, the Chinese Communist Party (CCP) has
Iembarked on an ambitious strategy to put itself at the heart

of an alternative international order that challenges the cur-
rent Western-dominated one. Previous reports from the Atlantic
Council’s Digital Forensic Research Lab (DFRLab) argue that a
primary way China’s leaders believe they can achieve this is by
gaining “discourse power” (1£1571Y), a type of narrative agen-
da-setting ability focused on reshaping global governance, val-
ues, and norms to legitimize and facilitate the expression of state
power® China’s leaders have clearly articulated that they believe
the United States gained and maintained its global leadership in
large part due to its discourse power dominance! In short, the
CCP believes that discourse power will assist China in gaining the
geopolitical power necessary to establish itself as a world leader,
to spread its norms and values, and to decenter US power in the
international system.

The party-state has focused on two primary domains in its push
for discourse power. First are the geographic regions of the
Global South, where it has engaged in extensive coalition-build-
ing efforts via propaganda campaigns and through peo-
ple-to-people exchanges. Second is the digital domain. Here,
China has sought to shape international governance mecha-
nisms in favor of its domestic technologies and the CCP’s polit-
ical exigencies; it has also sought to influence local informa-
tion ecosystems so that Chinese official narratives dominate.?
Central to this latter goal is gaining political buy-in for China-
defined norms such as “cyber sovereignty” (also sometimes
translated as “network sovereignty”)—a norm of internet gov-
ernance that privileges state sovereignty over civil liberties and
subordinates human rights to national security.”®

The party-state has clearly articulated its ambitions for gaining a
discourse power advantage in these two domains through pol-
icy documents, state-funded academic studies, expert work-
shops, technical blueprints, and in official and social media
spaces. However, there are gaps between the CCP’s stated
goals and to what extent the party has achieved them on the
ground. This report provides an initial overview of China’s efforts
in this vein. This includes both where the party-state is focus-
ing its human and financial resources, as well as the impacts of
Chinese policies in local environments.

This report analyzes China’s discourse power efforts through
a frame of “media convergence” (57 /1), a Chinese term
that refers to the integration of internal and external CCP

propaganda, the online and offline channels for its dissemi-
nation, and the mechanisms of oversight on which communi-
cations systems rely* More specifically, this report examines
“media convergence” across three vectors: channel expansion
(i.e., expanding the delivery vehicles for China’s messaging via
social media, digital media, etc.), content innovation (i.e., tailor-
ing content to the audience, targeting audiences more effec-
tively, and making content delivery more resonant and effec-
tive), and governance (i.e., ensuring Chinese standards and
norms regarding technological infrastructure and digital con-
nectivity are widely adopted).

China has been active in shaping
information and communications
technologies standards in international
organizations. These standards are crafted
to advantage the technical specifications of
Chinese domestic technologies, including
surveillance tools. Standards developed in
international organizations are adopted at
higher rates in countries in the Global South.

China’s capabilities in these areas have seen significant growth
in recent years, and the effect on shaping digital ecosystems
can be far-reaching. For example, China has been active in
shaping information and communications technologies (ICT)
standards in international organizations. These standards are
crafted to advantage the technical specifications of Chinese
domestic technologies, including surveillance tools. Standards
developed in international organizations are adopted at higher
rates in countries in the Global South. China also provides its
domestic surveillance technologies at favorable price points to
its partners in global majority countries through people-to-peo-
ple exchanges.

These exchanges serve to spread Chinese cyber norms, such
as “cyber sovereignty” (W45 -E1¥), which is China’s vision
for internet governance that upholds a government’s sover-
eign right to control the internet within a given country’s bor-
ders. It reflects the CCP’s priorities for domestic internet gover-
nance that include controlling the flow of information and ideas,

10 Thibaut, Chinese Discourse Power: Ambitions.

n Ibid.
12 Ibid.
13 Ibid.

14 Cyberspace Administration of China, (‘How the Media Matrix Enable”).




increasing cybersecurity, and gaining self-sufficiency in techno-
logical development®

The party-state spreads this norm by advising governments on
how to shape laws and policies to govern the (often Chinese-
provided, Chinese-standard-compliant) technologies in their
own constituent societies. This process becomes a positive
feedback loop, creating a degree of both technical and policy
lock-in via China-provided technical infrastructure, the stan-
dards under which it operates, and know-how and data gover-
nance frameworks. At the same time, China leverages its media
relationships to flood local environments with stories of the
benefits of China’s investment in developing countries’ digital
futures.

This process becomes a positive feedback
loop, creating a degree of both technical and
policy lock-in via China-provided technical
infrastructure, the standards under which
it operates, and know-how and data
governance frameworks. At the same time,
China leverages its media relationships to
flood local environments with stories of the
benefits of China’s investment in developing
countries’ digital futures.

In the scenario outlined above, there is broad penetration and
representation of Chinese interests across media, political,
social, and economic sectors in host countries. This can have
adverse affects in both democratic and nondemocratic civil
society spaces. For example, China’s presence can constrict the
space for civil society actors to debate the merits of, and in more
restrictive domains, freely report on, China’s deepening involve-
ment in their societies.

The above activities also have significant security implications.
Through the above process of standards setting, tech market-
ing, and policy and governance shaping, China gains access to
diverse data resources, which it can then use to enhance the
effectiveness of the tools and technologies that are part of its
extensive censorship and propaganda apparatus. It can then
weaponize these improved tools to exert more restrictive forms
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of social control over its own population, to craft more compel-
ling external propaganda narratives that expound the benefits
of Chinese involvement in local societies, or in psychological
warfare campaigns against geopolitical adversaries.”

At the same time, China’s successes are uneven. For the billions
of dollars the state spends on “strategic communication” each
year, multiple studies indicate that the resonance of its messag-
ing across the globe is mixed at best.” Efforts on global social
media platforms have at times been clumsily executed by large
numbers of inauthentic accounts, resulting in very little organic
engagement.® And in international fora, regional organiza-
tions, and in local media environments, civil society actors have
proven adept at developing strategies to counter and mitigate
nefarious impacts on their domestic digital spaces.”

This report provides granularity to areas of contestation and
investigates the gap between China’s stated intentions and
where its strategy is bearing fruit; it aims to provide potential
indicators of where priorities, successes, and obstacles lie in
China’s pursuit of its aims. As such, it is divided into three sec-
tions, assessing China’s efforts in channel expansion, in content
innovation, and, finally, in its discourse power efforts vis-a-vis
digital governance.

As a final note, while other regions and countries apart from the
Global South are featured throughout this report, many of the
examples in this report feature countries located in sub-Saha-
ran Africa. This is for three reasons: first, highlighting a particu-
lar region provides a more illustrative snapshot of both the vari-
ations and continuities within China’s discourse power efforts.
Second, China’s activities across all three lines of effort—chan-
nel expansion, content innovation, and governance—are patr-
ticularly salient in the region and help to establish a more direct
connection between discourse power capabilities and effects.
Third, the region has a special place in China’s discourse power
efforts. As China and Russia scholar Maria Repnikova writes, “a
special focus of the Chinese media going-out push has been in
Africa, which some see as a testing ground of its larger global
initiatives.”2°

15 Nadeége Rolland, “Introduction” in An Emerging China-Centric Order: China’s Vision for a New World Order in Practice, ed. Nadege Rolland, National Bureau of Asian
Research, NBR Special Report 87, August 2020, https://www.nbr.org/wp-content/uploads/pdfs/publications/sr87_aug2020.pdf.

16 Josh Chin and Liza Lin, Surveillance State: Inside China’s Quest to Launch a New Era of Social Control (New York, NY: St. Martin’s Press, 2022).
17 David Bandurski, “Chinese Propaganda, In a Local Paper Near You,” China Media Project, January 19, 2023, https://chinamediaproject.org/2023/01/19/chinese

-propaganda-coming-to-a-local-paper-near-youy/.

18  Shannon Vavra, “Research outs poorly constructed disinfo campaign aimed at Hong Kong protests,” CyberScoop, September 26, 2019, https://cyberscoop.com/hong

-kong-disinfo-campaign-graphika/.

19  Framing China’s Belt and Road Initiative: The Unexpected Power of Local Narratives, Global Voices, December 5, 2022, https://globalvoices.org/wp-content/uploads

/2022/12/BRI-CMO-ReportV2-FINAL_sm.pdf.

20 Maria Repnikova, Chinese Soft Power (Cambridge: Cambridge University Press, 2022), 22; Louisa Lim and Julia Bergin, “Inside China’s audacious global propaganda
campaign,” Guardian, December 7, 2018, https://www.theguardian.com/news/2018/dec/07/china-plan-for-global-media-dominance-propaganda-xi-jinping.
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CHANNEL EXPANSION, THE FIRST
PRONG OF ‘MEDIA CONVERGENCEFE’

he first prong in the “converged media” framework is

channel expansion. In terms of China’s discourse power

strategy, this refers to expanding lines of communication
for disseminating “external propaganda” (7} 5), also referred to
as “international communication” (E| & 1E).

The aim is to grow the international audience that is exposed
to Chinese narratives and norms, intending to erode the global
“discourse dominance” of the West.?' As one state-funded
research center report pointed out, “relying on the support of
hard power, Western countries spread their cultural values to
the world through various communication channels, and con-
stantly strengthen their so-called superiority over cultural val-
ues, thus placing the entire international media landscape in
the Western narrative.... [In doing so, it has] long occupied the
dominant position of world public opinion and grasped the dis-
course power of world public opinion.”?2

An increasing proportion of the resources provided for interna-
tional channel expansion are aimed at extending China’s reach
in the Global South, especially in Africa and Latin America.®®
China sees these regions as more amenable to its vision for
the global order, which emphasizes state-to-state relations
and de-emphasizes Western “universal values” such as human
rights and freedom of speech.?* Criticism of the United States
and other Western countries is a pervasive theme in Chinese
external propaganda. Indeed, in service of its goal to win
over Global South countries, China often positions itself as a
defender of the rights and interests of developing countries,
in contrast to the countries of the West.?®> These narratives
often draw on the real grievances of local communities regard-
ing the harmful legacies of Western colonialism and political
interference.?®

The below assesses China’s efforts at channel expansion
through the lenses of both traditional and social media. The
sheer scale of China’s expansion across these domains illus-
trates that, at least in terms of exposure, China’s media pres-
ence on the world stage has vastly increased.

Traditional media

China has placed considerable emphasis on state media as
a primary actor in its discourse power efforts.?” As discourse
power-related organs are tasked with “telling China’s stories
well” (0517 #728), the party-state has granted these bodies
increasing human and financial resources.?®

China has reportedly invested around $1.5 billion annu-
ally since 2008 to expand its international media presence,
though this figure is likely a conservative estimate.?° In 2009,
China announced it would invest around $7.25 billion to sup-
port its state media outlets in “going global,” including the out-
lets Xinhua, People’s Daily, China Central Television (CCTV),
China Radio International (CRI), and English-language paper
China Daily.*® Xinhua received almost a third of this budget,
the bulk of which went to support expanding its international
bureaus and to launching an English-language news channel,
CNC World News.*" Also in 2009, China Daily launched its US
edition, and the People’s Daily’s tabloid newspaper the Global
Times launched its English-language edition.*?

State media outlets receive content directives from the
Central Propaganda Department (CPD), one of the most cen-
tral organizations in China’s discourse power strategy respon-
sible for developing the overall “ideological orientation” of

21 Xu, (“The Profound Connotation”); Li, (“The Concealed Tactics”).

22 Hu Zhengrong and Wang Runjue, “FH[E[{£ 18 57 (L8RS 44" (“The Construction of Chinese Media Cultural Soft Power”), Research on Cultural Soft Power 18, 22

(2016).

23 Clyde Yicheng Wang, “Changing Strategies and Mixed Agendas: Contradiction and Fragmentation within China’s External Propaganda,” Journal of Contemporary China

31(2022), https://doi.org/10.1080/10670564.2022.2109808.

24 Kenton Thibaut, China’s Discourse Power Operations in the Global South, Atlantic Council, April 20, 2022, https://dfrlab.org/2022/04/20/chinas-discourse-power

-operations-in-the-global-south/.
25 Thibaut, Chinese Discourse Power: Ambitions.
26 Ibid.
27 Ibid.
28 Wang, “Changing Strategies.”

29 Paul Charon and Jean-Baptiste Jeangene Vilmer, Chinese Influence Operations: A Machiavellian Moment, Institute for Strategic Research, Ministry for the Armed

Forces, Paris, October 2021, 172, https://www.irsem.fr/report.html.
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The most recent publicly available and relatively complete budget data for Chinese Central Committee departments. The Central
Propaganda Department’s budget showed a 433 percent increase from 2014 to 2015.A

external propaganda.® The CPD sits under the CCP’s Central
Committee, which has seen increasing control over nearly all
aspects of the party-state’s policy apparatus since Xi Jinping
began his tenure as chair of the CCP and president of the state.
While Central Committee financial data is rarely published pub-
licly, one of the most recent, complete, and publicly available
sources of budget data is from 2015. The data shows that that
the CPD received 2.5 billion RMB, or $370 million, a 433 per-
cent increase from the year prior.3* While the jump in budget
can be partly attributed to a change in how public expenditures
were calculated from 2014 to 2015, it is still striking that the
CPD’s budget increased this substantially compared to either
decreased or stable budgets for other Central Committee orga-
nizations and functions.®

By 2015, Xinhua had almost doubled its number of overseas
branches from 2009.%¢ In the years following, Xinhua rapidly

built up its diplomatic capabilities, signing cooperation agree-
ments with news agencies in over one hundred countries and
regions and establishing ties with over twenty multilateral orga-
nizations.*” In addition to these channels, the outlet also sought
to scale up its online presence. In 2020, Xinhua platforms
received 58 million views from 21 million users daily among
WeChat, Weibo, and its home page.® As of January 2021,
Xinhua distributed on average seven thousand three hundred
articles, photos, videos, and other media content in fifteen lan-
guages daily, garnering over 200 million overseas social media
followers across various platforms (including Facebook, Twitter,
and YouTube).*®

A large part of this expansion has to do with Xinhua’s role in
China’s broader discourse power strategy. To this end, the
organization outlined a global information operations strat-
egy in a 2021 report. Defining itself as “light cavalry” in China’s

33 Thibaut, Chinese Discourse Power: Ambitions.

34 Yang Zhijin, “S S EFRE - REL /A S T 13768127 (“Learning the Budget of the Party Department: The Public Budget Expenditure of the Five Departments Is
3.768 Billion”), 21st Century Business Herald, March 18, 2015, https://archive.ph/Oqqgzm.

35 Ibid.

36 Anne-Marie Brady, "Authoritarianism Goes Global (ll): China’s Foreign Propaganda Machine,” Journal of Democracy 26, 4 (2015), https://www.journalofdemocracy.org

/articles/authoritarianism-goes-global-ii-chinas-foreign-propaganda-machine/.

37 “ETEmI 20227 F5 J3IE" (“Xinhua News Agency’s 2022 Departmental Budget”), Xinhua News Agency, 2022, http://203.192.6.89/xhs/20220324/20220324

_xhsbmys_v1html.

38 FEAEIAT20200F FEE )25 (“Xinhua News Agency’s 2020 Departmental Final Accounts”), Xinhua News Agency, 2021, http://203.192.6.89/xhs/20210708

/20210708_2020bmjs.html.
39 (“Xinhua News Agency’s 2021 Departmental”), Xinhua News Agency.
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global “public opinion war,”*° one of Xinhua’s goals for 2022
included channel expansion so as to “strengthen international
broadcasting capacity” and to become “[China’s] flagship of for-
eign propaganda.”

A core “channel” in Xinhua'’s strategy includes expanding the
number of its foreign correspondents, who work closely with
Chinese embassies to coordinate messaging and propaganda
priorities. Embassies relay messages and instructions on edi-
torial content from the Propaganda Department’s External
Information Bureau (X 7M57[5]/3) to state media outposts.
Editors of overseas bureaus are responsible for ensuring that
all external content adheres to government guidelines.”

Foreign correspondents are also tasked with gathering infor-
mation on local politics and on prominent figures, working
with the embassy and affiliated United Front Work Department
(UFWD) bodies.*> As some of the primary organizations tasked
with carrying out external propaganda related work, UFWD
organizations abroad are also tasked with developing a net-
work of “international influencers” who can serve as local advo-
cates for Chinese interests and who provide information about
local conditions of interest to the party-state.*® The information
gathered by foreign correspondents is often included in “inter-
nal reference” memos (A/Z), which are sent back to Beijing for
internal distribution to CCP leadership.*

Complementing this expansion of foreign correspondents,
China has also engaged in a strategy of “localization” (4~ T
1), which involves recruiting and hiring journalists and media
professionals in target countries to work for Chinese state enti-
ties and report on local conditions with a pro-China angle. One
of the more problematic aspects of “localization” is its poten-
tial impact on civil society, especially in countries with already
limited civic freedoms. An example of this is the prevalence
of state narratives that support authoritarian leaders friendly
to China’s interests. For example, stories in Chinese state-
owned CGTN Africa penned by African journalists working for
the organization have sought to legitimize the government of
Ugandan President Yoweri Museveni, which has a long history
of using state-led intimidation tactics to suppress dissidents
and to manipulate local election outcomes in its favor.*

Journalists working for Chinese media organizations abroad
also have reported facing strict editorial guidelines and bureau-
cratic intimidation. In a 2020 survey of African journalists

working for Chinese state media bureaus, respondents stated
that there was a “zero tolerance” editorial policy for news items
that promoted Western-style democracy; the survey also found
that African journalists who cross “official [propaganda] redlines
are likely to face sanctions.”¢

In a 2020 survey of African journalists
working for Chinese state media bureaus,
respondents stated that there was a “zero
tolerance” editorial policy for news items
that promoted Western-style democracy;
the survey also found that African
journalists who cross “official [propaganda]
redlines are likely to face sanctions.”

Atthe same time, however, there can be powerful incentives for
journalists to self-censor and adhere to Chinese editorial guide-
lines. In a survey of journalists working for Chinese state media
bureaus in Zimbabwe, respondents reported that, compared
to independent journalists, they gain increased access to their
own government officials and often get first access to govern-
ment developments and announcements, among other things.
One reporter stated that “it was far easier for [local employees
of CCTV] than for local Zimbabwean journalists to hold inter-
views with Zimbabwean politicians” because the CCTV journal-
ists “knew not to cross the line.”¥’

In addition to increasing the presence of foreign and local cor-
respondents, traditional state media outlets have also sought to
gain exposure for their content by expanding the platforms on
which it is disseminated. Organizations are increasingly using
mobile, web-based, and digital television platforms. Recent
studies suggest that China’s recent investment in such channel
expansion has, at minimum, increased the exposure of inter-
national audiences to Chinese sources. For example, a recent
survey conducted by a Chinese communications university out-
lined the inroads of China’s channel expansion in sub-Saharan
Africa, finding that, in a survey of 266 participants across thir-
ty-seven African countries, over 60 percent of those surveyed
first came into contact with Chinese media either “over the past
year” (i.e., 2019 to 2020) or “over the past five years” (i.e., 2015
to 2020). The same survey found that 74 percent accessed
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Chinese media through their mobile phones, 45 percent
through the web, 41 percent through television, and 16 percent
through traditional newspapers.*®

The statistics for mobile phones are notable, as Chinese firms
already hold the majority of market share in Africa’s smartphone
market and thus provide an important channel for engaging
consumers. For example, as of 2019, the Chinese firm Transsion
held almost two-thirds of the feature phone market and over 40
percent of the smartphone market in the continent.* The com-
pany came under fire in 2020 after pre-installed malware was
discovered on thousands of African users’ phones.°

At the same time that exposure has increased, assessments
are mixed regarding the dividends of this investment in improv-
ing public perceptions of China. One assessment compar-
ing China’s French-language propaganda in African coun-
tries found that Russian news content was reproduced seven
times more frequently in local outlets.> The authors found that
Chinese propaganda lacked resonance in the sampled French-
speaking countries because its narratives focused more on
promoting China rather than reporting stories on African issues.
The authors also found that outlets reproducing Chinese con-
tent did so largely because it was “freely available.”®?

A 2016 study of China’s English-language engagement in
Kenya found similar results. The authors found that despite “tre-
mendous efforts” to increase soft power by expanding media
presence, “public awareness and influence of the Chinese
media in Kenya [is] limited compared to the dominance of
Western media.” A 2016 study of the relatively independent
South African media environment also found that “the ‘China
story’ only enters local news agendas if it satisfies news values
as they are conceived in local practices and routines,” and that
“Chinese media do not yet seem able to present their content
such that it is either credible or appealing to local journalists.”>3
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An August 2022 study released by
researchers from Yale University showed
that, across nineteen countries, Chinese
propaganda was effective at persuading
audiences that the “China model” is
superior to that of democratic political
systems in delivering growth and stability.

A Chinese state-funded assessment from 2019 reported simi-
lar findings among Latin American countries. The report found
that Latin American audiences primarily turn to domestic media
for their understanding of relations with China, followed by—
in descending order—media from other Latin American coun-
tries, Western media (including the BBC and CNN), and, finally,
Chinese media.>* The assessment found that “among the five
Latin American countries [surveyed], only the Brazilian respon-
dents chose Chinese media over Western media [for reporting
on China-related issues].”*® The study urged the government to
“better tailor propaganda messages to local public opinion so
as to garner more views of Chinese state sponsored content.”

While findings regarding the impacts of China’s overall messag-
ing are mixed, more recent assessments indicate that its narra-
tives may be gaining resonance among global audiences on
specificissues.

An August 2022 study released by researchers from Yale
University showed that, across nineteen countries,® Chinese
propaganda was effective at persuading audiences that the
“China model” is superior to that of democratic political sys-
tems in delivering growth and stability. The authors noted that
“exposure to a representative set of Chinese [propaganda nar-
ratives] strengthens perceptions that the CCP delivers growth,
stability, and competent leadership. It also triples the proportion

E
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of respondents who think the Chinese system is superior to the
American system, from 16 to 54 percent.”’

The authors found that exposure to real Chinese propaganda
“doubles support for China’s political and economic models
[from baseline levels],” noting that in “head-to-head match-ups
with American state messages, global audiences move toward
China.”®® The findings showed that improvement in favorability
of China’s governance model makes “especially striking gains”
in regions of the Global South, in particular among countries in
Latin America and Africa.

With regard to channel expansion via traditional media, China
has spent billions annually, with much of that resourcing going
toward initiatives in the Global South. This is especially obvious
in the strategies of China’s flagship news organization, Xinhua,
which over the years has greatly expanded its network of for-
eign correspondents; other strategies include both coercing
and incentivizing journalists abroad to engage in more favor-
able coverage of China. At the same time, traditional media
organizations have expanded the platforms on which state nar-
ratives appear, most notably via optimizing content for mobile
devices, in which Chinese companies dominate the market.
Most studies have found that China’s messaging at a general
level is not especially resonant with local audiences; however,
some studies have shown that Chinese narratives, specifically
regarding the superiority of the “China model” of governance,
consistently outperformed US narratives.

Social Media

As part of its discourse power push, China has also sought to
expand channels of international communication via social
media, especially in the expanded presence of Chinese state
media, officials, and even state-owned companies on overseas
social media platforms.

Some of the first reported social media information opera-
tions attributable to Beijing can be traced to 2014, when jour-
nalists discovered a network of fake Twitter accounts ampli-
fying Chinese narratives attacking the Tibetan independence
movement.®® A series of external reports from 2015 to 2017
revealed an uptick in suspected Chinese state-sponsored
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Screencap of a text message from a suspected China-
linked disinformation campaign directed at Taiwanese
President Tsai Ing-wen. In 2017, residents in southern
Taiwan received text messages warning that the Tsai
administration would force temples to adhere to strict
new registration requirements as well as new tax and
operational regulations.?

activity on Western social media platforms. These include
reports that state media accounts were purchasing large num-
bers of Twitter followers,*° that Chinese operatives were using
LinkedIn to conduct espionage operations,® and that China-
linked actors had conducted disinformation campaigns against
the then-newly elected Taiwanese President Tsai Ing-wen.®?

More recent examples include a December 2021 investigation
by threat analysis firm Miburo that detected a massive cam-
paign of more than two thousand accounts across Facebook,
Twitter, and YouTube spreading CCP-aligned disinforma-
tion.®® Similarly, a recent investigation by the intelligence firm
Mandiant showed that, in June 2022, thousands of inauthen-
tic pro-CCP social media accounts promoted negative stories
about Australian, Canadian, and US rare earths companies as

57 Mattingly et al., “Chinese Propaganda Persuades.”
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59 Jonathan Kaiman, “Free Tibet exposes fake Twitter accounts by China propagandists,” Guardian, July 22, 2014, https://www.theguardian.com/world/2014/jul/22/free

-tibet-fake-twitter-accounts-china-propagandists.

60 Nicholas Confessore et al., “The Follower Factory,” New York Times, January 27, 2018, https://www.nytimes.com/interactive/2018/01/27/technology/social-media
-bots.html; Tom Grundy, “Did China’s state-run news agency purchase Twitter followers?” Hong Kong Free Press, April 14, 2015, https://hongkongfp.com/2015/04/14
/did-chinas-state-run-news-agency-purchase-twitter-followers/; Alexa Olesen, “Where Did Chinese State Media Get All Those Facebook Followers?” Foreign Policy,
July 7, 2015, https://foreignpolicy.com/2015/07/07/china-facebook-peoples-daily-media-soft-power/.

61 “German spy agency warns of Chinese LinkedIn espionage,” BBC, December 10, 2017, https://www.bbc.com/news/world-europe-42304297.
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a strategy to help protect China’s market dominance in the
sector.®*

China scaled up and extended its information operations
abroad in response to a number of major foreign policy events.
These included a July 2016 decision by a tribunal in the
Permanent Court of Arbitration of The Hague, which ruled that
China’s ongoing claims in the South China Sea were illegal.®
China’s English-language versions of its state media reacted
strongly to the news, spreading narratives aimed at nullifying
the legal authority of the tribunal by demoting its role as sim-
ply a “political tool.”®® According to a 2019 dataset released by
Twitter that tracked almost twenty-three thousand accounts
originating in China, a major spike in English-language account
creation occurred after the ruling (with forty-nine accounts cre-
ated in a single month, whereas the year prior had averaged
one to four per month).5”

Similarly, China engaged in widespread media and social
media activity in 2017 following Western media reports about
detentions of Uyghur Muslims in China’s western province

of Xinjiang.®® In August 2017, for example, just 761 Chinese-
language tweets were sent from the China-based accounts
identified in the Twitter dataset; this number skyrocketed to
37,935 in October and 47,041 in November of that year, follow-
ing increasing international attention on Xinjiang.®® The two
main languages used by these accounts from 2017 onward
were English and simplified Chinese, suggesting the target
audience was mainly diaspora Chinese and international users.

The Chinese party-state has in recent years invested signifi-
cantly in human resources allocated to operating foreign social
media accounts, both to spread positive China news and to
engage in what it terms “foreign public opinion monitoring.”

Such activities include government-funded software that col-
lects data from Twitter, Facebook, and other social media plat-
forms that deal with China-related topics. For example, a 2021
Washington Post article detailed several projects outlined in
government bidding documents related to foreign public opin-
jon monitoring, including a $320,000 software program that
mines Twitter and Facebook data to develop a database of
foreign journalists, and a $216,000 program from the Beijing
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municipal police that examines narratives on Hong Kong and
Xinjiang on Western platforms.’® Operators are tasked with
gathering comments and reactions from foreign citizens on
news related to China.” The findings are then written into
reports that are sent to CPD leadership.

Xinhua has described its media strategy as using a combina-
tion of “shipbuilding to go out to sea” and “borrowing a boat to
goouttosea” (M T E S MEMTE THLZE 5)—that s, build-
ing up China’s own capacity to effectively disseminate its mes-
sage internationally while using foreign social media platforms
to disseminate propaganda.’? As of March 2023, the Xinhua
News page had over 94 million followers on Facebook, CGTN
had over 119 million, China Daily had 107 million, and People’s
Daily had over 84 million. To compare, Reuters had about
6.7 million followers, BBC News had 59 million, and the New
York Times had around 18 million followers on their respective
Facebook pages.’® On Twitter, Xinhua News Agency had 12

million followers, CGTN had 13.1 million, China Daily had 4.1 mil-
lion, and People’s Daily had 6.7 million. In comparison, Reuters
had 25.7 million, BBC News (World) had 39.5 million, and the
New York Times had 54.9 million followers on Twitter”* As
Chinese citizens do not have access to Western social media
without the use of a virtual private network (more commonly
known as a VPN), these numbers very likely comprise a vast
majority non-China-based followers.

Cumulatively, using the numbers above, China’s state media
outlets have a potential reach of over 400 million accounts
on Facebook and about 36 million on Twitter. However, reach
does not necessarily correlate with resonance among audi-
ences, a fact that is further obfuscated by the possibility that
many of the follower accounts could be inauthentic (i.e., bots) or
duplicated across platforms. Similarly, while Chinese messag-
ing on social media garners more engagement, engagement

Chinese and Western News’ Follower Counts on Social Media
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Barcharts showing the number of followers on Facebook and Twitter for the pages or accounts of Chinese and Western news organizations.”

70 Cate Cadell, “China harvests masses of data on Western targets, documents show,” Washington Post, December 31, 2021, https://www.washingtonpost.com/national
-security/china-harvests-masses-of-data-on-western-targets-documents-show/2021/12/31/3981ce9c-538e-11ec-8927-c396fa861a71_story.html.

71 Wang, “Changing Strategies.”
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alone is not a perfect proxy for success given the ease at which
it can be fabricated or manipulated.”

An analysis of eight hundred posts from Chinese state media
sources across platforms on both Twitter and Facebook reveals
an average “like” count of 1,026, seventy-one shares, and twen-
ty-one comments.”® The ratio of followers to likes, shares, and
comments on posts from state media accounts indicates, on
average, a very a low level of engagement from user accounts.
Of the Chinese news organizations, the People’s Daily had
the highest level of engagement, with its posts being 138 per-
cent more likely to be shared than other state media plat-
forms, and 83 percent more likely to generate comments. The
People’s Daily content makes heavy use of short videos, and
its headlines tend to use dramatic language to capture users’
attention.””

Though the above may provide insight into which posting tac-
tics may yield greater resonance among audience members,

facebook

Watch Home Live Reels Shows  Explore

ke O Commant # st Q05 - 32 comments - 12 views

Screencap of the People’s Daily Facebook page featuring
dramatic headlines and short videos

such analyses yield imperfect results.

Network analysis may be used to shed light on understand-
ing how state media information travels within platforms, which
may provide clearer insights into its potential reach. For exam-
ple, a DFRLab network analysis shed light on how official
Chinese government accounts can serve as loci for disinforma-
tion narratives on Twitter.

As context, Chinese Ministry of Foreign Affairs (MFA) officials
have rapidly expanded their presence on Twitter since the
outbreak of COVID-19. In October 2018, the MFA operated
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only thirteen Twitter accounts; this number grew to eighty by
January 2020, at the start of the pandemic.”®

The DFRLab examined the spread of a China-sponsored
COVID-19 conspiracy theory on Twitter from May 1, 2020,
through November 20, 2021, in which Chinese officials claimed
that a US biolab at Fort Detrick was the actual site of the pan-
demic outbreak, rather than Wuhan, China. Findings showed
that the official account of Zhang Heqing, the cultural counselor
at the Chinese Embassy in Pakistan (@zhang_heqing), served
as a top disseminator of hashtags related to the disinformation
campaign across the entire Twitter platform. Specifically, his
account served as a “cut point”—an account which, if removed,
would most severely affect the spread of the narratives associ-
ated with the hashtags on Twitter.

In addition to spreading China-linked conspiracy theories,
embassy accounts on Twitter have also shown increasing
sophistication in targeting their messaging at local audiences
and increasingly appear to synchronize their messages. For
example, between August 18 and 25, 2021, Chinese diplo-
matic Twitter and Facebook accounts in Africa posted similar

Network map of #Detrick-related hashtags on Twitter
from May 1, 2020, through November 20, 2021. Each dot
represents an account that used the hashtag during the
query period. Lines indicate retweets, mentions, or quote
tweets between accounts. The labeled @zhang_heging
accountis a primary “cut point” in the network.”

narratives in English, French, Arabic, and Portuguese promot-
ing China-Africa partnerships, with five of the ten most popular

75 Julia Carrie Wong, “How Facebook let fake engagement distort global politics: a whistleblower’s account,” Guardian, April 12, 2021, https://www.theguardian.com
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76  Qingjiang Yao, “The News as International Soft Power: An Analysis of the Posting Techniques of China’s News Media on Facebook and Twitter” in Engaging Social
Media in China: Platforms, Publics, and Production, eds. Guobin Yang and Wei Wang (East Lansing, Michigan: Michigan State University Press, 2021), https://doi.org/10

14321/j.ctvih9dgin.
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/01292986.2020.1725075.



https://www.theguardian.com/technology/2021/apr/12/facebook-fake-engagement-whistleblower-sophie-zhang
https://www.theguardian.com/technology/2021/apr/12/facebook-fake-engagement-whistleblower-sophie-zhang
https://doi.org/10.14321/j.ctv1h9dg1n
https://doi.org/10.14321/j.ctv1h9dg1n
https://doi.org/10.1080/01292986.2020.1725075
https://doi.org/10.1080/01292986.2020.1725075

CHINESE DISCOURSE POWER: CAPABILITIES AND IMPACT

posts by engagement (likes, comments, and reposts) promot-
ing technological development.”®

Around this same timeframe, between August 11 and 28,
2021, official diplomatic accounts targeting the Middle East in
North Africa posted in Arabic, Turkish, and Urdu mocking the
United States and its Afghanistan policies, using political car-
toons, and attempting to tarnish the international reputation
of the United States. Three out of the ten most popular posts
(by likes, comments, and retweets) featured criticisms of US
policies in Afghanistan, while three of the top five most pop-
ular posts were political cartoons criticizing US involvement in
Afghanistan.®

Similarly, in June 2022, China launched a global campaign both
in advance and shortly after the Group of Seven (G7) meeting
highlighting this messaging criticizing the United States for its
“hypocrisy.” In the lead-up to the event, Chinese state-affiliated
accounts posted almost one thousand seven hundred posts on
China’s Weibo and eight hundred eighty posts on Twitter that
highlighted the inclusiveness of the BRICS forum (which brings
together the developing economies of Brazil, Russia, India,
China, and South Africa) and China’s role in establishing a more
equitable international environment.®'

Following the G7, the same accounts posted almost four hun-
dred posts on Weibo and over two hundred on Twitter with

W 5% CAO Yi pess 5l
@CaoYi MFA

2001vs 2021

448 AM - Aug 18, 2021

348 Retweets 27 Quotes 1,354 Likes 15 Bookmarks

A former Chinese diplomat to Irag and Lebanon posted the
above anti-US cartoon on social media. This post had the
most engagements from the period of August 11-28, 2021,
at1140.6

messaging that G7 initiatives only serve the interests of the
wealthy West, while China-led initiatives like BRICS served the
entire globe.®? Across global social media platforms, Chinese
government organizations, officials, and state media outlets
located in at least sixty-two countries promoted BRICS-related
propaganda.

Similarly, in December 2021, after Nicaragua switched dip-
lomatic recognition away from Taiwan, Chinese diplomatic
accounts and state media engaged in a series of coordinated
Spanish-language campaigns in over thirty countries, includ-
ing in more than sixty Spanish- or Portuguese-language posts
on Twitter. The campaign was designed to illustrate growing
global support for China’s position on Taiwan. The campaign
also took place on the second day of the Biden administra-
tion’s “Summit for Democracy,” to which Taiwan was an invited
participant.®®

Despite the appearance of a united front with regard to China’s
assertive messaging, however, reactions to such tactics—com-
monly referred to as “wolf warriorism”—within China itself is
mixed. China’s censors have previously removed discussions
on Weibo criticizing “wolf warrior” tactics.®

On March 31, 2021, for example, users on Weibo engaged in
heavy criticism of a Twitter post by Li Yang, the Chinese con-
sul general to Brazil, that accused Canadian Prime Minister
Justin Trudeau of turning Canada into a “running dog” of the

#Editorial: Itis claimed G7 and NATO summits will

showcase “unprecedented unity.” Obviously, that unity
is only among some small circles within the West. As
for the whole globe, what people hear is ominous
sound of a hom on a “divided world.”

globaltimes.cn/page/202206/12

The Group of Seven (G7) Summit opens amid protests
and low expectations bit.ly vT

A year later, G7's great "achievement”: having renamed
last year's plan

o) SharghaiPanda

“The infrastructure plan was first unveiled a year
ago, at last year’s G7 in Britain, but little progress
was made and the program has been renamed."
& & & RENAMED?!

This is the "great achievement" that the G7 has
achieved in one year! - RENAMED.

Screencaps of Chinese state media accounts on Twitter
posting similar narratives about the G7."
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Screencap of a Twitter post celebrating Nicaragua’s removal
of diplomatic recognition of Taiwan by the Portuguese-
language version of the People’s Daily.!

United States.®> Most criticisms revolved around the poten-
tial blowback on China of such a “vulgar” (YD) approach.
Chinese censors removed 46 percent of posts mentioning Li,
with the removed posts having garnered over forty thousand
interactions.®®

Tensions between different bureaucratic departments also
belie the official sanctioning of the “wolf warrior” approach. In
March 2020, MFA spokesperson and “wolf warrior” diplomat
Zhao Lijian initiated the first Twitter post claiming that COVID-
19 originated in the biological laboratory at US Army base
Fort Detrick in Maryland.®” Reportedly, the CPD had not been
informed in advance of the tweets, and initially, state media
outlets were directed to avoid addressing Zhao’s posts—with
the People’s Daily actually issuing a tweet refuting his com-
ments.® The People’s Daily Twitter account in March 2020 also
promoted an Axios interview with China’s ambassador to the
United States, Cui Tiankai, in which he states that itis “crazy” to
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spread rumors about the coronavirus originating in the United
States.®®

However, as Zhao’s message gained popularity among China’s
domestic population, the CPD changed tack, with state media
throwing its full support behind the conspiracy theory by May
2020.%° Such dynamics illustrate the balancing act that the par-
ty-state faces when seeking to portray China as a confident
leader to global audiences, while also being subject to popular
nationalism and domestic discontent in its actions.

Indeed, such sensitivities can also limit the effectiveness of
Chinese social media activities abroad. A Chinese govern-
ment-funded assessment of propaganda activities on global
social media platforms outlined the constraints social media
posed for expanding China’s discourse power. First, core plat-
forms such as Twitter, Facebook, and YouTube are all operated
by Western internet companies, and accounts are “subject to
the regulations of the platform,” such that “the state will take
stricter or even extreme measures to control Chinese media
accounts.”® Additionally, the study stated that many of the
“internet celebrities and talents” who are active on overseas
media platforms are labeled as “Chinese official media” by
Twitter and Facebook, and “the visibility of social media influ-
encers from China in the international communication field is
still low.”®2

However, at the same time, China has identified certain regions
as being potentially more amenable to social media penetra-
tion. Chinese scholars have written on the popularity of TikTok
[the international version of China’s Douyin (£12)], which as of
September 2021 reported over 1 billion global monthly active
users (MAUs)—a 45 percent increase from July 2020. A 2020
assessment by the Guangxi Social Science Think Tank high-
lighted the potential for China’s growth in the Southeast Asian
market in particular and emphasized the potential popularity
of not just TikTok, but also of Chinese social media platforms
WeChat and Weibo, due to linguistic similarities and the “rela-
tive underdevelopment of the domestic platform environment.”
The same article outlined how expansion into the market would
allow China to “localize content production and dissemination
adapted to local conditions” to improve its discourse power
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among the countries in the Association of Southeast Asian
Nations (ASEAN).%*

Similarly, a Chinese-funded survey of social media users in
sub-Saharan Africa found that Facebook and YouTube are the
most commonly used social media platforms at 68 percent of
audiences (combined, both platforms), followed by WeChat at
50 percent, and Twitter at 35 percent. The study concluded
that “the three platforms of Facebook, YouTube, and WeChat
are the main battlefields for Chinese media to ‘go global’ in the
region.”®s Expanding the use of WeChat among African audi-
ences could be an appealing proposition for the Chinese par-
ty-state, as it exerts control over the content and data on the
platform.

Such studies illustrate the synergies between the commercial
incentives of Chinese technology companies and the political
goals of the CCP. As an illustration, Xinhua’s All-Media Service,
established in 2014, monitors public sentiment on domestic
and global social media platforms like YouTube, Facebook, and
Twitter using big-data-driven social-listening tools, using this
information to shape editorial guidance.®®

With regard to channel expansion vis-a-vis social media, the
past several years have seen a dramatic increase in the visibility
and presence of state media on global social media platforms.
This was driven in large part by the need to respond to foreign
policy events and perceived strategic communication crises,
such as accusations against China regarding forced labor in
Xinjiang. China-based Twitter account creation skyrocketed by
over 6,000 percent over a period of just three months in 2017
following reports on Xinjiang in the Western press. On social

media platforms, Chinese officials have often engaged in coor-
dinated influence and information campaigns, including those
spreading disinformation on the origin of COVID-19.

Alongside an increased social media presence, China has also
been investing resources in public opinion monitoring and
developing new ways to deliver more resonant content, includ-
ing through short videos. In doing so, companies have come to
understand that the data gathered from these platforms is also
valuable for developing more tailored messaging. Such dynam-
ics illustrate the overlap of commercial and political incentives
with discourse power priorities, as discussed below in the sec-
tion on weaponizing data.
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CONTENT INNOVATION, THE SECOND
PRONG OF ‘MEDIA CONVERGENCEFE’

ile China has made headway in its goals for channel
pransion, it has also engaged in a strategy of con-
tent innovation to enhance the resonance of its exter-

nal propaganda to foreign audiences.

Three tactics guide China’s actions under this strategy. The first
is “precise communication” (15 /£1%1&), which, when applied
to external propaganda, involves tailoring content in a way that
resonates with target audiences—such as elites or the public
en masse—in third countries.®”

Second, in addition to shaping content itself, another tactic is
to obscure the fact that the content originates from Chinese
state sources. This is a phenomenon known as “political native
advertising,” a non-China specific term adapted from market-
ing studies. “Political native advertising” involves foreign gov-
ernments purchasing space in news outlets abroad to publish
content “camouflaged” as neutral news items.

Lastly, a related tactic involves China’s attempts to control local
media environments via content-sharing agreements, which
can flood local media environments with free or low-cost pro-
CCP content. China often promotes media agreements under
the auspices of other cooperation frameworks, including the
Belt and Road Initiative (BRI), and through regional organiza-
tions, with content-sharing agreements included as part of
these larger frameworks.®® As part of these efforts, state media
outlets also engage in economic coercion to control editorial
agendas, further warping the information space.

Precise communication

China’s embrace of “precise communication” resulted from
a growing understanding that existing external propaganda
strategies were failing to resonate with audiences abroad. A
range of government-funded internal assessments and aca-
demic papers in recent years found that Chinese narratives
had low salience among target populations; for example, one
2021 report outlined that, despite China’s attempts to spread

its narrative of a “community of common destiny” in Arab coun-
tries, the common impression among most of them were still
that of China as an exporter of cheap, low-quality goods.*®
These assessments found that stilted, propagandistic language
used by Chinese state-funded media was a primary barrier to
the resonance of pro-China stories.°®

Censorship of domestic Chinese social media reveals the sen-
sitivity of the CCP to these critiques. For example, on December
1, 2021, China engaged in extensive censorship on Weibo,
removing 99 percent of the posts that discussed how a British
columnist had claimed that he had been banned from publish-
ing with CGTN after he penned a piece for RT describing how
China’s propaganda was ineffective.

China has begun to embrace new media
and marketing techniques to increase
its appeal...Xinhua President He Ping
referred to this kind of content innovation
in a 2021 editorial, writing that the news
organization would “expand from broad-
spectrum propaganda to individual
expression,” reflecting this focus on precise
communication.

Despite—or perhaps because of—criticism of its propaganda
as stale, China has begun to embrace new media and market-
ing techniques to increase its appeal. Think tanks, experts, poli-
cymakers, and media staff are all actively innovating the propa-
ganda apparatus to appeal to a younger, more digitally literate
and global audience. Xinhua President He Ping referred to
this kind of content innovation in a 2021 editorial, writing that
the news organization would “expand from broad-spectrum
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propaganda to individual expression,” reflecting this focus on
precise communication.'?

China sees access to public opinion data abroad as essential to
enhancing its ability tailor content. To this end, China recently
launched four State Key Laboratories dedicated to “media
convergence and communication,” housed in the Ministry of
Education, the People’s Daily, Xinhua News Agency, and CCTV,
respectively. The Xinhua-run State Key Laboratory of Media
Convergence Production Technologies and Systems launched
under the CPD’s guidance, which tasked the lab with focusing
on “the applications of artificial intelligence to news production
and dissemination.”™®3

Xu Zhengzhong, chairman of the Academic Committee of the
State Key Laboratory of Communication Content Cognition
under the People’s Daily, described the lab’s role as using big
data to better tailor content to specific audiences, as well as
spread “positive energy” through digital and social media. The
lab’s guidance includes “building a mainstream public opinion
pattern that integrates online and offline, internal and external
propaganda” using big data as the support.*

At the 2022 Internet Civilization Conference, Ye Zhenzhen,
the People’s Daily online president and party secretary, under-
scored the utility of big data access to shaping more tailored
communications, thus furthering China’s discourse power
goals. He stated, “the internet houses a vast amount of eco-
nomic and social data and is able to accurately reflect social
sentiments and public opinion. With the scientific and techno-
logical support of big data [analytics] and artificial intelligence
(Al), the internet can be a tool for strengthening the Party’s
leadership.”0®

“The internet houses a vast amount of
economic and social data and is able to
accurately reflect social sentiments and
public opinion. With the scientific and
technological support of big data [analytics]
and artificial intelligence (Al), the internet
can be a tool for strengthening the Party’s
leadership.” - Ye Zhenzhen
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discussions of the topic were heavily censored.
China has also provided increased funding for academic work
on these topics. In 2016, there was a major uptick in publica-
tions exploring the topics of “new media,” “converged media,”
and “media innovation” among Chinese think tanks, experts,
and scholars after Xi, the Chinese president, called for more
innovation in the media environment.°® An analysis of Chinese-
language academic research database CNKI showed that
published academic research on applications of artificial intel-
ligence (Al) on news and media dissemination and content pro-
duction almost quadrupled from 2016 to 2017 (from fifty-eight
to 206), then more than doubled from 2017 to 2018 (from 206
to 447)°7 Of the 2,285 articles tracked in the database cover-
ing the topics of Al + News Media, 156 received funding from
China’s National Social Science Fund, which funded thirty-six
studies on the topic in 2021, up from six in 20178

In one study, titled “Chinese Enterprises Going Out to Europe,
America, and Chinese Media Communication Strategy and
Tactics,” researchers outlined the utility of access to public sen-
timent data for shaping “precise communication” as follows:

“With regards to external propaganda, after the
optimized content reaches the target audience
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of Media and Promote the Construction of National Key Laboratories”), China Environmental News, December 9, 2019, https://archive.ph/e7XhL.

105 Gering, “Discourse Power”; [“(Focus Theory China) Focusing on Telling Chinese Stories”], China Social Sciences Network.
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through expanded communication channels,
if intelligent human-machine dialogue can be
continuously realized or supplemented by customized
interaction in different languages and cultures, the
communication effect will be greatly improved....
However, the effectiveness of relational connection
needs to rely on further dialogue and interaction.
The traditional Al model will inevitably encounter
physical and resource bottlenecks in the face of the
blowout of big data. We must continue to upgrade our
Al capabilities to meet the opportunities [for external
propaganda]in the era of big data.”*®

Political native advertising

In addition to “precise communication,” another way that China
has sought to increase the resonance of its messaging is to
obscure the fact that government narratives are originating
from government sources. This is referred to as “political native
advertising,” of which a core strategy involves foreign govern-
ments purchasing advertising space in news outlets abroad
and disguising the origin of the content as being provided by
the state.™ In a study on the effects of such advertising, media
scholars Yaoyao Dai and Luwei Lugiu explain that “those who
engage in this form of propaganda hope to exploit the higher
credibility of the hosting media site to enhance the persuasive-
ness of their message.”™

In their study, Dai and Luqiu came to several troubling con-
clusions: first, that “respondents struggle to distinguish politi-
cal advertisements from standard news stories regardless of
their level of education and media literacy;” second, that “polit-
ical advertisements are more convincing if they appear on and
are perceived as news from an independent hosting media site
than in a government-controlled news outlet;” and third, that
“trustin the hosting media site declines if the political advertise-
ment is detected.”™

China has embraced political native advertising as a core fea-
ture of its external propaganda strategy. One example is the
“China Observer” (also translated as “China Watch”) col-
umn that the English-language state media outlet China Daily
produces. The column highlights achievements of China’s
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development model and tells “positive China stories” to the
world. Currently, over forty news outlets in twenty countries
publish the monthly “China Observer” column; China Daily
claims that the column has a circulation of “around 4 million”
readers.™ The column appears in papers in the Global South
but also in Western newspapers, including the Washington
Post (the United States), the Telegraph (the United Kingdom),
Handelsblatt (Germany), Stiddeutsche Zeitung (Germany,
though it stopped running the column in 2018), Le Figaro
(France), Le Soir (Belgium), De Standaard (Belgium), and El Pais
(Spain). In a 2020 report, Freedom House highlighted that, in
digital versions of newspapers especially, the “China Observer”
column often goes unlabeled as being state sponsored.™

Content sharing and applying editorial
pressure

In addition to its own media coverage, China has expanded
partnerships and content-sharing agreements with local media
companies to better disseminate propaganda. For example, in
addition to the “China Observer” column, the China Daily also
founded the Asia News Network, which covers twenty-one
news organizations in nineteen Asian countries and provides
free content and journalist exchanges in exchange for pro-
China coverage.™

A huge part of this push is to countries within the BRI, a major-
ity of which are in the Global South. For example, China funds
the Forum of Africa-China Cooperation (FOCAC), which it rou-
tinely uses as a venue for its state media outlets to sign agree-
ments with national press agencies of African participants; the
agreements themselves encourage local press agencies to
distribute China-provided media content,"® which is provided
for free to both public and private local media organizations."”
lllustrating the scope of some of these content agreements,
in June 2022 alone, over 80 percent of China-related articles
published by the state-owned Kenya Broadcasting Corporation
were sourced directly from Chinese state media."™®

Another example of how China bakes in content sharing in
its media cooperation activities can be seen in China Media
Group’s November 2019 content-sharing and joint produc-
tion agreement with Brazil’s Band network, the country’s
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Communications University, “Chinese Enterprises Going Out to Europe, America, and Chinese Media Communication Strategy and Tactics,” Project No. HW17133, 2019).

10 Yaoyao Dai and Luwei Lugiu, “Camouflaged Propaganda: A Survey Experiment on Political Native Advertising,” Research & Politics 7, 3 (2020).

m Ibid.
12 Ibid.
13 “China Daily’s global development,” China Daily, https://archive.ph/aYJae.

14 Sarah Cook, Beijing’s Global Megaphone, Freedom House, 2020, https://freedomhouse.org/report/special-report/2020/beijings-global-megaphone.

15 “About Us,” China Daily, accessed March 9, 2023, https://archive.ph/wRY03.

16 Selma Mihoubi, “La Stratégie d’Implantation de Radio Chine Internationale (Rci) en Afrique Sahélienne” [“The Implementation Strategy of Radio China International (RCI)

in Sahelian Africa”], Norois 252, 2019.
117 Douzet et al., “Mapping the spread.”

18  Arthur Kaufman, “China Plays Mediator in the Horn of Africa, Leverages Local Media to Reinforce Narrative of Benevolence,” China Digital Times, June 28, 2022, https:/
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third largest media organization by viewership. One program
included in the agreement was Mundo China, which has rep-
licated Chinese narratives refuting accusations of forced labor
and genocide in Xinjiang."™ Similarly, the DFRLab previously
outlined how Xinhua’s content-sharing agreements with news
organizations in South Africa have led to a preponderance of
Chinese narratives in the local information space, including
those spreading disinformation about the origins of COVID-
19.2° One major concern with this is, as a German Marshall
Fund study found, “through content-sharing agreements, these
stories are seen by many citizens on local news websites with
few clear indications they come from Chinese media.”"? Such
examples illustrate how China’s communications strategies,
such as political native advertising and content sharing, can be
mutually reinforcing.

The availability of free content is also represented in China’s
digital TV footprint. The China-funded digital TV company
StarTimes, which provides content to millions of households
across both urban and rural Africa, publishes articles giving
favorable coverage to the Chinese government, with CGTN
channels offered as a part of its cheapest service package
while placing international news channels, such as BBC World
News, in more expensive packages.??

Chinese embassies also pay local newspapers to run
state-sponsored columns and news items.?® A July 2022 study
by the China Global South Project found that nearly every major
newspaper in Kenya ran the same column penned by Chinese
Ambassador to Kenya Zhou Pingjian refuting the narrative that
China engages in “debt trap” diplomacy in Africa. The ambas-
sador also took the opportunity to highlight the advantages of
Chinese versus Western funding, stating that “the fact is, financ-
ing from Western countries mainly focuses on non-manufac-
turing sectors, and often comes with political strings attached,
such as reforms in human rights.”'?4

In several African countries, reporters
working with state-owned news
organizations that hold cooperation
agreements with China face pressure to
publish pro-China stories or to otherwise
censor themselves from writing content
that would contravene China’s state
media’s editorial guidelines.

China also uses its economic leverage to actively shape edi-
torial agendas. Recent scholarship has noted how, in several
African countries, reporters working with state-owned news
organizations that hold cooperation agreements with China
face pressure to publish pro-China stories or to otherwise cen-
sor themselves from writing content that would contravene
China’s state media’s editorial guidelines.

Recent scholarship has also pointed out the existence of a pos-
itive relationship between Chinese training and support for
local media organizations and the presence of pro-China pro-
paganda in domestic state-affiliated news organizations.?® One
study on China’s media influence in Mauritius found that:

“The state broadcaster covers government-to-
government news items at great length, often
emphasizes China as a friendly country, and devotes
extended coverage to the key development projects
China finances. Notably, several journalists working
at the Mauritius Broadcasting Corporation have
trained at Chinese universities. In addition, the
broadcaster’s building was constructed using an
interest-free loan from China. On the other hand,
private media is more cautious in balancing coverage
between China and other foreign entities. Journalists
from private media have been more willing to write
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critical pieces pertaining to China’s real estate
development, infrastructure campaigns, and Safe City
project, among other activities.”"?

Other research reveals similar trends. A China Digital Times
analysis of the state-owned Somali National News Agency
(SONNA) found that, in August 2022 alone, the site pub-
lished an article praising China’s policies in Xinjiang, ran arti-
cles by Chinese Ambassador to Somalia Fei Shengchao pro-
moting China’s Global Security Initiative, and published two
articles defending China’s claims over Taiwan. Lastly, SONNA
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Is China Kenya's largest creditor? No way!
'debt trap’ claim is misleading

The JKIA-Westlands Expressway is financed by a Chinese-based company. [Elvis Ogina, Standard]

Screencap of Chinese Ambassador to Kenya Zhou
Pengjian’s article in Kenyan newspaper the Standard,
refuting the “debt trap diplomacy” narrative surrounding
China’s engagements in Africa.t

published an editorialized version of the Chinese ambassa-
dor’s original article defending the One China policy without
indicating that the origin of the article was a Chinese state
source”” The Xinjiang article was written by a journalist who
at the time was attending China’s Forum of China-Africa Media
Cooperation in Beijing.
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The state-owned Ethiopian News Agency (ENA) also publishes
a large number of pro-China pieces. An August 2022 article,
written by an Ethiopian journalist who at the time was partici-
pating in a media training program in Beijing, featured effusive
praise of China’s model of “South-South cooperation,” describ-
ing its engagement through the BRI as “surely...a more solid
foundation for building a strong thrust for the rise of developing
countries as a whole.”'?®

An interview in ENA with Ethiopian Ambassador to China
Teshome Toga highlighted the “distorted and too often mis-
leading narratives peddled by outside interest groups regard-
ing Africa-China Cooperation;” in verbatim repetition of
Chinese phrasing, the ambassador noted that “China and
African countries are a community with a shared future” and
that media outlets “should strive to enhance mutual trust and
cooperation.”™® According to a count by China Digital Times,
“all eight of the articles about China in ENA [in August 2022]
praise China-Ethiopia cooperation: affirming China’s Taiwan
policy, praising Chinese projects in Ethiopia and Africa, and par-
roting Chinese embassy press releases.”™°

Arecent ASPI blogpost identified similar trends in the Solomon
Islands where articles pushed by the CCP in domestic media
outlets were able to penetrate and resonate with local audi-
ences more effectively.® The analysis showed that negative
China sentiment declined in correlation to real-world efforts
by CCP officials to influence public sentiment, largely through
these domestic media channels.®?

At the same time as it actively promotes pro-China stories in
local outlets, Beijing has also used its political and economic
leverage to censor negative coverage. An Economist investi-
gation found that, in response to a political cartoon drawn by a
local journalist criticizing its mining activities in the country for
the environmental issues it has caused, the Chinese Embassy
in Ghana had urged a Ghanaian government minister to help
bilateral ties between the two countries by “guiding the media
to report more objectively” on its gold-mining activities.™

In one well-publicized account from Zimbabwe, the ruling
Zimbabwe African National Union—Patriotic Front (ZANU-PF)
party leveraged its control over domestic media to launch a
national campaign against several journalists and nongovern-
mental organizations (NGOs) critical of Chinese mining activ-
ities. The state-controlled Zimpapers operates one of the
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country’s leading newspapers by circulation numbers, the
Zimbabwe Herald. Using the Herald as a mouthpiece, ZANU-PF
accused these actors, as well as independent newspaper the
Standard, of being part of a US government-funded operation
to weaken China-Zimbabwe ties by sowing domestic division
over China’s mining presence in the country.®*

The Twitter account for the Chinese Embassy in Zimbabwe
amplified these narratives. The account launched a campaign
using the hashtag #Mr1k (referring to the unsubstantiated
claims that the United States pays $1,000 per pitch for nega-
tive China stories) to attack Zimbabwe-based NGOs and jour-
nalists, claiming they are paid agents of the United States. The
#Mrlk hashtag reached a peak on Twitter on May 6, 2022, the
same day that the Crisis in Zimbabwe Coalition, a conglomera-
tion of around seventy-five civil society organizations focused
on promoting democracy in the country, issued a letter criti-
cizing what it described as China’s exploitative business prac-
tices in the country®® Between August 2021 and August 2022,
the hashtag garnered 5.91 million impressions and a reach of
2.62 million.*® The majority of hashtag uses were retweets, an
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Screencap of an article in SONNA by Chinese Ambassador
to Somalia Fei Shengchao defending China’s claims over
Taiwan. The title reads, “We will not change the One China
policy and will return Taiwan to the Motherland.” Machine
translated by Google M

indication of potential inauthentic manipulation, as a dispro-
portionately high volume of retweets can be a sign of potential
inauthentic amplification by inorganic accounts, a tactic previ-
ously used by China on the Twitter platform.”’

A May 6, 2022, tweet from the Chinese Embassy in Zimbabwe’s
official Twitter handle containing the #Mr1k hashtag received
the highest number of engagements (one thousand one hun-
dred). The tweet directly targeted two prominent Zimbabwean
opposition figures, both of whom had been previously arrested
by police for “spreading falsehoods” after reporting on gov-
ernment corruption by ZANU-PF members and for organiz-
ing protests against the previous administration®® By lending
credence to the narrative that civil society actors in Zimbabwe
are US-government funded, the Chinese Embassy continues
to provide a veneer of political legitimacy to ZANU-PF’s long-
standing practice of targeting and cracking down on critics of
the ruling regime.*®

Chinese involvement in local media can also
constrict the space for members of local
communities to debate the merits of and—
in more restrictive domains—freely report
on China’s deepening involvement in their
societies. Specifically, Chinese ownership
in local media companies has been found to
have a positive and significant relationship
to pro-China media coverage.

In addition to providing political cover for crackdowns on civil
society, Chinese involvement in local media can also constrict
the space for members of local communities to debate the mer-
its of and—in more restrictive domains—freely report on China’s
deepening involvement in their societies. Specifically, Chinese
ownership in local media companies has been found to have
a positive and significant relationship to pro-China media
coverage.*®

For example, South Africa’s Independent Media is a private
media company of which 20 percent is owned by Chinese
state entities. Previous DFRLab research found that its affiliated
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news media site Independent Online (IOL) had published pro-
China conspiracy theories on COVID-19’s origins and that its
editorial team has a close relationship with Chinese state enti-
ties™ A recent content analysis of China-related articles run in
Cape Times, one of the newspapers owned by IOL, showed
that coverage of China became “dramatically more favorable”
following its 2013 investment in IOL. Coverage of human rights
issues in China had fallen by around 85 percent between 2013
and 2020 when compared to articles published between 2004
and 2013, before China’s investment in Cape Times."?

Aside from China’s direct efforts to influence editorial agen-
das, there are also significant economic incentives that encour-
age pro-China coverage. A 2021 survey conducted with the

Africa, China Media Synergy Crucial to
Foil Disinformation, Says Ethiopian Amb.

Teshome
@ 792

(@@ )

Screencap of an article in ENA. The first line of the article
reads, “China’s media synergy is crucial to foil disinformation
peddled by outside interest groups concerning Sino-Africa
cooperation, Ethiopia’s Ambassador to China, Teshome
Toga, said.™
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Zimbabwe Union of Journalists (ZUJ) indicated that the coun-
try’s journalists often increase positive coverage of China
in order to better position themselves to participate in bilat-
eral exchange programs.®® ZUJ nominates journalists to the
Ministry of Information in Zimbabwe, with the Chinese Embassy
in Harare having the final say on which journalists attend.

A similar study on China’s influence on Ghana’s media envi-
ronment found that underfunded and under-resourced jour-
nalists find China’s offers of free training and equipment highly
appealing. However, these offers rarely come with no strings
attached. In fact, the study found that “not only [are] local jour-
nalists compelled to promote a positive image of China and its
policies, some stations and media outlets are also compelled
to promote Chinese content ahead of local or Ghanaian news
items, adversely affecting the general media environment in
Ghana.”#*

These calls for Africa to “tell China’s stories well” are evidenced
at the highest levels of Chinese leadership. At the August 25,
2022, Forum on China-Africa Media Cooperation in Beijing,
CPD head Huang Kunming, on behalf of Xi, urged representa-
tives from forty-two African countries to ensure that their jour-
nalists would be “advocates for development, to tell the stories
of the new era in China-Africa cooperation well, and promote
the common values of all humankind.”**® Sessions at the forum
included those focusing on “media development policy, con-
tent cooperation, new technology applications, and digital con-
vergence.”® During the event, African Union of Broadcasting
CEO Gregoire Ndjaka highlighted that media training was a par-
ticular strong point in the China-Africa relationship.*’ Indeed,
according to a China Daily report, as of August 2022, China
had provided media training for over three thousand African
journalists#®

Huang gave similar remarks at the August 2022 Media
Cooperation Forum on the Belt and Road, which included
more than one hundred twenty media representatives from
forty countries and international organizations in the BRI. In a
speech at this forum, the CPD head emphasized the media’s
“indispensable role in disseminating information, fostering
mutual trust, and building consensus,” urging their “participa-
tion, actions, communication and cooperation in the joint build-
ing of the Belt and Road.”**®

141 Thibaut, “China’s COVID-19 messaging.”
142 Sundquist, “Telling.”
143  Mano, “Geopolitics.”

Arthur Kaufman, “Ghana Study Highlights Chinese Drive for Global Media Influence,” China Digital Times, June 8, 2022, https://chinadigitaltimes.net/2022/06/ghana
-study-highlights-chinese-drive-for-global-media-influence/; Emmanuel K. Dogbevi, “China in Africa’s Media: A Case Study of Ghana” in Political Front Lines: China’s
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“Senior CPC official stresses enhanced media contribution to Belt and Road construction,” People’s Daily, August 10, 2022, https://archive.ph/aUZni.
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Metrics for the #Mr1k hashtag between August 2021 and August 2022 using Meltwater Explore. The hashtag reached a peak on May
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frequency of the hashtag use over time, while the line graph on the bottom shows the percentage of hashtag responses that were
original tweets, retweets, and quote tweets. The high number of retweets indicates potential inauthentic amplification, as used by
China on Twitter in previous campaigns.©
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GOVERNANCE, THE THIRD PRONG OF
‘MEDIA CONVERGENCEF’

convergence” is governance. In this aspect, China has

embarked on a concerted push to expand its capabilities
and influence over governance of technological infrastructure
and connectivity.

The third and final prong of China’s approach to “media

Of the areas surveyed, China’s efforts at standards shaping and
digital governance have the potential to be the most far reach-
ing, for example, in the areas of facial recognition and surveil-
lance technologies. While China still lags behind the United
States in terms of its overall technological prowess, its inroads
are especially visible in the Global South.”°

Underscoring this point, in February 2022, Chinese scholar
Wang Jisi assessed that China’s breakthroughs in 5G commu-
nication and ICT standards were more successful relative to
other sectors, including technology and product standards in
sub-sectors such as memory and auto chips® The assessment
also outlined that, globally, China was relatively behind the
United States in terms of “soft standards, like core technolog-
ical advantages, market penetration, and user acceptance.”™?
However, while on the global stage China may still be behind
the United States, its standards have seen asymmetrically rapid
uptake in the Global South.

Standards

The United Nations is at the center of China’s discourse power
strategy and plays a core role in its vision for the global order.
The CCP sees the UN as one of the primary vehicles for reshap-
ing the international order by institutionalizing Chinese policies
and norms at the global level®® One of the areas of the UN in
which China has been increasingly active in recent years is in
promoting its technical and digital standards, including norms
of governance. These standards ensure interoperability across
products, network systems, and technologies adopted across
markets. They also can grant incredible market power to first
movers and early adopters.

The UN tends to occupy a place of elevated importance to
global majority countries for several reasons, the most powerful

of which is the principle of sovereign equality of all countries
under the UN system. More specifically, the organization’s
principle of “one country, one vote” allows for less powerful
countries to speak to the concerns of developing nations on
a more equal footing; at the same time, UN mechanisms allow
smaller countries to air grievances and advocate policy posi-
tions to more powerful countries in coalitions or as a group, in a
way that their individual status would not otherwise allow.™* As
such, the UN’s endorsement is particularly valuable for Chinain
securing acceptance of its norms in the Global South.™®

When applied to standards setting, national or regional stan-
dards-setting bodies in the Global South are either nascent, do
not exist, and/or are underfunded. As such, adopting pre-vet-
ted UN standards helps to streamline the process. However,
Chinese-sponsored international standards often mirror those
developed by China’s domestic companies—thus, UN stan-
dards adopted across the globe are often those that are tai-
lored to the end use goals of these firms and, by extension, the
CCP.

China’s engagement in multilateral
standards-setting bodies serves two
complementary goals: (1) promote the
uptake of Chinese domestic technical
standards in international standards-
setting organizations, and (2) encourage
their adoption in third markets via
cooperation agreements, largely with
countries in the Global South.

China has been active in multilateral standards-setting bod-
ies and has strong representation among its domestic indus-
try representatives in the leadership of these organizations.'®®
China’s engagement in this space serves two complementary
goals: (1) promote the uptake of Chinese domestic technical

150 Paul Triolo, “Why did a Peking University paper on China’s tech deficiencies get deleted?” China Project, February 25, 2022, https://thechinaproject.com/2022/02/25
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151 Peking University International Strategy Research Group, “f& R4S A28 S5 - 99475 2 £27 (“Sino-US Strategic Competition in Technology: Analysis and
Prospects”), US-China Perception Monitor, January 30, 2022, https://archive.ph/Xz6VD.
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.20211884958.
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Screencap of a 2020 post on Weibo by the China Academy of Information and Communications Technology (CAICT), a think tank
affiliated with China’s Ministry of Industry and Information Technology (MIIT). The MIIT plays a major role in developing China’s technical
standards for areas like 5G and telecommunications more broadly. The post reads, “#5G# [The 5G technical solution submitted by
China has successfully become the 5G international standard recognized by the International Telecommunication Union] On the
evening of July 9, 2020, Beijing time, the ITU-R WP5D#35 meeting announced the IMT-2020 (5G) technical solution. China’s wireless
air interface technology solution based on 3GPP technology has successfully become a 5G solution approved by ITU. China’s 5G
wireless air interface technology solution is based on 3GPP new air interface (NR) and narrowband Internet of Things.” ?

standards in international standards-setting organizations, and
(2) encourage their adoption in third markets via cooperation
agreements, largely with countries in the Global South.

First, China highly encourages its domestic companies to sup-
port the state’s goal of having domestic standards adopted
in global governance bodies. Joint awards from the Central
Cyberspace Administration of China, the relevant departments
of the State Council, the Equipment Development Department
of the Central Military Commission, industry associations, the
State Administration for Market Regulation, and the National
Professional Standardization Technical Committee are also pro-
vided to organizations and individuals who help develop stan-
dards for the International Organization for Standardization
(ISO), International Electrotechnical Commission (IEC), and
International Telecommunication Union (ITU). The 2017
Standardization Law specifically outlines incentives for univer-
sities and research centers that contribute to this work, includ-
ing a $155,000 yearly award for firms that work to promote
domestic standards in UN bodies, and bonuses for executives
who earn leadership positions in these organizations.™’

Such a strategy is clearly outlined in the national stan-
dards-setting plan, the “National Standardization Development
Framework” ([EZ 5 /&L & E %), released by the
CCP’s Central Commission in 2021. In the plan, the Central
Commission and the State Council outlined the goal that, by
2025, China’s standardization work would move from strictly
domestically driven to “mutual development and promotion of
domestic and international standards.”™® A review of China’s
2020 standards work boasted that, in that year alone, Chinese
experts had assumed leadership positions in twelve ISO and
IEC technical institutions, covering areas ranging from lab

design to robotics. It said that China had “transformed 880
international standards and put forward 278 international stan-
dard proposals in the fields of artificial intelligence...biotech-
nology, aerospace, Internet of Things, and semiconductor
devices.”®

As implicated above, China’s interests in organizations like the
ITU span numerous issue areas and recruit involvement from all
sectors of society; these groups are then rallied behind a uni-
fied goal of advancing Chinese-led standards. As China scholar
Rogier Creemers writes:

“China’s internet ecology consists of numerous
industry associations and professional bodies that
fall under the formal authority of state ministries, or
whose senior officials are appointed by the CCP.
Business leaders, too, are often party members. While
that does not mean monolithic acceptance of central
state policy—often quite the opposite—this model
combines a semblance of institutional pluralism
while maintaining a considerable degree of political
control.”€°

However, the impact of China’s efforts differs from organiza-
tion to organization. A prioritized forum for engagement is the
ITU. As an example of China’s multi-sectoral collaboration on
promoting standards, on August 4, 2021, the ITU announced it
had published a China-led standard for encryption-based pri-
vacy solutions in computing, dubbed the Technical Framework
for Shared Machine Learning Systems. According to Chinese
media reporting, this standard is aimed at guiding the design
and development of privacy-preserving machine-learning
systems, with the ultimate goal of promoting more expansive
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data collaboration and data-sharing efforts®' China Telecom,
a state-owned ICT company, and Zhejiang Laboratory, a uni-
versity-affiliated think tank, jointly developed the standard
using government funding; the standard itself is based on
machine-learning technology provided by Chinese technology
company Ant Group.'?

As mentioned above, one element of China’s standards strat-
egy involves embedding representatives in leadership posi-
tions in standards-setting bodies. For example, Zhao Houlin,
who was secretary general of the ITU until early 2023, signed
an agreement on behalf of the organization with China in 2017
to collaborate on ICT projects under the BRI

As of September 2022, Zhao also served as an adviser to Xi
and then Chinese premier Li Kegiang on how to best position
Chinese telecom companies with regional telecommunication
cooperation along the BRI'® Prior to serving as secretary gen-
eral of the ITU, Zhao served two terms as the director of the
ITU’s Telecommunication Standardization Bureau, which devel-
ops technical standards on ICT interoperability.®® In a 2019
interview, Zhao stated that, upon first joining the ITU, his “heart
was full of sorrow about implementing other [countries’] visions,
but he always hoped to fight for the discourse power of the
motherland.”®®

In addition to seeking out leadership positions in standards
organizations, China also leverages its broad presence within
certain standards organizations to engage in bloc voting on
proposals—meaning that all China-affiliated members, includ-
ing those from academia, private industry, or government, coor-
dinate their votes and essentially vote as a unit. This ensures
that standards proposals from Chinese entities receive the
number of votes needed to be adopted by the entire stan-
dards-setting body, a tactic the Asia Society Policy Institute
describes as “flooding the zone.”®” This tactic is unique to
China, as “the experts and engineers from other countries...
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vote according to their own or their company’s best judg-
ment.”'%® For example, in 2020, Huawei was the top submitter
for standards for Narrowband Internet of Things technology; its
standards took about four years from the proposal stage until
they were adopted by the ITU in July 2020. In this area specifi-
cally, Huawei submitted over one thousand proposals, account-
ing for over 40 percent of all the proposals received, of which
almost two hundred were approved.’®

These initiatives are often explicitly aimed at promoting stan-
dards that seek to institutionalize Chinese norms of internet
governance, one of which is China’s “cyber sovereignty” princi-
ple. As mentioned above, cyber sovereignty is China’s vision for
internet governance that privileges the state’s authority to con-
trol all aspects of internet activity within its borders. A success-
ful example of Beijing’s efforts in this regard is its promotion of
the adoption of global 5G standards through the ITU sub-group
3GPP, or the Third Generation Partnership Project, the leading
global mobile network standardization organization.”®

Here, China employed its “flooding the zone” strategy, financ-
ing its top telecommunications firm Huawei to “submit over
19,000 technical contributions and dispatch over 3,000 engi-
neers to participate in the 5G standard-setting process.”"”
This is compared to US firm Qualcomm, which had the larg-
est presence of US companies in the sub-group and made
around six thousand contributions and provided almost one
thousand three hundred engineers to attend 3GPP sub-group
meetings.”? According to one analysis, here China supplied
31.5 percent of 5G technical standards contributions, followed
by Sweden (18.85 percent), Finland (13.4), the United States
(10.95), and South Korea (8.4).”

In July 2020, after the ITU adopted the 5G standards proposed
by Huawei, Chinese media broadly celebrated the event as a
triumph for China’s discourse power”*
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China also has had major success in establishing patents
related to 5G technologies. As of September 2022, Chinese
companies accounted for a third of all patent groupings that
are declared as “standards essential,” which are crucial to the
functioning of highly technical economic sectors. China has
supplied a third of these “standard-essential” 5G patents, while
European and US companies supplied 17 and 14.1 percent,
respectively.”®

China-sponsored standards have been
widely adopted in Africa, the Middle East,
and Asia, where China had signed ninety
Memoranda of Understanding (MOU) on
technical standards recognition with fifty-
two countries by 2019. As of April 2022,
China’s National Standards Committee
had directly signed forty-four cooperation
agreements with thirty-six countries along
the BRI.

In addition to promoting the uptake of Chinese domestic stan-
dards internationally, Beijing also works to ensure uptake in
third countries via cooperation agreements, especially along
the BRI. Often, Beijing will initiate agreements under the aus-
pices of the BRI that bind financing for major infrastructure
projects, like railways, to the adoption of China’s technical
standards. As China scholar Tim Ruhlig writes, “this incentiv-
izes developing countries in particular, as they have a strong
demand for Chinese funding. Chinese technical standards
result in...lock-in effects...as a political dimension of technical
standardization power.”"7®

Indeed, China-sponsored standards have been widely adopted
in Africa, the Middle East, and Asia, where China had signed
ninety Memoranda of Understanding (MOU) on technical stan-
dards recognition with fifty-two countries by 2019.77 As of April
2022, China’s National Standards Committee had directly
signed forty-four cooperation agreements with thirty-six coun-
tries along the BRI, including Kazakhstan, Mongolia, Singapore,
Tajikistan, and Armenia.”® At the 2019 Belt and Road Forum,

in partnership with UN standards-setting organizations includ-
ing the ITU, the ISO, and the IEC, China announced the launch
of its Standardization Chinese-English Bilingual Intelligent
Translation Cloud Platform. The platform aims to help update
and translate China-led standards to facilitate their adoption by
BRI countries.”®

Similarly, in its “2021 Key Points for National Standardization
Work” (20217 % E 5 & (b T /EE 2), China’s National
Standardization Committee outlined plans to promote inter-
national cooperation on the issue with Pakistan, Costa Rica,
European and Gulf Arab countries, the African Standards
Organization, the Pacific Regional Standards Conference,
the Asia-Pacific Economic Cooperation’s Subcommittee
on Standards and Conformity Assessment, the Pan
American Standards Committee, and through the Regional
Comprehensive Economic Partnership, specifically.®®®

Once standards developed through UN standards-setting
bodies are adopted, they can come to have significant mar-
ket-shaping power and can influence the future trajectory of
technology development® However, the impact of interna-
tional adoption of Chinese domestic standards is not limited
to just the technical or economic spheres; there are significant
policy implications as well.

As with standards proposed by other countries, including the
United States,®? Chinese standards proposals also often con-
tain policy recommendations in the form of recommended use
cases. For example, Chinese telecommunications company
ZTE, along with China Telecom, proposed facial recognition
standards with recommended use cases such as police mon-
itoring of public spaces for criminal activity®* An ITU proposal
that was adopted in June 2019 from ZTE and China Mobile laid
out standards and requirements related to “smart street light
services”; these particular standards are tailored in both back-
end architecture and functionality to the design of ZTE’s Smart
Street 2.0 street light®* One of the use cases promoted in this
proposal outlined potential public safety applications of the
street lights’ surveillance capabilities.
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Positive Feedback Loop of Diplomacy,
Technical Standards, and Chinese
Governance Norms

China’s efforts to strengthen its influence in the digital domain
do not only happen in international forums. China’s discourse
power strategy in the digital domain also includes diplomatic
and media efforts in local settings. In addition to shaping inter-
national standards that conform to domestic technologies that
are then widely adopted in Global South countries, China also
engages in people-to-people exchanges that promote “cyber
sovereignty” norms in governance policies. In parallel to these
diplomatic efforts, China often leverages its deep media pen-
etration to flood local media environments with stories of the
benefits of China’s investment in developing countries’ digital
futures. In other words, people-to-people exchanges serve as
connective tissue between the CCP’s goals for technological
development, and its aims to center China at the heart of the
global digital economy.

China’s efforts to gain discourse power in large part cen-
ter around external propaganda and diplomatic engagement
efforts, particularly in the Global South.® China has greatly
ramped up its high-level diplomatic visits and people-to-people
exchanges in these regions. According to a database tracked
by the Central European Institute of Asian Studies, Xi himself
traveled on 103 international trips, mostly to the Global South,
from 2013 to 2020, before the onset of the pandemic.®®

China’s efforts here also include hosting thousands of training
workshops for elites and technical staff from countries along
the BRI. Through these trainings, China is able to establish rela-
tionships with high-ranking elites who likely have decision-mak-
ing power in their home countries.®” Seminars can range from
“government-media relations, internet censorship and opposi-
tion monitoring on social media platforms” to introductory sem-
inars on the CCP’s version of China’s relationships with Taiwan
and Hong Kong, among other topics.”®®
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China actively encourages its partners to attend these train-
ings. For example, in 2019, South Africa’s ruling African National
Congress party, which traditionally has close ties to Beijing,
sent three hundred of its members to receive training in China
on communication platforms and propaganda diffusion.®® The
CCP has also held trainings for Vietnamese party members
on “guiding online public opinion”™° and for Zimbabwe’s rul-
ing ZANU-PF party on cyber controls and surveillance tech-
niques.® In September 2021, Cambodian Deputy Prime
Minister Sar Kheng and then Chinese public security minister
Zhao Kezhi signed a work plan in which Chinese police would
provide “crime detection equipment” to Cambodia’s Ministry
of Interior and also provide technical training to the country’s
national police®? From 2017 to 2018 alone, Freedom House
counted thirty-eight cases of foreign media representatives or
elites participating in China-sponsored trainings on media man-
agement and controls, with a heavy emphasis on BRI countries
located in the Global South.'®

These trainings offer Beijing the opportunity to market its sur-
veillance and public opinion monitoring tools and technolo-
gies. For example, a 2018 Foreign Affairs article described how
now-incarcerated South Sudanese military official Anthony
Kpandu reportedly placed orders for surveillance drones that
he first saw in China while leading a delegation.®* Similarly, a
2018 article in Chinese state media outlet Global Times out-
lined how, during a business conference in Harare, the chair-
man of Chinese technology company Dahua pledged to train
local scientists from Zimbabwe on how to manage and operate
China’s “safe city” technologies.'®®

Huawei is perhaps the Chinese firm most well known for the
benefits it has reaped in terms of its involvement in Africa’s ICT
sector. With heavy government assistance, Huawei has been
successful in expanding its capabilities abroad, especially in the
Global South. In 2016, Huawei joined the Smart Africa Alliance,
becoming the organization’s main ICT consultant and occu-
pying a leadership position on its board of directors. Huawei
has used its position to promote its “Safe City Solutions” in the
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region, which purport to help governments enhance public secu-
rity through big data and Al-enabled surveillance and monitor-
ing.®® As of 2015, Huawei had twenty-four representative offices
in Africa, covering all fifty-four countries in the continent, and
about seven thousand one hundred employees.”’

In a write-up on Huawei’'s website regarding its “Safe City
Solutions”—ominously titled “Nowhere to hide”—the company
described how the system works, stating:

“When constructing safe cities, different municipal
departments and telcos will be able to pool resources
and build integrated systems that combine street
lamps, mini base stations, and surveillance cameras, so
that all areas with street lighting can be placed under
surveillance.... Control and dispatch centers will use
this information to help carry out unified surveillance,
safety management, and dispatch of public safety
resources.... By analyzing people’s behavior in
video footage, and drawing on other government
data such as identity, economic status, and circle of
acquaintances, Al could quickly detect indications of
crimes and predict potential criminal activity.”'*®

With the support of the state, Huawei pours considerable
resources into research and development (R&D). In 2021,
Huawei spent RMB 1427 billion (approximately $20 billion) on
R&D, accounting for almost a quarter of its annual revenue. By
comparison, US firm Qualcomm spent about a fifth of its annual
revenue on R&D for the same year, or around $6.7 billion®®
From 2011 to 2021, Huawei invested more than RMB 845 billion
(approximately $118 billion) in R&D.?°° In addition to funding, the
company also pours considerable resources into its public rela-
tions in the regions where it operates.

China places high importance on ICT investment abroad, even
relative to other core economic sectors. For example, for the
years 2015 and 2017, Chinese investment in ICT infrastructure
in Africa was greater than that from the G7, multilateral lending
organizations, and African governments combined.?°' According

to the Boston University Global Development Policy Center,
which tracks Chinese lending to Africa, lending fell almost 80
percent in 2020, from thirty-three loan agreements worth $8.3
billion in 2019 to just eleven worth almost $2 billion in 2020.22
This trend held true for all but the ICT sector, in which Chinese
lending actually increased. ICT lending alone accounted for
almost $570 million, or a third of total lending in 2020.2%

China’s lending abroad is enabled by the major demand in
Global South countries for digital infrastructure and better meth-
ods to deliver public goods, including public safety. As China-
Africa scholar Bulelani Jili writes, the decision by African gov-
ernments to procure “Smart City solutions” is due in large part
to the cost effectiveness of the platforms, and that “local pro-
curement is critically driven by public security ambitions and jus-
tified as a means towards development in African countries.”?%*
At the same time, however, China also imparts policy guidance
and operational know-how for how to govern these technolo-
gies, which can lead to human rights concerns in environments
with limited governance capacity and where regulatory frame-
works over issues related to cybersecurity and data privacy are
lacking.2%®

The laws include vague references to
activities and communications that may be
subject to government intervention, should
they offer the “potential to impact national
security.” Such an expansive and unclear
definition is purposeful, as it provides the
government broad discretion in deciding to
intervene in the operations of the country’s
ICT sector.

Particularly, China’s Cyber Security Law (2016), Intelligence
Law (2017), and Data Security Law (2021), among other legal
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Nowhere to hide: Building safe cities
with technology enablers and Al

Governments are ramping up camera coverage in cities to stop "shadow maps" of crime hotspots from

emerging and are using big-data driven Al like computer vision to cut crime.

By Cao Zhihui, Huaweli
2016.07

Screencap of promotional article on Huawei’s website outlining the benefits of its Smart City Solutions for tackling crime.®

frameworks, have reportedly served as inspiration for coun-
tries in the Global South. These laws embody China’s “cyber
sovereignty” principle, which holds that each country has the
right to exert control over their own online media and commu-
nications and which puts state security at the forefront of dig-
ital governance considerations. The laws include vague refer-
ences to activities and communications that may be subject
to government intervention, should they offer the “potential to
impact national security.” Such an expansive and unclear defini-
tion is purposeful, as it provides the government broad discre-
tion in deciding to intervene in the operations of the country’s
ICT sector.

As a concrete example of how the standards, technology,
ICT investment, and diplomacy cycle works to China’s bene-
fit, Zimbabwe’s 2019 Cyber Crime, Cyber Security and Data
Protection Bill—as reported by analysts, activists, and research-
ers—was inspired by the Chinese principle of cyber sovereign-
ty.2% It grants the government broad authority to crack down
on social media use and detain those it deems to have spread
“harmful” information online.2°” Some democracy activists in
Zimbabwe have said they believe the government “will lean
on China for technology and expertise to monitor and regulate
social media data under the new cyber-crime law.”2%8

Supporting this view, a senior ICT official in Zimbabwe confirmed
in 2018 that China was assisting to set up the country’s version of
a National Security Agency, equipped with “world class [surveil-
lance]technology for us to be geared against threats foreign and
domestic.”?%° Zimbabwe made its first journalist arrests under the
cybersecurity law in August 2022, ahead of the 2023 election
in which the ZANU-PF is aiming to keep its hold on power. The
journalists were charged with “spreading false data messages”
on social media platforms, in line with the provisions of the law.?°

Similar cases can been seen in other countries. For example,
at an August 2017 roundtable jointly hosted by the govern-
ment of Tanzania and the Cyberspace Administration of China,
the Tanzanian deputy minister for transport and communica-
tions endorsed China’s web censorship and set it as a model to
strive for: “Our Chinese friends have managed to block [social]
media [platforms] in their country and replaced them with their
homegrown sites that are safe, constructive and popular. We
aren’t there yet, but while we are still using these platforms we
should guard against their misuse.”" In 2020, Tanzania devel-
oped its Electronic and Postal Communications (Online Content)
Regulations, which included prohibitions on “content that causes
annoyance.”?? The government amended the regulations
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in 2022 but made no meaningful changes to roll back the
censorship.?®

In July 2017, the state-owned China National Electronics Import
& Export Corp. (CEIEC) signed a preliminary agreement with the
Ugandan government to provide a “comprehensive cyber-se-
curity solution, including technical capacity to monitor and pre-
vent social media abuse.”?" CEIEC helped build the surveil-
lance capacity of the Uganda Communications Commission,
Ugandan Police Force, and Ministry of Internal Affairs. The state-
owned enterprise was later sanctioned by the United States
in November 2020 for its support of the Maduro regime in
Venezuela, claiming that it

“restrictfed] internet service and conduct[ed] digital
surveillance against political opponents of the regime.
CEIEC has provided software, training, and technical
expertise to the [Maduro] regime’s entities. It provides
cyber support and technical experts to state-run
telecommunications provider Venezuelan National
Telephone Company (CANTV) which controls 70
percent of internet service in Venezuela and frequently

blocks online independent newspapers and speeches
by opposition members.™"*

According to Ugandan civil society organization Unwanted
Witness, which advocates for “open, secure and accessible
internet,” the China-Uganda social media monitoring agree-
ment came during a time when internet users were engaging on
social media platforms to discuss a parliamentary debate on rais-
ing the presidential age limit. Doing so allowed the incumbent
Yoweri Museveni to successfully seek another term in 2021.2%
The Uganda Communications Commission—the same entity that
had received assistance from CEIEC—shut down the internet the
day before the election and restricted access to social media
platforms.?”

In February 2019, Thailand’s parliament passed an internet
security law that shares strong similarities with China’s cyber-
security law, including provisions requiring that a governmen-
tal body, the Cybersecurity Regulating Committee—similar to
China’s Central Cyberspace Affairs Commission (CAC)—would
have broad access to computer data and information.?® In July
2022, the Thai government signed an MOU with China’s CAC to
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cooperate on “cybersecurity and cyberspace stability.”?"® A June
2022 report by the Alliance for Securing Democracy outlines
further examples of China-inspired policies and governance
frameworks in Myanmar, which passed a similar cybersecurity
bill “with provisions that directly echo those found in...China.”?2°
The report also documented similar instances of China-inspired
internet governance and cybersecurity-related policies in
Nigeria, Senegal, and Jamaica.?*' Freedom House outlined how
Vietnam’s 2017 cybersecurity law contained similar language
to that of China’s law and linked its development to Beijing’s
cyber-related trainings with high-ranking Vietnamese officials
in 2016 and 2017.222 Other reports have outlined the adoption of
similar China-inspired laws, policies, and approaches in Egypt,
Uganda, and Tanzania, among others.?%

Weaponizing Data

While having a market for its products and seeding the spread
of “cyber sovereignty” could be an end in itself in China’s dis-
course power push, expanded access to more diverse pools
of data is a powerful motivator as well. China’s deep and broad
involvement in digital connectivity in the Global South is part of
its broader plan to gain access to data to better refine its mes-
saging and public opinion management capabilities, both at
home and abroad.

A recent example helps to illustrate this point. In 2018, under
the auspices of the BRI, China’s CloudWalk Technology signed
a cooperation agreement with the government of Zimbabwe
on a mass facial recognition project.??* The agreement is for
CloudWalk to set up a national facial recognition database. In
the project agreement, the system is billed as being able to help
Zimbabwe’s law enforcement with public safety and security.??
In turn, CloudWalk gains access to biometric data of thousands
of African faces, which it will use to enhance the precision of its
technology.??® As of June 2022, CloudWalk has reportedly been
implementing the agreement in stages and will soon roll out its
camera and network infrastructure in Zimbabwe.??’

Researchers have pointed out the utility of such data in China’s
ongoing repression and persecution of its Uyghur Muslim pop-
ulation.??® Gaining access to expanded data sources gives
Chinese companies the opportunity to test and develop stan-
dards for detecting physical attributes specific to certain ethnic
populations for targeting purposes. In turn, such technologies
supplied to the government in Harare, civil society actors worry,
will allow for the government to more precisely surveil, identify,
and track down political dissidents.??°

The CCP’s ability to gather data has
increased in recent years and has been used
to enhance the capabilities of the external
propaganda system...[data-gathering firms]
use a variety of analysis methods, including
semantics and clustering, to understand
public preferences and “evaluate the
difference between this understanding and
media expectations...helping Chinese media
build top international discourse power and
influence.

Chinais also co-opting its domestic firms active along the BRI for
data-gathering purposes. A September 2020 report detailed a
massive database gathered by a company in Shenzhen for the
purposes of informing intelligence and influence operations.
Shenzhen Zhenhua Data Information Technology Co. compiled
the Overseas Key Information Database, which contained infor-
mation on 2.4 million individuals and more than six hundred fifty
thousand organizations. The company has close ties with the
Ministry of State Security, China’s main spy organization, and the
People’s Liberation Army (PLA).%°
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Slides from a 2016 presentation given by Nebula,
detailing its capabilities in analyzing social media through
big data (top) and describing how its mission statement
overlaps with China’s foreign propaganda goals as
outlined by Chinese President Xi Jinping (bottom).

The CCP’s ability to gather data has increased in recent years
and has been used to enhance the capabilities of the external
propaganda system. In 2016, for example, Nebula (Beijing) Big
Data Information Technology Co., Ltd. signed a contract with
China’s state-run CCTV International to provide its big data
cloud platform service.' Nebula engages in mass collection of
personal data across digital media (both its own and overseas
media outlets), social media, and other platforms, in dozens of
countries and multiple languages.?*2 On social media platforms
specifically, Nebula uses its big data and cloud computing tech-
nologies to obtain vast amounts of data related to international
public opinion on news topics related to China.?*? It uses a vari-
ety of analysis methods, including semantics and clustering, to
understand public preferences and “evaluate the difference
between this understanding and media expectations...helping

Chinese media build top international discourse power and
influence.”?3*

Slides from a 2016 presentation given by Nebula, detailing its
capabilities in analyzing social media through big data (top) and
describing how its mission statement overlaps with China’s for-
eign propaganda goals as outlined by Chinese President Xi
Jinping (bottom).

Nebula also specifically outlines its in-country capabilities in
countries along the BRI, claiming it gives Chinese state media
the ability to “accurately judge the cognition, emotion and atti-
tude feedback of local social masses, enterprises and gov-
ernment departments” so that they can engage in “timely
adjustment of propaganda strategies to help the smooth imple-
mentation of national strategy.”*®

Nebula feeds the data it gathers into a single consolidated
platform, which is then provided to China’s external propa-
ganda bureaus.?® Nebula’s clients also include the Chinese
International Education Foundation, which oversees China’s
Confucius Institutes across the globe, several tourism bureaus
and government agencies, enterprises and institutions, and the
PLA.%¥” During the signing ceremony for the event, the coopera-
tion agreement was touted in state media as “marking the arrival
of the big data era of Chinese media’s foreign propaganda.”?®

While Nebula is just one company, other reports show similar
dynamics. A 2019 ASPI report traced how a translation company
under China’s CPD gathers massive amounts of data from its
subsidiaries, including along the BRI, through the language ser-
vices it provides; this data is in turn used to aid government deci-
sion-making through the generation of sentiment analysis.?*°
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CONCLUSION

This report used the frame of “converged media” to illustrate
the capabilities and impacts of China’s discourse power
efforts in the digital domain. While the effects of China’s
efforts at a global scale are mixed, the most significant conse-
quences can be seen in how the spaces for digital rights and free-
doms in civil societies shrink in countries with less robust govern-
ment protections.

This study found that, anecdotally, China’s efforts can be highly
effective in countries where civic freedoms are already limited
and where winning the support of a small coalition of political
elites matters over winning public support. In the rather extreme
case of Zimbabwe, China is openly and actively antagonizing
and targeting journalists and civil society activists. These find-
ings cast doubt on assessments of Chinese influence that look
solely at public opinion data. Such research may miss the fact
that in some domestic contexts, China sees elite capture as
much more important than winning hearts and minds.

This report also sought to clearly illustrate the connection
between China’s efforts at media and information operations,
its efforts to implement technical standards and norms at the
international level, and changes on the ground in countries in
the Global South, particularly in sub-Saharan Africa. Through
people-to-people exchanges, China cultivates elite networks
through media and technical trainings; these elites then return to
their home countries and purchase Chinese technologies, imple-
ment Chinese know-how, and pass Chinese-style laws enshrin-
ing “cyber sovereignty.”

These relationships also allow China to gain access to vast data
resources, which it can then use to further hone its messages
and enhance its censorship and propaganda apparatus. It can
leverage these improved tools and technologies in banal ways,
like helping the tourism bureau craft a compelling narrative of
“Beautiful China.” However, it can also use Nebula’s sentiment
data to help the PLA engage in more targeted information oper-
ations and psychological warfare campaigns against countries
like Taiwan.

This process becomes a positive feedback loop, in which influ-
ence begets influence and deepens lock-in at multiple levels:
through the provided technical infrastructure, the standards
through which it operates, and the penetration of Chinese inter-
ests at the political and policy level, from the UN to Harare.

In short, the impacts of China’s efforts are asymmetric. While the
popularity of its state and traditional media lags behind that of
the West, its efforts to shape the environments within media and
information operations are much more effective and, in actuality,
constitute the focus of China’s discourse power strategy.

In terms of impact, China has gained considerable shaping
power through its discourse power efforts in the digital domain.

China is creating an alternative order in the Global South, one
centered on connectivity. Responding to these developments
requires understanding the ecosystem that China has created,
as well as the push and pull factors facing those engaged within
it. It will also require effectively communicating—and delivering
on—the advantages that a democratic approach to technologi-
cal governance offers to the global majority.
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