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Introduction

DIGITAL IDENTITIES AND BORDER CULTURES

In August 2022, British anti-surveillance group
Privacy International filed a complaint against the
United Kingdom (UK) government for the use of
GPS tagging and ankle monitors on refugees and
migrants arriving in the country via the Channel.! The
group argued that the practice—leveraging tactics
used to manage criminal populations—traumatizes
and stigmatizes refugees and migrants, and by
extension, criminalizes the search for asylum.?
Some of the victims of the practice asserted that it
made them feel “like prisoners,” and others showed
psychological impacts such as reluctance to engage
with outsiders or even to leave their homes.

This is just one of the many instances of the growing
use of technology to manage refugee and migrant
populations around the world. In 2021, there were an
estimated 281 million migrants globally, comprising:
refugees and asylum seekers; students; those fleeing
environmental and natural disasters; and those who
relocated for employment or leisure.® By this count,
an estimated 3.6 percent of the world’s population
was on the move in one year—the highest in history
and a rate likely to continue if circumstances remain
unchanged.

Policymakers and analysts have interpreted data on
the rising number of global migrants and refugees
to mean that there is a crisis underway that requires
increasinglyelaboratemethodsofpolicingandcontrol,
leading many to turn inward toward law enforcement
or security-based technologies. However, data and
research suggest that there is not so much a crisis
of migrants as there is a crisis within policymaking,
where the humanitarian instinct to protect those in
search of safety and opportunity is being displaced

by a desire to project power at the expense of
vulnerable populations. Without critical evaluation
of these claims, governments are increasingly
accepting, normalizing, and indeed championing
claims about fears of invasion and replacement
that are, by extension, making dangerous room
for extremist rhetoric that undermines democracy
globally. Put differently, the absence of policy space
for humane conversations around refugees and
migrants is directly undermining democracy.

Technology has become a major mechanism to
manage the movement of people both domestically
and internationally, triggering ethical debates
about its impact, particularly when employed by
democratic governments in ways that are at odds
with universal human rights. Countries are deploying
tools to address the questions of digital citizenship
and digital identity, but the leap between legal and
technical definitions of identity is not insignificant
and has major social implications, as discussed
here. The rise of technosolutionism, or reliance on
technology to solve complex social and political
issues better suited to social approaches, reinforces
exclusionary ideologies such as ethnonationalism
and racism. That same technology, developed in
securitized immigration contexts with fewer legal
protections, is then often redeployed more broadly
within democratic societies, or sold overseas to
governments with less responsive governance
structures, muddying citizens’ expectations of due
process, civil rights, and democratic protections.
This paper intends to better inform the conversation
around technology’s impact on democracy by
evaluating technosolutionism and its application to
the management of human mobility.

1 Isobel Cockerell, “Crazy Invasive Technology’: UK Faces Legal Challenge for GPS Tagging of Migrants,” Coda Story (news platform), August 18,
2022, https://www.codastory.com/authoritarian-tech/surveillance-uk-migrants-gps-trackers/.

2 Cockerell, “Crazy Invasive Technology. ”

3 “World Migration Report 2020,” UN International Organization for Migration (website), accessed May 2, 2022, https://worldmigrationreport.iom.

int/wmr-2020-interactive/.


https://worldmigrationreport.iom.int/wmr-2020-interactive/
https://worldmigrationreport.iom.int/wmr-2020-interactive/
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Defining Technosolutionism

Technosolutionism is a portmanteau that refers to
the tendency to deploy technology toward all social
and political challenges, generally with insufficient
efforts to explore less expensive approaches first.* It
suggests that we, rather than deeply engaging with
the most urgent questions of our time, instinctively
reach for purely technical solutions geared toward
efficiency over more human values like tolerance or
sympathy to local contexts. It points to the deification
of technology in public life, where those who build
technology are feted as geniuses in business,
and therefore automatically moral leaders within
the society at large. Technosolutionism implies a
dismissiveness of the hard work required to address
social problems through social means, framing them
instead as data issues that can be turned into code
and solved using algorithms.

The opposite of technosolutionism is not
technophobia. Advocating for sobriety and restraint
in the application of technology to complex social and
political contexts is not rejecting the possible utility of
technology in supporting broader efforts to address
these problems. For example, the role of technology
in enhancing coordination and information sharing
is critical. The opposite of technosolutionism is
instead a reminder that society is dynamic, that
circumstances change rapidly, and that technology
is not inherently neutral even if it attains the highest
standards of technical capability. Indeed, technology
is an intensifier and any momentum already present
in the analog world will automatically be intensified
by the application of technology to that context.
Therefore, if a government has demonstrated

genocidal intent against minority populations, using
digital ID technology will not automatically eliminate
that genocidal intent. Rather, it routinely intensifies
it, as governments seek to codify the language of
exclusion into code that is then presented as neutral.

The experience of numerous populations in the
Global South proves this particular outcome. For
instance, India’s National Register of Citizens and
its Aadhaar digital ID system (a biometric identity
program linked to the welfare system and provision
of social services) has intensified marginalization of
the country’s Muslim and poor rural populations.®
Similarly, the experiences of the Rohingya in
Myanmar and Bangladesh show that intent to exclude
can follow minority populations across international
borders when national governments share data.®
The selective implementation of invasive digital
data collection regimes on refugees without proper
oversight also demonstrates how anxieties around
“invasion” can intensify such regimes.” In cases like
these, governments failed to address the underlying
challenges of inclusion and integration through
their embrace of technosolutionism, and instead
heightened the exclusion and marginalization of
minority populations.

Refugee populations are particularly important
populations to consider when thinking about the
impact of technosolutionism. The British example of
using GPS tagging and ankle monitors on refugees
and migrants is just one of many. In a 2020 report,
the European Digital Rights Initiative affirmed that
European governments regularly experimented

4  See, for example, Evgeny Morozov, To Save Everything, Click Here: The Folly of Technological Solutionism (New York City: Public Affairs, 2013).

5  See Reetika Khera, ed., Dissent on Aadhaar: Big Data Meets Big Brother (Himayatnagar, India: Orient Blackswan, 2018); Saif Khalid, “Harassed,
Discriminated: Story of Assam’s Bengali Origin People,” Al Jazeera, June 23, 2018, https://www.aljazeera.com/features/2018/6/23/harassed-
discriminated-story-of-assams-bengali-origin-people; and Elida K. U. Jacobsen and Ursula Rao, “The Truth of the Error: Making Identity and
Security through Biometric Discrimination,” in Bodies as Evidence, eds. Mark Maguire, Ursula Rao, and Nils Zurawski (Durham, North Carolina:
Duke University Press, 2018), 24—-42, https://doi.org/10.1215/9781478004301-002.

6  “UN Shared Rohingya Data without Informed Consent,” Human Rights Watch (blog), June 15, 2021, https://www.hrw.org/news/2021/06/15/un-

shared-rohingya-data-without-informed-consent.

7  “Germany: Refugees Sue the Government for Invasion of Privacy,” Deutsche Welle (state-owned broadcaster’s website), accessed May 2, 2022,
https://www.dw.com/en/germany-refugees-sue-the-government-for-invasion-of-privacy/a-53345609.


https://www.aljazeera.com/author/saif_khalid_2011426142856218889
https://www.aljazeera.com/features/2018/6/23/harassed-discriminated-story-of-assams-bengali-origin-people
https://www.aljazeera.com/features/2018/6/23/harassed-discriminated-story-of-assams-bengali-origin-people
https://doi.org/10.1215/9781478004301-002
https://www.hrw.org/news/2021/06/15/un-shared-rohingya-data-without-informed-consent
https://www.hrw.org/news/2021/06/15/un-shared-rohingya-data-without-informed-consent
https://www.dw.com/en/germany-refugees-sue-the-government-for-invasion-of-privacy/a-53345609

with border technologies on refugee and migrant
populations.® Automated decision-making processes
are routinely used in visa determination proceedings
to exclude individuals based on arbitrary and
opaque perceptions of risk.° These automated
systems reflect preconceptions of risk and regularly
codify racism, as well as ageism and sexism against
young unaccompanied men.® Yet the attraction
of technosolutionism persists, perhaps because
framing these impulses as bureaucratic rather than
political and social diminishes accountability for the
politics they advance for those who build and deploy
them.

Moreover, technosolutionist approaches make
numerous presumptions about governments or the
legal and policy context in which the technology is
deployed. They presume the preexistence of a strong
civil society, laws to protect citizens, and a bureaucracy
that is responsive to criticism—particularly when
it is leveled by those who are most abstracted
from power. The experiences of Afghanistan and
Uganda, discussed in this paper, and specifically the
experiences of refugees in those countries, remind us
that these assumptions often do not hold. Refugees
exist in increasingly fluid political contexts shaped
by rising nationalism, anxieties around scarcity, and
border cultures of exclusion. They can be welcome
in a country and completely unwelcome in the next
depending on the space that exists for xenophobic
discourse in mainstream political culture. They can
be subject to the worst excesses of technosolutionist
approaches simply because they do not have the
protection of a state or access to the processes of
state to defend them.

Technosolutionism also creates opportunities for
new types of harm. In January 2022, the global
databases of the International Committee of the Red
Cross (ICRC) were hacked in order to gain access
to personal data of victims of conflict whom the
ICRC sought to reunite with family members." The
motivations for the hack remain unclear, and while this
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is not a case where harm was deliberately triggered
by an organization creating digital identities, it is a
reminder that the safety of refugees’ digital identities
is always contingent on the safety of the systems
used to collect and store identifying information.
Similar hacks have attempted to gain access to
refugee information during Russia’s ongoing invasion
of Ukraine.? Indeed, experts like Zahra Rahman at the
Engine Room, a nonprofit entity that provides support
for nongovernmental organizations that collect data
as a part of their broader operations, warns that there
has been an unnecessary expansion in the quantity of
data collected by humanitarian organizations, often
with no clear intention, with no ability for vulnerable
people to opt out, or with insufficient investments in
keeping the data safe indefinitely.®

This paper aims at giving a global context to the
challenge of technosolutionism in refugee and
migrant population management by beginning with
challengesthatarise inthe West before exploring how
they manifest in two countries of the global South.
Technosolutionism travels, and this report aims to
highlight the impact of this momentum. Examining
the cases of Afghanistan and Uganda allows us to
reframe these questions as a global concern. Given
the relationships between research, funding, and
cooperation between states—where policymakers,
implementers, and research institutions in the global
South are financially dependent on governments
from the global North—developing countries are
not at the margins of technosolutionist approaches
to managing human mobility. Indeed, they are at the
forefront. In the absence of strong local government,
poor countries and refugee populations become
test beds for implementing ID technologies with
only marginal civic pushback. Refugee populations
within these communities are doubly vulnerable
because they exist completely outside the possibility
of civic protection of any state. This perhaps explains
why refugee protection agencies have been at the
forefront of developing and expanding the use of
biometric identity systems around the world.

8  Petra Molnar, Technological Testing Grounds: Migration Management Experiments and Reflections from the Ground Up, eds. Sarah Chander et
al., EDRi and the Refugee Law Lab, Report, November 2020, https://edri.org/wp-content/uploads/2020/11/Technological-Testing-Grounds.pdf.

9  Molnar, Technological Testing Grounds.

10 Molnar, Technological Testing Grounds; see also Cathy O’Neill, Weapons of Math Destruction: How Big Data Increases Inequality and

Threatens Democracy (New York City: Crown Publishing, 2016).

1 “Cyber-Attack on ICRC: What We Know,” International Committee of the Red Cross (website), February 16, 2022, https://www.icrc.org/en/

document/cyber-attack-icrc-what-we-know.

12 Marie McAuliffe and Anna Triandafyllidou, World Migration Report 2022 (Geneva: UN International Organization for Immigration, 2022), 21-58,

https://publications.iom.int/books/world-migration-report-2022.

13 Vittoria Elliott, “Humanitarian Organizations Keep Getting Hacked Because They Can’t Spend to Secure Data,” Rest of World, February 3, 2022,

https://restofworld.org/2022/humanitarian-organizations-hack/.


https://edri.org/wp-content/uploads/2020/11/Technological-Testing-Grounds.pdf
https://www.icrc.org/en/document/cyber-attack-icrc-what-we-know
https://www.icrc.org/en/document/cyber-attack-icrc-what-we-know
https://publications.iom.int/books/world-migration-report-2022
https://restofworld.org/2022/humanitarian-organizations-hack/
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A Migrant Crisis?

Refugees and migrants are at risk of specific digital
rights violations triggered by technosolutionism
because of the relatively reduced political power
they hold within the societies they enter. According
to the International Organization for Migration (IOM),
between 1970 and 2020, the total global number
of migrants grew from 2.3 percent of the world’s
population to the current 3.6 percent.” Policymakers
and analysts have interpreted this data to mean
that there is a migrant crisis underway, resulting in
increasingly elaborate policing and control.

Rather than a crisis in immigration, though, what
we are facing is a crisis in policymaking in which an
alarmist interpretation of migration data is being used
as a pretext for unnecessarily harsh clampdowns on
refugees and migrants in certain regions of the world.
Moreover, the deployment of increasingly expensive
and questionable technology in border management
is having a counterproductive effect on the public
sphere. Governments are increasingly accepting,
normalizing, and even embracing nationalist claims
around the invasion of migrants and population
replacement that are, by extension, creating space
for even more extremist rhetoric to undermine
democracy generally. Technology built and used in
this space therefore has ramifications for society at
large.

This reaction is rooted in a fallacy about what these
refugee numbers mean. While more people are on
the move than have ever been in history, there are
also more people in the world than ever before in
human history and, in theory, more capacity to
provide for those people. While every displaced
person represents a form of crisis, as a percentage

14 McAuliffe and Triandafyllidou, World Migration Report 2022.

of the global population, the number of migrants
has remained steady. Significantly, the global share
of migrants moving outside their region of origin
remains especially low. To be sure, any level of
growth increases demands on local administrations
and service providers of different types, not least on
the natural environment in the absence of concerted
efforts to defend it. However, it is important to
read these figures alongside related measures like
economic growth or population decline. The 2020
Africa Migration Report captures some of the tensions
that arise from uncritically accepting the proposition
that any crisis in border management arises from an
absolute increase in the number of migrants.”™ What
has changed is not the relative number of people who
are on the move, but the willingness to prevent the
events or factors that cause population movements
and to provide for those who move.

In addition, IOM’s definition of “migrants” comprises
allthose who have changedtheircountry ofresidence.
This demands nuance both in terms of quantifying the
scale of the challenge and developing a meaningful
political response. The vast majority of people who
are displaced do not leave their country or region
of origin. Some people change their country of
residence in response to pull factors (factors drawing
them toward a region), others due to push factors
(factors pushing them away from a region), and
some through a combination of both. An approach
that does not distinguish between these groups
can complicate policy responses. Thus, IOM notes
twenty-five million migrants in Africa, but the majority
of those who change their country of origin in Africa
are refugees who remain in the region or in their
home country, requiring a different policy response

15 Aderanti Adepoju with Corrado Fumagalli and Nanjala Nyabola, eds., Africa Migration Report: Challenging the Narrative (Addis Ababa:
International Organization for Migration, 2020), https://publications.iom.int/system/files/pdf/africa-migration-report.pdf.


https://publications.iom.int/system/files/pdf/africa-migration-report.pdf

from, for example, those who are migrating in search
of educational or seasonal labor opportunities.'® And
while a growing number of people are seeking safety
from natural and man-made disasters, it is not a
localized challenge. Displacement caused by climate
change includes displacement caused by forest fires,
drought, and widespread flooding in the global North
as well.

According to IOM, Europe is currently the largest
destination for global migrants, with eighty-
seven million people, or 30.9 percent of the
international migrant population.” But many of these
are students, seasonal laborers, temporary workers,
and others who are not seeking to permanently
change their country of origin; for example, in 2018,
there were 1.3 million students across the region.'™
These are groups that contribute significantly to the
economies of the countries they enter.

The blurred definitional lines affect policy responses,
such as the decision by the UK’s Home Office to
implement offshore refugee processing in Rwanda,
which it justified by arguing that doing so would
“end people smuggling” to the UK. Some refugees
may indeed be victims of people smuggling, but
not all are, and a blanket policy to treat all refugees
as such stigmatizes vulnerable populations. This
can lead to disastrous outcomes like the Windrush
scandal. In the 1960s, black residents of UK colonies
in the Caribbean were invited to the island to work
in factories, schools, and hospitals. As this was
before independence, they were all technically
British citizens. The scandal arose when these British
citizens, some of whom did not have additional
citizenship documents, were wrongly deported
under migration policies designed to capture illegal
migration.2®

With the exception of Germany, which has 1.2 million
refugees and has pursued a more welcoming policy
approach than other European Union (EU) countries,
none of the world’s largest refugee populations are

16 McAuliffe and Triandafyllidou, World Migration Report 2022.
17 McAuliffe and Triandafyllidou, World Migration Report 2022.
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in Europe (with the exception of transcontinental
Turkey) or North America. In 2022, Turkey has been
hosting the largest refugee population, at 3.7 million
people, followed by Colombia, Uganda, and Pakistan,
at fewer than half that number each.?' Moreover,
proportionately few refugees use clandestine routes
to access wealthy countries, yet this anxiety drives
much of Europe’s migration management policy.
Clandestine routes are used because accessible
routes to asylum are disappearing. Indeed, the
United Nations High Commissioner for Refugees’
(UNHCR) policy in the past has been to reject
“secondary movements,” discouraging refugees from
seeking opportunities in third countries by arguing
that it limits the ability of countries to manage their
migration policies.??

It is important to note that international law makes
distinctions between different populations on the
move, aiming to inform more holistic responses to
migration. Refugee law, for example defines refugees
as a narrow group moving in response to one of five
claims of persecution: race, religion, nationality,
membership of a particular social group, or political
opinion. However, today many people who have
changed their country of residence in flight do so in
response to broader existential threats like conflict or
climate change.®

The protection of trafficked persons is also governed
by a distinct set of conventions. For example, the
Council of Europe defines victims of trafficking as:

Recruitment, transportation, transfer,
harbouring or receipt of persons, by means
of the threat or use of force or other forms of
coercion, of abduction, of fraud, of deception,
of the abuse of power or of a position of
vulnerability or of the giving or receiving of
payments or benefits to achieve the consent
of a person having control over another
person, for the purpose of exploitation.
Exploitation shall include, at a minimum, the

18  “Learning Mobility Statistics,” European Commission (website), October 2020, accessed May 3, 2022, https://ec.europa.eu/eurostat/statistics-

explained/index.php?title=Learning_mobility_statistics.

19 “One-Way Ticket to Rwanda for Some UK Asylum Seekers,” BBC News, April 14, 2022, https://www.bbc.com/news/uk-politics-61097114.
20 “Windrush Scandal Explained,” Joint Council for the Welfare of Immigrants, accessed June 29, 2022, https://www.jcwi.org.uk/windrush-scandal-

explained.

21 “Refugee Data Finder,” UN High Commissioner for Refugees (statistics), accessed May 3, 2022, https://www.unhcr.org/refugee-statistics/.

22 Giulia Scalettaris, “Refugees and Mobility,” Oxford Department of International Development’s Forced Migration Review (September 2009),
58-59, https://www.proquest.com/docview/236493362?fromopenview=true&pg-origsite=gscholar.

23 “Refugee Data Finder,” UNHCR.


https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Learning_mobility_statistics
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Learning_mobility_statistics
https://www.bbc.com/news/uk-politics-61097114
https://www.jcwi.org.uk/windrush-scandal-explained
https://www.jcwi.org.uk/windrush-scandal-explained
https://www.unhcr.org/refugee-statistics/
https://www.proquest.com/docview/236493362?fromopenview=true&pq-origsite=gscholar
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exploitation of the prostitution of others or
other forms of sexual exploitation, forced
labour or services, slavery or practices
similar to slavery, servitude or the removal of
organs.

Yet even this highly specific definition has triggered
ambiguous policy in countries like Italy, where
concerns about human trafficking are being used
to justify increasingly violent responses to asylum
seekers and refugees. ltaly records one of the
highest percentages of trafficked victims in Europe,
with at least 1,660 victims in 2021.2*Even so, the most
vulnerable to trafficking are unaccompanied minors,
who would theoretically be eligible for asylum
anyway, but are disqualified by increasingly complex
rules. Notably, Italy rejected roughly three in four
asylum requests in 2021.25In addition, experts argue
that by ending rescue operations on the high seas
and foreclosing safe routes to seek asylum, countries
like Italy actually drive people toward clandestine
routes, triggering human trafficking.?® The increasing
criminalization of asylum in the United States also
is being justified as necessary to combat human
trafficking.?” Yet expert analysis affirms that these
policies often drive people further into the hands
of human traffickers, who thrive in capturing their
targets along more dangerous routes.?®

Overall, much of the technosolutionism that guides
migration management is informed by fallacies
about how many people are on the move, why they
move, and how. Countries increasingly manage all
classes of migrants and refugees with the same tools

premised on the criminalization of human mobility,
treating all migrants as potential criminals until
proven otherwise: for example, in the United States,
the Trump administration banned all immigration
from six predominantly Muslim countries.?®

Alarm over the rising numbers of global migrants
reflects a shifting politics of inclusion and belonging,
with migrants and refugees at the center of growing
right-wing or ethnonationalist antagonism. For
instance, the rise of right-wing nationalism in Europe
has led even nominally socially democratic parties
like Italy’s center-left Democratic Party to embrace
anti-immigration platforms to secure parliamentary
majorities.?° Similarly, while the Democratic Party
in the United States promised to rescind many of
the extremist policies of the Trump administration,
several of the harsh border management structures
put in place by Trump remain in place, including
the Title 42 removals that allowed US Customs
and Border Protection to extradite anyone “arriving
from a country where a communicable disease was
present.”®" This regulation was routinely used to
return asylum seekers and refugees transiting from
countries in Central America and the Caribbean,
including Haiti, until a federal judge struck it down in
November 202232

Criminalization of migration is in fact a symptom of
heightened nationalism and growing xenophobia,
and the most vulnerable migrants in greatest need
for protection are often the easiest targets because
they are the most visible. Adding technology only
deepens the policy confusion. Support for deploying

24 Jennifer Philipp, “The Fight Against Human Trafficking in Italy,” The Borgen Project (blog), July 31, 2021, https://borgenproject.org/human-

trafficking-in-italy/.

25 ANSA, “Asylum Requests in Italy: 39% Drop in 2020,” InfoMigrants (a collaboration of France Médias Monde, Germany’s Deutsche Welle, and
Italian press agency ANSA), April 16, 2021, https://www.infomigrants.net/en/post/31567/asylum-requests-in-italy-39-drop-in-2020.

26 “Leading Human Rights Groups Call for Renewed Commitment to Solidarity and Action to Protect Children in Migration at EU Borders,” Safe
Passage (nonprofit organization), December 8, 2021, accessed May 3, 2022, https://www.safepassage.org.uk/news/2021/12/8/leading-human-
rights-groups-call-for-renewed-commitment-to-solidarity-and-action-to-protect-children-in-migration-at-eu-borders; see also “Smuggling of
Migrants: The Harsh Search for a Better Life,” UN Office on Drugs and Crime, accessed June 29, 2022, https://www.unodc.org/toc/en/crimes/

migrant-smuggling.html.

27 “How Reform of US Immigration Policies Would Significantly Improve Its Human Trafficking Situation,” Freedom Collaborative, accessed June
29, 2022, https://freedomcollaborative.org/newsletter-archive/how-reform-of-us-immigration-policies-would-significantly-improve-its-human-

trafficking-situation.

28 Carter Quinley, “Along the Borderline: The Critical Links Between Human Trafficking and U.S.-Mexico Immigration,” The International Affairs
Review, a graduate student-run journal of The George Washington University Elliott School of International Affairs, Spring 2021, https://static1.
squarespace.com/static/5f2ed301da84567c22edd5bf/t/6140bf82b6fc4b24b9026€a9/1631633282301/Spring-2021_Quinley.pdf.

29 Harsha Panduranga, Faiza Patel, and Michael W. Price, Extreme Vetting and the Muslim Ban, Brennan Center for Justice, 2017, https://www.
brennancenter.org/our-work/research-reports/extreme-vetting-and-muslim-ban.

30 “Europe and Right-Wing Nationalism: A Country-by-Country Guide,” BBC News, November 13, 2019, https://www.bbc.com/news/world-

europe-36130006.

31 “42 US Code § 265: Suspension of Entries and Imports from Designated Places to Prevent Spread of Communicable Diseases,” Legal
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technology to manage migration is rooted in the idea
that irregular migration is a threat to the political
and social stability of the receiving countries. This
unsubtle approach essentially criminalizes all forms
of migration that do not meet the threshold of a
model migrant: one who is completely financially
independent in comparison to one who has lost
everything; or one who arrives ready to contribute
to their incoming society immediately, as opposed to
one who has suffered debilitating trauma.>?

When confronted by the reality that model migrants
do not exist, the discriminatory bases for these
policies become evident. For example, the Polish
border is one of the terrestrial borders of the EU.
According to an early February 2022 article in
The Guardian, “at least nineteen” refugees died at
Poland’s border amid the rhetorical weaponization
of the refugees in a geopolitical dispute between
EU member states and Belarus.3* As late as January
2022 the Polish government was erecting a border
to prevent the arrival of Afghan, Syrian, and other
refugees,®® yet atthe end of February 2022, following
the start of the Russia’s war on Ukraine, it welcomed
white Ukrainian refugees with open arms.*® The
Polish government justified its lack of admittance
for nonwhite refugees at the Polish border citing a
lack of acceptable documentation, though white
Ukrainian refugees were admitted despite a lack of
the same documentation: a racist double standard.

DIGITAL IDENTITIES AND BORDER CULTURES

The intensified use of technologies of surveillance
and control at the border must be understood in
the context of governments that are increasingly
willing to implement national policies on refugees
and migrants that would be unacceptable when
used on other groups. In Europe, nominally liberal
Danish administrations have passed laws requiring
refugees to work,* confiscating assets from arriving
refugees,®® and revoking refugees’ residency
permits, leaving them the choice of remaining in a
deportation center or returning to countries that
are still in conflict.3® Yet Denmark only received 489
new refugees in 2021,*° and hosts 36,023 refugees,
down from a peak of 73,690% in 2016,*> which pales
in comparison to the 854,590% refugees in Lebanon
who are officially registered with UNCHR, who likely
make up a fraction of the actual number of refugees
in that country.** The decline in refugee and migrant
arrivals and applications in Denmark is more likely
a result of countries like Turkey and Lebanon
absorbing the bulk of refugees fleeing conflicts in
the Middle East, rather than any deterrent effect.*®
Meanwhile, Denmark has deported those Syrian
refugees to active conflict zones when they choose
not to remain in a deportation center and forcibly
separated families that have fled some of the most
intense conflicts of the twenty-first century.*®

In many cases, the technology used to manage
migration is carceral technology (i.e., technology
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based on the logic of jails and prisons), designed to
control the mobility and rights of migrants. Today,
almost all major border systems around the world
are dependent on technology to manage human
mobility premised on unproven anxieties around
massive immigration requiring ever more complex
policing responses. FRONTEX, the European
border management agency, has made embedding
technology into border management a cornerstone
of its approach. In 2020, the agency announced
that it would utilize “intuitive user interfaces and
wearables supported by artificial intelligence and
with augmented reality capabilities, 3D facial and
iris verification technology for ‘real-on-the-move’
border crossing experience, digital identity based
on the blockchain technology,” and more as part of
its research initiatives on border management.*” The
American Civil Liberties Union (ACLU) reports that the
US border agency uses, among other data collection
mechanisms, an automated tracking system (ATS)
that assigns travelers a “computer-generated ‘risk
assessment’ score retained for forty years, which is
secret and unreviewable.”®

Yet the idea of a large-scale criminalized influx of
refugees, particularly into wealthy countries, remains
unsupported by dataandbyexistingrefugee behavior.
Rather, what emerges is a deeper political crisis of
statehood, where, after normalizing ethnonationalist
politics, the border becomes a vector for the state to
projectitsideas of identity, security,and controlonto a
site where it is least likely to be challenged. Refugees
and migrants do not have the full rights of citizenship.
They are vulnerable to opaque policymaking and
drawn-out decision-making, as well as inhumane
policies, while experiencing the cruelest face of
state.*® For instance, the US Supreme Court argues
that people—regardless of citizenship—have fewer
claims to Fourth Amendment privacy rights at the
border because of border restrictions, leaving it
up to the politics of various US administrations to
interpret the extent of these protections.>° Deploying
technology to manage migration, particularly where
the technology is still contested for ethical or welfare
reasons or where the technology has been prohibited
for use on domestic constituencies, underscores that
refugees and migrants are at risk of specific digital
rights violations. As such it is important to explore
what these border cultures are.
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Border Cultures as State Anxiety

It is impossible to consider border politics properly
without reflecting on the historical and contemporary
politics of the state, particularly given that policies
related to ID management are the purview of the
modern state. German philosopher Max Weber’s
classic formulation says that the state is the entity
that has “a monopoly on the use of force” within a
specific territory.® However, in contemporary times,
his formulation is challenged by the prevalence of
civil war, for instance.5? Contemporary state theory
better echoes French sociologist Pierre Bourdieu’s
approach, in which the state is not so much an entity
but a nexus of relationships, where different types of
power and capital interact within a geographic space
to produce certain outcomes.>® Power in this case is
not simply military power but also economic, social,
and cultural capital, and the state is essentially the
means through which these various types of power
try to reproduce themselves within the specific
society. The state therefore emerges when different
centers of power interact within specific institutional
contexts to produce large-scale outcomes.

Borders are inherently contentious. They represent a
fragile consensus on underlying political issues and
conflicts. In premodern times, boundaries between
communities were fluid and depended on the state of
the relationship between members of communities,
each of which saw themselves as distinct. They often
roughly corresponded to geographical features
like rivers or hills but could easily be changed by
incursion or migration. In Europe, the Treaty of
Westphalia of 1648 arguably settled many European
borders and is often cited as the birthplace of the
modern state, illustrating that settled borders are a

51 Max Weber, Politics as a Vocation (Philadelphia: Fortress Press, 1965).

positive political development given the long history
of territorial conflict on the continent.®* In Europe,
even when excluding conflicts in Ukraine, borders
remain contested: the status of Northern Ireland,
for instance, became fraught again following the
UK’s exit from the EU.%®> Meanwhile, border conflicts
remain hot in Africa and Asia, where contemporary
borders still reflect the imperial designs of European
powers over local realities. Put simply, borders are a
political construction and their permanence remains
questioned in much of the world.

The border is a key site for both defining the state and
witnessing the nature of these power relationships;
essentially, a key site is where a state defines and
practices what it stands for. Ruben Zaiotti, a scholar
of border politics, offers up the term “border cultures”
to describe the aggregated total of these practices
and argues that the concept of culture is embedded
in contemporary border politics. He defines culture
by extension as a collection of practices that are the
“congealed” manifestation of ideas that shape the
relationships that make up the state.5® Essentially,
each of the various sites of power within a state
system contains ideas about what its role is and what
its relationship to other sites is or could be. These
ideas in turn lead to certain actions or approaches
and then to practices. Political cultures are the
aggregated total of these practices and interactions.
By looking at border practices, Zaiotti argues, we
can define the ideas that shape the various centers
of power within a society as well as the political and
social culture of the state. “Border cultures” therefore
refers to the ideas that underpin the practices of
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managing human mobility, as well as the motivations
behind the decision-making processes.

The border is therefore a major site for both defining
and understanding a state. “Border cultures” are the
ideas that underpin state practices in that society,
with the power dynamics among various power
holders within it collectively defining the culture of
that society. Basically, a state reflects who it is at
the border. Often these interests occur in a matrix
and are not linear, but by looking at what border
cultures a country will tolerate, we can discern which
groups dominate the conversation elsewhere in the
society. Practices that criminalize all of migration
indicate growing tolerance for xenophobia, as well
as the growing space for exclusionary politics within
a society. In contrast, border cultures characterized
by allegiance to human rights and international
law suggest that civic institutions in the country
retain significant power and broader acceptance
of international law and human rights as organizing
political principles.

European borders offer an example of how border
cultures are formed, reified, and extrapolated. The EU
is the product of multiple historical events, notably
World War Il and the long history of intense conflict
between nations and states in the region, as well
as a desire to reduce competition between nations
and encourage alternative forms of engagement.
The Maastricht Treaty of 1992 created the pathway
for European integration and went beyond previous
agreements on an economic union toward a political
union that would enhance cooperation, provide
for a common defense, and allow for significant
participation from citizens.5” Research shows that
one unintended consequence of the Maastricht
Treaty, however, was transforming the main political
concerns of Europeans from economic and material
to cultural.’® With shifting responsibility for economic
cooperation and international relations to the EU,
individual European countries have developed

57
58

political cultures that are predicated on defining and
consolidating culture and identity, and excluding
outsiders is often deployed as a shorthand for
addressing these anxieties. Europe shares a common
external border, but internal border practices are
still heavily shaped by domestic concerns. The EU’s
border culture is therefore a product of both domestic
and regional decision-making.

Contemporary border culture inthe EU isincreasingly
rooted in practices of exclusion, and indeed racism,
and this manifests in increasingly violent responses
to all forms of migration. “Fortress Europe” is a term
embraced by many policymakers on the European
continent referring to the overall desire to make
external borders impenetrable, even while internal
borders in Europe are among the most porous in the
world.5® The Mediterranean Sea has been a focal
point for some of these policies, where the crossing is
heavily policed and individuals are routinely allowed
to die for deterrence effect. Similarly, land borders in
countries like Poland, Lithuania, and Hungary have
emerged as another contested frontier. Deaths on
European borders are not only normalized but are
explained away by governments as geopolitical
inconveniences rather than deeper moral policy
failures, even while the number of these deaths
increases.®® In 2017, IOM called the Mediterranean
Sea “the world’s deadliest border” because 33,761
people died attempting to cross it between 2000
and 2017, comprising 40 percent of all border deaths
in the world during that period.®’ Ninety percent of
those attempting to cross the Mediterranean Sea
were from Afghanistan, Bangladesh, Eritrea, Iraq,
Nigeria, Pakistan, Somalia, Sudan, Syria, and the
Gambia.®?

In his “Discourse on Colonialism,” Martinican scholar
of decolonization Aimé Césaire rails against myths of
exceptionalism that tolerate and indeed encourage
racist cruelty and violence against one group of
people.’® Césaire notes that an appetite for cruelty
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against “the Other” inevitably increases the appetite
for the cruelty within the society in question, and
that it is only a matter of time before that cruelty is
exacted domestically, devouring the society from
within. Césaire’s warnings foreshadow the impact
that border cultures are having on domestic politics
in Western countries, where domestic tolerance
for cruelty practiced overseas creates room for
increasingly extremist politics at home.

Indeed, the high tolerance for border deaths in
Europe corresponds to the growing space for far-right
politics in wealthy countries. Right-wing populism is
defined by a heightened desire for cultural exclusion
and homogeneity.®* Identity politics are at the heart
of these movements, and refugees and migrants are
a potent target for their organizing because they
are not a traditional political constituency. Refugees
and migrants are not citizens: they cannot vote.
Research has found that these right-wing groups
are not necessarily interested in capturing the state
wholesale, only in normalizing and mainstreaming the
rhetoric of cultural exclusion.®® In France for example,
the Front Nationale, now called Rassemblement
National (National Rally), found greater supportin the
mainstream once it shifted its main political rhetoric
from antisemitism to anti-immigration.®® After this
pivot, the party has reached the runoff stages (i.e.,
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one of the two best performing parties) in three
successive national elections.

Across the border, Germany presents a case study
in how resisting far-right politics on migration
enhances democracy more broadly. Some critics
argue that the refusal of former German Chancellor
Angela Merkel and her administration to embrace the
anti-immigration rhetoric of the far-right Alternative
fur Deutschland (AfD) party ultimately decreased
her party’s parliamentary presence following the
2017 federal election.®” However, other analysts
emphasize that the AfD’s dismal performance in the
2021 election, where its share of the vote dropped
from 10.3 percent to just over 2 percent, can be traced
directly to the refusal of other mainstream parties to
work with them.®® Refusing to normalize right-wing
populism on immigration directly impacts the ability
of right-wing parties to find room in electoral politics
and in political discourse, enhancing democracy
more broadly.

Even so, people organized in civic institutions or
participating in democratic processes are a key site
of power within a society and can create new centers
of power where alternative politics can be defined
and alternative political cultures can be expressed.
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Defining Who Is a “Person” at the
Border: Relations between Citizens,
Civic Institutions, and the State

Defining identities is one of the core bureaucratic
functions of the state and an area where the
power relationships between various segments
of a society are discerned. Bourdieu argued that
one of the functions of the state is in “production
and canonization of social classifications,” namely
by producing identities, ordering them, and giving
meaning to them through various systems of
recognition and endorsement.®® “People,” he wrote,
“are quantified and coded by the state: they have
a state identity.”’° A person is a citizen by virtue of
laws created by the state on gaining citizenship; for
instance, several countries still do not allow women
to pass on their citizenship to their children, reflecting
underlying limits on women’s rights.”! The state
also determines what metrics go into classifying
a person as a citizen, a migrant, an asylum seeker,
or an “alien.” Some of these identities are codified
in domestic laws, in international laws domesticated
by national statutes (e.g., the Refugee Convention),
or in specific legal instruments that address unique
national concerns (e.g., Title 42 in the United States).
Regardless, the process of defining the citizen is one
of the most potent processes of state action.

The state also determines how identities are verified,
and these decisions reflect the histories of that state.
For example, collecting ethnic identity information is
illegal in Rwanda because of the historical connection
between identity cards and the genocide.? The
growing use of biometrics and advanced artificial
intelligence (Al) in verifying eligibility for social
services indicates heightened mistrust of citizens
claiming state benefits, while the decision to
use physical addresses as the sole method of
determining location indicates presumptions about

69
70
Ul

Bourdieu, “On the State.”
Bourdieu, “On the State.”

sedentariness. Identities and the methods we use to
measure and interpret them are not neutral things.

The concept of identity is central to technosolutionist
approaches to managing human mobility. At their
heart, exclusionist border politics are about defining
the identities of who does and does not belong.
Meanwhile, identities are born at the nexus of
individual and collective behavior, as well as state
bureaucratic practices. Individuals identify in specific
ways for their self-actualization and to declare their
relationship to various institutions that run through
their societies (e.g., sexuality and marriage). But
identities are also born of communal practice, in that
some identities are created by societies in order
to make certain relationships and expectations
that emerge from them tangible. Ethnicity is one
such identity that exists primarily to extend familial
relationships and networks of social security beyond
biological families. By extension, a single individual
often represents multiple axes of identity and may
emphasize one over the other depending on the
social context. Ethnic identities can help advance
narrowly defined personal interests in neopatrimonial
contexts (i.e., systems in which power brokers create
networks of influence by using state resources
to reward loyalists), but they can be harmful in the
context of ethnic conflict; in response, an individual
may choose to either emphasize or deemphasize their
belonging to a specific group depending on whether
it protects their broader interests or well-being.”®

Where the state is the container for the social
relationships between governments, individuals, civil
society, and other institutions as defined previously,
the border is the hard limit of this container.
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Geographer Reece Jones wrote that “the state is
a boundary-making institution that legitimizes the
exclusion of others.”” From this perspective, the
border is not just the major site for understanding and
defining the state but also for clarifying the identity of
the “citizen” or delineating who is allowed to claim
benefits from the state and who is not. Defining
people as what they are is the work of national myths
and histories: the political function of the border is
defining people as what they are not.

Moreover, the border is not just a physical space,
particularly in the modern era. The border also
performs bureaucratic functions like eligibility for
public services, as well as diplomatic institutions
like passports. The border is both a physical place
and a set of ideas about who is entitled to full civic
protection from the state. As researcher Harsha Walia
writes, the border is not about movement per se and
is “better understood as a method for state formation,
social ordering, labor control and nationalism.”’®
As such, migration and border experts point to
heightened border politics as a manifestation of a
crisis of nationalism that is resurgent in all manner of
states around the world.”

DIGITAL IDENTITIES AND BORDER CULTURES

The central identity created at the border is therefore
that of “citizen,” but the increasing dominance of
right-wing border cultures means that “citizen” is
often defined by what it is not (border cultures of
exclusion) than what it is. Holding up the foreign
“other” as a threat to the survival of the state is an
indicator that the political culture has an increasing
tolerance for exclusion. Recalling the previous
discussion about the flawed premises at the heart
of the perception of a migrant crisis, the ongoing
heightened national anxieties around “invasion” or
“replacement” by foreign nationals can be traced
back to broader anxieties about the state’s ability
to maintain distinctions between those who are
identified as citizens and those who are not. It is
anxiety rooted in the perceived loss of control. It is
a crisis of perception rooted in a baseline failure to
put data in proper statistical and historical context.
It is also a broader crisis of governance that is
affecting the state more broadly and manifesting in
a heightened desire by state institutions to project
authority and control.
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Digital Identity

There are bureaucratic, communal, and civic
definitions of “digital identities,” all of which speak to
who we are or who we say we are online. Debates
about identity find expression online as well. States
do not always have the power to determine what
data are used to define our digital identities because,
as political entities, they do not always have the
same reach or scope of action online as they do
offline, at least not without intense, coordinated,
and expansive action as in China. Often digital
identities are much looser configurations defined
by the members who participate in various groups
and are usually circumscribed to the functions of
those groups. Avatars, digital identities that allow
individuals to have a virtual presence, are typical of
digital communities.”” Similarly, the majority of people
who have a digital presence present a curated
version of their lives, and their digital identities do
not always correspond fully to their offline lives.”®
Digital identities can also be created without the
individuals’ consent, for example in shadow profiles
on social media or through surveillance technology.”®

As more government functions shift online, states
are extending their bureaucratic capacity to define
belonging and citizenship online. One major part
of this is the capture of an individual’s data through
official government platforms, including border
systems and identity systems, as well as clandestinely
through the expansion of the surveillance state.
Digital identities in the narrow sense are built on the
back of data collection and aggregation systems. In
technical terms, digital ID refers to a set of information
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that is used to uniquely identify an individual online.8°
For governments, digital ID refers to the collection of
information used to uniquely identify citizens across
virtual government platforms. In some countries,
a digital ID is a new identity specifically created to
respond to the emergence of digital government.
These are usually signifiernumbers thatinthemselves
do not denote anything except sequence. In several
countries, however, digital IDs are created through
the process of digitalizing analog identity documents.
In Kenya, for example, the Huduma Number digital ID
is based on the country’s national ID card, which was
first created by the colonial government as far back
as 1915.8' This approach to digital identities creates
several challenges as outlined in the cases below.

In recent years, more entities have built digital
identity systems, promising to deliver more efficient
government. Developing countries especially
have been investing in creating and deploying
digital identities, in part owing to partnerships
with international organizations and multilateral
institutions like the World Bank, as well as foreign
governments. The World Bank’s ID4D initiative is
one such flagship initiative that has had significant
ramifications for the world. Through this initiative, the
World Bank has committed $1.5 billion dollars to the
development and implementation of digital ID and
civil registration ecosystems in at least thirty-five
countries, while supporting seven more indirectly.®?
This initiative involves providing both research and
analysis, as well as the design and implementation of
digital ID systems.8® By March 2022, the initiative had
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provided implementation support to ten different
countries, with fourteen more in the pipeline.®* Other
countries, including Kenya and India, are developing
their own digital ID systems independent of such
initiatives, although they are seemingly grounded
in the “best practices” and rationale provided by
institutions like the World Bank.®®

Corporations are also usurping the political function
of creating digital identities. So-called “real name”
policies—policies that demand that people use their
real identities on a given online platform—are one
example of corporate policies expanding the data
demands of digital participation.®® Critics of these
policies assert that online anonymity is integral
to people’s willingness to participate in online
conversations, particularly in societies that have a
history of authoritarianism.®” Yet the corporations
that run platforms argue that real name policies
are a critical way of addressing some online harms,
including harassment and abuse.28 Critics also argue
that, by mirroring too closely some of the limitations
of the state-issued ID, including failing to recognize
transgender and third gender people, real name
policies threaten to reify the contours of exclusion
that exist in the analog world. Decisions to accept
certain types of digital IDs are not just bureaucratic
decisions: they reflect the extent to which the groups
represented by these and other constituencies have
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power within the matrix of power and interests that
the digital community represents.

With these considerations in mind, the experiences
of refugees and migrants with regards to digital
identity are instructive of the border cultures that are
emerging in the developing world, and the extent to
which they reflect the politics of the wealthy world.
With the current methods through which knowledge
about migration and border management is created
and distributed, wealthy countries have an outsize
role in defining global border cultures: a secondary
layer of injustice that excludes the lived experiences
of the majority of the world. The epistemologies of
digital identities are almost universally articulated in
wealthy countries and then deployed uncritically in
poorer countries, resulting in disconnects that can
have material consequences for people. The use of
technology in migration management illuminates the
underlying intent and practices of deploying digital
identities and the implications this has for our ideas
of who our state views as a person. The choice of
what data are collected, how data are defined, and
what they are used for is not agnostic either. It is
indicative of how a state wishes to define who is a
citizen and who is not, and what data it believes have
the potential to reveal “truth” about those identities.
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Case Studies:

Afghanistan and Uganda

The prior discussion allows us to think clearly about
the potential impact of the growing use of digital
technologies in migration management, situating it
in the context of shifting rhetoric around culture and
xenophobia. To fully appreciate the international
ramifications of the debate, it is important to examine
the downstream impacts of such practices. Border
and digital cultures rarely remain contained in
specific countries. Once they become normalized in
wealthy countries, they are rapidly taken up by poor
countries in part through cooperation agreements
and technological exchanges. They may even be
deployed earlier because of less stringent regulatory
regimes. Right-wing populists in Western nations
also export their anxieties to other regions of the
world as a way of further legitimizing them.®®

Indeed, researchers have argued that the link
between security technology and migration is not
accidental: border cultures justify the increasing
use of technology to manage human mobility, and
there is a mutually reinforcing cycle between anxiety
over migration and the justification for using more
resources to build technology to manage human
mobility.°° Refugees and migrants are routinely
exposed to intensified scrutiny and experimentation
with new methods of surveillance and control that are
banned or limited for general populations. The cases
of Afghanistan and Uganda highlight the practical
implications of these concerns.
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AFGHANISTAN

It is nearly impossible to capture the full contours of
the many crises that have beleaguered Afghanistan
since 1978 in a policy document that does not
explicitly discuss them. In summary, however, cycles
of authoritarianism, invasion, and withdrawal have
created one of the most war-affected populations
in the world, and the residual generational trauma
is compounded by the patterns of gendered and
class-based marginalization and exclusion.® As
a result, Afghanistan has experienced one of the
largest refugee and internally displaced person (IDP)
movements in the world. As of 2021, there were
2.6 million registered Afghan refugees in the world,
the vast majority divided between Iran and Pakistan
(2.2 million).? Another 3.5 million were displaced
within the country.®® Yet paths to legal asylum for
refugees, even in countries like the United States
that have been central to the conflicts that caused
the displacement, remain few and far between.

In August 2021, when US and allied forces withdrew
from Afghanistan, the Taliban took over and
reimposed its strict interpretation of Sharia law on
the population, including the exclusion of girls from
school and women from public life.®* This fueled a
wave of chaos as thousands of people, particularly
those who had worked in various capacities as
support staff for the allied forces, sought to leave
the country out of a fear of retribution.®® These fears
were not unfounded. In the weeks after the Taliban
returned to Kabul and took over several key towns
in the country, Human Rights Watch documented
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at least one hundred summary executions in four
provinces in the country.®®

Owing to these anxieties, allied governments
promised to evacuate staff members who were
caught in Afghanistan, but critics argue that many
of these promises have not been fulfilled. Former
British diplomats argued that the failure of the UK’s
then-foreign secretary to immediately appreciate the
scale of the crisis at the airport left “people to die
at the hands of the Taliban.”®” Similarly, critics have
argued that the US Priority 2 (or P-2) refugee program
has failed to properly provide for the journalists
and nonprofit organization employees who do not
qualify for special immigrant visas because they are
unable to leave the country and enter a third country
as required by the program.®® European countries
did suspend deportations to Afghanistan following
the withdrawal of allied troops,®® but the violence
in Afghanistan has continued to escalate, making it
unclear how much longer the temporary measures
will be sustained, considering that deportations to
countries like Syria continue.!®

Prior to the return of the Taliban, Afghanistan was one
of the countries in the developing world where digital
ID initiatives were advanced with the stated aim of
enabling the government to provide better services.
Due to generations of conflict, Afghanistan does
not implement regular censuses, keep employment
records, or issue basic identity cards, and many
Afghan people lack the basic documentation that
would give them a legal identity before the state.'™
The impetus to build elaborate digital ID systems
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in Afghanistan is therefore regularly framed as
addressing the data vacuums created by the absence
of a strong central state for several years.

However, it is important to note that much of the
technology subsequently built around a digital ID
approach in Afghanistan has gone beyond simple
data collection to the development of panopticon-
like surveillance systems. The e-Tazkira is a part
of this system. The e-Tazkira is Afghanistan’s main
biometric digital identity card and was officially
launched in 2018 in partnership with the World Bank
as part of a broader social inclusion project in the
country.®? It was based on the tazkira, Afghanistan’s
analog identity card, which had not been issued
on a routine basis in decades.”® A presidential
decree in 2013 began the process of launching the
biometric identity card, but the full launch of the card
was delayed by internal disagreement about what
information would be collected and what it would
represent.’o4

As with its predecessor, the tazkira, the e-Tazkira
collects a person’s name, father’s and grandfather’s
names, national identity number, physical description,
place of origin, place and date of birth, sex, marital
status, religion, tribal links, ethnicity, first language,
profession, level of education, and level of literacy—
but it also collects fingerprints, iris scans, and several
more security features.'®

Supporters argue that the system has been a
qualified success in terms of the digital inclusion of
women in a country where their rights are routinely
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suppressed.’®® Prior to the launch of the new digital
ID, women were not eligible to receive analog
identities of their own and were left dependent on
male relatives to access basic services.'”’

However, the e-Tazkira fueled the same kinds of
debates about identity that have plagued efforts
to decide what data an ID system should collect
and what it means. For example, the ID collects
information about ethnicity and nationality, leading
to heated debate within the country about how these
identities would be understood before the state.'°®
Indeed, the European Union withdrew support for
the system based on these concerns.”® People
within the country argued that the word “Afghan”
for everyone’s nationality was political because
“Afghan” refers to a specific subnational (Pashtun)
identity in the country.™® Beyond rhetoric, critics
insisted that the decision unleashed a new round of
unnecessary tension around who would be counted
as a full citizen of the nation." Other familiar criticisms
also emerged. Like many identity cards around the
world, the e-Tazkira is patrilineal, collecting data on
fathers and grandfathers, and implicitly marginalizing
those who are unable to trace their lineage through
that side of the family."?

The e-Tazkira is only one of the many data intensive
digital identity systems that have been deployed in
Afghanistan in the last twenty years. The Afghanistan
Automated Biometric Identity System was maintained
by the Afghan Ministry of the Interior, with support
from the US government; the US military used
handheld interagency identity detection equipment
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(HIIDE)."® These systems and devices all collected
unprecedented amounts of data based on the
assumption that more data would increase their
efficiency and interoperability. However, these
arguments also assumed that eventually the systems
would be handed over to a strong and independent
local administration.

Instead, after the return of the Taliban in 2021, HIIDE
and e-Tazkira datawere seized by the Taliban, creating
enormous security risks for those whose data they
contained." Digital rights group Access Now™ has
pointed out that Afghanistan’s many “biometric trails”
make it particularly easy for the Taliban to identify
individuals, particularly when the data can be cross-
referenced."® Afghanistan’s experience reminds us
that digital ID systems are developed within political
contexts, and pursuing technical efficiency without
contemplating the spectrum of those political and
social contexts can create significant vulnerabilities.
If you have to assume a stable and positive political
context as a premise for a digital ID system or the
arguments for it do not hold, then the logic of the
system must be challenged. Simply put, a technically
efficient system can be used by authoritarian states
to advance their authoritarian intentions.

Refugee populations are an integral part of the digital
ID landscape in Afghanistan. Before the national
initiatives were rolled out, UNHCR piloted biometric
identity systems among Afghanrefugeesin Peshawar,
Pakistan, as early as 2002."” UNHCR subsequently
used those systems on refugee populations in Kenya,
Syria, and Uganda. Researchers have rightly pointed
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out the inherent vulnerability that host countries may
request access to the resulting sensitive data in order
to increase their control over those populations."®
In 2021, for instance, UNHCR collected biometric
identity information from Rohingya refugees without
their informed consent and subsequently turned the
information over to the government of Bangladesh,
ostensibly to allow the refugees to access
government services in the country." Instead, the
government of Bangladesh turned over some of
the identifying information to the government of
Myanmar—the nation the refugees had fled to avoid
ethnic persecution—in order to facilitate possible
repatriation.”® Despite these and other concerns,
digital IDs for refugees continue to expand, with the
latest proposals invoking blockchain as a solution to
the challenge of verification.’

Meanwhile, Afghan refugees in other parts of the
world continue to experience “datafication” of their
identities, i.e., turning all aspects of their life into
data points, and specific digital harms because
they are refugees.? In 2020, a group of refugees
from Syria, Cameroon, and Afghanistan sued the
German government for privacy violations after
their phone data were accessed in a breach of data
protection laws that protect German citizens from
such invasions of privacy.”® A 2017 law made asylum
seekers exempt from this protection, but the lawsuit
is demanding removal of that exemption.’?*

Overall, the case of Afghanistan emphasizes that
whatever exclusionary impulses are created in
wealthy countries, where much of these digital
ID technologies are developed, they are only
intensified in countries with fragile political contexts
and histories of violence. Collecting identity data
is not a neutral act. Whatever the data the state
prioritizes and frames—e.g., collecting data on ethnic
identities—reflects the position the state bureaucracy
has toward that particular data point. The selection
of “Afghan” as an identity marker is an example of
how these politicized identities can be perceived or
actively used to further marginalization.
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Moreover, if the state does not allow individuals
to opt out of these identifiers and frames them as
unchangeable, it also signifies the extent to which
they believe they are immutable characteristics
of the individual. If ethnic identities are defined
narrowly through patrilineal inheritance, then it
indicates the state’s perspective that identity is a
gendered marker, to the exclusion of those who exist
outside narrow heteronormative, patriarchal families.
Perhaps most importantly, the case of Afghanistan
reminds us that the best technology in the hands
of people with the worst impulses will necessarily
lead to the worst outcome for ordinary people. It is
no longer sufficient to advocate for digital identity
systems as apolitical and decontextualized objects.
They must be rooted and framed in relation to the
politics they are entering.

UGANDA

Uganda currently hosts the largest population of
refugees in Africa, with 1.4 million people seeking
refuge from various conflicts in the region.” Yet
Uganda has been at war for much of its independent
history and has been led by an authoritarian military
ruler, Yoweri Museveni, since he first came to power
in @ 1983 coup. As a result, Uganda hosts a large IDP
population as well as millions of foreign refugees.
Critics argue that Museveni has historically retained
power through extensive patronage networks in the
country, including control over parliament and other
branches of government. The government has in
recent years been implicated in highly visible acts of
violence and retaliation against critics of members of
the president’s family. The country also previously
endured a long-running insurrectionist movement
led by the Lord’s Resistance Army (LRA), which
fueled mass displacement in northern Uganda.
While no longer as active as it once was, the conflict
is technically unresolved as the leader of the LRA,
Joseph Kony, remains in hiding in a neighboring
country, likely the Central African Republic or the
Democratic Republic of Congo, resulting in what
is sometimes referred to as “mixed migration,” or

“Accenture and Microsoft Plan Digital IDs for Millions of Refugees,” BBC News, June 20, 2017, https://www.bbc.com/news/technology-40341511.
See generally Mejias, Ulises A., and Nick Couldry. 2019. “Datafication”. Internet Policy Review 8 (4). DOI: 1014763/2019.4.1428. https://

“Figures at a Glance,” UNHCR | USA (website), accessed May 12, 2022, https://www.unhcr.org/figures-at-a-glance.html.
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the presence of migrant populations motivated by Uganda spends significant portions of its national
diverse factors.”¢ budget on its military. According to the Stockholm
International Peace Research Institute, Uganda had
Despite these challenges, Uganda has been the largest growth in military expenditure in Africa in
considered politically stable since Museveni’s ascent 2020, rising by 46 percent and far outpacing the next
to power in 1983 and has attracted large volumes country on the list, Chad, at only 31 percent.”® Today,
of aid and foreign direct investment as a result. Uganda maintains the highest number of personnel
Since the 1990s, aid comprised about 70 percent trained by the US Department of Defense among
of the country’s spending and 15 percent of its African countries, and the US State Department and
gross domestic product, though the volume of aid US Africa Command invested $51 million in gear and
has been declining in recent years.”” According training for the US army.”* These large investments
to Development Initiatives, an organization that reflect the role that Ugandan soldiers play in fighting
collects data on aid around the world, Uganda has frontline wars that are seen as too expensive or
increasingly received aid in the form of concessional politically dangerous for the US army itself including
loans rather than grants since 2020, a trend that has in Somalia and Iraq.”® All of these factors conspire to
steadily and dramatically increased particularly since create a context of dependence and independence
the onset of the COVID19 pandemic.'?® into which broader questions of digital identities
arise.
The UK is the largest bilateral donor to Uganda,
though in absolute terms, and its bilateral aid to In 2015, the Ugandan government launched a digital
Uganda decreased by 54 percent between 2018 identity registration scheme called Ndanga Muntu,
and 2022. The United States represented the to be administered by the National Identification
largest increase in bilateral aid in the same period at and Registration Authority.®® For five years, the
4 percent,” providing more than $950 million in aid system moved slowly and inefficiently until President
per year.®™® The World Bank contributed 77 percent of Museveni himself intervened in a national directive to
all aid provided by international financial institutions accelerate the process.”™ Analysts have pointed out
(IF1).®" The bulk of aid to Uganda goes to the health severalissues in Uganda’s digital ID system that make
sector, with aid to the humanitarian sector declining it exclusionary by design. For instance, up to one-
by 20 percent between 2019 and 2020, while the third of Ugandan adults do not have the ID, and the
bulk of IFI loans went to “governance and security,” poor, the elderly, and women are disproportionately
an increase of 454 percent in the same period.”? excluded and unable to access the entitlements that

are distributed based on the cards.®® The system is
also operating out of sequence and requires a birth
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The term “mixed migration” is used in multiple ways by different stakeholders. Some use it to refer to cross-border movements comprised

of people with different and sometimes multiple motivations to migrate, while others use it to refer to situations in a country where there are
migrant populations driven by diverse motivations. The uniting idea is a context in which hard-and-fast policy rules based purely on analyzing
motivations for mobility are difficult to implement.
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certificate to register, but a majority of Ugandans do
not have birth certificates and there has been no
national effort to encourage birth registration.™®

A report by Ugandan organization Initiative for
Social and Economic Rights (ISER) and the Center
for Human Rights and Global Justice, among other
partners, argues that the digital ID system was built
to be an extension of the country’s national security
apparatus.® The government initially referred to the
initiative as the National Security and Information
System, reflecting the military regime’s growing
preoccupation with spending on militarism and
security.™ The project was initially overseen by a
general who argued that it was unambiguously
“another element to be added to our security of
weapons.”™? The system also hinges explicitly on
excluding specific groups including “non-Ugandans,
security risks, and criminals.”'*?

Moreover, although errors are common in the digital
ID system, corrections to and replacement of cards
issued in the system cost just under US$14, despite
the fact that low-skilled Ugandan workers earn only
$110 per month on average, and access to several
key government services is tied to having the card."*
The ISER report also argues that this automatically
excludes many of the citizens of one of the world’s
poorest countries and, by extension, excludes
nearly a third of the country’s adult population from
accessing key services like healthcare.*® This is a
risk that recurs in many developing countries where
digital IDs are not widely available and, because of
intensive gatekeeping, are administered as a social
benefit as well as a prerequisite for other social
services, compounding the harm that occurs when
they are withheld.

DIGITAL IDENTITIES AND BORDER CULTURES

Given its large refugee population, Uganda is now a
testing ground for the deployment of digital identities
for refugees. In 2015, UNHCR launched the biometric
identity management system (BIMS), which collects
refugee photos, iris scans, and fingerprints.*® These
and additional data are stored in UNHCR’s BIMS and
the Population Registration and Identity Management
Eco-System (PRIMES); UNHCR data are in turn used
in Uganda, including at Bidi Bidi refugee camp,
which hosts 21 percent of the country’s refugee
population.™”

Although Uganda has a reputation for generosity
toward refugees, the current efforts to expand
their registration is rooted in historical criticism that
the government overcounted refugees in various
camps in order to draw more financial benefits
from international organizations like UNHCR.“®
Once again, anxieties around scarcity fuel the
bureaucratization and expansion of identity systems.
The main argument in favor of the system is that it
will simplify access to services delivered at different
points, such as education or health, without requiring
multiple registrations.*® Equally, the agency has
committed to building out the platform to allow
refugees to access external services like registering
for SIM cards, bank accounts, and more, which is
currently impossible in countries that do not issue
identity documents to refugees.™®

However, as stated previously, the UNHCR system
has come under scrutiny among refugee populations
for being made available to hostile governments and
for imposing identities that do not align with how
the refugees identify themselves. In 2018, Rohingya
refugees in Bangladesh rejected UNHCR’s label
of “forcibly displaced Myanmar nationals” instead
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of “Rohingya” amid later legitimized fears that the
information would find its way back to the Myanmar
government.”™ Criticisms specific to Uganda have not
yet emerged, but the fears remain pressing given
the fluid political situation in the region. Moreover,
the widespread expansion of the system is likely to
legitimize it as a standard tool in future countries.

Similarly, in view of the rapidly changing political
allegiances and connections that characterize the
wars that fuel refugee movements into Uganda, there
is considerable risk if UNHCR makes refugee data
available to the host government. As in neighboring
Kenya, which is currently engaged in highly criticized
returns of Somali refugees to Somalia, it is unwise to
assume that because refugees have been welcomed
over an extended period of time that they will remain
welcome indefinitely.

There is also a concern that it is impossible to
fully secure informed consent from traumatized
populations.™ Mixed migration complicates the
process of creating insular refugee identity systems
in countries like Uganda. The large number of IDPs
in the country who are technically citizens but who
may not have access to identity documents because

151 Zikry, “UNHCR and Digital Identities.”
152 Madon and Schoemaker, “Digital Identity as a Platform.”

22

of their experience of conflicts contradicts the
aforementioned impulse embedded in the national
digital ID system to exclude noncitizens.

Uganda’s experiences with digital identity point to
the limits of emphasizing technical efficiency over
sensitivity to local histories in building and deploying
digital identity systems. Even if the Ugandan system
were technically perfect, given that it is embedded
in broader national security discourses, it is
exclusionary by design and would only intensify an
underlining politics of exclusion. And as stated, the
Ugandan system is not technically perfect. Presently,
Uganda remains hospitable to refugees from various
countries, but as experienced over the border in
Kenya, regional politics are fluid, and this acceptance
cannot be presumed to be indefinite. Uganda’s
experience also reminds us that refugees are
particularly vulnerable to disproportionate exercises
of power in relation to building and deploying
these systems. They are, in effect, vulnerable to
experimentation by being subjected to systems that
are not necessarily sensitive to their experiences as
traumatized populations.



Conclusion

DIGITAL IDENTITIES AND BORDER CULTURES

Thinking critically about personhood and refugee
identities in the digital age is an unusual yet
necessary entry point for thinking about democratic
resilience more broadly. Too often, policies applied
to refugee populations are viewed as external to the
domestic political discourse. This creates a policy
blind spot that allows xenophobic, racist, and far-
right politics to take root, undermining democracy
by increasing social tolerance for such politics while
mainstreaming the technology designed to advance
exclusionary ideologies. Technology only intensifies
and accelerates this impact. It is also systematic,
as factors driving the development of technologies
for one population will inevitably impact everyone.
Therefore, conversations that recenter the human
dimension in digital policymaking are crucial, not
just to avoid the challenge of harm caused by the
technology itself but to deepen the discourse to
include democratic resilience more broadly.

Legal identities are crucial, and the Sustainable
Development Goals in SDG 16.9 recognize that
the provision of legal identities to all is a pillar of
development.®™ But the pursuit of legal identities
cannot come at the expense of broader human rights.
The goal of providing legal identities is not to define
who is—or who is not—human enough or “worthy.”
Moreover, systems that are predicated on illusions
of scarcity and organized to minimize undefined
threats are always going to be inherently unjust. The
normative shift from legal identity for all to biometric
digital identities for all is not a small one, and merits
deeper consideration, particularly when fueled by
dangerous narratives of scarcity, nationalism, and
xenophobia. The desire to provide legal identities
for all should not be a pretext for buttressing the
surveillance state and surveillance capitalism, i.e.,
the unilateral harvesting of free individual data for
commercial purposes.’®

Technosolutionist responses to refugees and
migrants are a product of the unfounded anxieties
about the impact of migration on a handful of
countries that collectively receive less than a quarter
of the world’s refugees. They are based on a political
fallacy that underpins this growing network of data
collection, surveillance, and control: statistics do
not point to a dramatic increase in the proportion
of people seeking to permanently move in search
of safety or opportunity. The vast majority of those
who are currently labeled migrants are not looking to
relocate permanently. Those who seek refuge during
or after conflict are most likely to remain in their
region of origin, and the countries that face genuine
transformation within their societies because of
refugee arrivals are least likely to participate in the
development and deployment of technosolutionist
responses because the numbers are too large and
the technology too expensive. Resources spent
policing imaginary invasions by creating elaborate
digital identities and surveillance systems would be
better spent providing support to those who do need
it, e.g. the growing populations of IDPs.

Indeed, the migrant crisis is comprised of the
growing tolerance for insular politics and xenophobic
rhetoric in the public sphere. The fear of invasion and
replacement by migrants and refugees is a right-
wing populist theory that has become increasingly
accepted and even embraced by political parties in
the Global North. It is creating rhetorical room for
the increased criminalization of vulnerable people
the world over. The pivot toward digitizing refugee
identities therefore represents a misguided effort
to create a technical standard for the problematic
politics of exclusion. Therefore, reconsidering
technosolutionism applied to refugee and migrant
experiences is an important moment to reflect on
the nature of the state and how state practices are
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a product of political cultures. Societies that have
a high tolerance for exclusionary border practices
are generally societies that are developing a
higher tolerance for extremism more generally.
Placing technosolutionism in relation to refugees
and migrants in its proper historical and political

24

context is not solely a defense of the human rights of
refugees—itis also aninvitation to defend democracy
and healthy physical and digital publics the world
over including at home.
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