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INTRODUCTION

This report presents the findings and recommendations of the At-
lantic Council project Conceptualizing Integrated Deterrence to
Address Russian Chemical, Biological, Radiological, and Nuclear
(CBRN) Escalation. The objective of this project was to develop an
approach for incorporating European allies and partners into the US
model of integrated deterrence against Russian CBRN use.

Background

Russia’s foreign policy has grown increasingly destabilizing to US
interests as its economic decline, adverse demographic trends,
and conventional capability inferiority vis-a-vis NATO have led to an
aggressive pursuit of military modernization. Of particular concern
is Russia’s routine flouting of arms control, disarmament, and non-
proliferation norms. For instance, Russia violated its arms control
commitments by developing and using a novel fourth-generation
nerve agent, Novichok, in the United Kingdom in 2018 Russia’s
exit from the New START Treaty in 2023 constituted a further move
away from accepted arms control and verification standards.? These
actions, combined with Russia’s persistent false claims of US and
Ukrainian development of biological weapons in Ukraine, contrib-
ute to an environment of volatility and instability, especially about
the prospect of the Kremlin choosing to use CBRN weapons for
punishment or compellence to seize military advantage, or to deter
allied support for Ukraine.®

The hollowness of Russia’s conventional capability, combined with
its military doctrine and dangerous rhetoric, reinforces the important
role that CBRN capabilities will likely play in Russian defense strate-
gy in the coming years. However, there is currently a gap in US and
European understanding of the manifestation of this risk in the near-
to mid-term. Moreover, it remains uncertain how allies and partners
fit into the United States’ approach to mitigating CBRN risks through
integrated deterrence, a cornerstone of the 2022 National Defense
Strategy (NDS). As defined in the NDS, integrated deterrence en-
tails “working seamlessly across warfighting domains, theaters, the
spectrum of conflict, all instruments of US national power, and our
network of Alliances and partnerships.”* This report explores how
the United States can include allies and partners in integrated de-
terrence strategies to counter potential CBRN escalation by Russia.

Research Question

The research question guiding this project was, “What is the risk of
Russian CBRN weapons use in Europe in the next five to ten years,
and how can the United States counteract or mitigate such risk?” The
project team considered several aspects of this research question to
establish how best to involve allies and partners in ongoing and new
US efforts to mitigate Russian CBRN threats, including the following:

- How the activities of NATO allies could fit into a US campaign
plan to deter Russian escalation in Ukraine and beyond

« How the United States could maintain resolve among its allies
while coordinating allied activities to support integrated deter-
rence objectives

« What specific steps the United States could take now to ensure
European allies are part of a broader integrated deterrence
strategy five to ten years from now

KEY FINDINGS SUMMARY

The Atlantic Council sought to identify and develop approaches for
incorporating European allies and partners into the US model of
integrated deterrence against Russian CBRN threats. We derived
five key findings, summarized below, which incorporate the op-
portunities and critical challenges we discovered from the scenar-
io-building workshop, insights from expert interviews and roundta-
ble discussions, and background research. The Key Findings and
Recommendations section explains each of these findings in detail,
outlining actionable recommendations to address these challenges.

1. Allies and partners already significantly contribute to US ap-
proaches to counter Russian CBRN threats in Europe. Future
cooperation—bilaterally, multilaterally, and through NATO—
should focus on areas of greatest need as mutually identified
by the United States and its European allies and partners.

2. As a concept, integrated deterrence is a useful frame for ex-
amining cooperation with European nations to counter Russia’s
CBRN threats, but the US Government should use this framing
to identify new opportunities, rather than detract from or encap-
sulate ongoing cooperation.

3. Civil-military cooperation across a variety of sectors is essen-
tial to respond to CBRN threats, especially among public health
agencies and law enforcement. To fully realize integrated deter-
rence in the next five to ten years, greater coordination among
civilian and military communities—within the United States and
among its European allies and partners—is essential to enhanc-
ing resilience.

4. Technological advances present significant opportunities and
challenges for US cooperation with allies and partners to count-
er CBRN threats, especially as these threats become more com-
plex. The United States and its European allies should remain
vigilant about emerging threats, while leveraging new techno-
logical developments in detection and attribution systems and
emergency response mechanisms to build comprehensive de-
fenses against CBRN threats.

5. As Russia deploys hybrid warfare tactics to support and conceal
potential CBRN escalation, the United States and its European
allies must prepare to combat malign influence efforts, such as
information influence activities, targeted assassinations, energy
sabotage, and economic coercion, related to CBRN use as part
of the US strategy of integrated deterrence.

METHODOLOGY

Two primary analytic approaches guided the research for this proj-
ect: a scenario-building workshop and a series of interviews with
subject matter experts and officials. The team also conducted sec-
ondary source research, including official publications from the US
Department of Defense (DoD) and NATO, as part of our background
research to corroborate information and insights from workshop
and interview participants. Background research on scenario plan-
ning was also critical to developing the workshop methodology. Fi-
nally, the project team used Atlantic Council roundtable discussions
with senior US and European officials to gauge perspectives on
CBRN escalation risks and methods through the lens of integrated
deterrence.

ATLANTIC COUNCIL
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Scenario-Building Workshop

The Atlantic Council convened a group of experts and officials from
the United States and Europe in December 2022 to participate in a
scenario planning exercise to conceptualize integrated deterrence
with respect to Russia’s potential CBRN weapons use in Europe. Us-
ing strategic foresight scenario planning methodology, which involves
a structured exploration of multiple plausible futures to inform present
decision-making,® the workshop identified four possible futures for
Russian CBRN use in Europe over ten years for which the transatlan-
tic community will have to prepare. A more detailed explanation of
strategic foresight planning is included in Appendix C.

The workshop encouraged participants to think creatively about
possible future scenarios with respect to Russia’s development and
use of CBRN weapons. Using analytic tools prescribed by strate-
gic foresight methodology,® participants explored options for future
Russian decision-making around CBRN use and the consequent im-
pact on the security landscape in Europe. Participants were divided

into groups and asked to define the likelihood of Russia’s use of
CBRN weapons in the year 2032 using the parameters outlined in
each of the four scenarios based on the interaction of two pre-se-
lected factors: Russia’s regime stability and Russia’s conventional
warfare capabilities. After briefing the plenary session on the results
from the four scenario groups, participants were invited to identify
opportunities for US-European cooperation through integrated de-
terrence strategies.

Interviews with Officials and Experts

To build on insights obtained from the workshop, the project team
conducted 13 interviews with US, NATO, and European government
officials, military officers, and civilian security experts from eight
NATO member states. The list of organizations represented by the
interviewees is included in Appendix A. These interviews provided
firsthand perspectives to better understand possible scenarios for
Russia’s use of CBRN weapons and options for enhancing cooper-
ation with allies and partners against CBRN threats.

ATLANTIC COUNCIL



Alexey Malgavko via Reuters, 21 Auguét 2020

e e e e e

To conceptualize integrated deterrence with respect to Russia’s
potential CBRN weapons use in Europe, the Atlantic Council’s vir-
tual scenario-building workshop presented four scenarios in a ten-
year timeframe with respect to CBRN escalation. Comprehensive
accounts of each of the four scenarios that participants designed,
based on the parameters provided, are outlined for both Part | and
Part Il in Appendix B. The workshop illuminated several key themes,
concepts, and takeaways, which we describe in detail below.

PART I: Understanding the Effect of Russia’s
Conventional Warfare Capabilities and Regime
Stability on CBRN Escalation

For the first part of the workshop, participants considered
the strengths and/or weaknesses of the Russian regime and

Russia’s conventional capabilities assigned to their scenario.
Participants also considered how those characteristics could
affect Russian decision-making around using CBRN weapons

and the consequent impact on the security landscape in Europe.
In advance of the workshop, the project team predefined these
characteristics as the key drivers of change based on extensive
background research.’ The conditions of each scenario, as well as
the key perspectives from participants and lessons learned, are
included in Table 1 on page 7.

Key Takeaways from Part |

CBRN weapons are an attractive option for Russia to showcase
its strength

Part | revealed participants’ views that Moscow perceives opportu-
nities to use CBRN weapons as a tactic to supplement conventional
methods to achieve its geopolitical objectives. While Russia main-
tains a vast nuclear arsenal,® questions remain regarding the scope
and scale of Russia’s biological and chemical weapons capabilities.®

ATLANTIC COUNCIL
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Table 1: Results from Part | of the Scenario-Building Workshop

Scenario 1: High Regime Stability and Strong Con-

ventional Warfare Capabilities

Scenario 2: High Regime Stability and Weak
Conventional Warfare Capabilities

Conditions: The Russian threat is acute due to the country’s strong
military capabilities and stable regime, which enjoys significant support
at home. These characteristics could make the use of CBRN weapons
more attractive to Russia, especially as a method to complement its
conventional military strength.

Key Perspectives:

- Russia may employ technological advances, such as bioengineer-
ing, artificial intelligence, machine learning, and additive manufac-
turing, alongside strong conventional capabilities to increase its
CBRN capabilities, especially with respect to tactical nuclear weap-
ons and bioengineered weapons.

- Russia might also use CBRN weapons to demonstrate strength or
as a means to expend fewer conventional forces in times of con-
flict.

Conditions: The Russian regime maintains control over political and
social life, potentially drawing from continued authoritarianism and po-
litical repression. However, with weakened conventional power, Russia
may turn to drastic measures to achieve its goals, including employing
CBRN weapons.

Key Perspectives:

- To offset weak conventional capabilities, Russia may consider us-
ing CBRN weapons in targeted instances—such as political assas-
sinations or direct attacks on critical infrastructure—with greater
incentives to create unconventional weapons not governed by
international norms.

- Russia may look to augment its nuclear capabilities to prop up its
military power. Russia could refuse to relinquish control of its nu-
clear weapons arsenal or agree to future arms control treaties as
a last means to maintain global legitimacy and offset the global
posture of the United States.

Scenario 3: Low Regime Stability and Weak
Conventional Warfare Capabilities

Scenario 4: Low Regime Stability and Strong Con-

ventional Warfare Capabilities

Conditions: Russia’s regime becomes more fragile as its conventional
capabilities weaken, raising the specter of instability in Eurasia. These
factors leave fewer options for Russian decision-makers to achieve
their geopolitical goals and, as such, Russia may employ CBRN weap-
ons in both targeted assassinations and on the battlefield to achieve its
geopolitical agenda.

Key Perspectives:

- With an unstable regime and weak conventional capabilities, Rus-
sia could lose its position as a world power, setting it on a course
toward isolationism and instability. Its participation in and support
for multilateral institutions, including arms control regimes and dis-
armament treaties that monitor compliance regarding CBRN weap-
ons, are in question.

« Russia may place greater emphasis on its existing nuclear capa-
bilities as a deterrent, consider isolated use of chemical and bio-
logical weapons to target political opponents, or employ tactical
nuclear weapons against key targets to compensate for conven-
tional weakness.

Conditions: The Russian regime is vulnerable to both the Russian pub-
lic and the international community, which could cause Russian deci-
sion-makers to rely on all available means to restore power and legit-
imacy, including through its strong conventional warfare and existing
CBRN capabilities.

Key Perspectives:

- To reestablish or defend its regime stability from further erosion,
Russia will seek to suppress democratic movements and growing
support for opposition candidates. As a solution, Russia may turn
to targeted CBRN attacks using chemical agents to neutralize op-
ponents and further deter efforts that would challenge the Russian
regime.

- As Russia’s central authority weakens, illegal markets may surface
where organized crime groups and terrorist organizations trans-
port and transfer CBRN weapons, materials, and technology to ma-
lign actors, thus broadening the possibility of CBRN escalation and
conflict beyond Russia.

As Russia becomes deadlocked or begins to lose the conventional
war against Ukraine, Moscow may use CBRN weapons to achieve
its objectives.

Regardless of whether Russia’s conventional capabilities are strong
or weak, two key trends emerged:

« When Russia is losing in a conventional war, the Kremlin will
seek any potential opportunities to showcase its strength.
While Moscow may not turn to large-scale deployment of CBRN
weapons on the battlefield, it may turn to more frequent target-
ed strikes with CBRN weapons in the near term.

- Even if Russia is winning a conventional war, the Kremlin will
maintain its CBRN weapons capabilities to project legitimacy

and its status as a great power. Russia will also rely on CBRN
weapons as a demonstration of strength and as a method of
deterrence.

Hybrid warfare remains a temptation for Russia to achieve its
geopolitical agenda

Throughout Part I, each scenario featured a significant emphasis
on Russia’s use of hybrid warfare to achieve its broader security
goals® Russia reinforces its conventional capabilities in war with hy-
brid warfare tactics, such as political executions and manipulation,
foreign malign influence in the information space, economic coer-
cion, cyberattacks, and energy sabotage." This phenomenon ex-
tends to CBRN agents, with an emphasis on assassination attempts
and information influence campaigns.

ATLANTIC COUNCIL
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In all four scenarios, Russia leaned into hybrid warfare tactics to en-
hance its broader military strategy. The project team observed two
key trends in this area:

- Over the last decade, Russia has turned to foreign malign influ-
ence efforts, especially within the information space, to support
and amplify its geopolitical agenda. In particular, the Kremlin

« Russia may use CBRN weapons in a limited fashion to protect
its domestic authority from political opposition, potential “color
revolutions,” and exiled activists. If the Russian regime is under
threat from viable political opposition or active dissidents, the
Kremlin may turn to targeted attacks using biological and chem-
ical weapons in assassination attempts intended to neutralize
any political threats to the Russian regime. This behavior is con-
sistent with Russia’s previous attacks—both inside Russia and
within NATO member states, which targeted Viktor Yushchenko
(2004), Alexander Litvinenko (2006), Sergei and Yulia Skripal
(2018), and Alexey Navalny (2020), among others.?

) . Estonia.
er via Reuters, 24 October 2022

inates a boat, during the Baltic Tiger 2022 binational

has injected escalatory rhetoric and inflammatory campaigns
related to potential CBRN use and continues to circulate foreign
malign influence efforts and propaganda to support its agen-
da’® These tactics target and weaken international regimes and
treaty organizations that govern arms control, disarmament, and
nonproliferation efforts, undermining public trust in multilateral
organizations and leaving little room for recourse and account-
ability. Russia’s malign influence tactics within the information
space are intended to sow doubt and confusion among the
public, deny responsibility for Russia’s use of CBRN weapons,
and undermine the effectiveness of an international response

nilitary exercise, which is a contribution at NATO's eastern
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Table 2: Results from Part |l of the Scenario-Building Workshop

Scenario 1: High Regime Stability and Strong Con-

ventional Warfare Capabilities

Scenario 2: High Regime Stability and Weak Con-
ventional Warfare Capabilities

Conditions: Russia could integrate CBRN weapons into its strong con-
ventional capabilities. The United States and its European allies and
partners would need comprehensive counter-responses to this threat,
especially given Russia’s regime stability in this scenario.

Key Perspectives:

- Allies must look beyond specific military preparations to incor-
porate civilian preparedness with respect to readiness related
to potential CBRN attacks. These efforts would include strategic
communication efforts to push back on escalatory rhetoric and
maintain cohesion among allies.

- When Russia’s conventional warfare capabilities are strong, it is
more difficult for NATO to take a hardline stance to deter both con-
ventional and hybrid warfare tactics. Greater coordination among
allies is crucial, especially for detection and attribution of the use
of CBRN weapons below NATO’s Article 5 threshold, where an
attack on one ally is an attack on all, resulting in a NATO-wide
response.®

Conditions: Russia will likely pursue development of unconventional
weapons to offset its weakened conventional warfare capabilities, in-
cluding enhanced CBRN weapons not governed by international con-
ventions. The United States and its European allies and partners would
need to identify effective methods to counteract Russia’s potential use of
CBRN weapons to achieve geopolitical goals.

Key Perspectives:

- Allies should consider prioritizing greater integration of civil-mili-
tary relations on critical security infrastructure, such as power grids,
public health systems, cyber infrastructure, and other domains, to
reinforce defenses against potential attacks with CBRN weapons.

- To combat CBRN-related threats at all levels, cooperation among
the United States and its European allies and partners needs to
extend beyond strategic-level decision-making. The United States
could better coordinate and integrate operational and tactical
planning in bilateral settings with its European allies as well as in
multilateral platforms, such as NATO.

Scenario 3: Low Regime Stability and Weak

Conventional Warfare Capabilities

Conditions: In this scenario, Russia is the most unpredictable in its be-
havior given its weakened conventional warfare capabilities and dwin-
dled regime stability. This scenario would prompt the United States and
its European allies and partners to prepare for any possible scenario in
which Russia uses CBRN weapons.

Key Perspectives:

. The United States and its European allies and partners must pre-
pare forces to fight through a contaminated environment to ensure
complete and comprehensive readiness against CBRN threats.

- Conceptually, the United States and its European allies and part-
ners should consider how deterrence against CBRN weapons
use could be adapted and expanded beyond traditional forms of
deterrence. Coordination at the multilateral level, such as within
NATO, in which there is one central authority in charge of key pri-
orities, may be effective.

Scenario 4: Low Regime Stability and Strong Con-

ventional Warfare Capabilities

Conditions: In this scenario, Russia maintains strong conventional capa-
bilities, but lacks centralized political control. The United States and its
European allies and partners should prepare for potential scenarios in
which the Russian military looks to the use of CBRN weapons to reassert
political control.

Key Perspectives:

. There is a greater need to develop a holistic response following
a CBRN event, including the design of decontamination, protec-
tion, and evacuation procedures. Specific safeguards can protect
against and deter CBRN attacks, such as increased border securi-
ty, intelligence capabilities, and investigative mandates.

- The United States and its European allies and partners must find
opportunities to suppress and counter hybrid warfare and Russian
malign influence. Strong counter-messaging strategies that de-
bunk and proactively share truthful information before false flag
scenarios can materialize and escalate could prevent Russia from
turning to CBRN weapons.

Emerging technologies present new opportunities—and new
challenges

Regardless of the strength of Russia’s conventional warfare capabili-
ties, participants agreed that the country will continue to explore tech-
nological advancements to aid its military modernization. In each sce-
nario detailed above, Russia placed greater emphasis on dual-use
material and technology, which have both civilian and military purpos-
es, and pursued greater development of CBRN weapons.®

When Russia possesses few avenues for deploying conventional
warfare capabilities, dual-use technologies and equipment present

new opportunities for the Kremlin to achieve its geopolitical goals.
For example, Russia may turn to increased imports and further re-
finement of nuclear technology and material, chemical and biologi-
cal agents; missiles and unmanned aircraft systems; and associated
materials and equipment. Such activities would permit, or at a mini-
mum conceal, Russia’s continued development of CBRN weapons.

In addition, the COVID-19 pandemic demonstrated how biological
agents could cause destruction and disruption around the world.
Russia inherited a portion of the Soviet-era biological weapons re-
search program,” and while Moscow denies any continuation of
the bioweapons program, allegations of its continuance remain.

ATLANTIC COUNCIL
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Additionally, current developments in biology and chemistry, espe-
cially with respect to engineered organisms, viruses, pathogens,
and other diseases, offer an avenue to create biological weapons
with heightened virulence and infectivity that can threaten society.®
Moscow could employ such technologies against its adversaries.

New technologies, such as artificial intelligence and machine learn-
ing, also introduce new challenges. Because CBRN capabilities and
technologies have rapidly evolved, many developments are not
explicitly covered in existing frameworks that govern responsible
use. In each scenario, Russia may exploit these ambiguities to avoid
export controls, treaty obligations, and other regulatory measures to
improve these capabilities.

PART lI: Conceptualizing Integrated Deterrence
Among The United States and its European Allies to
Address CBRN Weapons Use

For the second part of the workshop, participants considered how
the United States could use integrated deterrence to incorporate
European allies and partners into US strategy to respond to a sce-
nario in which Russia would consider the use of CBRN weapons in
Europe. The conditions of each scenario, as well as the key per-
spectives and lessons learned, are described in Table 2 on page 8.

Key Takeaways From Part Il

Civil-military coordination in critical sectors presents a key op-
portunity for allies and partners

One important aspect of using integrated deterrence to address
potential CBRN attacks from Russia is the need for greater dia-
logue and cooperation between civilian and military sectors. In
Part Il of the exercise, civilian institutions played a critical role in
designing mitigative, preventative, and responsive measures to
potential deployment of CBRN weapons. Organizations that co-
ordinate disaster relief and humanitarian assistance might rely
on military technologies and capabilities to respond to security
threats, such as evacuation protocols from air and sea, medical
support capabilities, and crisis response mechanisms. One per-
spective from the workshop highlighted that the United States
has an ability to support and strengthen specialized training pro-
cedures for law enforcement personnel in Europe—especially in
states that border Russia—to respond to hazardous environments,
including those that are contaminated with CBRN agents. Greater
integration between civilian and military organizations could bet-
ter prepare civilian elements that might respond to a possible at-
tack from Russia using CBRN weapons.

Public health agencies play an important role in developing, acquir-
ing, and deploying medical countermeasures against Russia’s po-
tential use of CBRN agents. Naturally occurring and human-made
biohazards can inflict a significant amount of damage and disruption
on broader society. Throughout Part Il, participants placed a great-
er emphasis on developing an effective response to bioweapons,
which demonstrated the need for the United States and its European
allies and partners to prioritize coordination among public health and
medical agencies as well as with the armed forces in times of crisis.®

Critical infrastructure—including energy, transportation, information
technology, and communications systems—plays an important role
in combatting CBRN threats, implementing critical responses, and
protecting broader societal resilience.?® In particular, the energy

sector plays a crucial role in managing nuclear power and mate-
riel capabilities and in the event of a potential CBRN attack, these
facilities will require additional safeguards. Military forces depend
on both the civilian and commercial sectors when responding to
CBRN attacks to provide key services, such as transportation, com-
munications, and energy reliability all while ensuring that sectors
can withstand external attacks and internal disruptions. Workshop
participants pointed to greater coordination among public and pri-
vate sector partners as an opportunity to address vulnerabilities and
increase overall preparedness. Increasing cybersecurity and miti-
gating risk within the cyber domain could reduce potential vulnera-
bilities and the risk of cyberattacks while protecting from potential
CBRN attacks.

Greater recognition of recurring challenges will overcome barri-
ers to more effective coordination

Throughout Part ll, Russia had the opportunity to inflict further
damage by exploiting weaknesses in the absence of coordination
among the United States and its European allies. By sharing exper-
tise and maximizing resources, the United States and Europe can
address these vulnerabilities and build broader resilience efforts.

In Part Il, participants recommended implementing methods to pro-
mote regular and coordinated intelligence sharing, especially relat-
ed to CBRN attacks. One participant emphasized that formal and
regular channels for exchanging information and sharing best prac-
tices would support a comprehensive response to CBRN threats
from the United States and Europe. Another key point raised during
the discussion was that as CBRN threats become more complex
and more difficult to detect, the United States and its European
allies should consider designating common standards and equip-
ment across jurisdictions.

Resilience in the information space is an important tool to com-
bat Russian hybrid warfare

In each scenario, Russia turned to hybrid warfare as a political tool
to complement its conventional warfare tactics, sow doubt and con-
fusion among the broader public, distort reality and objectivity, and
ultimately offer cover for possible military intervention. To combat
Russian malign influence and employ integrated deterrence against
Russian threats, one participant suggested that a multipronged ap-
proach in the information space might encourage greater digital resil-
ience on social media platforms, facilitate strategic communications
efforts, and enhance media literacy programs. Proactive messaging
among allies to counter escalatory rhetoric—especially with respect
to CBRN capabilities and potential escalation—is especially critical. If
the Russian regime becomes less stable and pursues any possible
avenue to achieve its geopolitical agenda, the United States and its
European allies and partners should consider methods to invest in
and implement proactive messaging. Several opportunities exist for
the United States and its European allies and partners to counter hy-
brid warfare such as through investing in early detection capabilities,
augmenting information-sharing systems, and countering foreign ma-
lign influence and propaganda emanating from Russia.

Technological developments offer important opportunities for
CBRN attack counter-responses

In each scenario in Part ll, Russia turned to technological advance-
ments to bolster its military capabilities, and new developments
with CBRN capabilities were an important component of Russia’s

10
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-

overall force posture.? Participants recommended that in response,
the United States and its European allies and partners utilize new
technologies to enhance broader capabilities to deter, counter, and
combat Russian CBRN attacks. One participant argued for greater
collaboration through potential partnerships with the private sec-
tor, which is often at the forefront of research and development of
emerging technologies.

INSIGHTS FROM INTERVIEWS

Our interviews with subject matter experts and government officials
illuminated four major themes related to integrated deterrence of
CBRN threats from Russia. The following section describes these
themes in greater detail.

Allied Alignment Over the Severity of Russian CBRN
Threats

The officials interviewed for this report took seriously the threat of
Russia using CBRN weapons in the near-to-mid future. Specifically,
respondents referred to the possibility of chemical weapons use,
including through assassinations, further use of riot control agents

in urban combat, or the deployment of tactical nuclear weapons.

Multiple interviewees also highlighted Russia’s use of foreign ma-
lign influence as another aspect of its overall CBRN threat. Russia
has a long history of making false claims that the United States and
Ukraine are developing biological weapons, and this has continued
during its war in Ukraine.?? Some respondents feared Russia could
conduct a false flag attack with chemical weapons. In such a sce-
nario, Russia would promote false claims that Ukraine intends to use
chemical weapons as a pretense for its own use of these weapons
on Ukrainian soil. Russia made these claims in the lead-up to its
February 2022 invasion of Ukraine, which renewed the credibility
of Russian CBRN threats.?®

Interviewees also commented on the conditions under which Russia
could consider using a CBRN weapon. For example, escalation to
CBRN use could occur if Russia were to view US- or NATO-led exer-
cises or training events as a provocation. Such misunderstandings
could have grave consequences for Ukraine or neighboring NATO
countries. The depletion of Russia’s conventional forces could also
make it more likely for Russia to consider using nonconventional
weapons, especially since reconstituting conventional forces would
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take significant time. According to one US official, the risk of CBRN
weapons use increases the longer the war in Ukraine continues.

However, some respondents questioned Russia’s motivations for
using a CBRN weapon in Ukraine or Europe now and in the future.
Russia has demonstrated its disregard for global norms against
the development and use of CBRN weapons through its use of
fourth-generation chemical weapons to silence opposition figures; its
long-standing support of the Syrian regime, which has used chemi-
cal weapons against its citizens since 2012; and its disruptive actions
in non-proliferation treaty organizations. However, the international
community would swiftly condemn Russia if Russia employed CBRN
weapons on a larger scale in Ukraine.?* At a technical level, it is diffi-
cult to control the spread of chemicals once they are released, which
could result in Russian troops being sickened or killed as well. This
contamination risk could also spread to NATO territory through air,
soil, or water, possibly exacerbating the conflict beyond Ukraine.

In the event of Russian CBRN weapons use in Ukraine or in NATO
territory, response options are less clear. Interviewees could not of-
fer specific suggestions given the need to protect sensitive infor-
mation, but several US and European officials identified the need
for timely, accurate attribution of any CBRN weapons use to ensure
perpetrators are brought to justice. Timely attribution requires fo-
rensic detection capabilities to be available in proximity to an at-
tack, but current detection capabilities were considered insufficient.
Some respondents also pointed to the role of civilian authorities in
the event of a CBRN attack, as NATO or other military forces might
not be called upon immediately. First responders and medical
professionals might be a more expedient and appropriate choice
depending on the location of an attack. Furthermore, there is also
a question of when NATO or individual European allies would re-
spond to Russian CBRN use: what is the threshold for response,

and what would that response entail? One US official pointed out
that Russia had already been accused of using riot control agents in
combat, but that has not been enough to warrant a response from
Western governments.?® The threshold question is a topic of ongo-
ing discussion among NATO and US officials.

Existing Cooperation Among Allies Supports US Goals

In Europe, proficiency in CBRN defense has typically resided in a
small but active cadre of countries that cooperate in bilateral and
multilateral formats and through NATO. The United States is active
in NATO CBRN planning, but it also maintains its own relationships
with European allies separate from Alliance constructs. Russia’s
threats of incorporating chemical or nuclear weapons into its tactics
in Ukraine have garnered attention from countries such as Germa-
ny, Czechia, Poland, the United Kingdom, and others that have been
historically more active in CBRN defense.

Additionally, NATO’s CBRN Defense Policy was released in 2022—
the first update in thirteen years.?® The new policy provided al-
lied countries with a framework to use to update or create their
own national policies and bring them in line with NATO priorities.
Several allied military representatives we interviewed referenced
this policy, which promotes a coordinated approach based on Al-
liance-agreed priorities when describing how their national gov-
ernments think about preparedness against CBRN threats. Given
the leading role the United States played in shaping NATO’s CBRN
Defense Policy, US NATO CBRN personnel are active in operation-
alizing key tenets of allied and partner involvement in integrated
deterrence in Europe.

An important step in enhancing US contributions to European CBRN
defense was US involvement in the NATO Framework Nations Con-
cept (FNC) CBRN Defense Cluster. The FNC construct began at
NATO in 2014 as a way for European NATO member states to or-
ganize capabilities around specialized interest areas to promote in-
teroperability and burden sharing.?” Germany led the development
of the CBRN defense cluster, which included contributions from
several member states that participated in exercises and training
events. According to a US European Command (USEUCOM) official
familiar with the deliberations, incorporation of the United States
into the CBRN defense cluster took two years of negotiations, as
the FNC was originally intended as a way for European NATO al-
lies to bolster their capabilities without the direct involvement of
the United States. However, US integration into the CBRN defense
cluster opens greater possibilities for US Government-led training
and exercising designed to improve the readiness of NATO CBRN
defense elements.

Additionally, the United States is expanding the network of countries
it has traditionally worked with to promote CBRN defense-related
initiatives in Europe. Part of the expansion strategy includes identi-
fying allies with generally robust capabilities but specific weakness-
es, such as the United Kingdom and Norway, which, if improved,
could enable these countries to better train other European allies
and partners. Two US officials we interviewed spoke to the power
of broadening the network of countries with which the United States
works closely on CBRN issues to empower regional leaders so that
the United States does not have to play a direct role in all facets of
cooperation. This type of cooperation deepens strategic integra-
tion with highly capable allies, which is an important facet of achiev-
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ing integrated deterrence. As a regional leader in CBRN defense,
Germany provides training to allies such as the Netherlands and
France, and non-NATO countries like Austria, and hosts exercises
that include US elements. In this capacity, Germany’s efforts further
US goals for integrated deterrence against Russia’s CBRN threats.

Areas for Improved Cooperation with Allies and
Partners

Interviewees identified five key areas for greater cooperation be-
tween the United States and Europe that would enhance overall
preparedness against Russia’s CBRN threats. These areas are de-
scribed below.

Information and intelligence sharing

Every US official we interviewed mentioned the need to improve
information sharing among the United States and its NATO allies, in-
cluding sensitive intelligence about Russian CBRN threats. Sharing
is possible to some extent given common classification standards
at NATO but is much more difficult to achieve with non-NATO part-
ners. The challenge is understood: the United States has informa-
tion about Russian CBRN threats it cannot share. How to overcome
this challenge to all allies’ satisfaction is less clear, as it is not al-
ways possible to downgrade highly protected information. Informa-
tion sharing has improved since the Ukraine invasion, with both the
United States and United Kingdom sharing more within NATO, and
the United States and individual allies have made progress on se-
lect topics. However, without an institutionalized process to improve
intelligence sharing, it is difficult to prove why allies should make
greater investments in their CBRN preparedness should the need
arise to integrate a transatlantic response.?®

Awareness of in-theater CBRN assets

CBRN threats require advanced planning to ensure preparedness
and proper coordination within the US military and with allies. For
example, in the event of an attack, a specialized US Army chemical
company will have inadequate time to travel into theater to perform
consequence management duties. US forces need to know which
countries in Europe can provide such assistance and do so rapidly.
One US official we interviewed believed it was imperative for allies
to have the capability to collect samples, analyze them, and, if possi-
ble, attribute them without having to wait for a US or other European
unit to arrive in country to strengthen their resilience.

However, if US forces are in theater during a CBRN attack, allied mil-
itary commanders we spoke to were unaware what US forces would
require of European allies, such as support for mobility or protection
for people and equipment. Crisis planning efforts that began after
Russia’s invasion of Ukraine include CBRN preparedness measures
to ensure staging and mobility of assets that might arrive in Europe
for a CBRN contingency, which is an important step in ensuring that
both US and allied forces understand what to expect from each oth-
er in the event of a CBRN attack.

Opacity of US Government can hinder closer cooperation

Several NATO allies we interviewed described challenges in under-
standing the depth and breadth of actors within the US Government
that have some role in CBRN cooperation. For smaller countries
with fewer resources for CBRN defense, it is easier to work with
regional leaders, such as Germany, that are more familiar in both
organization and approach than the US military. A better strategy for

1 fire M-16 rifles during a combat skil
drews, Md., Dec. 2, 2022. The ex:
n in which airmen in full mission-oriented protective posture gear
returned fire.

Air Force Airman 1st Class Isabelle Churchill

communicating US CBRN defense and response activities and co-
ordinating outreach to European allies would improve understand-
ing and potentially facilitate easier cooperation.

Expanding education about CBRN threats to a broader community

Knowledge of nuclear deterrence and CBRN weapons capabilities
atrophied at the end of the Cold War, leaving a notable gap in the
overall US and allied understanding of nuclear threats across the
total force. US, European, and NATO officials agreed that aware-
ness of these topics cannot reside within specialized communi-
ties in the United States, NATO, or European nations. Ukraine has
helped raise the profile of CBRN within NATO, but because the
United States and Europe have viewed these issues as a niche ca-
pability for so long, it is difficult to compel all allies to pay attention
to CBRN threats and take necessary steps to improve their overall
posture and capabilities. NATO is trying raise the profile of these
issues through its CBRN Defense Policy, but greater action is need-
ed to expand CBRN-focused discussions to broader defense pol-
icy and planning committees that emphasize wider threats to the
NATO alliance. Additionally, increased training and education in US
and allied militaries is required to ensure equal understanding of
CBRN threats. With enough time and emphasis from senior leaders,
the United States and allied militaries can incorporate these topics
into joint exercises and training events.

Improving civil-military cooperation

In many European countries, first responders and civilian author-
ities might lead the response to a CBRN incident, not the military.
Medical professionals and law enforcement personnel might have a
better understanding of the effects of chemical exposure, for exam-
ple. Allied military representatives we interviewed recognized the
need to establish more regular cooperation with civilian authorities,
including exercises and cooperative planning, to better understand
the role of each side in the event of a CBRN incident. NATO offi-
cials described some cooperation between NATO and the Europe-
an Union’s European External Action Service, but these discussions
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are mainly used to deconflict the aid that the European Union and
NATO provide to Ukraine; these discussions could happen more
frequently and cover a broader range of topics. Additionally, the
Euro-Atlantic Disaster Response Coordination Centre coordinates
support among NATO member and partner states, but only for ci-
vilian entities.?® To improve resilience, civil-military coordination is
essential because a large-scale CBRN attack could result in military
reliance on civilian hospital systems. While efforts are underway to
improve connectivity between these two sectors, allied government
officials expect progress to be slow.

Mixed Understanding of Integrated Deterrence as a Concept

US, European, and NATO officials broadly agree that knowledge
of integrated deterrence is uneven across European allies. Even
when non-US officials and experts recognized the term, they were
unsure how it differed from existing CBRN cooperation activities ei-
ther bilaterally with the United States, multilaterally with US and/or
other European allies, or within NATO. The term is problematic for
some nations, such as France, which has a nuclear-focused view
of the term “deterrence”; even though French officials expressed
understanding of what the United States is trying to achieve with the
concept, their national views of deterrence prevent their support of
the semantics.

A USEUCOM official we interviewed expressed difficulties commu-
nicating integrated deterrence to key allies because the concept is
defined ambiguously and does not comport with how NATO views
either conventional or nuclear deterrence, or related terms such
as “coherence,” “conventional-nuclear integration,” or “deterrence
by denial.” Furthermore, incorporating integrated deterrence into
CBRN cooperation was perceived by another US official as “difficult
and unnecessary” when doing so interfered with ongoing cooper-
ation activities.

Incorporating integrated deterrence into dialogue with allies could
emphasize non-military means of countering Russian CBRN threats
by emphasizing the use of all elements of national power. Some
allies, such as Romania, already view activities associated with in-
tegrated deterrence in terms of a “whole-of-government” approach
to cooperation. Such framing could broaden the aperture beyond
military-to-military dialogues to include representatives from allied
ministries of health, foreign affairs, and interior, and their US coun-
terparts, for example. Security experts we interviewed believed that
to communicate integrated deterrence effectively to allies, espe-
cially for a technical area like CBRN, US officials need to tailor the
messaging to NATO and specific allies depending on the request.
The United States should sustain these discussions to promote
meaningful action to support US integrated deterrence priorities.

Army basic trainees conduct chemical, biological, radiological and nuclear operations during training at Fort Jackson, S.C., Sept. 1, 2022.
Alexandra Shea, Army
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KEY FINDINGS AND RECOMMENDATIONS

These findings and recommendations are based on our research
and the insights we uncovered through the scenario-building
workshop and expert interviews. Where possible, we include the
organization(s) that are the most appropriate to carry out our rec-
ommendations.

Finding: Allies and partners already significantly contrib-
ute to US approaches to counter Russian CBRN threats in
Europe. Future cooperation—bilaterally, multilaterally, and

through NATO—should focus on areas of greatest need as
mutually identified by the United States and its European
allies and partners.

Recommendation: Given the strength of US cooperation
with many European countries on CBRN defense, contin-
ued US support should focus on areas such as improved
information sharing, civil-military coordination, and aware-
ness of Russian CBRN threats beyond the specialist com-
munity. Senior leader buy-in is critical to driving these
changes, so the Defense Threat Reduction Agency (DTRA)
should organize director-level engagements with senior
leaders in the Office of the Secretary of Defense (OSD) and
within each branch of the services that emphasize the im-
portance of incorporating CBRN considerations in broader
planning. US officials should also hold these discussions in
parallel with key NATO allies, NATO officials at headquar-
ters, and NATO military commanders at Supreme Head-
quarters Allied Powers Europe (SHAPE). The US should
also discuss with NATO’s Allied Command Transformation,
which identifies opportunities to innovate and maintain a
warfighting edge, how to incorporate CBRN considerations
into defense planning and capability development with Eu-
ropean allies and partners. Senior US and NATO headquar-
ters-level discussions should also consider how, when, or if
to respond to possible Russian CBRN weapons use.

Recommendation: The DoD should sustain its support for
joint exercises, training events, and personnel exchanges
with European allies and partners and at NATO, as US sup-
port contributes to enhanced interoperability and shared
understanding of operational concepts. Areas that require
increased engagement include intelligence sharing, risk
assessments, and cooperative research projects. The DoD
should promote specialized knowledge transfer programs
to facilitate learning among allies and partners, while in-
vesting in joint collaborative research and development ini-
tiatives to produce advancements in CBRN protection and
consequence management.

Recommendation: To improve information and intelligence
sharing, the United States and its European allies should
pursue greater collaboration on joint threat assessments
related to CBRN weapons and capabilities stemming from
Russia. The DoD should closely coordinate with relevant
elements of the US intelligence community to increase col-
laboration with bilateral partners, especially as the Office of
the Director of National Intelligence (ODNI) develops the
Annual Threat Assessment of the United States.

Recommendation: Joint defense planning and prepared-
ness efforts with respect to CBRN threats offer another op-
portunity for the United States to build on preexisting co-
operation with its European allies. DTRA and the Defense
Security Cooperation Agency should regularly coordinate
to ensure mutual awareness of CBRN defense capabilities
provided to allies and partners to identify possible redun-
dancies and areas for additional support.

Finding: As a concept, integrated deterrence is a useful
frame for examining cooperation with European nations

to counter Russia’s CBRN threats, but the United States
should use this framing to identify new opportunities, rath-
er than detract from or encapsulate ongoing cooperation.

Recommendation: Given the mixed understanding among
NATO allies of integrated deterrence as it applies to
CBRN-related cooperation, OSD Policy should provide
clear guidance to USEUCOM, DTRA, and other DoD ele-
ments on how to build cooperation strategies in line with
integrated deterrence objectives. This guidance should
include other parts of the US Government where applica-
ble, including the Department of State and the Centers for
Disease Control and Prevention (CDC). Outside the United
States, the guidance should include specific requests for
European allies and partners that reflect mutual priorities
in the region. Enhanced cooperation with allies that have
strong CBRN capabilities should also remain a priority for
USEUCOM and NATO activities to help establish strong
regional leaders.

Recommendation: The United States and its European
allies and partners can better integrate the military and
private sector to maximize cooperation with industry and
expand integrated deterrence. The DoD should enhance
partnerships with the private sector, especially in key
areas of critical infrastructure that would allow the United
States and Europe to counter possible CBRN threats by
recognizing and potentially mitigating vulnerabilities while
promoting resilience.

Finding: Civil-military cooperation across a variety of
sectors is essential to respond to CBRN threats, especially
among public health agencies and law enforcement. To
fully realize integrated deterrence in the next five to ten

years, greater coordination among civilian and military
communities—within the United States and among its
European allies and partners—is essential to enhancing
resilience.

Recommendation: A stronger partnership between the
CDC and the European Centre for Disease Prevention and
Control could strengthen US and European public health
surveillance efforts. The US Government should invest in
specialized training programs, capacity building, and infor-
mation sharing alongside leading research institutions, such
as the National Institutes of Health in the United States and
the European Union’s Framework Programme for Research
and Innovation, which could help build integrated resilience
strategies against biohazards and other threats.
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Recommendation: Given the important role of law enforce-
ment agencies related to CBRN threats, information sharing
among the armed forces and law enforcement personnel

is crucial. US and European military personnel can more
closely collaborate with the appropriate law enforcement
agencies to improve mutual awareness of protocols and
enhance joint investigative efforts. DTRA can work through
appropriate DoD channels to understand US government
interagency activities to facilitate this integration. In addition,
DTRA can identify opportunities for joint training exercises
and tabletop simulations focused on CBRN threat scenari-
0s, emphasizing interoperability and integration of capabili-
ties from both civilian and military sectors.

Finding: Technological advances present significant op-
portunities and challenges for US cooperation with allies
and partners to counter CBRN threats, especially as these
threats become more complex. The United States and its

European allies should remain vigilant about emerging
threats while leveraging new technological developments
in detection and attribution systems and emergency
response mechanisms to build comprehensive defenses
against CBRN threats.

Recommendation: The United States and its European
allies and partners should leverage public-private partner-
ships to invest in new technologies that enhance capabili-
ties to identify and counter Russian CBRN attacks. Sup-
porting research and prioritizing ongoing support for these
efforts, including joint research projects and cooperative
initiatives to leverage resources, is key.

Recommendation: Through greater understanding of new
technologies, the United States and Europe can employ
new capabilities to mitigate, detect, and prevent CBRN
attacks. The US and its European allies and partners can
augment CBRN activation systems, which play a vital role
in early detection and CBRN incident responses, with

new technologies, such as more efficient sensors and
early warning alert systems. In addition, reconnaissance,
surveillance, and decontamination efforts can rely on new
advancements with autonomous systems. In the long term,
advances in biotechnology and medical capabilities could
result in more effective countermeasures against biolog-
ical agents. Additionally, artificial intelligence can ana-

lyze huge troves of data to identify patterns, trends, and
potential threats related to CBRN attacks and can employ
predictive capabilities for response planning and early
warning. DTRA should work with the US Joint Program
Executive Office for Chemical, Biological, Radiological and
Nuclear Defense to understand the latest developments in
these technologies to determine where additional invest-
ment is required.

Finding: As Russia deploys hybrid warfare tactics to sup-
port and conceal potential CBRN escalation, the United
States and its European allies must prepare to combat

malign influence efforts, such as information influence
activities, targeted assassinations, energy sabotage, and
economic coercion, related to CBRN use as part of the US
strategy of integrated deterrence.

Recommendation: The United States and its European
allies should build on pre-existing collaboration, foster
knowledge sharing, and invest in fact-checking and
debunking strategies to combat Russia’s information
influence activities related to CBRN weapons. DTRA's
Information Resiliency Office, the Department of State’s
Global Engagement Center, ODNI’s Foreign Malign Influ-
ence Center, and the US Cybersecurity and Infrastructure
Security Agency, among other institutions, can enhance
synchronicity and interagency coordination to promote ac-
curate and reliable information related to CBRN issues. US
officials must also sustain dialogue with European allies
and partners on foreign malign influence efforts related to
CBRN threats. Further emphasis on robust and sustained
efforts that stress collaboration, education, transparency,
resilience, and strategic communication between the Unit-
ed States and Europe is needed to counter Russian ma-
lign influence around CBRN weapons and potential false
flag scenarios. Specific debunking and counter-response
strategies should consider methods to communicate sci-
entific and technical data to non-expert audiences.

Recommendation: To ensure success in this arena,

the United States and Europe must strengthen broader
societal resilience and safeguard political institutions from
malign influence to mitigate the effectiveness of Russian
hybrid tactics. Using collaborative and cross-border efforts
in strategic communications can counter malign influence
efforts that are part of Russia’s hybrid warfare.

CONCLUSION

Russia will continue to pose a variety of CBRN risks that will neces-
sitate a robust, coordinated response from the United States and its
European allies and partners. The United States can use integrated
deterrence as a framework to counter evolving threats by incor-
porating allies and partners in an effort to stop continued Russian
CBRN provocations or, should use of CBRN weapons occur, to pre-
vail against them.

Integrating capabilities across domains between the United States
and Europe—including in the military, political, technological, eco-
nomic, information, and cyber sectors—is critical to dissuade and
dispel Russia from considering the use and escalation of CBRN
weapons. Integrated deterrence emphasizes and relies on the col-
lective efforts of the United States and its European allies in de-
terring, detecting, mitigating, and responding to CBRN threats while
maintaining resolve and ensuring interoperability among capacities.

Key elements of a successful integrated deterrence approach in-
clude intelligence sharing, civil-military integration, joint exercises
and rapid response capabilities, strategic communications and
counter malign influence efforts, and technological investments.
While questions remain about the operationalization of integrated
deterrence, the United States and its European allies can enhance
collective preparedness and protect shared security interests. Only
through a unified, coordinated, and integrated approach can the
United States and Europe effectively address potential challenges
from Russia posed by CBRN weapons.
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APPENDIX A. INTERVIEW PARTICIPANTS

We interviewed thirteen individuals for this report. The interviews
were conducted in person in Washington, DC and Brussels, Bel-
gium, and virtually when necessary. We selected interviewees
based on their familiarity with concepts relevant to the research
questions, including integrated deterrence, NATO CBRN defense
capabilities, and bilateral and multilateral US-European cooperation
to counter Russian CBRN threats. The organizations whose person-
nel we interviewed are provided in the table below. Most individuals
declined to be named to protect their identity.

Interview Participant Affiliation

Anonymous

Office of the Under Secretary of Defense for Policy (2)
US Mission to NATO

USEUCOM

NATO International Staff

Federal Ministry of Defense of Germany

Ministry of Defense of the United Kingdom

Ministry of Foreign Affairs of Romania

Ministry of Foreign Affairs of the Republic of Lithuania

Ministry of Defense of the Republic of Latvia

Embassy of France to the United States

Center for a New American Security

APPENDIX B. SCENARIO WORKSHOP
METHODOLOGY AND DETAILED
RESULTS

Scenario Workshop Methodology

The Atlantic Council convened a group of experts and officials from
the United States and Europe in December 2022 to participate in a
scenario planning exercise to conceptualize integrated deterrence
with respect to Russia’s potential use of CBRN weapons use in Eu-
rope. Using strategic foresight scenario planning methodology, which
involves a structured exploration of multiple plausible futures to in-
form present decision-making, the workshop identified four possible
futures in which Russia could use CBRN weapons in Europe over ten
years for which the transatlantic community will have to prepare.

The core questions that the workshop answered included the
following:

« Under what conditions might Russia use CBRN weapons in Eu-
rope in the next ten years?

« What drivers might compel Russia to threaten or use CBRN
weapons in Europe?

- How would transatlantic cooperation, both military and non-mil-
itary, among the United States and its European allies look like
in each scenario?

Scenario-building workshops are a classic strategic foresight tech-
nique used by the public and private sectors to consider alterna-

tive paths.3® For this workshop, the scenario mapping methodology
sought to reduce human bias by methodically exploring alternative
futures and the factors that might cause them, so that decision-mak-
ers can better forecast global shifts and respond should they ma-
terialize. These exercises often use a 2x2 matrix technique to build
the relevant scenarios. This matrix is built around a two-axis diagram
that isolates two impactful and uncertain forces of change, where
the ends of each axis correspond to one variation of each force,
with the opposite end of the axis corresponding to the opposite ver-
sion of the respective force. The axes designate four quadrants that
correspond to four alternative worlds defined by the interaction of
the two driving factors. Because the matrix structure is intentionally
limiting, participants are required to concentrate their efforts on the
most impactful, uncertain, and relevant factors that will drive devel-
opments over the coming years.

Before the workshop, the Atlantic Council completed a “trend anal-
ysis,” or “driver mapping” process, which explored the fundamental
political, economic, social, technological, legal/policy, and environ-
mental (PESTLE) forces of change at work in Russia’s circumstances.
As part of the background research, the project team conducted
significant background research on CBRN weapon development,
Russia’s conventional capabilities, and Russia’s regime stability. Af-
ter examining the forces of change and conducting background re-
search, the project team identified two key driving factors that pro-
vided the analytic foundation for this exercise especially related to
Russia’s potential use of CBRN weapons: Russia’s regime stability
and the strength of Russia’s conventional capabilities.

The workshop intended for participants to think creatively about
possible future scenarios with respect to Russia’s decision-making
around the use of CBRN weapons and the consequent impact on
the security landscape in Europe. Using the 2x2 matrix technique
and methodology outlined above, workshop participants created
four possible versions of the year 2032 based on the interaction of
the two chosen factors specified above. The discussion developed
narratives for possible futures in the next ten years that focused on
the potential for CBRN escalation from Russia, scenarios for deter-
rence of Russian CBRN threats, and the transatlantic response to
Russia in each scenario.

For this exercise, the resulting matrix (Figure 1) created by these two
axes consists of four quadrants, each defined by the interaction of
the key driving factors. The upper-left quadrant displays a case in
which Russia’s regime grows more stable at home while conven-
tional capabilities strengthen. The lower-right quadrant displays
the opposite scenario in which the Russian regime becomes more
fragile as its conventional capabilities weaken, raising the specter
of overall instability in Eurasia. The other two quadrants represent
in-between worlds: The lower-left quadrant is one in which Russia’s
regime becomes more unstable while its conventional capabilities
grow stronger, and the upper-right quadrant depicts a world where
Russia’s conventional capabilities weaken while the regime enjoys
greater stability.

Thirty participants joined the workshop. In the first part of the exer-
cise, the Atlantic Council divided participants into four groups (one
per quadrant), and asked attendees to define the likelihood of Rus-
sia using CBRN weapons in the year 2032 using the parameters
outlined in each of the four scenarios based on the interaction of
the two factors. Following the breakout discussions, the Atlantic
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Figure 1: Scenario-Building Workshop Matrix

Russian Regime Is Stable
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Russian Conventional
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Russian Conventional
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Scenario 3

Russian Regime Is Unstable

Council reconvened everyone to discuss each of the four scenarios
and the conditions under which Russia may use CBRN weapons.

In the second part of the exercise, the Atlantic Council outlined the US
concept of integrated deterrence as defined in the 2022 U.S National
Defense Strategy. Participants were then divided again into groups
to identify opportunities for US-European cooperation through inte-
grated deterrence strategies and methods to respond to scenarios
in which Russia would escalate the use of CBRN weapons in Europe.
The Atlantic Council reconvened everyone to share lessons learned
from each of the four scenarios and the conditions under which the
United States could better support integrated deterrence.

Part I: Understanding the Effect of Russia’s
Conventional Warfare Capabilities and Regime
Stability on CBRN Escalation

For the first part of the workshop, participants were asked to con-
sider characteristics regarding the strengths and/or weaknesses of
the Russian regime and Russia’s conventional capabilities assigned
to their scenario, and how those characteristics could affect Russian
decision-making around CBRN use and the consequent impact on
the security landscape in Europe. The conditions of each scenar-
io, as well as the key perspectives from participants and lessons
learned, are included in detail below.

Scenario 1: High Regime Stability and Strong Conventional War-
fare Capabilities

The Russian threat is acute due to Russia’s strong military capabili-
ties and a stable regime, which enjoys significant support at home.
These characteristics could make the use of CBRN weapons more
attractive to Russia, especially as a method to complement its con-
ventional military strength. These factors could make it more ap-
pealing for Russia to pursue hybrid warfare tactics, including with
CBRN weapons, especially in instances in which Russia seeks to
safeguard its regime stability from political opposition and exiled
activists. Russia may also use CBRN weapons in times of conflict

outside of Europe to maintain conventional balance and multipo-
larity with the West. Russia may rely on heightened and escalatory
rhetoric on potential use of CBRN agents, circulating foreign malign
influence efforts and propaganda to support its agenda. Russia may
employ technological advances, such as bioengineering, artificial
intelligence, machine learning, and additive manufacturing, along-
side strong conventional warfare capabilities to increase its CBRN
capabilities, especially with respect to tactical nuclear weapons
and bioengineered weapons. In this scenario, Russia may also use
CBRN weapons to demonstrate strength. If the Russian regime is
strong, it might also use CBRN weapons to expend fewer conven-
tional forces in times of conflict.

Scenario 2: High Regime Stability and Weak Conventional War-
fare Capabilities

The Russian regime maintains control over political and social life,
potentially drawing from continued authoritarianism and political
repression. However, with weakened conventional power, Russia
may turn to drastic measures to achieve its goals, including em-
ploying CBRN weapons. In this scenario, Russia seeks to exert as
much control as possible—including through heightened rhetoric of
nationalism and Russian exceptionalism—as key sources of its re-
gime’s legitimacy. Russian messaging strategies, both at home and
abroad, are positioned to counter the West and offer an alternative
to the United States and Europe. To offset weak conventional ca-
pabilities, Russia may consider using CBRN weapons in targeted
instances—such as political assassinations or direct attacks on criti-
cal infrastructure—with greater incentives to create unconventional
weapons not governed by international norms. Russia may look to
augment its nuclear capabilities to prop up its military power. Russia
could refuse to relinquish control of its nuclear weapons arsenal
or agree to future arms control treaties as a last means to maintain
global legitimacy and offset the global posture of the United States.
Russia might also utilize hybrid warfare in which CBRN weapons are
augmented by malign influence. To expand the economy and boost
conventional capabilities, Russia might search for additional meth-
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ods to enhance military capacity, such as investing in the bioecon-
omy—the use of renewable biological resources to produce food,
materials, and energy—or developing dual-use technologies and
materials—that could translate into greater military capabilities.

Scenario 3: Low Regime Stability and Weak Conventional Warfare
Capabilities

Russia’s regime becomes more fragile as its conventional capabili-
ties weaken, raising the specter of instability in Eurasia. These fac-
tors leave fewer options for Russian decision-makers to achieve
their geopolitical goals and as such, Russia may employ CBRN
weapons in both targeted assassinations and on the battlefield
to achieve its geopolitical agenda. Because the Russian regime
is weak and lacks a strong central authority, there is greater po-
tential for instability in secessionist regions of Russia. The Russian
regime scrambles to identify ways to improve its regime stabili-
ty and compensate for lacking conventional capabilities, all while
struggling to achieve its geopolitical agenda. Russia may place
greater emphasis on its existing nuclear capabilities as a deter-
rent, consider isolated use of chemical and biological weapons
to target political opponents, or employ tactical nuclear weapons
against key targets to compensate for conventional weakness. In
addition, criminal organizations and non-state actors may emerge
as contenders to exercise power and cause societal disruption.
Due to a weakened regime, Russian authorities may not effectively
regulate the information environment or mitigate strong political
opposition. With an unstable regime and weak conventional capa-
bilities, Russia could lose its position as a world power, setting it on
a course toward isolationism and instability. Its participation in and
support for multilateral institutions, including key arms control re-
gimes and disarmament treaties that monitor compliance regard-
ing CBRN weapons, are in question.

Scenario 4: Low Regime Stability and Strong Conventional War-
fare Capabilities

The Russian regime is vulnerable to both the Russian public and the
international community, which could cause Russian decision-mak-
ers to rely on all available means to restore power and legitimacy,
including through Russia’s strong conventional warfare and exist-
ing CBRN capabilities. In this scenario, the military maintains strong
capacity and remains well organized. With its great conventional
warfare capabilities, Russia can inflict severe damage on military tar-
gets using unmanned aerial systems, targeted strikes, and missile
attacks while increasing its technological sophistication, including in
artificial intelligence. Russia may direct more resources into devel-
oping CBRN weapons that are harder to trace and identify, allowing
the limited use of CBRN attacks. As Russia’s central authority weak-
ens, illegal markets may surface where organized crime groups and
terrorist organizations transport and transfer CBRN weapons, mate-
rials, and technology to malign actors, thus broadening the possi-
bility of CBRN escalation and conflict beyond Russia. To reestablish
or defend its regime stability from further erosion, Russia will seek
to suppress democratic movements and growing support for oppo-
sition candidates. As a solution, Russia may turn to targeted CBRN
attacks using chemical agents to neutralize opponents and further
deter efforts that would challenge the Russian regime. Russia may
use methods that can complement its conventional warfare capabil-
ities to inflict damage, including through hybrid warfare.

Part Il: Conceptualizing Integrated Deterrence Among
the United States and Its European Allies to Address
CBRN Weapons Use

For the second part of the workshop, the project team asked par-
ticipants to consider how the United States could use integrated
deterrence to better incorporate European allies and partners into
US strategy to respond to a scenario in which Russia would con-
sider the use of CBRN weapons in Europe. The conditions of each
scenario, as well as the key perspectives and lessons learned, are
described below.

Scenario 1: High Regime Stability and Strong Conventional War-
fare Capabilities

Russia could integrate CBRN weapons into its strong conventional
capabilities. The United States and its European allies and partners
would need comprehensive counter-responses to this threat, es-
pecially given Russia’s regime stability in this scenario. As Russia
relies on strong support for its political regime, including among the
Russian public, the regime may turn to its strong conventional ca-
pabilities, augmented with CBRN weapons, to project its influence.
When Russia’s conventional warfare capabilities are strong, it is
more difficult for NATO to take a hardline stance to deter both con-
ventional and hybrid warfare tactics. Greater coordination among
allies is crucial, especially for detection and attribution of the use
of CBRN weapons below NATO’s Article 5 threshold, above which
NATO allies will come to one another’s aid. Allies must look beyond
specific military preparations to incorporate civilian preparedness
with respect to readiness related to potential CBRN attacks. These
efforts would include strategic communication efforts to push back
on escalatory rhetoric and maintain cohesion among allies.

Scenario 2: High Regime Stability and Weak Conventional War-
fare Capabilities

Russia will likely pursue development of unconventional weapons
to offset its weakened conventional warfare capabilities, includ-
ing enhanced CBRN weapons not governed by international con-
ventions. The United States and its European allies and partners
would need to identify effective methods to counteract Russia’s
potential use of CBRN weapons to achieve geopolitical goals. Par-
ticipants shared that the United States and its European allies and
partners should maintain a consistent focus on combating CBRN
warfare with a greater emphasis on implementing specialized
training exercises. With Russia’s weaker conventional capabilities,
NATO allies must also implement preparedness efforts to identi-
fy and discern accidental CBRN launches. The United States and
its European allies should consider prioritizing greater integration
of civil-military relations on critical security infrastructure, such as
power grids, public health systems, cyber infrastructure, and oth-
er domains, to reinforce defenses against potential attacks with
CBRN weapons. The transatlantic community must monitor new
frontiers of CBRN development, including bioweapons and chem-
ical agents, and should prioritize joint investigative mechanisms.
To combat CBRN-related threats at all levels, cooperation among
the United States and its European allies and partners needs to
extend beyond strategic-level decision-making. The United States
could better coordinate and integrate operational and tactical
planning in bilateral settings with its European allies as well as in
multilateral platforms, such as NATO.
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Scenario 3: Low Regime Stability and Weak Conventional Warfare
Capabilities

In this scenario, Russia is the most unpredictable in its behavior giv-
en its weakened conventional warfare capabilities and dwindled re-
gime stability. This scenario would prompt the United States and its
European allies and partners to prepare for any possible scenario
in which Russia uses CBRN weapons. Because this scenario might
serve as a launch pad for criminal proxies, non-state actors, and
paramilitary groups to emerge and inflict damage on civil-military
infrastructure, the United States and its European allies and partners
must consider how a destabilized Russia could influence potential
CBRN warfare in the region. The United States and its European al-
lies must identify and implement methods to strengthen and defend
critical infrastructure from targeted attacks using CBRN weapons,
both from state and non-state actors. The United States and its Eu-
ropean allies and partners must prepare forces to fight through a
contaminated environment to ensure complete and comprehensive
readiness against CBRN threats. Multilateral bodies, such as NATO,
can serve as a central authority to preserve resolve around key pri-
orities, including with respect to CBRN weapons use.

Scenario 4: Low Regime Stability and Strong Conventional War-
fare Capabilities

In this scenario, Russia maintains strong conventional capabilities, but
lacks centralized political control. The United States and its European
allies and partners should prepare for potential scenarios in which
the Russian military looks to use CBRN weapons to reassert political
control. To prepare for any possible situation, allies must find ways
to strengthen detection, warning, and attribution capabilities while
training to mitigate CBRN attacks. In addition, allies should not silo
readiness plans within national resilience strategies alone and should
enshrine a higher level of cooperation in bilateral and multilateral
settings. There is a greater need to develop a holistic response fol-
lowing a CBRN-event, including the design of decontamination, pro-
tection, and evacuation procedures. Specific safeguards can protect
against and deter CBRN attacks, such as increased border security,
intelligence capabilities, and investigative mandates. False flags in
this scenario are especially likely, as Russia may instigate situations
in which it may rely on its strong conventional warfare capabilities to
achieve its geopolitical agenda. The United States and its European
allies and partners must identify additional methods to suppress and
counter hybrid warfare and Russian malign influence. It is critical for
the United States and its European allies and partners to prioritize
strong counter-messaging strategies that debunk and proactively
share truthful information before false flag scenarios can materialize
and escalate to prevent Russia from turning to CBRN weapons.
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