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THE SIXTH DOMAIN: The Role of the Private Sector in Warfare

EXECUTIVE SUMMARY

The United States and its allies have for some time recognized,
as NATO doctrine provides, five operational domains—air, land,
maritime, cyberspace, and space.! Each of those arenas fully fits
with the understanding of a domain as a “specified sphere of ac-
tivity” and, in each, militaries undertake critical wartime actions.?
But in the ongoing Ukraine-Russia war, certain key operational ac-
tivities have been undertaken by the private sector as part of the
conduct of warfare. By way of example, private-sector companies
have been instrumental both in providing effective cybersecuri-
ty and in maintaining working information technology networks.
As part of such efforts, these firms have established coordinated
mechanisms to work with relevant government actors.

These operational and coordinated activities by the private
sector demonstrate that there is a “sixth domain”—specifically,
the “sphere of activities” of the private sector in warfare—that
needs to be included as part of warfighting constructs, plans,
preparations, and actions if the United States and its allies are
to prevail in future conflicts. As will be elaborated below, that
sphere of activities focuses mainly on the roles of information
and critical infrastructures, including their intersections—rang-
ing from the transmission and protection of information to the
assurance of critical infrastructure operations.

Many of the United States’ activities in the sixth domain will take
place in the United States homeland. However, while “defend-
ing the homeland” is listed as the first priority in the 2022 Na-
tional Defense Strategy, insufficient attention has been paid to
the actions that will be required of the private sector beyond
just the defense industrial base as part of accomplishing an
effective defense.® Likewise, when US military forces are en-
gaged in overseas combat, private-sector companies in allied
countries (as well as US companies operating overseas) will be
critical for the effectiveness of US forces, as well as for the al-
lies’ own militaries. In short, establishing an effective strategy
for the private sector in warfare is a key requirement for the
United States and its allies.

This report sets forth the elements of such a strategy.* In sub-
stantial part, the paper builds on lessons regarding the sixth
domain derived from the ongoing Ukraine-Russia war. The
report discusses the key operational activities that fall within
the sixth domain and how such activities need to be included
in war planning with a focus on the organizational structures
and authorities required for effective implementation of pri-
vate-sector activities in warfare. For clarity of exposition, the
report focuses its recommendations for the most part on the
United States, though comparable approaches will be import-
ant for allies and partners.

The report recognizes the existing frameworks that have been
established in the United States for interactions between the
government and the private sector as set forth in Presidential
Policy Directive 21 (PPD-21) of 2013 on critical infrastructure
security and resilience,® the statutory requirements including
those in the FY 2021 National Defense Authorization Act, the

National Infrastructure Protection Plan, which addresses the re-
silience of critical infrastructures, and the role of the Cyberse-
curity and Infrastructure Security Agency (CISA) as the national
coordinator for critical infrastructure security and resilience.®
The report expands on those existing structures to recommend
actions that will provide the framework for effective operational
activities by the private sector in wartime.

Specifically, the report recommends:

1. Congress and the administration should work together to ex-
pand the existing national framework to provide for effective
engagement with and coordination of the role of the private
sector in wartime. This expanded framework for coordination
between the private sector and federal government should
include the requisite authorities and resources to accomplish
each of the recommended actions below.

2. A Critical Infrastructure Wartime Planning and Operations
Council (CIWPOC) with government and private-sector mem-
bership should be established to oversee planning for, and co-
ordination of, government and private-sector wartime activities
in support of national defense.

3. Regional resilience collaboratives should be established
in key geographical locations to plan for and coordinate US
government and private-sector activities in wartime and other
high-consequence events and wartime efforts, including by the
creation of regional risk registries that evaluate systemic risks.

4. Private-sector systemic risk analysis and response centers
should be established for key critical infrastructures: a) using as
an initial model the Analysis and Resilience Center for Systemic
Risk that has been established by large private-sector firms for
the financial and energy sectors, and b) focusing on cascading as
well as other high-consequence, sector-specific risks. New cen-
ters should include key firms in the transportation, health, water,
and food sectors.

5. An integrated corps of cybersecurity providers should be es-
tablished whose private-sector members would provide high-
end cybersecurity in wartime to key critical infrastructures and,
if requested, to states, localities, tribes, and territories (SLTTs).

6. A “surge capability” of cybersecurity personnel in wartime
should be established through the creation of a national cyber-
security civilian reserve corps and expansion of National Guard
military reserve cybersecurity capabilities.

7.Cyber Command’s “Hunt Forward” model of operations should
be expanded in wartime to support key critical infrastructures in
the United States and, if requested, to provide support to SLTTs.

8. An international undersea infrastructure protection corps
should be established that would combine governmental and
private activities to support the resilience of undersea cables
and pipelines. Membership should include the United States,
allied nations with undersea maritime capabilities, and key pri-
vate-sector cable and pipeline companies.
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9. The Department of Defense should continue to expand its
utilization of commercial space capabilities including the estab-
lishment of wartime contractual arrangements and other mech-
anisms to ensure the availability of commercial space assets in
wartime.

10. Congress should enact the necessary authorities and pro-
vide the appropriate resources to accomplish the actions rec-
ommended above.

I. HOMELANDS AT RISK IN WARTIME

While the United States has largely not been subject to armed
attack on the homeland, the National Defense Strategy now
makes explicit that the “scope and scale of threats to the home-
land have fundamentally changed . . . as the “PRC and Russia
now pose more dangerous challenges to safety and security
at home.”” Gen. Glenn VanHerck, commander of US Northern
Command, has similarly testified that the:

primary threat to the homeland is now . . . significant
and consequential. Multiple peer competitors and rogue
states possess the capability and capacity to threaten
our citizens, critical infrastructure, and vital institutions.®

As Gen. VanHerck has stated, the challenges are particularly
acute regarding critical infrastructures. The cyber attack on Co-
lonial Pipeline, the attack on SolarWinds software supply chains,
and multiple major ransomware attacks are illustrative of the
types of attacks that have taken place in the United States.®
Such attacks could be expected to be substantially expanded
in the event of armed conflict.

The potential for attacks on critical infrastructures in a conflict
with Russia is significant. The Annual Threat Assessment of the
US Intelligence Community has stated that, while “Russia prob-
ably does not want a direct military conflict with US and NATO
forces, . . . there is potential for that to occur,” including in the
context of the Ukraine-Russia war where “the risk for escalation
remains significant.”™ The 2023 Annual Threat Assessment is
unequivocal regarding Russia’s capabilities to attack infrastruc-
ture in such an event:

Russia is particularly focused on improving its ability to
target critical infrastructure, including underwater cables
and industrial control systems, in the United States as
well as in allied and partner countries, because compro-
mising such infrastructure improves and demonstrates its
ability to damage infrastructure during a crisis."

Similarly, the 2023 report speaks to China’s capacity to threaten
critical US infrastructures:

If Beijing feared that a major conflict with the United States
were imminent, it almost certainly would consider under-
taking aggressive cyber operations against U.S. homeland
critical infrastructure and military assets worldwide. . . . Chi-
na almost certainly is capable of launching cyber attacks
that could disrupt critical infrastructure services within the
United States, including against oil and gas pipelines, and
rail systems.”?
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Moreover, Chinese intrusions into US critical infrastructures ap-
pear to have already occurred, according to media reports:

The Biden administration is hunting for malicious com-
puter code it believes China has hidden deep inside the
networks controlling power grids, communications sys-
tems and water supplies that feed military bases in the
United States and around the world, according to Amer-
ican military, intelligence and national security officials.®

Of course, as the foregoing indicates, Russia or China could be
expected not only to attack critical infrastructures in the Unit-
ed States, but also to undertake comparable actions against
US allies. Indeed, such actions have already occurred in the
context of the Ukraine-Russia war, in which Russia’s attack on
the Viasat satellite network disrupted information networks in
multiple countries, including Germany, France, Greece, ltaly,
and Poland Other Russian activities in its war against Ukraine
have similarly targeted allied critical infrastructures including
“destructive attacks with the Prestige ransomware operation
against the transportation sector in Poland, a NATO member
and key logistical hub for Ukraine-bound supplies,” and addi-
tionally “compromis[ing] a separate Polish transportation sector
firm, and later increas[ing] reconnaissance against NATO-affili-
ated organizations, suggesting an intent to conduct future intru-
sions against this target set.”®

Moreover, as noted above, China has comparable capabilities
that could be utilized in a conflict against US allies and partners.
For example, as the Department of Defense’s 2022 report on
China’s military activities states, in the context of a conflict over
Taiwan, the PRC “could include computer network . . . attacks
against Taiwan’s political, military and economic infrastructure.”®

In sum, in the event of a conflict with either Russia or China,
US, allied, and partner critical infrastructures and information
flows will “almost certainly” be subject to attacks. But most of
those critical infrastructures, including information and com-
munications technology capabilities, are owned and operated
by the private sector. As discussed below, those private-sector
capabilities will be critical for military operations, continuity of
government, and maintaining the performance of the economy
in the event of conflict. Accordingly, a key issue for the United
States and its allies and partners is how to effectively engage
the private sector in wartime in order to offset the consequenc-
es of expected adversarial actions.

Il. LESSONS FROM THE UKRAINE-RUSSIA WAR—
THE ROLE OF THE PRIVATE SECTOR IN WARFARE

A useful starting place for understanding the sixth domain, and
the role of the private sector in establishing an effective de-
fense, comes from an overview of the efforts of private-sector
companies in the context of the Ukraine-Russia war.

A worthwhile report by Irene Sdnchez Cézar and José Ignacio
Torreblanca summarized the actions of a number of companies:

Microsoft and Amazon, for example, have proven fun-
damental in helping Ukrainian public and private actors
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secure their critical software services. They have done
so by moving their on-site premises to cloud servers to
guarantee the continuity of their activities and aid in the
detection of and response to cyber-attacks. Moreover,
Google has assisted Ukraine on more than one front: it
created an air raid alerts app to protect Ukraine’s citi-
zens against Russian bombardment, while also expand-
ing its free anti-distributed denial-of-service (DDoS) soft-
ware-Project Shield-which is used to protect Ukraine’s
networks against cyber-attacks.”

Similarly, Ariel Levite has described how Ukraine, the United
States, and the United Kingdom have utilized their techni-
cal capabilities in cyber defense and other areas during the
Ukraine-Russia conflict:

Ukraine and its Western allies have fared much better
than Russia in the competition over cyber defense, early
warning, battlefield situational awareness, and targeting
information. This is due in large part to the richness and
sophistication of the technical capabilities brought to
bear by the U.S. and UK governments as well as various
commercial entities (including SpaceX, Palantir, Micro-
soft, Amazon, Mandiant and many others), some of which
received funding from the U.S. and UK governments.
These actors came to Ukraine’s help with intelligence as
well as invaluable space reconnaissance sensors, tele-
communications, and other technical assets and capabil-
ities for fusing information and deriving operational cues.
The Ukrainians skillfully wove these assets together with
their indigenous resources.®

The discussion below elaborates on these points, focusing on
five functional sectors (which have some degree of overlap)
where the private sector has had key roles: cybersecurity, cloud
computing, space, artificial intelligence, and communications.

A. Cybersecurity

Effective cybersecurity has been a key element of Ukraine’s de-
fense against Russia—achieving a degree of success that had
not been generally expected:

The war has inspired a defensive effort that government
officials and technology executives describe as unprec-
edented—challenging the adage in cybersecurity that if
you give a well-resourced attacker enough time, they will
pretty much always succeed. The relative success of the
defensive effort in Ukraine is beginning to change the
calculation about what a robust cyber defense might look
like going forward.”

The key to success has been the high degree of collaboration:

This high level of defense capability is a consequence of
a combination of Ukraine’s own effectiveness, significant
support from other nations including the United States
and the United Kingdom, and a key role for private sector
companies:

The defensive cyber strategy in Ukraine has been an in-
ternational effort, bringing together some of the biggest
technology companies in the world such as Google and
Microsoft, Western allies such as the U.S. and Britain and
social media giants such as Meta who have worked to-
gether against Russia’s digital aggression.?°

A crucial part of that effort has been the private sector’s willing-
ness to expend significant resources:

The cybersecurity industry has thrown a huge amount of
resources toward bolstering Ukraine’s digital defense.
Just as the United States, European nations and many
other countries have delivered billions of dollars in aid
and military equipment, cybersecurity firms have donat-
ed services, equipment and analysts. Google has said it’s
donated 50,000 Google Workspace licenses. Microsoft’s
free technology support will have amounted to $400 mil-
lion by the end of 2023, the company said in February.
In the run-up to the invasion there was a broad effort by
industry to supply Ukraine with equipment like network
sensors and gateways and anti-virus and endpoint-de-
tection and response tools.?

These combined actions have been highly effective. Ukraine
was able to proactively foil Russian cyber operations at least
two times, according to Dan Black. The threats involved were,
he wrote, “a destructive malware targeting a shipping company
in Lviv and the Industroyer2 operation against Ukraine’s energy
infrastructure at the onset of the Donbas offensive.” Ukraine,
with international, nongovernmental entities, disrupted them
“through coordinated detection and response.”??

B. Cloud Computing

Another critical set of activities—likewise focused on resilience—
has been undertaken by private cloud companies. Ukraine has:

worked closely with several technology companies in-
cluding Microsoft, Amazon Web Services, and Google,
to effect the transfer of critical government data to infra-
structure hosted outside the country. . .. Cloud comput-
ing is dominated by . . . hyperscalers—[and] Amazon, Mi-
crosoft, [and] Google . . . provide computing and storage
at enterprise scale and are responsible for the operation
and security of data centers all around the world, any of
which could host . . . data.®

The result has been consequential for both assuring continuity
of governmental functions and for supporting the performance
of the economy:

Ukraine’s emergency migration to the cloud has con-
ferred immeasurable benefits. Within days of the war
breaking out, key [critical infrastructure] assets and ser-
vices came under the protection of Western technology
companies, allowing Ukrainian authorities to maintain ac-
cess and control over vital state functions. The uptime
afforded by the public cloud cut across various critical
services. Banking systems kept working, trains kept run-
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ning on schedule, and Ukraine’s military kept its vital con-
nections to situational awareness data. Physical risks to
data centres and incident-response personnel were like-
wise mitigated.?*

C. Space

Private-sector space capabilities have been crucial factors in
Ukraine’s defense efforts. Most well-known perhaps are the ac-
tivities of the satellite company Starlink, a unit of SpaceX. As
described by Emma Schroeder and Sean Dack, Starlink’s per-
formance in the Ukraine conflict demonstrated its high value for
wartime satellite communications:

Starlink, a network of low-orbit satellites working in con-
stellations operated by SpaceX, relies on satellite receiv-
ers no larger than a backpack that are easily installed and
transported. Because Russian targeting of cellular towers
made communications coverage unreliable, . . . the gov-
ernment ‘made a decision to use satellite communication
for such emergencies’ from American companies like
SpaceX. Starlink has proven more resilient than any
other alternatives throughout the war. Due to the low or-
bit of Starlink satellites, they can broadcast to their re-
ceivers at relatively higher power than satellites in higher
orbits. There has been little reporting on successful Rus-
sian efforts to jam Starlink transmissions.?®

Starlink is not, however, the only satellite company involved in
the war:

Companies both small and large, private and pubilic,
have supported Ukraine’s military operations. Planet, Ca-
pella Space, and Maxar technologies—all satellite com-
panies—have supplied imagery helpful to the Ukrainian
government. . .. The imagery has done everything from
inform ground operations to mobilize global opinion . .
. Primer.Al, a Silicon Valley startup, quickly modified its
suite of tools to analyze news and social media, as well
as to capture, translate, and analyze unencrypted Rus-
sian military leaders’ voice communications.?®

The role of space assets presents a specific example of the sys-
temic overlap among different capabilities operated by the pri-
vate sector—and the need to coordinate with and protect them
during wartime. As Levite indicates, the fusion of space and cy-
berspace as well as land- and space-based digital infrastructure
is evident in the Ukraine conflict:

Digital information, telecommunication, navigation, and
mass communication assets are vital for modern war-
fare, and many now operate in or through space. In the
Ukraine conflict we can detect early signs that attacking
(and defending) space assets is not only deeply integrat-
ed with warfare in the air, sea, and land but is also heavily
intertwined with digital confrontation in other domains.
Control (or conversely disruption or disablement) of dig-
ital assets in space is thus becoming indispensable to
gaining the upper hand on the battlefield and in the over-
all war effort.?’
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D. Artificial Intelligence

Artificial intelligence is another capability utilized in the
Ukraine-Russia war that has been heavily supported by the
private sector. Robin Fontes and Jorrit Kamminga underscore
the voluntary role and impact of companies, primarily American
ones, to heighten Ukraine’s wartime capacity:

What makes this conflict unique is the unprecedented
willingness of foreign geospatial intelligence companies
to assist Ukraine by using Al-enhanced systems to con-
vert satellite imagery into intelligence, surveillance, and
reconnaissance advantages. U.S. companies play a lead-
ing role in this. The company Palantir Technologies, for
one, has provided its Al software to analyze how the war
has been unfolding, to understand troop movements and
conduct battlefield damage assessments. Other com-
panies such as Planet Labs, BlackSky Technology and
Maxar Technologies are also constantly producing sat-
ellite imagery about the conflict. Based on requests by
Ukraine, some of this data is shared almost instantly with
the Ukrainian government and defense forces.?®

In providing such assistance, the private sector has often in-
tegrated its artificial intelligence capabilities with open-source
information, combining them for military-effective results. Fon-
tes and Kamminga also provide some granular examples of this
and discuss how open-source data also bolster battlefield intel-
ligence:

In general, Al is heavily used in systems that integrate
target and object recognition with satellite imagery. In
fact, Al's most widespread use in the Ukraine war is in
geospatial intelligence. Al is used to analyze satellite
images, but also to geolocate and analyze open-source
data such as social media photos in geopolitically sensi-
tive locations. Neural networks are used, for example, to
combine ground-level photos, drone video footage and
satellite imagery to enhance intelligence in unique ways
to produce strategic and tactical intelligence advantages.

This represents a broader trend in the recruitment of Al
for data analytics on the battlefield. It is increasingly and
structurally used in the conflict to analyze vast amounts
of data to produce battlefield intelligence regarding the
strategy and tactics of parties to the conflict. This trend
is enhanced by the convergence of other developments,
including the growing availability of low-Earth orbit satel-
lites and the unprecedented availability of big data from
open sources.?®

E. Communications

Maintaining functional information technology networks has
been a critical requirement of Ukraine’s defense. As Levite has
pointed out, that has been accomplished despite massive Rus-
sian attacks essentially because of the inherent resilience of
the underlying private-sector technologies including space and
cloud capabilities (as described above):
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One especially novel insight to emerge from the Ukraine
conflict is the relative agility of digital infrastructure (tele-
communications, computers, and data) compared to phys-
ical infrastructure. Physical, electromagnetic, and cyber
attacks can undoubtedly disrupt and even destroy key
digital assets and undermine or diminish the efficacy of
the missions they serve. But Ukrainian digital infrastructure
(especially its cell towers and data servers) has been able
to absorb fairly massive Russian missile as well as cyber
attacks and continue to function, notwithstanding some
temporary setbacks. . . . It appears that modern digital
technology networks (such as those based on mobile and
satellite communications and cloud computing infrastruc-
ture) are more robust and resilient than older infrastruc-
ture, allowing relatively quick reconstitution, preservation,
and repurposing of key assets and functions.*

lll. THE US HOMELAND SECURITY FRAMEWORK
DOES NOT INCLUDE WARTIME REQUIREMENTS
FOR THE PRIVATE SECTOR

The current US framework for private-sector engagement with
the government is not focused on wartime. Rather, as set forth
in PPD-21, the scope is limited by the definition of the term “all
hazards,” which stops short of armed conflict:

The term ‘all hazards’ means a threat or an incident, nat-
ural or man-made, that warrants action to protect life,
property, the environment, and public health or safety,
and to minimize disruptions of government, social, or
economic activities. It includes natural disasters, cyber
incidents, industrial accidents, pandemics, acts of terror-
ism, sabotage, and destructive criminal activity targeting
critical infrastructure.®

A recent report by the Government Accountability Office (GAQO)
similarly notes that, while the US Department of Homeland Se-
curity (DHS) was initially established in the wake of the 9/11 ter-
rorist attacks and correspondingly had a counterterror focus,
PPD-21 “shifted the focus from protecting critical infrastructure
against terrorism toward protecting and securing critical infra-
structure and increasing its resilience against all hazards, in-
cluding natural disasters, terrorism, and cyber incidents.”?

While wartime planning and operations are not covered, it is
nonetheless important to recognize that the United States does
undertake multiple efforts under the National Plan that are fo-
cused on the resilience of critical infrastructures and that the
National Plan has been enhanced by each administration and
the Congress since its inception. The National Plan is briefly re-
viewed below, as it provides the context and a valuable starting
point for the recommendations made by this report with respect
to the role of the private sector in wartime.

The GAO has described the National Plan as providing both a
foundation for critical infrastructure protection and an “overar-
ching approach” to make the work of protection and resilience
an integrated national effort:

The National Plan details federal roles and responsibili-
ties in protecting the nation’s critical infrastructures and
how sector stakeholders should use risk management
principles to prioritize protection activities within and
across sectors. It emphasizes the importance of collab-
oration, partnering, and voluntary information sharing
among DHS and industry owners and operators, and
state, local, and tribal governments.®®

DHS has the overall coordination responsibility under the Na-
tional Plan and, within DHS, the Cybersecurity and Infrastruc-
ture Security Agency has been established as the “national co-
ordinator for critical infrastructure protection,”** partnering with
federal, state, and municipal agencies as well as territorial and
tribal authorities and the private sector.

In conjunction with the National Plan, PPD-21 designated six-
teen critical infrastructure sectors. In each sector, a lead agen-
cy or department—dubbed a sector risk management agency
(SRMA)—coordinates with CISA; collaborates with critical infra-
structure owners and operators; coordinates with the varying
levels of governments, authorities, and territorial partners; and
participates in a government coordinating council as well as a
sector coordinating council with owners-operators of critical as-
sets and relevant trade association representatives.3®

Pursuant to PPD-21, including through actions taken by CISA,
a host of coordination mechanisms exist to enhance the resil-
ience of critical infrastructures, including the Federal Senior
Leadership Council, the Critical Infrastructure Partnership Ad-
visory Council, government coordinating councils, and sector
coordinating councils.3® Congress also established the Office of
the National Cyber Director (ONCD), whose mandate includes
working with “all levels of government, America’s internation-
al allies and partners, non-profits, academia, and the private
sector, to shape and coordinate federal cybersecurity policy.”’
ONCD’s mandate includes coordinating the recently issued
National Cybersecurity Strategy Implementation Plan, whose
multiple initiatives include defending critical infrastructures,
disrupting threat actors, shaping market forces for security and
resilience, undertaking investment, and forging international
partnerships.®

In addition to the substantial efforts at coordination, CISA and
the SRMAs have undertaken a number of other worthwhile
steps to enhance the US capability to respond to attacks on
critical infrastructures. Regulatory authority has been utilized to
require or propose cybersecurity requirements including for air,
rail, pipelines, and water.?® Utilizing the authority and resources
provided by Congress, cybersecurity assistance is being pro-
vided to SLTT entities.*® A Joint Cyber Defense Collaborative
has been established to effectuate “operational collaboration
and cybersecurity information fusion between public and pri-
vate sectors, for the benefit of the broader ecosystem, [and for]
producing and disseminating cyber defense guidance across
all stakeholder communities.”® CISA additionally conducts ex-
ercises and training with the private sector, ranging from a ta-
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bletop exercise to the large-scale Cyber Storm exercise, which
simulates a cyberattack.*?

CISA also has set forth a “planning agenda” seeking to “com-
bin[e] the capabilities of key industry partners with the unique
insights of government agencies . . . [in order to] create com-
mon shoulder-to-shoulder approaches to confront malicious
actors and significant cyber risks.”*® The agenda includes “ef-
forts to address risk areas” such as open-source software, and
the energy and water sectors, while recognizing that “our plans
and doctrine have not kept up” with the requirements of cyber-
security.* Similarly, CISA has recognized the value of effective
cybersecurity firms supporting less-capable companies, spe-
cifically seeking to “advance cybersecurity and reduce supply
chain risk for small and medium critical infrastructure entities
through collaboration with remote monitoring and management
(RMM), managed service providers (MSPs), and managed secu-
rity service providers (MSSPs).”%®

CISA’s efforts are complemented by the National Cyber Investi-
gative Joint Task Force, led by the Federal Bureau of Investiga-
tion and by the Cybersecurity Collaborative Center (CCC) led by
the National Security Agency (NSA). Under the recent National
Cybersecurity Strategy Implementation Plan, the FBI is to “ex-
pand its capacity to coordinate takedown and disruption cam-
paigns with greater speed, scale, and frequency.”® The NSA’s
CCC provides support to the private sector including cost-free
protection for DIB companies through a “filter which blocks
users from connecting to malicious or suspicious [Internet] do-
mains” as well as “bi-directional cyber threat intelligence shar-
ing with major IT and cybersecurity companies who are best po-
sitioned to scale defensive impacts [and which has] hardened
billions of endpoints across the globe against foreign malicious
cyber activity.”#’

To sum up, while the National Plan is focused on significant
threats and there is much to commend in the actions taken
and planned, those efforts have not yet taken account of the
significant disruptive potential of wartime threats. Neither CISA
(through the Joint Cyber Defense Collaborative or otherwise)
nor the SRMAs nor the ONCD have yet established the type of
coordination mechanisms necessary for effective private-sector
operations in wartime along the lines as have been undertaken
in the Ukraine-Russia war. Similarly, while the FBI and the NSA
undertake certain operational activities, in their current format
those actions do not reach the level of effort required for effec-
tiveness in wartime.

IV. RECOMMENDATIONS

The discussion above demonstrates both the ongoing engage-
ment of the private sector in the Ukraine-Russia war and the
potential for important private-sector future roles if the United
States and its allies were involved in a future conflict. Maximiz-
ing that potential for the United States and its allies will require
collaborative initiatives that engage the private sector as an
operational partner. The discussion below sets forth ten such
initiatives focusing largely on actions to be taken in the United
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States, though as previously noted, comparable actions should
be undertaken by allies and key partners.

A. Congress and the Biden Administration Should Expand the
Existing National Framework to Provide for Effective Engage-
ment with the Private Sector in Wartime

Congress and successive administrations have regularly fo-
cused on the need to upgrade homeland security and each
branch of government has undertaken to assure an effective
national defense. However, neither Congress nor the execu-
tive branch has yet brought the two together in a comprehen-
sive approach, and neither has provided a framework for the
inclusion of the private sector as part of operational wartime
defense activities.

The importance of establishing such a framework has recently
been made clear by the lessons drawn from the Ukraine-Rus-
sia war, as discussed above. Broadly, the administration should
issue an executive order under existing authorities to begin the
establishment of such a framework, and Congress should work
with the administration to establish the necessary full-fledged ap-
proach, including the provision of the requisite authorities and
resources. The specific actions are discussed at length in the rec-
ommendations below.

Initially, the administration should establish a Critical Infra-
structure Wartime Planning and Operations Council with
government and private-sector membership (including, as re-
quested, SLTTs); establish regional resilience collaboratives;
and help facilitate the establishment of sector-specific coordi-
nating mechanisms. Congress and the administration should
work together to establish an Integrated Cybersecurity Pro-
viders Corps; authorize the establishment of a national Cyber-
security Civilian Reserve Corps and an expansion of National
Guard cybersecurity capabilities; authorize Cyber Command
in wartime to support key critical infrastructures; establish an
international Undersea Infrastructure Protection Corps; ex-
pand the use of private-sector space capabilities; and enact
the required authorities and provide the necessary resources
to accomplish each of the foregoing.

B. Establish a Critical Infrastructure Wartime Planning and Oper-
ations Council with Government and Private-Sector Membership
In the United States (and in most other allied countries), there
is no comprehensive mechanism to engage the private sector
in warfare. While there are worthwhile efforts—such as by CISA
and the SRMAs, as described above—they are focused on pre-
war resilience. By contrast, Finland, NATO’s newest member,
has long had a comprehensive approach to national security
that fully engages the private sector, including in the event of an
“emergency,” which is defined to include “an armed or equally
serious attack against Finland and its immediate aftermath [or]
a serious threat of an armed or equally serious attack against
Finland.”#®

In such an event, the Finland model of “comprehensive securi-
ty” provides that the “vital functions of society are jointly safe-
guarded by the authorities, business operators, organisations
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and citizens.”®® The Security Strategy for Society describes a
“cooperation model in which actors share and analy[z]e secu-
rity information, prepare joint plans, as well as train and work
together.” Participants include the central government, author-
ities, business operators, regions and municipalities, universi-
ties, and research and other organizations.*® Quite importantly,
“[bJusiness operators are playing an increasingly important role
in the preparedness process . . . [and in] ensuring the function-
ing of the economy and the infrastructure.”®

Finland has a small population, so the precise mechanisms it
utilizes for its comprehensive approach would need to be mod-
ified for other countries, including the United States. But the key
point is that there needs to be such an overarching cooperation
model involving this range of actors and activities.

To accomplish such a coordinated effort—and to focus on the
United States—a CIWPOC with government and private-sector
membership should be established through the issuance of an
executive order as part of the overall White House national se-
curity structures.

At the governmental level, it is important to recognize that nei-
ther the existing Federal Senior Leadership Council, which in-
cludes CISA and the SMRAs, nor any of the other councils and
coordinating efforts described above are operationally oriented
for wartime activities, nor are they designed to undertake the
necessary actions required to “analyze security information,
prepare joint plans, as well as train and work together” in the
context of conflict or imminent threat of conflict.5? Accordingly,
a better mechanism to guide actions in wartime would be to
establish a CIWPOC along the lines of a joint interagency task
force (JIATF) with appropriate personnel from relevant agen-
cies plus private-sector subject matter experts, each of whom
would have the background and capabilities to plan for and, if
required, act in a wartime context.>®

Such a CIWPOC could be headed by CISA prior to a wartime-re-
lated emergency, with the Defense Department acting as the
deputy and organizing the necessary planning and training. In
the event of a conflict or if a threat is imminent, the Defense
Department would take command to integrate the CIWPOC into
the full context of responding to the conflict, with CISA then
in the deputy role. The dual-hatting of CISA and the Defense
Department is key to ensuring a smooth transition in the event
of conflict as that will allow for coordination mechanisms to be
established prior to conflict. The planning and training led by
the Defense Department prior to conflict will also establish lines
of coordination as well as the necessary familiarity with tasks
required in wartime, both for DOD and CISA as well as for the
other government departments and private sector entities that
are engaged with the CIWPOC.

Initially, at least, the CIWPOC membership should be limited
to departments with responsibility for sectors most relevant to
wartime military efforts as well as to continuity of government
and to key elements of the economy. Utilizing that criterion, a
first set of members would include defense, homeland security,

energy, finance, information and communications technology,
transportation, SLTTs, food, and water.

Private-sector representation on the CIWPOC should come from
the key critical infrastructures, noted above, most relevant to plan-
ning and operations in a conflict. As discussed below, that would
include representatives from the proposed Integrated Cyberse-
curity Providers Corps and the Undersea Infrastructure Protec-
tion Corps, as well as from the regional resilience collaboratives
and the private-sector systemic risk analysis and response cen-
ters, established as recommended below. As would be true for
governmental departments, private-sector membership will not
necessarily include all critical infrastructures, as the focus for the
CIWPOC is on the operational capabilities that the private sector
can provide in the event of a conflict. There would be costs to the
private-sector entities associated with the planning and training
efforts described, and, inasmuch as those costs are associated
with providing national defense, Congress should undertake to
include them in the national defense budget.

As part of organizing the proposed CIWPOC, DOD would have
to determine which military command would have the lead and
what resources would be required. In order to achieve the full
degree of effectiveness required, the administration should un-
dertake a thorough review of command arrangements and re-
sources required for homeland defense, as the current arrange-
ments are not sufficient.>*

« Northern Command’s current mission is to provide “com-
mand and control of ... DOD homeland defense efforts and
to coordinate defense support of civil authorities.”*®> While it
is analytically the appropriate command to lead in the con-
text of the CIWPOC, in reality, Northern Command would
need substantial additional resources and expanded author-
ities to undertake the requisite actions. By way of example,
its mission would need to expand beyond “defense support
to civil authorities” to include planning for wartime and oper-
ational control as required in the event of conflict.

- Transportation Command, Cyber Command, Space Com-
mand, and the Coast Guard each would have important roles
in generating the necessary plans, training, and (if required)
operations. They likely should be supporting commands in
undertaking those missions in the United States in order
to maintain unity of command at the DOD level and unity
of effort both at the interagency and private-sector levels.
However, the arrangements within DOD and with interagen-
cy participants are not yet established.

« The review recommended above should be undertaken
promptly, and the results presented to the president and
then to the Congress for such actions as may be required—
but that process should not be a bar to the initial establish-
ment of the CIWPOC, including DOD’s engagement.

C. Establish Regional Resilience Collaboratives

In addition to the central Critical Infrastructure Wartime Planning
and Operations Council discussed above, it will be important to
coordinate government and private-sector activities in key geo-
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graphical locations with a focus on support to national defense
wartime efforts.

Not everything can best be done centrally in the context of a
conflict. By way of example, the Finnish model of collective se-
curity underscores the importance of regional efforts:

There should be cooperation forums of security actors
(such as preparedness forums). .. in each region ... [which]
would form the basis for the preparedness plan that would
also include the lines of authority, continuity management,
use of resources, [and] crisis communications plan[s] . . .
The workability of the preparedness plans and the compe-
tence of the security actors would be ensured by training
and joint exercises.5®

CISA does have established mechanisms to reach out to private
sector companies and to SLTTs, including through its regional
offices and its SLTT grant program.5” However, in accord with
its overall approach, those efforts are not focused on wartime
activities. One way to generate the necessary regional efforts
for wartime would be to establish regional resilience collabo-
ratives for key geographic areas with an initial focus on those
areas that provide critical support to military operations such
as key US ports on the East, Gulf, and West coasts. To increase
the attractiveness for the private sector, the regional resilience
cooperatives should focus on both wartime and other high-con-
sequence risks, such as cascading impacts in circumstances
short of war.

The Senate version of the FY2024 National Defense Authori-
zation Act includes a provision focused on regional resilience.
The bill provides for a pilot program to evaluate “how to pri-
oritize restoration of power, water, and telecommunications for
a military installation in the event of a significant cyberattack
on regional critical infrastructure that has similar impacts on
State and local infrastructure.”®® The bill requires that the pilot
program should be “coordinated with . . . private entities that
operate power, water, and telecommunications” for the military
installations included in the pilot program.®®

It should be apparent that the Defense Department will not be
able of itself to create the necessary cyber resilience against
an attack nor the necessary restoration processes (though, as
discussed below, DOD can provide important support). Those
actions will have to be undertaken by the private sector (or, in
some cases, by SLTTs that operate critical infrastructure).

Accordingly, the FY2024 NDAA when enacted should include
provisions to establish regional resilience collaboratives, initial-
ly to operate to generate sustained engagement among public
and private entities designed to respond to wartime attacks and
high-consequence cybersecurity risks in peacetime through col-
laboration among key private, SLTT, and federal entities. As a first
step (and consistent with the Senate bill calling for mapping de-
pendencies)®®, a regional resilience collaborative should build a
regional risk registry focused on regional dependency models,
including cascading risks.
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As with the case of the CIWPOC discussed above, CISA would
lead in peacetime and DOD in wartime. Support would also
come from the integrated cybersecurity protection corps de-
scribed below. Regional resilience collaboratives would under-
take operational planning led by the Department of Defense
that would utilize both private and public capabilities. Continu-
ous planning (including updated threat reviews and net assess-
ments) and implementing actions would enhance resilience
and allow for effective responses, if required. While the benefits
from a regional resilience collaborative would be made widely
available, the actual participants would be selectively included
as relevant to the risks identified by the regional risk registry.

A regional risk collaborative effort would have costs associat-
ed with its activities. As would be the case regarding the CIW-
POC as well as the integrated corps of cybersecurity providers,
and since those costs are associated with providing national
defense, Congress should undertake to include them in the na-
tional defense budget.

D. Establish Private-Sector Systemic Risk Analysis and Re-
sponse Centers

Certain sectors of the economy are sufficiently critical that un-
dertaking enhanced efforts to reduce risk in wartime would be
important to the national defense. To be sure, all critical infra-
structures already undertake a variety of coordination efforts,
including those noted above, as well as through Information
Sharing and Analysis Centers (ISACs) and Information Sharing
and Analysis Organizations.®' However, particularly in the con-
text of wartime, it will be important to go beyond information
sharing and to undertake coordinated risk-reduction efforts.

A model for this in the United States is the Analysis and Resil-
ience Center for Systemic Risk (ARC), which is a “coalition that
is identifying, prioritizing, and mitigating risks to their infrastruc-
ture and the points of connection to other critical infrastructure
sectors.”®? The ARC brings together “small groups of industry
experts [who] identify risks and find solutions that benefit the
larger critical infrastructure community.”®® The activities of the
ARC go well beyond the information sharing currently under-
taken by the ISACs, seeking to respond to systemic risk in a
coordinated way. While the existing ARC members come from
leading financial and energy firms, the concept should be ex-
tended to key functional areas including transportation, food,
water, and healthcare.

Newly established private-sector systemic risk analysis and re-
sponse centers will also benefit from close coordination with
key providers of network infrastructure and services, as is cur-
rently being accomplished for the financial industry through the
Critical Providers Program of the financial services ISAC (FS-
ISAC).%* That program “enables critical providers to use FS-ISAC
channels to communicate during large-scale security upgrades,
technical outages, cyber-based vulnerabilities, software and
hardware misconfigurations, and/or changes that could impact
multiple FS-ISAC members”®® As the foregoing suggests, there
is already a certain amount of coordination being undertaken
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in the information and communications technology (ICT) arena,
and a determination can be undertaken as to the value of es-
tablishing an ICT systemic risk analysis and response center.

E. Establish an Integrated Cybersecurity Providers Corps

As discussed above, one of the key roles that the private sector
has played in the Ukraine-Russia war is to provide highly effec-
tive cybersecurity for critical infrastructures despite significant
and continuing Russian cyberattacks. In the event of a conflict
with either Russia or China, US cybersecurity firms could be
expected to undertake similar actions, including based on ser-
vice-level agreements they have with critical infrastructures in
the United States and efforts like the Critical Providers Program
noted above. However, also as noted above, the actions being
taken in Ukraine are part of a larger operational collaborative
effort that includes firms working together and with govern-
ments (including the United States, the UK, and Ukraine). Ac-
cordingly, for private-sector cybersecurity support to be most
effective in the United States in wartime, a similar approach to
coordinated support should be organized in advance of the
need, in conjunction with the government, including appro-
priate information sharing, planning, and exercises relevant to
wartime operations.

To begin such an effort, an Integrated Cybersecurity Providers
Corps (ICPC) should be established and focused on providing
effective cybersecurity for those critical infrastructures most rel-
evant to military activities, continuity of government, and main-
taining the performance of the economy. One of the fundamen-
tal recommendations of the National Cybersecurity Strategy is
to “ask more of the most capable and best-positioned actors to
make our digital ecosystem secure and resilient,” and that should
certainly apply to wartime.®®

The ICPC should operate under the general ambit of the Crit-
ical Infrastructure Wartime Planning and Operations Council,
described above. Membership should consist of highly capa-
ble cybersecurity firms and major cloud providers, with CISA
and DOD jointly determining whether a cybersecurity provid-
er met the requirements for membership in the corps. Broadly
speaking, an integrated cybersecurity provider should be able
to provide high-end cybersecurity services including authen-
tication, authorization, segmentation, encryption, continuous
monitoring, and protection against DDoS attacks. Cloud pro-
viders should have the ability to protect the cloud itself and to
offer other expert security providers the opportunity to provide
cybersecurity as a service on the cloud. The intent would be to
ensure that key critical infrastructures have the support of effec-
tive integrated cybersecurity providers in wartime.®’

Concomitant with the establishment of the ICPC, DHS/CISA and
DOD, who will work closely with the ICPC members, should un-
dertake to assure the engagement of the key critical infrastruc-
tures most relevant in wartime to military activities, continuity of
government, and maintaining the performance of the economy.
Usefully, DHS/CISA already is required to identify infrastruc-
tures of critical importance to the United States:

The Department of Homeland Security (DHS), in coordi-
nation with relevant Sector Specific Agencies (SSAs), an-
nually identifies and maintains a list of critical infrastruc-
ture entities that meet the criteria specified in Executive
Order (EOQ) 13636, Improving Critical Infrastructure Cyber-
security, Section 9(a)(‘Section 9 entities’) utilizing a risk-
based approach. Section 9 entities are defined as ‘critical
infrastructure where a cybersecurity incident could rea-
sonably result in catastrophic regional or national effects
on public health or safety, economic security, or national
security.¢®

The Section 9 list could provide the basis—or at a minimum,
a starting point—for identifying the infrastructures most critical
in the context of wartime. Additionally, however, since one key
objective in wartime will be continuity of government, at least
some SLTT governments will need to be included on the list—
though there will have to be some very significant prioritization
since there are approximately ninety thousand local govern-
ments in the United States.®® Initial inclusion of SLTTs might be
for those related to areas for which regional resilience collabo-
ratives are established.

A third step will be to create a process to provide assured link-
ages between the designated key critical infrastructures (includ-
ing the key SLTTs) and integrated cybersecurity providers. Con-
gress should enact legislation authorizing regulations requiring
such support in wartime for designated critical infrastructures
and should establish a voluntary program for key SLTTs. A reg-
ulatory approach is particularly necessary as, for the most part,
critical infrastructure companies are far less capable at cyber-
security than are the expert cybersecurity providers—and that
would certainly be true in wartime, when the threat would be
more substantial. Under the regulations, designated critical in-
frastructures should be required to plan and train with integrat-
ed cybersecurity providers prior to conflict so that the requisite
cybersecurity resilience could be achieved in wartime. SLTTs
should likewise be provided the opportunity for cybersecurity
support, including planning and training on a voluntary basis,
for reasons of federalism. As noted above, there will be costs
associated with such activities which, since they would be un-
dertaken in support of national defense, should be included by
Congress in the Defense Department budget.

F. Create a Wartime Surge Capability of Cybersecurity Person-
nel by Establishing a Cybersecurity Civilian Reserve Corps and
Expanding National Guard Cyber Capabilities

The need for the federal government to overcome the current-
ly existing shortage of qualified cybersecurity personnel is well
understood, and the importance of having sufficient cyberse-
curity personnel would be even greater in wartime. At the time
of this writing, both the House and Senate versions of the fis-
cal year (FY) 2024 National Defense Authorization Act (NDAA)
have provisions intended to help ameliorate that shortage, but
more substantial improvements are warranted.

In the House, Representative Mark Green had proposed requir-
ing a report on the “feasibility of establishing a cyber unit in
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every National Guard of a State.””® That recommendation was
not included in the House version of the NDAA but there is a
provision authorizing Cyber Command to “accept voluntary and
uncompensated services from cybersecurity experts.”” By con-
trast, in the Senate, Senators Jacky Rosen and Marsha Black-
burn had proposed establishing a pilot program for a cyber re-
serve for DOD and DHS.”2 That proposal also was not included
in its entirety in the Senate version of the NDAA but there is a
provision for the Secretary of the Army to “carry out a pilot proj-
ect to establish a Civilian Cybersecurity Reserve.””® Each of the
proposed provisions is a step forward and enacting both the
House and Senate provisions would be worthwhile, but the final
version of the NDAA should go further than the existing propos-
als and move promptly to full-fledged cyber civilian reserve and
augmented National Guard cyber capabilities.

Establishing a “surge capability” able to add significant numbers
of personnel from the private sector for cybersecurity activities
in the event of a conflict should be a high priority for the United
States. The value of such a capability has been underscored in
the context of the conflict in Ukraine, in which:

[ilmmediately after the invasion, Ukraine also began to
elicit support from the private sector to supplement its
own cyber capabilities. One aspect of this effort was to
call on national private-sector experts. Requests for vol-
unteers to help protect [critical infrastructures] were re-
portedly circulated through communities at the request
of a senior Ukrainian defence ministry official. These vol-
unteers were requested to help defend infrastructure,
identify critical vulnerabilities and carry out other defen-
sive tasks.”

In the United States, such a reserve capability could be estab-
lished by a combination of the proposed measures now in the
House and Senate versions of the NDAA as well as Represen-
tative Green'’s proposal for expanding National Guard cyber ca-
pabilities.

« A cybersecurity civilian reserve corps would provide for the
United States access to personnel beyond those seeking to
be part of the military. Such an approach is being utilized
by US allies with very substantial cyber capabilities. The UK
has already established its Joint Cyber Reserve Force with a
“mantra of high-end cyber talent first,” so that the “Reserves
‘conventional’ physical entry standards (physical ability, fit-
ness, etc.) are not our immediate concern. This ensures that
we can select untapped talented individuals who would not
normally see reserve service as an option or possibility.””®
Other countries such as Estonia have also developed re-
serve models to “bring together competent IT experts who
can solve significant and long-term cyber incidents.”’®

« The National Guard currently includes both Army and Air
Force cyber units.”” However, expanding their numbers and
better integrating them into the force would have high value.
Given the substantial demand for additional cyber person-
nel, and as previously recommended, “the number of Na-
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tional Guard personnel directed toward the cyber mission
should be significantly increased. . . . [and] a reasonable ini-
tial step would be to increase Guard end strength in order
to increase the number of cyber personnel to approximately
double the current levels.””® In accomplishing that increase,
the “Department of Defense [should] bolster its operational
capacity in cyberspace through improved utilization of the
National Guard,” as Congress has previously called for: “De-
spite [Congressional] calls for change, the Department of
Defense and the military services appear not to have made
any meaningful change in how the expertise resident within
the National Guard and the Reserve Component can be bet-
ter leveraged.””®

In sum, combining the current versions of the House and Sen-
ate NDAA legislation and additionally establishing an expanded
National Guard cyber capability would result in significant ben-
efits to the United States in the event of a conflict.

G. Expansion of Cyber Command’s “Hunt Forward” Model to Sup-
port Key Critical Infrastructures in Wartime in the United States
US Cyber Command regularly works with allied and partner na-
tions at their request to enhance the cybersecurity of their critical
infrastructures.® Testimony from Cyber Command has described
that “since 2018, [it] has deployed hunt forward teams 40 times
to 21 countries to work on 59 networks.”®' Cyber Command has
described its Hunt Forward operations (HFOs) as follows:

strictly defensive cyber operations conducted by U.S.
Cyber Command (USCYBERCOM) at the request of part-
ner nations. Upon invitation, USCYBERCOM Hunt For-
ward Teams deploy to partner nations to observe and
detect malicious cyber activity on host nation networks.
The operations generate insights that bolster homeland
defense and increase the resiliency of shared networks
from cyber threats.®?

A Hunt Forward operation is a joint effort, as the Cyber Com-
mand operators “sit side-by-side with partners and hunt for vul-
nerabilities, malware, and adversary presence on the host na-
tion’s networks.”®3

As a matter of policy, Cyber Command does not currently un-
dertake operations in the United States. In wartime, however,
Cyber Command should have an expanded mission to support
key critical infrastructures most relevant to national defense. As
described above, such governmental efforts have been instru-
mental—along with the actions of the private sector—in sup-
porting Ukraine, and a similar collaborative approach should be
undertaken for wartime in the United States.

In the United States in wartime, Cyber Command hunting ca-
pabilities should be coordinated with the relevant critical infra-
structures and with the proposed Integrated Cybersecurity Pro-
viders Corps. Undertaking prior training and exercises would, of
course, make any actual operations more effective. Additionally,
to accomplish such a mission without diverting resources from
Cyber Command’s core mission set (i.e., global cyber opera-
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tions and defense of DOD networks), Cyber Command would
likely require a substantial increase in personnel for wartime
operations.®* As discussed in the prior section, there are good
reasons to establish a wartime cyber civilian reserve and to in-
crease National Guard cybersecurity capabilities—and support-
ing Cyber Command wartime operations would be one of the
most important.

In expanding the mission as recommended above, Cyber Com-
mand would be subject to the same constitutional requirements
as other federal departments and agencies, including the Fourth
Amendment’s limits on intrusion into private activities. While
searches based on enemy actions in wartime would likely be
deemed reasonable and warrants could be obtained, a much
better approach—both as a matter of constitutional law and ap-
propriate policy—would be for the federal government to work
with the key critical infrastructures to establish a consensual war-
time set of arrangements and for Congress to undertake a review
of the agreed activities.®®

H. Establish an Undersea Infrastructure Protection Corps

The United States and its allies have long recognized the vulner-
ability of undersea pipelines and cables.®® Attacks on the Nord
Stream 1 and 2 pipelines in September 2022 have underscored
those vulnerabilities and raised the visibility of the security is-
sue at the highest levels of government.®” At the May 2023 G7
summit, the group determined, “[w]e are committed to deepen
our cooperation within the G7 and with like-minded partners to
support and enhance network resilience by measures such as
extending secure routes of submarine cables.”® Relatedly, the
Quad grouping of countries (i.e., Australia, India, Japan, United
States) agreed to establish “the Quad Partnership for Cable Con-
nectivity and Resilience [which] will bring together public and
private sector actors to address gaps in the infrastructure and
coordinate on future builds.”®®

The G7 and Quad actions are future-oriented, but pipelines and
undersea cables are currently subject to more immediate vul-
nerabilities, with Russia being a particularly concerning threat.*°
As NATO Secretary General Jens Stoltenberg has stated:

So we know that Russia has the capacity to map, but also
potentially to conduct actions against critical infrastruc-
ture. And that’s also the reason why we have, for many
years, addressed the vulnerability of critical undersea
infrastructure. This is about gas pipelines, oil pipelines,
but not least thousands of kilometres of internet cables,
which is so critical for our modern societies—for financial
transaction, for communications, and this is in the North
Sea, in the Baltic Sea, but across the whole Atlantic, the
Mediterranean Sea.”

A report to the European Parliament similarly highlighted the
issues, noting the Russian Navy has a “special focus” on the
Yantar class intelligence ships and auxiliary submarines, which
have the capacity to disrupt undersea cable infrastructure. Also
of note are “new abilities to deploy mini-submarines” to explore
underwater sea cables by stealth, according to the report.®?

As a consequence of those concerns, NATO has established
a NATO Maritime Centre for the Security of Critical Undersea
Infrastructure as a partnership with the private sector.®® Per Sec-
retary General Stoltenberg, the purpose is to strengthen the
protection of undersea infrastructure:

And of course, there’s no way that we can have NATO
presence alone [surveilling] all these thousands of kilo-
metres of undersea, offshore infrastructure, but we can
be better at collecting information, intelligence, sharing
information, connecting the dots, because also in the pri-
vate sector is a lot of information. And actually, there’s a
lot of ongoing monitoring of traffic at sea and to connect
all those flows of information will increase our ability to
see when there is something abnormal and then react
dependent on that.®

Secretary General Stoltenberg highlighted the importance of
collaborating with the private sector:

And then most of it is owned and operated by the private
sector and they also have a lot of capabilities, to protect,
to do repair and so on. So the purpose of this Centre . . .
is to bring together different Allies to share information,
share best practices, and to be able to react if something
abnormal happens and then also to ensure that the pri-
vate sector and the government, the nations are working
together.%®

As the new NATO effort underscores, resilience of undersea
infrastructure will be of high consequence in the event of armed
conflict. However, NATO itself does not generally provide the
capabilities that the organization utilizes, but rather relies on
the capabilities provided by its member nations. Accordingly,
the United States should work with allies and those elements
of the private sector that have relevant undersea capabilities
to establish an international Undersea Infrastructure Protection
Corps, both to support NATO activity and because security for
undersea infrastructures is inherently international. This corps
should include both the private-sector builders/maintainers and
the owners of undersea cables and pipelines. That group would
organize the actions required to enhance the resilience that
would be necessary in wartime.

The countries and companies connected by cables and pipe-
lines involve substantial numbers of US allies. According to one
industry analysis, the top five undersea cable vendors are Al-
catel-Lucent Enterprise (France), SubCom LLC (United States),
NEC Corporation (Japan), Nexans (France), and Prysmian Group
(Italy).®® In terms of ownership, US companies are significantly
involved with Google, Facebook, Microsoft, and Amazon being
significant investors in cables.?” With respect to undersea pipe-
lines, there are multiple such pipelines in the North Sea, Baltic
Sea, Mediterranean Sea, and the Gulf of Mexico, all, of course,
involving US allies and/or the United States.®® Accordingly,
there should be sufficient geopolitical alignment with respect to
establishing an Undersea Infrastructure Protection Corps, and
while the precise arrangements will have to be negotiated, it is

14

ATLANTIC COUNCIL



notable that several countries have already taken steps. The
UK, Norway, and Italy are each organizing security efforts to
enhance pipeline security, and the United States, the UK, and
France have well-established undersea capabilities.®®

An international Undersea Infrastructure Protection Corps
should have three areas of focus. First, as is true with respect
to other information and communication technology networks,
undersea cables will need the same type of effective cyberse-
curity. As noted above, several significant undersea cable own-
ers are also companies that have been extensively involved in
the defense of Ukraine’s ICT networks, including working with
the United States and the UK. That operational experience and
real-time experience with public-private coordination should
provide a basis for extending such an approach to undersea
cables.®®

Second, all undersea cables eventually come out of the sea
to on-ground “landing points.” John Arquila has indicated that
“concerns about the vulnerability of landing points, where the
cables come ashore . . . has led to the idea of having many
branch points near landfall.”"' Arquila also describes efforts “to
improve landing-point security through concealment and hard-
ening—including, in the latter case, the shielding with armor of
the cable segments in shallower waters near landing points. . . .
[and also use of] both surveillance technologies and increased
on-site security.”'° An Undersea Infrastructure Protection Corps
can build on such approaches%®

Third, undersea infrastructures can be repaired, with cable re-
pairs regularly undertaken for commercial reasons.®* However,
as a report to the European Parliament describes, the availabil-
ity of cable repair capabilities deserves review:

A key and often neglected vulnerability of the cable infra-
structure is the capabilities . . . for repair. The capabilities
within Europe are very limited . . . The repair infrastruc-
ture is often not featured in risk analyses, although it is in
larger-scale coordinated attack scenarios.'®

The proposed international Undersea Infrastructure Protection
Corps should evaluate whether sufficient repair capability ex-
ists under the conditions that might occur if there were an ac-
tive conflict and recommend such remediation steps as should
be undertaken in the face of any deficiencies.

I. Expand Usage of Commercial Space-Based Capabilities

In the Ukraine-Russia war, commercial space capabilities have
been critical to Ukraine’s defense (as described above), as well
as to maintaining governmental and economic functioning. The
United States is already undertaking significant activities with
the commercial space sector in the defense arena. The discus-
sion below summarizes key elements of that effort and further
proposes additional actions for the use of private-sector space
capabilities that would enhance resilience in wartime for de-
fense, government continuity, and the economy.

First, in the defense arena, commercial capabilities are being
increasingly relied upon to meet the military’s space launch re-
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quirements. Private-sector SpaceX Falcon 9 reusable rockets,
which regularly put commercial satellites in place, have recently
been used, for example, to launch “the first 10 of the planned 28
satellites [for defense]low-latency communications [and] missile
warning/missile tracking.”™® That space architecture is planned
to expand to 163 satellites.®” Similarly, other companies such as
Rocket Lab have commercial launch capabilities.®® Continuing
the use of commercial launch capabilities to generate military
constellations as well assuring their availability in wartime will
be critical to effective defense operations.

Second, and as the foregoing suggests, the proliferation of sat-
ellites that the DOD can rely on in wartime significantly adds to
the resilience of the space enterprise. As one report describes:

The use of small, inexpensive satellites in a pLEO [prolif-
erated low-earth orbit] constellation also improves deter-
rence because of its increased cost imposition potential.
The cost of a direct-ascent KE ASAT [kinetic antisatel-
lite] is now greater than the target satellite, and be-
cause of the sheer number of assets an enemy must
attack, proliferation reduces the effectiveness and im-
pact of these weapons and other coorbital threats.”®

Third, commercial sensing capabilities can complement the
military’s more exquisite sensing. Satellite companies such as
Planet, Capella Space, and Maxar Technologies have supplied
imagery upon Ukraine’s request, as noted above The De-
fense Department has likewise been utilizing such commercial
space-based, ground-sensing capabilities having, for example,
recognized a “critical need for improved, large scale, situational
awareness satisfied by less expensive, day/night, all-weather
imaging satellites capable of filling gaps in space-based re-
connaissance.”™ For example, Planet was awarded a National
Reconnaissance Office (NRO) contract in October 2019 for “an
unclassified, multi-year subscription service contract for daily,
large-area, 3-5 meter resolution commercial imagery collection.
... [for] access to new daily unclassified imagery over multiple
areas of interest to military planners, warfighters, and the na-
tional security community.”"

Moreover, commercial sensing is becoming increasingly ca-
pable, going beyond optical capabilities, with Umbra having
launched commercial “radar-imaging” microsatellites whose
capabilities can be used for “remote wildlife habitat protection,
pollution and plastic waste tracking, oil spill detection, military
intelligence gathering [italics added], live flooding estimation
during storms, and more™

The Defense Department also has been seeking to expand its
“space domain awareness” through collaboration with the pri-
vate sector. Maxar Technologies, for example, recently signed
a contract with the NRO which “includes a provision to experi-
ment with using its satellites to provide ‘non-Earth’ data, which
includes high-resolution imagery of the space environment.”™
That effort would complement ongoing actions by Space Force,
whose “fleet of radars, known as the Space Surveillance Net-
work, observe space from the ground and feed data into com-
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mand and control systems that catalog space objects” to deal
both with issues of “congestion and debris in low Earth orbit . . .
and aggression from adversaries like Russia and China.”"®

Fourth, the information and communications technology net-
works being established by commercial providers can them-
selves be utilized for wartime operations, again as has been
demonstrated by the use of Starlink in Ukraine. But Starlink
would not be the only provider. Currently, another constellation
consisting “of small, low-cost satellites under 100 kilograms ca-
pable of multiple rapid-launch” is under development, based
“on an orbital mesh network of . . . commercial and military mi-
crosatellites,” which will be “capable of providing low-latency
internet connectivity between sensors and weapons for military
mission.”"® Future capabilities include the establishment of “free
space optical networks” which will potentially have “immense
benefits including high security, better data rates [and] fast in-
stallations, no requirement of licensed spectrum, best costs
[and] simplicity of design,” and will be challenging to detect and
to intercept “in view of small divergence of the laser beams.”""”

Governments plan to develop position, navigation, and timing
capabilities—now generally done in medium-Earth orbit by the
Global Positioning System or equivalent satellites—with a va-
riety of capabilities including but not limited to low-Earth orbit
capabilities.™® In the United States, Xona Space Systems is “de-
veloping PULSAR—a high-performance positioning, navigation,
and timing (PNT) service enabled by a commercial constellation
of dedicated [low-Earth orbit] satellites.”®

Another application of commercial capabilities for defense
space support is the use of the cloud for development of
space-related software:

The Space Development Agency awarded a $64 mil-
lion contract to Science Applications International Corp.
(SAIC) to develop a software applications factory for the
agency’s low Earth orbit constellation [but] . . not [by]
build[ing] an actual factory but [rather] a cloud-based de-
velopment process to design, test and update software
applications using a repeatable path.?°

In light of the very substantial ongoing interactions between the
Department of Defense and the commercial space sector, as
discussed above, the key issue for wartime is simply to ensure
that the existing (and future) capabilities are available for use as
required. That can be accomplished in the first instance by con-
tractual arrangements along the lines of those utilized by DOD
for support from the airline and maritime industries. By way of
example, the Civil Reserve Air Fleet (CRAF) provides “selected
aircraft from US airlines [which are] contractually committed to
CRAF [to] augment Department of Defense airlift requirements
in emergencies when the need for airlift exceeds the capability
of military aircraft.”'?!

The US Space Force is in process of developing the Commercial
Augmentation Space Reserve (CASR) program. As with CRAF,
CASR would seek to establish “voluntary pre-negotiated con-

tractual arrangements” that would provide support to the mili-
tary by ensuring that “services like satellite communication and
remote sensing are prioritized for U.S. government use during
national security emergencies.”?? Among the issues that Space
Force presumably is discussing with the private sector in con-
nection with CASR would be determining which services and
in what amounts could reliably be provided in a wartime envi-
ronment, whether such services could be based on existing (or
planned) private-sector constellations or whether those would
need to be expanded, what provisions would need to be made
for satellite and/or ground station replacement in the event of
adversary attacks, what provisions for indemnification need to
be agreed upon, and what level of funding would be appropri-
ate both to incentivize the private sector and to accomplish the
requisite wartime tasks as well as to undertake planning and
training prior to conflict.

Relatedly, it is worth noting that the Defense Production Act
authorizes the government to require the prioritized provision
of services—which would include services from space compa-
nies—and exempts any company receiving such an order from
liabilities such as inability to support other customers.*® How-
ever, it would be much more desirable—and much more effec-
tive—if the necessary arrangements were established in ad-
vance through a voluntary arrangement as the CASR program
is seeking.

J. Authorities and Resources

Undertaking the actions recommended above will require
some important changes to governmental authorities as well as
the provision of additional resources necessary to accomplish
the recommended outcomes.

Regarding authorities, the administration currently has the au-
thority to establish a Critical Infrastructure Wartime Planning
and Operations Council with government and private-sector
membership (including, as requested, SLTTs); establish regional
resilience collaboratives; and help facilitate the establishment
of sector-specific coordinating mechanisms. The administration
and the Congress should work together to establish the author-
ities necessary to:

- Create an Integrated Cybersecurity Providers Corps.

- Establish a national Cybersecurity Civilian Reserve Corps
and expand National Guard cybersecurity capabilities.

« Authorize Cyber Command to support key critical infrastruc-
tures in wartime.

- Establish an international Undersea Infrastructure Protection
Corps.

- Expand the use of private-sector space capabilities.

In undertaking such enactments as required, Congress should
also evaluate whether any antitrust or other safe harbor exemp-
tions would be necessary to allow for the desired level of col-
laboration.
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In terms of resources, funding, as noted above, will be required
for each of the recommended activities. Including such costs as
line items in the Defense Department budget would be appro-
priate to support each of the proposed activities as the activi-
ties are all to be undertaken in support of national defense in a
wartime context. As a complement to line-item budgeting, Con-
gress might also consider authorizing the use of transferable
tax credits, which could be utilized as payment in order to offset
the costs of the provision of capabilities and services prior to or
in wartime!** The precise nature of the funding arrangement
might differ among the different activities. Space Force’s CASR
initiative is a useful model but whatever the precise mechanism,
it is important to recognize that the private sector would incur
potentially significant costs including pre-conflict planning and
training activities, and that those are being undertaken to sup-
port national defense.

Conclusion

The United States has made significant efforts in enhancing
the resilience of critical infrastructures, but has not yet focused
on how to support those infrastructures in wartime. The rec-
ommendations in this report provide a basis for such an effort.
That effort should start now. Indeed, one of the lessons from
Ukraine’s wartime experience is the importance of beginning
as soon as possible. As one analysis states:

others seeking to replicate Ukraine’s model of success
should recognise that building an effective cyber-de-
fence posture is a marathon, not a sprint. Ukraine’s ca-
pacity to withstand Russia’s offensive stems from incre-
mental improvements in its cyber defences over years
of painstaking effort and investment. The specific plans
and contingencies developed for the war would not have
been possible without modernising national cyber-de-
fence systems and raising the maturity levels of public
and private critical infrastructure providers in the years
leading up to the invasion. Take for example the unprece-
dented levels of threat intelligence sharing from external
partners—undeniably a significant boon to Ukrainian situ-
ational awareness and ability to detect emerging threats.
Without prior efforts to close visibility gaps, train defend-
ers and adopt a more active cyber-defence posture, the
ability to integrate and exploit this intelligence at scale
would have been severely limited.'?®

The private sector will have important roles in any future conflict
in which the United States engages. To maximize that potential,
there needs to be active development of the sixth domain, with
the private sector being fully included in wartime constructs,
plans, preparations, and actions, as recommended in this report.
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