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The Scowcroft Center for Strategy and Security works to develop sus-
tainable, nonpartisan strategies to address the most important security 
challenges facing the United States and the world. The Center honors 
General Brent Scowcroft’s legacy of service and embodies his ethos of 
nonpartisan commitment to the cause of security, support for US leader-
ship in cooperation with allies and partners, and dedication to the men-
torship of the next generation of leaders. 

The Forward Defense (FD) program, housed within the Scowcroft Center, 
generates ideas and connects stakeholders in the defense ecosystem to 
promote an enduring military advantage for the United States, its allies, 
and partners. Our work identifies the defense strategies, capabilities, and 
resources the United States needs to deter and, if necessary, prevail in 
future conflict.
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Forward Defense’s Commission on Software-Defined 
Warfare:
To drive transformative change in the DoD, the Atlantic Council’s 
Forward Defense program convened the Commission on Soft-
ware-Defined Warfare. The commission was chartered to address 
the key barriers preventing the DoD from adopting and deploy-
ing advanced software solutions and to chart a path toward a more 
effective, agile, survivable, resilient, and future-ready defense infra-
structure and force posture. In partnership with national security 
experts, industry leaders, and the technology sector, this commis-
sion developed actionable recommendations for the DoD and US 
Congress to transform software acquisition, integration, and man-
agement practices to improve US defense.
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EXECUTIVE SUMMARY

A profoundly transformed global security environment 
presents the United States with its most significant 
geopolitical and geoeconomic challenges since the 

Cold War—and perhaps since World War II. China, Russia, Iran, 
and North Korea—together a new “axis of aggressors”—are 
increasingly collaborating to support their revisionist geopoliti-
cal goals and challenge global stability. Meanwhile, US domestic 
constraints—such as relative-to-inflation flat defense budgets, 
military recruitment and talent shortfalls, byzantine acquisition 
processes, and inadequate industrial capacity—severely limit 
the US ability to adequately deter and address these threats at 
speed and scale.

During World War II, US industrial strength and manufacturing 
capacity decisively factored into the Allies’ victory. Today, how-
ever, US defense production capacity falls short of potential 
wartime demands. In contrast, China’s industrial policies, manu-
facturing prowess, and strategic focus on software-defined tech-
nologies—including artificial intelligence (AI); cloud computing; 
and development, security, and operations (DevSecOps)—have 
propelled Beijing to rapidly advance its defense capabilities.

Maintaining the Department of Defense (DoD) status quo—
anchored to a defense acquisition system ill-suited to the rapid 
tempo of modern technological innovation—places the United 
States at significant risk. This approach undermines the nation’s 
ability to effectively deter near-peer adversaries in the short 
term and jeopardizes its capacity to prevail in a major conflict. 

Addressing these systemic challenges demands a sustained, 
long-term effort. Meanwhile, there is an urgent need for near-
term, high-impact initiatives to bridge existing capability gaps 
and reestablish an advantage. That is what this report’s concept 
of software-defined warfare presents.

Software-defined warfare

Software-defined warfare (SDW) provides a practical means for 
the DoD to rapidly transform from a hardware-centric organiza-
tion reliant on Industrial Age practices and legacy software to 
a software-centric one more prepared to meet the demands of 
deterring and combating Digital Age threats. 

Specifically, embracing SDW across the DoD can deliver three 
broad advantages. First and most urgently, the DoD can real-
ize efficiencies by modernizing its legacy platforms—the foun-
dation of today’s force—with advanced software upgrades. 
This approach integrates cutting-edge technology into existing 
platforms, better supporting warfighters, optimizing costs, and 
extending the value of current capabilities. Second, SDW is vital 
to building the force of the future, which will rely on autonomous, 

What is software-defined warfare?

Software-defined warfare is a paradigm of the continuous integration and delivery of cutting-edge technology and leading 
interoperable software into legacy and future defense systems to drive a software-centric, hardware-enabled approach to 

warfighting.

Why is software-defined warfare key to US 
military advantage? 

A major area of strategic advantage and deterrence of 
future conflict is the ability to increase the speed, accu-
racy, and scale of information sharing across US forces 
for dramatically faster decision-making and maneuver-
ing compared to US adversaries.

To realize that advantage, the United States must prior-
itize the adoption of software as a foundational military 
capability commensurate to the role it will play in future 
conflicts. This means not only adopting robust novel 
software capabilities but also ensuring timely updates 
to existing software-enabled platforms and ensuring dis-
parate capabilities across the Joint Force can communi-
cate and collaborate with one another to exponentially 
expand the capability of the existing US force structure.
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software-driven, and iteratively updated capabilities. Third, more 
efficient software adoption and use across the enterprise can 
deliver time and cost efficiencies for a range of administrative 
and operational processes.

Achieving these benefits requires developing and using new 
and enhanced technologies and infrastructure, processes, and 
human capital that individually and collectively facilitate the scal-
ability of software solutions; adoption of common standards, 
open architectures, and flexible approaches to data rights; and 
a workforce able to acquire, integrate, and employ software 
more efficiently. 

To succeed in SDW, the DoD must more effectively engage the 
US commercial software industry, especially in the development 
of software that incorporates modern development tools and 
best practices. While the law requires the DoD to prioritize pur-
chasing commercial solutions, DoD culture favors building over 
buying in practice. This report highlights how the DoD can lever-
age leading commercial software more efficiently. Importantly, 
these commercial solutions must meet the stringent security 
standards required for defense systems, ensuring both opera-
tional integrity and resilience.

Allies and partners are an essential source of US strategic advan-
tage and have an important role to play in the success of SDW. 
This report focuses on how the DoD can improve and acceler-
ate software acquisition, integration, and use across the enter-
prise while increasing DoD access to the globally leading US 
commercial software industry. At the same time, the Commis-
sion on Software-Defined Warfare’s research continually under-
scored the need for the DoD to better coordinate with allies and 
partners on software development, experimentation, and best 
practices for integration and interoperability. Creating mecha-
nisms to align software-related activities and leverage the best 
capabilities across these partnerships will enable Washington 
and its allies to harness the scale and interoperability required 
to meet existing and emerging security threats. This approach 
is also vital to maintaining the rapid pace of battlefield software 
innovation, as demonstrated in Ukraine, which will likely char-
acterize future conflicts.

The commission interviewed more than seventy key stakehold-
ers across the DoD, the defense innovation ecosystem, the com-
mercial and dual-use technology industry, and the US Congress 
to support its extensive research and deliberations. This effort 
generated the following nine recommendations that will drive 
the transformation to SDW.

TECHNOLOGY
1.	Mandate an enterprise data repository and invest 

in AI enablers

The deputy secretary of defense should direct the DoD’s 
under secretary for research and engineering (R&E), in part-
nership with the Chief Digital and Artificial Intelligence Office 
(CDAO) and the services, to accelerate the ingestion, orga-
nization, storage, and analysis of raw data, with well-defined 
interfaces that permit enterprise-wide data sharing. Further-
more, CDAO, in partnership with the under secretary for R&E 
and service chief information officers (CIOs), should invest 
in the pillars of software and AI development—AI-ready 
data sets, models and model cards, DevOps platforms, and 
machine-learning operations (MLops) enterprise tools—to 
empower end users to efficiently generate and operational-
ize software and AI with scale, transparency, and reproduc-
ibility in mind. 

2.	Ensure software interoperability and integration

To ensure interoperability, service CIOs, where possible, 
should enforce interoperability best practices including Mod-
ular Open Systems Approach (MOSA) frameworks (in accor-
dance with 10 USC 2466a per the FY17 National Defense 
Authorization Act (NDAA)), shared application programming 
interfaces (APIs), and co-developed reference architectures 
for multi-vendor environments. A designated Program Exec-
utive Office (PEO) in each Service should oversee the func-
tionality of mission integration between disparate capabilities, 
consolidating tools and leveraging simulations to validate 
technical integration across mission threads to enable sys-
tem-of-systems (SOS) warfare.

3.	Modernize test and evaluation infrastructure

The DoD should empower the Test Resource Management 
Center (TRMC) to modernize simulation environments and 
digital testing infrastructure to support the Department’s 
ability to rapidly validate software and AI enabled platforms 
at scale. TRMC should also establish joint testing teams 
and adopt industry best practices for DevSecOps pipelines, 
with an emphasis on data feedback loops to streamline pro-
cesses, enhance scalability, and improve system performance 
through continuous feedback and analysis.
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PROCESS
4.	Enforce commercial as the default approach for 

software

Adopt a default approach of acquiring commercial software, 
requiring justification for custom development. Implement 
early checkpoints in requirements, acquisition, and contract-
ing phases to ensure thorough market research and indus-
try engagement, embedding this approach into DoD policies 
and training.

5.	Transform DoD software requirements

Exempt most software requirements from the Joint Capabil-
ities Integration and Development System (JCIDS) process 
and establish dynamic, streamlined requirements-manage-
ment processes that enable rapid, iterative software develop-
ment. Create a consortium to provide market intelligence on 
commercial software and hold quarterly technical discussions 
with allies to align on shared needs and solutions.

6.	Remove all restrictions on software funding

The DoD comptroller, in collaboration with service comptrol-
lers and congressional staff, should update the Financial Man-
agement Regulations (FMR) to allow flexible use of research, 
development, test, and evaluation (RDT&E), procurement, or 
operations and maintenance (O&M) funding for all software 
activities, enabling rapid acquisition, threat responsiveness, 
and reduced risks. Issue an interim policy memo to provide 
immediate guidance to streamline implementation ahead of 
the next FMR update. Discontinue BA-8 pilots.

7.	Measure what matters for DoD software

Develop and track standardized software metrics across all 
acquisition programs, with regular reporting to drive improve-
ments in delivery speed, interoperability, and quality. Metrics 
should include deployment frequency, mean time to repair, 
API usage, and customer satisfaction, among other metrics, 
with actionable insights shared across the DoD to identify 
bottlenecks and streamline processes.

PEOPLE
8.	Enable software talent across the enterprise

Develop an extensive, connected, layered, and modular soft-
ware-centric training program that involves both digital and 
in-person learning and incorporates the specific requirements 
of different roles and missions. Partner with academia and 
expand current defense institution training on software to 
instill a basic-to-intermediate understanding of software best 
practices and their value to improve software integration and 
employment. Create opportunities for software talent to gain 
commercial experience and foster collaboration between 
operators and industry.

9.	Fully establish a DoD software cadre

Recruit software engineers with experience in modern devel-
opment environments to guide and inform decision-makers 
on software pipelines, architectures, and leading commercial 
solutions on either a full-time or a temporary and episodic 
basis. Individuals should be deployed in prominent roles, 
including as CIOs and in program management offices, soft-
ware factories, AI/data organizations, and operational com-
mands. Leverage special hiring authorities—highly qualified 
experts (HQEs), special government employees (SGEs)—and 
the reserves to recruit and retain talent. Establish academic 
partnerships to develop certified talent pipelines, while revis-
ing hiring authorities and conflict-of-interest rules to attract 
and retain top-tier talent.



ATLANTIC COUNCIL4

COMMISSION ON SOFTWARE-DEFINED WARFARE

 Christine H. Fox

FOREWORD

The United States stands at the threshold of a new era in 
defense and national security. Dramatic changes in the 
global security environment are upending the estab-

lished world order, presenting new and unexpected challenges. 
The war in Ukraine, conflict in the Middle East, and rising ten-
sions in the Indo-Pacific underscore shifting power dynamics. 
At the same time, we are in an age marked by an escalating 
pace of technological change. Innovations such as the fusion 
of AI, autonomy, and robotic systems are poised to profoundly 
influence national security and economic power. This moment 
demands decisive action to prepare the US military to adapt 
swiftly to evolving conditions and reclaim its tactical, operational, 
and strategic advantages.

An impartial assessment of global geopolitics and geoeconom-
ics reveals significant and widening gaps in US capabilities. 
These gaps not only undermine deterrence but also place the 
ability of US military forces to prevail in future conflicts at risk. 
The shifting geopolitical landscape exposes vulnerabilities in 
the nation’s approach to capability design, development, field-
ing, and sustainment. Addressing these gaps is imperative to 
prepare for emerging threats, yet immediate solutions are also 
needed to confront present dangers. While the principle of 
“speaking softly and carrying a big stick” has long guided US 
foreign policy, it is now imperative that US military power and 
economic strength are capable of deterring potential adversaries 
and, if deterrence fails, prevailing in conflict. Software-defined 
warfare presents a vital opportunity to bridge these challenges, 
providing a pathway to both near-term readiness and long-term 
competitive advantage.

A software-defined mindset and capabilities are essential 
to modern military readiness. From enterprise solutions to 
autonomous systems to personnel, software underpins the 
effectiveness of defense operations. However, Industrial Age, 
hardware-centric acquisition processes are unsuitable for soft-
ware systems that need to be updated with the rapid cycle of 
technological advancement. To preserve its competitive advan-
tages, the DoD must embrace a more agile and integrated 
approach to software—one that fosters continuous moderniza-
tion, capitalizes on cutting-edge commercial innovations, and 
deepens collaboration with allies and partners.

The Atlantic Council’s Commission on Software-Defined War-
fare was convened to address these challenges and identify 
solutions. Comprising leaders from government, industry, and 
academia, the commission identified clear, actionable, and mean-
ingful recommendations that will position the DoD for enduring 
success. This report’s roadmap is organized around three core 
pillars: technology, process, and people. The recommendations 
outlined herein propose actionable steps to shape software 
investments, build a cohesive digital ecosystem, modernize 
software development practices, and cultivate a skilled and sus-
tainable workforce. Together, these recommendations provide a 
clear pathway to establishing a software-defined DoD capable 
of responding rapidly and effectively to emerging threats in an 
increasingly dynamic security environment.

As we present these recommendations, we acknowledge the 
support and insights of the many contributors who have helped 
shape this vision. We believe this work will provide leaders with 
the tools and direction needed to build a DoD that is resilient, 
innovative, and more fully prepared for the future. Now is the 
time to build a modern, software-defined defense infrastructure 
to ensure the safety and security of the United States.

Mark T. EsperPresident Mung Chiang
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ENTERPRISE CHALLENGES

The commission started with a vision for what the future of 
software-defined modernization and warfare could look 
like if optimized. Striving to go beyond diagnosing the 

challenges facing the DoD enterprise, this commission outlined 
desired outcomes to help the DoD overcome such challenges. 

Challenges (“as-is”) Outcomes (“to-be”)

The absence of DoD enterprise processes and enablers to rapidly up-
date software with novel capabilities that keep pace with threats. 

Enterprise processes, including requirements, acquisition, budget, con-
tracting, and authorities, are aligned to allow the rapid identification and 
iterative upgrades of software-based systems, capabilities, and platforms.

The DoD has limited processes or proving grounds to allow end users to 
experiment with, and rapidly adopt and scale, novel software solutions, 
including AI and autonomy-enabled systems. 

End users routinely interact and experiment with novel capabilities lever-
aging a wide variety of digital infrastructure tools and proving grounds. 
Testing processes are improved and integrated throughout the capability 
lifecycle.

The DoD lacks established best practices for developing or buying 
software. 

Department officials better understand software business models and 
performance outcomes, enabling them to articulate a more predictable 
demand signal to industry. 

The industry faces challenges in providing and deploying its capabilities 
due to a lack of transparency and predictability, and other bureaucratic 
hurdles. 

A robust ecosystem of software companies regularly delivers software 
solutions to the DoD. Defense is seen as a desirable market with many 
more companies competing to provide best-of-breed capabilities.

There is a major shortfall of software pipelines, talent, and resources to 
meet the demand for software-defined warfare within DoD organiza-
tions.

The DoD increases technical and software literacy across the enter-
prise—from senior leaders to program managers to operators at the 
edge—through a sustainable, multilayered approach of enhanced train-
ing, software career path development, implementation of novel means 
of targeted recruitment, increased opportunities for engagement with 
commercial software developers, and collaboration with academia.

Systems, capabilities, and platforms are generated in silos. The discon-
nect hinders the integration of systems on the battlefield, creation of an 
interoperable force structure, and the DoD’s goal of a joint warfighting 
concept, as well as partner and allied collaboration. 

Novel systems are developed with integration as a central focus, en-
suring seamless compatibility across platforms. Program managers are 
incentivized to collaborate across programs and Services, aligning their 
efforts with overarching warfighting goals. Military leaders are equipped 
with mission integration tools that enable interoperability within existing 
force structures. This approach allows the United States to achieve a 
significantly more dynamic force structure, a true Joint Force capability, 
and the ability to effectively leverage contributions from allies.

The absence of a software-centric culture across the DoD impedes the 
employment of modern DevSecOps, which fosters rapid iterations.

Through professional development, enhanced industry collaboration, 
strong leadership, and talent management, the DoD can cultivate a soft-
ware-centric culture. This shift will drive a middle-out change in how the 
organization understands and integrates software.
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RECOMMENDATIONS

1	 “Data, Analytics, and Artificial Intelligence Adoption Strategy: Accelerating Decision Advantage,” US Department of Defense, November 2023, https://media.
defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF.

2	 “Intelligence, Surveillance, and Reconnaissance Design for Great Power Competition,” Congressional Research Service, June 4, 2020, https://sgp.fas.org/
crs/intel/R46389.pdf.

3	 Ibid.
4	 “Executive Summary: DoD Data Strategy,” US Department of Defense, September 30, 2020, https://media.defense.gov/2020/Oct/08/2002514180/-1/-1/0/

DOD-DATA-STRATEGY.PDF.

1.	Mandate enterprise data and invest in AI enablers 

A.	 Collect and share data across the enterprise

PROBLEM STATEMENT:

Data is the sine qua non of modern AI development. Yet, despite 
progress in recent years, the DoD is still not adhering to its own 
Data Strategy, which emphasizes the importance of a systematic 
plan for enterprise-wide data collection, organization, storage, 
and analysis with well-defined interfaces that permit enter-
prise-wide data sharing.1 In 2017 alone, the Pentagon collected 
twenty-two terabytes of data, or the equivalent of more than 19 
million photos, per day.2 Given that the volume of data has been 
projected to double every two years, one can extrapolate that the 
US military in 2025 is likely to generate around 352 terabytes, or 

up to 88 million photos or 17,600 hours of high-definition video, 
per day.3 The department’s wide variety of platforms and sen-
sors—used to conduct training, tests, joint and coalition exer-
cises, and both peacetime and wartime operations on a global 
scale—provide it with an extremely high volume of diverse and 
highly operationally relevant data. DoD leaders must implement 
and enforce the DoD Data Strategy with regard to the collec-
tion, storage, and organization of data to ensure this strategic 
advantage does not go unexploited.4

RECOMMENDATION:

The deputy secretary of defense should direct the DoD under 
secretary for R&E, in partnership with the CDAO and the ser-
vices, to accelerate the ingestion, organization, storage, and 
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https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF
https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF
https://sgp.fas.org/crs/intel/R46389.pdf
https://sgp.fas.org/crs/intel/R46389.pdf
https://media.defense.gov/2020/Oct/08/2002514180/-1/-1/0/DOD-DATA-STRATEGY.PDF.
https://media.defense.gov/2020/Oct/08/2002514180/-1/-1/0/DOD-DATA-STRATEGY.PDF.
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analysis of data, with well-defined interfaces that permit enter-
prise-wide data sharing.

B.	 	Invest in capabilities to develop, deliver, and 
govern AI solutions at scale

PROBLEM STATEMENT: 

Advanced, digitally native companies are delivering transfor-
mational impact by building the reusable capabilities that allow 
these firms to develop, deploy, and govern software and AI solu-
tions rapidly and at scale. By providing their teams with data, 
tools, and infrastructure—as well as shared repositories of prior 
projects, pipelines, code, and models—such companies are able 
to drive innovation and outcomes at scale. Through common, 
integrated platforms that both span the AI development and 
deployment lifecycles and unify the growing ecosystem of AI 
technologies, these groups are able to both accelerate time 
to value and provide the governance necessary to meet the 
requirements of exacting, yet evolving, policy with regard to AI 
safety and observability.

Like large, private-sector companies that are early in their AI 
maturity, DoD teams that are pursuing digital innovation struggle 
to access the data, tools, and infrastructure they need to develop 
and implement solutions. Constrained by legacy systems and 
fragmented and incomplete tools, and without access to prior 
work, these teams struggle both to develop and deploy effec-
tive solutions. Many projects end with proof-of-concept proto-
types that increase institutional skills and learning but typically 
fail to deliver significant, let alone transformational, change. 
The result is many individual small-scale digital projects that 
are mostly bespoke, with no shared code base or documented 
interfaces that would allow the projects to achieve scale or be 
reproduced or repurposed. When the leadership turns over, 
progress is slowed or stopped; in many cases, new leaders 
restart an innovation cycle.

To ensure that the DoD’s investments yield a growing portfolio 
of robust, operational AI solutions that can be built upon and 
continuously improved, the CDAO, in partnership with the under 
secretary for R&E and the services, should lead in acquiring the 
capabilities to develop, deploy, and govern AI and software 
solutions—including advanced analytics, machine learning (ML), 
and generative AI—to be leveraged across the DoD. Key to this 
effort is creating reusable, secure, and governable capabilities 
by implementing common platforms that unify the digital ecosys-
tem and span the capability lifecycle. On top of these common 
platforms, the services should consider their own repositories 
tailored to address their domain- and service-specific challenges 

and should be able to share these securely with each other to 
foster knowledge sharing and accelerate innovation.

RECOMMENDATION:

•	Resource the CDAO, in partnership with the under secretary 
for R&E and Service CIOs, to acquire and sustain unified, 
shared platforms that support and accelerate the end-to-end 
development, deployment, and governance of AI and soft-
ware solutions—including MLOps capabilities, DevOps plat-
forms, tools for developing, deploying, and reusing models, 
and reusable AI-ready datasets.

	⊲ The CDAO should consider the best strategy to make 
these tools accessible to the end-user community across 
innovation organizations, services, and combatant com-
mands (CCMDs) to empower users to leverage these dig-
ital resources to solve mission-critical problems.

	⊲ Services should designate a CDAO liaison that helps them 
discover what is available to them at the CDAO repository 
and identify gaps in service-specific investments to ensure 
department-wide investments are not redundant to better 
streamline demand for new capabilities.

•	Service CIOs, in partnership with CDAO and under secretary 
for R&E, should be resourced to invest in AI and software 
enablers that are domain- and Service-specific, and in which 
the CDAO is unlikely to invest.

•	Both the CDAO and the services should maintain unclassi-
fied and classified datasets of highly relevant DoD use cases 
that are available for industry to use to demonstrate capa-
bility viability.

Success measure: DoD end users are empowered to leverage 
their domain expertise to experiment with and operationalize 
robust and governed AI pipelines with best-of-breed capabili-
ties from industry. AI and software adoption can be scaled faster 
and more efficiently because capabilities are built with transpar-
ency, scale, and reproducibility in mind. The DoD saves money 
by not buying the same capabilities many times over. There is 
better coordination and transparency across the department on 
shared resources for AI and software adoption.

Notional example: The Army’s 101st Airborne Division under-
stands the potential of AI and software in addressing operational 
challenges around an automatic target-recognition problem set 
and in automating command and control (C2). Instead of building 
something from scratch, leadership first engages CDAO and the 



ATLANTIC COUNCIL8

COMMISSION ON SOFTWARE-DEFINED WARFARE

Army CIO shop to determine what tools are available to them. 
The Army leverages existing AI-ready data sets on infrared sen-
sors and large language models (LLMs) trained on C2 courses 
of action (COA) development. Beginning to appreciate the com-
pounding efficiencies in leveraging MLOps enterprise tools for 
orchestrating multiple work streams and AI pipelines, the 101st 
considers leveraging an enterprise platform to migrate its exist-
ing AI capabilities and workflows.

2.	Ensure software interoperability and integration 

PROBLEM STATEMENT:

The operational foundation of all warfighting concepts is the 
underlying information networks, and their digital underpinnings 
must be integrated to enable data flows across disparate capa-
bilities that make up a kill chain. As capable as these platforms 
are individually, their ability to share information and collaborate 
yields greater effects and dynamism than any single platform 
could achieve independently. Prioritizing the integration of data 
and machine-to-machine communication can unlock meaningful 
advantages on the battlefield.5

One critical bottleneck hindering effective warfighting is the 
lack of interoperability between platforms, sensors, networks, 
and communication links. Capabilities are often developed in 
silos, with proprietary or bespoke software, and lack interop-
erability requirements. This results in every platform having a 
unique way of integrating capabilities into it. Although there are 
instances in which proprietary software is necessary, it should 
not be the default.

The links between these capabilities are typically not tested 
until they deploy for large-scale exercises, which are focused 
on joint and combined operations and, as such, are not usually 
the optimum venue to address the complexity of ensuring inte-
gration. This challenge becomes exacerbated when operating 
as a coalition force with allies and partners.6 Addressing this 
problem requires dedicated time in simulated environments 
or access to digital engineering tools to identify capabilities or 

5	 Lieutenant General (ret.) John (Jack) N. T. Shanahan, “Reimagining Military C2 in the Age of AI Revolution, Regression, or Evolution,” Special Competitive 
Studies Project, December 2024, https://www.scsp.ai/wp-content/uploads/2024/12/DPS-Reimagining-Military-C2-in-the-Age-of-AI.pdf; Bryan Clark, Dan 
Patt, and Timothy A. Walton, “Implementing Decision-Centric Warfare: Elevating Command and Control to Gain an Optionality Advantage,” Hudson Institute, 
March 3, 2021, https://www.hudson.org/national-security-defense/implementing-decision-centric-warfare-elevating-command-and-control-to-gain-an-
optionality-advantage; Todd Harrison, “Battle Networks and the Future Force,” Center for Strategic and International Studies, August 5, 2021, https://www.
csis.org/analysis/battle-networks-and-future-force.

6	 Bryan Clark, et al., “Integrated by Mission—Federated for Execution,” Hudson Institute, September 2024, https://s3.amazonaws.com/media.hudson.org/
Integrated+by+Mission—+Federated+for+Execution+NDIA+ETI+Hudson.pdf.

tactics, techniques, and procedures (TTPs) to overcome a lack 
of organic interoperability.

Service chiefs should identify a PEO charged with ensuring 
interoperability between systems that make up relevant kill 
chains for the Service. A program management shop within that 
PEO should be charged with testing, buying, fielding, and sus-
taining the mission integration tools that enable these effects. 

More dedicated simulation and digital engineering efforts to 
test integration should help strengthen the demand signal for 
non-proprietary mission integration tools externally to industry, 
and the need for better models and model-based system engi-
neering (MBSE) best practices internally.

RECOMMENDATION:

•	To ensure interoperability between new capabilities being 
adopted, Service CIOs, in coordination with Joint Interopera-
bility Test Command (JITC) and the DoD CIO, should mandate

	⊲ MOSA frameworks applied to the maximum extent prac-
tical;

	⊲ defining modules and leveraging APIs and modular system 
interfaces to enable data interchange between disparate 
platforms; 

	⊲ industry and government co-collaborated reference archi-
tecture for multi-vendor environments as a best practice; 
and

	⊲ industry, where possible, ensuring the capabilities it pro-
vides to different parts of the DoD can interoperate with 
one another.

•	To aid in interoperability with allies and partners, these best 
practices should be shared as early and often as possible 
with partners through existing allied technical exchanges. 

https://www.scsp.ai/wp-content/uploads/2024/12/DPS-Reimagining-Military-C2-in-the-Age-of-AI.pdf
https://www.hudson.org/national-security-defense/implementing-decision-centric-warfare-elevating-command-and-control-to-gain-an-optionality-advantage
https://www.hudson.org/national-security-defense/implementing-decision-centric-warfare-elevating-command-and-control-to-gain-an-optionality-advantage
https://www.csis.org/analysis/battle-networks-and-future-force
https://www.csis.org/analysis/battle-networks-and-future-force
https://s3.amazonaws.com/media.hudson.org/Integrated+by+Mission-+Federated+for+Execution+NDIA+ETI+Hudson.pdf
https://s3.amazonaws.com/media.hudson.org/Integrated+by+Mission-+Federated+for+Execution+NDIA+ETI+Hudson.pdf
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•	Service chiefs should designate one PEO shop to coordinate 
service-wide effects.

	⊲ Consolidate the development, acquisition, management, 
and modernization of non-proprietary mission integration 
tools under a dedicated program office within the desig-
nated PEO shop to elevate the role of mission integration.

	⊲ The designated PEO should leverage simulation tools to 
imitate the feasibility of the technical integration to

•	•	 ensure the successful integration of new and legacy 
systems, including the use of open-computer architec-
ture to facilitate the deployment of capability on asso-
ciated hardware; 

•	•	 create demand signals for software mission integra-
tion tools; and

•	•	 identify new software-enabled capabilities that can 
enable SoS warfare. 

Success measure: Services are incentivized to proactively 
establish open compute requirements and identify seams 
between capabilities that would prevent them from carrying 
out their highest-priority missions and creating acquisition path-
ways for mission integration tools.

Notional example: The Navy’s PEO for integrated warfare sys-
tems (IWS) is designated as the Navy’s “effects” organization. 
PEO for IWS identifies three relevant operational problems and 
begins simulating and combining existing force structures to 
address them. IWS 1.0 stands up with the authority to procure 
and sustain mission integration tools identified during simula-
tion exercises, as well as to capture TTPs in which end users 
creatively overcome inorganic integration.

3.	Modernize test and evaluation infrastructure

PROBLEM STATEMENT:

As a part of its strategy to maintain military superiority, the 
DoD is investing tens of billions of dollars to develop and field 
next-generation warfighting capabilities, including AI-enabled, 

7	 Department of Defense Releases the President’s Fiscal Year 2025 Defense Budget,” US Department of Defense, press release, March 11, 2024, https://www.
defense.gov/News/Releases/Release/Article/3703410/department-of-defense-releases-the-presidents-fiscal-year-2025-defense-budget/.

8	 “Assessing the Operational Suitability of DoD Test and Evaluation Ranges and Infrastructure,” National Academies, 2022, https://www.nationalacademies.
org/our-work/assessing-the-operational-suitability-of-dod-test-and-evaluation-ranges-and-infrastructure.

software-defined, and autonomous capabilities.7 Before fielding, 
these systems need to be tested and validated to ensure ade-
quate performance and warfighter trust. However, current test-
ing capabilities and infrastructure lag far behind what is required 
to do this in a rapid, robust manner.8

Live training ranges are typically the default for test and eval-
uation. Although a powerful tool, they have limitations. Having 
been built decades ago, they are not purposefully built to test 
digital technologies and concerns around operational security 
prevent many from freely experimenting. Another challenge is 
the lack of live test data and the advanced tooling to analyze 
and learn from it at scale and on relevant timelines.

Although the services have pockets of excellence in simulating 
or digitally evaluating capability performance, there is a lack of 
resources for innovation organizations, like the Defense Inno-
vation Unit (DIU), to rapidly test and validate digitally enabled 
technologies that innovative groups hope to procure in large 
volumes. Historically, the DoD would buy down risk by inject-
ing significant resources and time into test and evaluation (T&E) 
before deployment. Today, the DoD must not only field systems 
on faster timelines but also track performance over system life-
cycles. This requires simulation and digital engineering tools to 
quickly validate the digital underpinnings of capabilities being 
evaluated, as well as a system in place to feed data being pro-
duced back into the product development cycle. The scale and 
flow of that data are non-trivial, as that resource-intensive feed-
back loop can greatly accelerate or impede the ability to inte-
grate real-world learning.

Ultimately, a rapid, iterative T&E capability that prioritizes the 
flow of data can unlock the scale and robustness needed to both 
support the deployment at scale of these capabilities at deploy-
ment and significantly extend the life and performance of these 
critical systems. Making this capability available to innovation 
and acquisition organizations at the forefront of software adop-
tion should be imperative.

RECOMMENDATIONS:

In partnership with the under secretary for R&E, CDAO, JITC, and 
the DIU, charge the TRMC and resource it effectively to provide 
the digital infrastructure to provide developmental and opera-

https://www.defense.gov/News/Releases/Release/Article/3703410/department-of-defense-releases-the-presidents-fiscal-year-2025-defense-budget/
https://www.defense.gov/News/Releases/Release/Article/3703410/department-of-defense-releases-the-presidents-fiscal-year-2025-defense-budget/
https://www.nationalacademies.org/our-work/assessing-the-operational-suitability-of-dod-test-and-evaluation-ranges-and-infrastructure
https://www.nationalacademies.org/our-work/assessing-the-operational-suitability-of-dod-test-and-evaluation-ranges-and-infrastructure
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tional testing proving grounds for innovation organizations lead-
ing on commercial software adoption.

The TRMC should partner with industry to explore metrics for 
vendor self-certification for both T&E and verification and vali-
dation (V&V) for more mature vendors that have invested in their 
own state-of-the-art capabilities. This measure will both allevi-
ate the department being a bottleneck to deployment and help 
to rapidly deploy capabilities that have met the required T&E 
thresholds co-developed by the TRMC. 

The TRMC, in partnership with innovation organizations and 
Office of the Secretary of Defense (OSD) leaders, should estab-
lish joint operational testing and development testing teams 
that share data, analysis, and tooling across development and 
deployment stages. This approach should reduce barriers, 
streamline the test process, and provide continuous system 
performance improvement, while also incentivizing a DevSec-
Ops pipeline for T&E that is informed by and applies industry 
best practices for enterprise scalability, advanced analysis, and 
data sharing.

Success measure: Simulating capability viability becomes a 
widely accessible and organic part of validating and testing dig-
itally enabled technologies. In addition, metrics are established 
to drive progress toward the automation of qualification pro-
cesses and alternative certification paths. This adoption helps 
create a pipeline that rapidly scales the deployment of robust 
and trusted software-defined capabilities.

Notional example: The TRMC invests in digital infrastruc-
ture focused on testing drones’ ability to swarm to overwhelm 
enemy defenses. The DIU uses this infrastructure to quickly val-
idate compelling candidates for its Commercial Service Open-
ings submissions rapidly and iteratively. The initial testing helps 
identify existing deficiencies—potentially including adversarial 
embedded code in a commercial component—as well as best 
practices for managing the data flows required to monitor the 
performance of these capabilities, and cross-functional teams 
organized to begin addressing the problem.

9	 “10 USC 3453: Preference for Commercial Products and Commercial Services,” US House of Representatives, December 22, 2024, https://uscode.house.
gov/view.xhtml?req=granuleid:USC-prelim-title10-section3453&num=0&edition=prelim.

4.	Enforce commercial as the default approach for 
software

PROBLEM STATEMENT:

While a preference for commercial products and services is well 
established in the Title X statute, the DoD continues to develop 
new software when there are clear commercial alternatives.9 
When the DoD decides to develop custom software, this path 
often results in higher costs, longer schedules, and increased 
risks. Commercial software is often updated continuously across 
a broad customer base, of which the DoD could take advantage. 
Instead, updating software to address threats and bugs or add 
functionality takes considerable time and funding.

There are growing concerns that many software factories have 
become bloated, with hundreds of personnel who drive outdated 
and overly bespoke services instead of service-wide enterprise 
platforms and services. This approach negates enterprise effi-
ciencies and hinders the adoption of the latest tools and solu-
tions. 

RECOMMENDATIONS: 

•	Requirements, acquisition, and contracting executives install 
checkpoints in the early phases of software-intensive pro-
grams to enforce statutory preferences for commercial soft-
ware. Require added justification and approvals to pursue a 
non-commercial software solution. 

•	Service Chief Technology Officers (CTOs) and the DIU align 
DoD and industry groups to provide enterprise market intel-
ligence and due diligence for in-depth insights into the com-
mercial software market and include those of allies and 
partners. These offices should leverage or establish a plat-
form to share these insights. They should publish and main-
tain a clearer software total addressable market (TAM) by 
technology segments. This roadmap should outline how they 
plan to leverage software as part of their annual budget doc-
uments to better incentivize and shape industry research and 
development. This TAM should map to commercial TAMs to 
identify dual-use or DoD-unique software.

•	Update DODI 5000.87 on the software acquisition pathway 
and related acquisition policies and regulations to require 
program managers and contracting officers to capture, in 

https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title10-section3453&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title10-section3453&num=0&edition=prelim


ATLANTIC COUNCIL 11

COMMISSION ON SOFTWARE-DEFINED WARFARE

software acquisition and contracting strategies that they pur-
sued commercial solutions to the maximum extent practica-
ble.10 This should include 

	⊲ engaging industry, industry-focused organizations, and 
consortia to communicate their needs and understand 
existing solutions; 

	⊲ capturing holistic timelines and costs of buying commer-
cial solutions compared to developing new software (con-
tracting, acquisition, development, integration, test, and 
updates); 

	⊲ ensuring contracting requirements are captured in a 
manner that would not preclude viable commercial solu-
tions as partial or whole solutions to address the capabil-
ity needs;

	⊲ ensuring contract strategies do not preclude commercial 
solutions and that they enable leading software vendors 
and nontraditional defense companies to compete;

	⊲ enabling DoD users and industry to rapidly demonstrate, 
prototype, and experiment with commercial solutions for 
defense applications;

	⊲ working with testers and certifiers to understand cyberse-
curity, integration, and other factors to assess the risks and 
processes of using the software in the defense domain;

	⊲ ensuring prime contractors and subcontractors default to 
commercial solutions;

	⊲ identifying how modular open systems, common interfaces, 
and standards are leveraged;

	⊲ publishing the non-commercial item determination in the 
solicitations for custom software development to allow 
vendors to appeal that decision, if justified;

	⊲ ensuring realistic intellectual-property (IP) strategies avoid 
unrealistic demands for source code while enabling the 
DoD to update or pivot if costs or performance are unsuit-
able;

10	 “DoD Instruction 5000.87: Operation of the Software Acquisition Pathway,” US Department of Defense, October 2, 2020, https://www.esd.whs.mil/Portals/54/
Documents/DD/issuances/dodi/500087p.PDF.

11	 “Memorandum for Senior Pentagon Leadership,” US Department of Defense, February 2, 2022, https://dodcio.defense.gov/Portals/0/Documents/Library/
SoftwareModStrat.pdf.

	⊲ having acquisition sponsors provide supporting justifica-
tion if commercial solutions are not viable and new devel-
opment is warranted; and

	⊲ ensuring requirements and acquisition approving officials 
or boards must validate the commercial solution analysis 
early in the process. 

•	The services, in collaboration with the defense acquisition 
executive, Defense Acquisition University, DIU, and the CDAO, 
should expand guidebooks and training for acquisition and 
requirements professionals on effectively leveraging com-
mercial software. These should be maintained online and 
regularly updated with insights and resources from across 
the DoD, government, and industry. They shall include the 
documentation and compliance tasks avoided by using com-
mercial software. Program offices and portfolio executives 
should provide regular inputs to guidance and the commu-
nity on best practices, lessons learned, and adoption metrics.

•	Service CTOs, in partnership with the DIU and the Office of 
the under secretary for (R&E), should meet quarterly to review 
software research and development efforts by science and 
technology (S&T) organizations to minimize duplication with 
the commercial sector. They should also incentivize organiza-
tions charged with developing concepts of operations to do 
so collaboratively, based on consistent industry engagement, 
to understand the state of play in commercial technologies 
that can be leveraged for warfighting missions. 

•	Service CTOs and CIOs should have authority to work with 
the PEOs to co-direct software factory funding. This authori-
zation will ensure the factories focus on the intended objec-
tives and can achieve the performance metrics developed 
per the Software Modernization Implementation Plan.11 Based 
on a clear inventory of platforms, services, and personnel, the 
CTOs and CIOs, in partnership with the PEOs, should adjust 
investments that maximize efficiencies and effectiveness. 
These adjustments could include reducing personnel billets 
and increasing software licenses. These factories should 
enable increased speed and quality of deploying code to 
various environments while maximizing interoperability and 
cybersecurity. PEOs, CTOs, and CIOs should hold software 
factory leadership accountable to continuously improve per-

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500087p.PDF
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500087p.PDF
https://dodcio.defense.gov/Portals/0/Documents/Library/SoftwareModStrat.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/SoftwareModStrat.pdf
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formance metrics and enable software-intensive acquisi-
tion programs and operations on the tactical edge. Similarly, 
the CTOs and CIOs should be accountable to continuously 
improve enabling policies, resources, authorities to operate, 
and reciprocity across organizations and the services.

Success measure: The DoD identifies and tracks commercial 
software acquisition metrics and TAM. The DoD demonstrates 
a significant increase in commercial software usage, particularly 
for systems with well-bounded, government-defined modular 
system interfaces. This measure improves system cost, sched-
ule, and performance. 

Notional example: One of the Army’s autonomy programs 
deviates from its strategy of a lengthy government-developed 
autonomy stack and rapidly acquires commercial software from 
leading vendors. The program saves years in development and 
millions in costs, while delivering higher-quality software to 
operations faster.

5.	Transform DoD software requirements

PROBLEM STATEMENT:

The DoD will often spend years defining the initial and detailed 
requirements, then lock them down for the acquisition program 
and contractors to execute. This runs counter to modern soft-
ware requirements, which operate with far greater speed and 
agility. In modern software development processes, a develop-
ment team begins with a hypothesis of customer needs, then 
engages users and stakeholders, mocks up notional solutions, 
demonstrates existing capabilities, and rapidly prototypes or 
develops minimum viable products. Based on user feedback, 
testing, and performance, the scope, requirements, and priori-
ties will change–sometimes drastically. Users, testers, and others 
will be engaged early and throughout development, with soft-
ware capabilities delivered rapidly and iteratively. Empowered 
lower-level officials will regularly shape the scope and priorities 
of future iterations.

In the event of a conflict this decade, the Joint Force will oper-
ate primarily with the current operational systems. Upgrades 
to many major weapon systems will be driven by software and 
data on the tactical edge. Given the rapid pace of change in 
operations, threats, and technologies, the DoD cannot afford to 
spend years defining software requirements through lengthy, 
linear bureaucratic processes.

In the FY20 NDAA, Congress exempted any program using the 
software acquisition pathway from the JCIDS unless a stream-

lined process was agreed upon by all acquisition executives. In 
the FY24 NDAA, Congress required the department to modern-
ize its requirements system.

RECOMMENDATIONS:

•	The DoD should exempt all software requirements below 
the Major Defense Acquisition Program thresholds from the 
JCIDS approval processes. This exemption should include 
requirements for new software capabilities and software 
upgrades to legacy systems, regardless of the acquisition 
pathway used.

•	Service requirements organizations—in collaboration with 
Joint Staff J8 forces, acquisition executives, and software 
leaders—should establish separate, yet complementary, 
structures, processes, and training to manage software 
requirements in a streamlined, dynamic, and collaborative 
environment. 

	⊲ While a high-level document might be used to capture 
initial operational capability needs, the bulk of software 
requirements will be managed via dynamic backlogs with 
active stakeholder engagements. 

	⊲ Policies should delineate hardware and software require-
ments and enable each to operate on separate timelines 
and processes. When capabilities reach appropriate matu-
rity levels during system development, use integrated hard-
ware-software testing, digital engineering, modeling, and 
simulation to verify desired system performance.

	⊲ Requirements should enable operational agility measured 
in days and weeks, tailoring for both global and regional 
needs across the full range of military operations, and 
should enable operational commands to define and tailor 
capabilities based on edge-generated data, while provid-
ing insight to service software capabilities. 

•	Service requirements organizations should update policies to 
require sponsors to provide written justification in an appen-
dix to the requirements document or a companion document, 
demonstrating that they pursued commercial solutions to the 
maximum extent practicable. This includes identifying how the 
requirements community, through the acquisition community, 
actively engaged industry and the DoD S&T ecosystem to

	⊲ communicate operational needs, challenges, and envi-
ronments; 
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	⊲ understand what commercial solutions exist, the existing 
applications of these solutions, and the emerging software 
capabilities that could have military applications;

	⊲ capture requirements in a manner that would not preclude 
viable commercial solutions as partial or whole solutions 
to address the capability needs; and

	⊲ foster discussions between the DoD and industry to reduce 
barriers to buying commercial solutions.

Success measure: Each of the military services updates its soft-
ware requirements processes to enable greater speed, agility, 
and quality. Updated training, guidance, and resources enable 
the requirements and acquisition communities to successfully 
adopt modern software practices.

Notional example: A major weapons system was unable 
to detect or react to adversary drones in theater. Through a 
dynamic software requirements process, this threat becomes 
the top priority for the next software release. The vendors work 
closely with operators and testers to rapidly iterate on software 
upgrades that drastically improve mission operations within 
weeks. 

6.	Remove all restrictions on software funding

PROBLEM STATEMENT:

The DoD’s FMRs and appropriations constraints drive risks, 
delays, confusion, and bad strategies to acquire software.12 The 
regulations treat software as having a linear development, pro-
duction, and sustainment lifecycle. How software is acquired—
through new development (as an end item or development team 
services), through a license, or as a commercial item—drives dif-
ferent appropriations. FMR, Volume 2A, Chapter 1 drives con-
siderable debate and confusion about how to properly fund 
modern software.13

“All costs are classified as either an expense or an invest-
ment. Expenses are the costs incurred to operate and main-
tain the organization, such as personal services, supplies, and 

12	 “DoD 7000.14-R: Department of Defense Financial Management Regulation (DoD FMR),” Under Secretary of Defense (Comptroller), last updated January 
2025, https://comptroller.defense.gov/fmr/.

13	 “Volume 2A, Chapter 1: ‘General Information’ Summary of Major Changes,” US Department of Defense, October 2008, https://comptroller.defense.gov/
Portals/45/documents/fmr/current/02a/02a_01.pdf.

14	 “Software Is Never Done: Refactoring the Acquisition Code for Competitive Advantage,” US Department of Defense, May 3, 2019, https://media.defense.
gov/2019/Apr/30/2002124828/-1/-1/0/SOFTWAREISNEVERDONE_REFACTORINGTHEACQUISITIONCODEFORCOMPETITIVEADVANTAGE_FINAL.SWAP.
REPORT.PDF.

utilities. Investments are the costs that result in the acquisi-
tion of, or an addition to, end items . . . Costs budgeted in 
the Operations and Maintenance (O&M) appropriation are 
considered expenses. Expenses include labor costs of con-
tractor personnel, maintenance, repair, overhaul, rework of 
equipment . . . and engineering efforts to determine how to 
satisfy a deficiency.

Costs budgeted in the Procurement and Research Develop-
ment Test & Evaluation (RDT&E) appropriations include both 
expenses and investments. Investments are costs to acquire 
capital assets, equipment, assemblies, support elements such 
as data, training, support equipment, and contractor support.

Acquiring and deploying a complete system with a cost of 
$250,000 or more is an investment and should be budgeted 
in a Procurement appropriation. Proprietary software financed 
on an annual fee basis is an expense item properly financed 
in RDT&E or O&M. Software releases categorized as itera-
tions on the basic release and not involving significant perfor-
mance improvements or extensive testing are considered a 
maintenance effort. Commercial Off the Shelf (COTS) systems 
that require engineering design, integration, test, and evalu-
ation to achieve the objective performance will be budgeted 
in RDT&E. Commercial items without modification like COTS 
will be funded in either Procurement or O&M appropriations.”

As the Defense Innovation Board expertly wrote, software is 
never done.14 Software must be continuously updated and 
delivered to provide new features and interfaces, as well as to 
address bugs, cyber vulnerabilities and technical debt, and to 
replace outdated components. Acquiring software and platforms 
as a service is the norm for commercial software and, increas-
ingly, in defense. Rapid updates will be made as threats change. 
Many organizations and individuals will interpret these regula-
tions differently. Programs can spend months or years debating 
the interpretation, which increases risks and causes delays. Pro-
grams that did not request funding years earlier in the appropri-
ation mix and aligned with an official’s FMR interpretation are 
forced to attempt the difficult process of reprogramming fund-
ing through Congress or must pursue suboptimal strategies.

https://comptroller.defense.gov/fmr/
https://comptroller.defense.gov/Portals/45/documents/fmr/current/02a/02a_01.pdf.
https://comptroller.defense.gov/Portals/45/documents/fmr/current/02a/02a_01.pdf.
https://media.defense.gov/2019/Apr/30/2002124828/-1/-1/0/SOFTWAREISNEVERDONE_REFACTORINGTHEACQUISITIONCODEFORCOMPETITIVEADVANTAGE_FINAL.SWAP.REPORT.PDF
https://media.defense.gov/2019/Apr/30/2002124828/-1/-1/0/SOFTWAREISNEVERDONE_REFACTORINGTHEACQUISITIONCODEFORCOMPETITIVEADVANTAGE_FINAL.SWAP.REPORT.PDF
https://media.defense.gov/2019/Apr/30/2002124828/-1/-1/0/SOFTWAREISNEVERDONE_REFACTORINGTHEACQUISITIONCODEFORCOMPETITIVEADVANTAGE_FINAL.SWAP.REPORT.PDF
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The DoD and Congress sought to address this issue through 
budget activity (BA)-8 software funding pilots. However, there 
were many issues with the pilots selected and unrealistic expec-
tations of the results. The Army recently decided to fund soft-
ware through RDT&E funds only, yet that imposes additional 
constraints and issues. Operational commands wanting to 
upgrade their software have only O&M funding. Shifting all soft-
ware needs to RDT&E increases competition for limited RDT&E 
funds between software and hardware needs.

RECOMMENDATION:

•	The DoD should immediately discontinue the BA-8 pilots and 
implement the pilot intent. 

•	The DoD comptroller, in collaboration with service comptrol-
lers and congressional appropriations staff, should update 
the FMR to enable the DoD to acquire, update, operate, and 
sustain software capabilities with available RDT&E, procure-
ment, or O&M funding appropriated for the capability.15 This 
echoes the congressionally directed Planning, Programming, 
Budgeting, and Execution (PPBE) Reform Commission’s rec-
ommendation 11A.16

•	The DoD comptroller should issue a policy memo for imme-
diate action and clarification while adding these changes 
to the ongoing comprehensive FMR updates per the PPBE 
Reform Commission. 

15	 “DoD 7000.14-R.”
16	 “Defense Resourcing for the Future,” Commission on Planning, Programming, Budgeting, and Execution Reform, March 6, 2024, https://ppbereform.senate.

gov/finalreport/.

•	DoD and service comptrollers should communicate guidance 
on implementing the changes across the workforce.

The language would enable any funding appropriated for a 
software capability to be used regardless of the software activ-
ities (e.g., new development versus maintenance) or how it is 
acquired (e.g., development, COTS, or as a service). This new 
language should enable

	⊲ rapid acquisition and delivery of leading software capa-
bilities;

	⊲ improved responsiveness to changes in threats, opera-
tions, and technologies; and

	⊲ reduced operational, cybersecurity, and programmatic 
risks.

Success measure: The DoD comptroller issues a software 
funding directive removing appropriation restrictions and pro-
vides clear direction to the workforce on flexible software fund-
ing execution.

Notional example: To meet a critical operational requirement, 
a program explores a range of software acquisition and contract-
ing strategies unburdened by the mix of funding appropriations. 

https://ppbereform.senate.gov/finalreport/
https://ppbereform.senate.gov/finalreport/
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17	 “Software Acquisition,” Adaptive Acquisition Framework, last visited February 19, 2025, https://aaf.dau.edu/aaf/software/.
18	 “About,” PEO Digital, last visited February 19, 2025, https://www.peodigital.navy.mil/About/.
19	 “Accelerate State of DevOps Report,” DORA, 2024, https://dora.dev/publications/.

7.	Measure what matters for DoD software

PROBLEM STATEMENT:

All software-intensive systems and all hardware systems with 
significant amounts of software should be tracked internally and 
report a modern set of metrics through their chains of command. 
As many industry leaders have stressed, speed and cycle times 
are the priority software metrics.

The department made great strides with the rollout of the Soft-
ware Acquisition Pathway, which requires some metrics and 
reporting for the nearly seventy-five programs using it.17 Con-
gress, in Section 846 of the FY23 NDAA, required the DoD to 
submit a report to Congress on software delivery timelines for 
programs using the Software Acquisition Pathway or Defense 
Business Systems. Software metrics, and broader software prac-
tices, should apply to programs using any of the acquisition 
pathways, including the software elements of hardware-inten-
sive weapon systems.

RECOMMENDATIONS: 

The acquisition executives’ staff should collaboratively develop 
new software metrics for most acquisition programs. PEOs, ser-
vices, agencies, and the OSD should compile and share quar-
terly or annual reports across the DoD workforce and leadership 
to provide visibility into trends, best practices, and enterprise 
issues to drive regular discussions and actions on how to accel-
erate delivery. These metrics often identify program trends and 
issues to drive corrective action and continuous improvement. 
The Navy’s PEO Digital established World-Class Alignment Met-
rics (WAMS), which are a model for others to follow.18

The focus of the metrics and subsequent actions at the pro-
gram, portfolio, and enterprise levels is to continuously deliver 
impactful software to the user communities to improve mission 
impact. Each program and organization might have different 
objectives or challenges to address, such as release velocity, 
software quality, or user satisfaction. Some of these may have 
competing forces that must be managed (e.g., quality versus  
speed). DORA’s annual Accelerate State of DevOps report pro-
vides industry-leading metrics for software, including levels for 
elite, high, medium, and low performance.19 The DoD should 

These reports should include the following metrics.

Deployment 
frequency

The number of software updates deployed to the 
operational environment (production) in the last year 
(or time between deployments).  
Goal: > once per week.

Time to ini-
tial deploy-
ment

Time from the initiation of software development to 
the date the initial software capabilities are deployed 
to an operational environment. 
Goal: < six months.

Automated 
testing use 
and time-
lines

Program and portfolio use of automated testing and 
testing timelines. 
Goal: daily automated testing, development and oper-
ational testing timelines declining.

Mean time 
to restore 
(MTTR)

The average amount of time it takes to address a crit-
ical vulnerability or issue, including testing, certifying, 
and authority to operate.  
Goal: < one day.

API use
Total API usage each week or month to enable 
interoperability and data sharing across applications.  
Goal: increasing usage each month.

Production 
software 
defect den-
sity

Defect density of production software in operations 
each month.  
Goal: heavily domain dependent.

Security 
vulnerabil-
ities

Number of security vulnerabilities identified and 
remediated.  
Goal: heavily domain dependent.

Change fail-
ure rate

Percentage of software changes that resulted in 
system disruptions, including downtime, errors, or 
negative impacts on users.  
Goal: < 10 percent and heavily domain dependent. 

Customer 
satisfaction

Quantitative metrics or qualitative value assessments 
of customer satisfaction. 
Goal: > 80 percent of customers rate software high 
value.

User 
engage-
ment

Number of user engagements per month by software 
developers.  
Goal: end users engaged weekly.

Software 
reuse

Number of acquisition programs able to reuse soft-
ware capabilities and infrastructure.  
Goal: increasing reuse each month.

https://aaf.dau.edu/aaf/software/
https://www.peodigital.navy.mil/About
https://dora.dev/publications/.
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strive toward these commercial goals as objectives and tailor 
performance levels to unique DoD environments.

Major programs and software-intensive portfolios should map 
out the processes to develop, test, certify, and deploy soft-
ware, including actual timelines for each phase; key stakehold-
ers involved (by name or organization); key bottlenecks; the 
opportunities to streamline software delivery timelines; and how 
stakeholders are accountable to accelerate software delivery 
speed, manage operational and development risks, and ensure 
high-quality and secure software. Furthermore, programs and 
portfolios should identify where additional resources (person-
nel, tools, and services) at a program, portfolio, or enterprise 
level would enable speed of delivery. These metrics are more 
for internal DoD operations, with a subset that might be shared 
with Congress or publicly.

Success measure: The military services and related organiza-
tions track, share, and use a core set of software metrics across 
the defense enterprise and leverage insights for key decisions, 
investments, and continuous improvement in speed, quality, 
reuse, and user satisfaction (mission impact).

Notional example: A PEO of a software-intensive portfolio has 
an online dashboard of software metrics that is integrated into 
program and portfolio operations. Program, portfolio, and policy 
decisions are made based on these metrics, with the workforce 
culture focused on leaning out processes and barriers to enable 
rapid, iterative, and quality software deliveries to operations. 
Acquisition professionals and vendors are incentivized to con-
tinuously improve. 

8.	Enable software talent across the enterprise

PROBLEM STATEMENT

The DoD lacks sufficient software expertise across the DoD 
workforce to harness software for modern warfare. Absent a 
software-literate workforce across career fields, the adoption 
of modern software processes, structures, tools, and strategies 
will fail to rapidly deliver warfighting capabilities that harness 
critical technology areas including AI, autonomy, and cyber. 
While the DoD has taken steps to upskill its existing workforce 
for the Digital Age, a widely acknowledged software proficiency 
shortfall remains. While the United States is the world leader in 
software talent and solutions, the DoD lacks the expertise to 
effectively acquire, integrate, and use software tools that are 
central to mission success. 

RECOMMENDATIONS

Develop an extensive, connected, layered, and modular soft-
ware-centric training program that involves both digital and 
in-person learning and incorporates the specific requirements 
of different roles and missions across the force. The objective 
of this effort is to increase awareness of the importance of soft-
ware to DoD operations, instill a basic-to-intermediate-level 
understanding of commercial software best practices and agile 
software development and their value, and build the skills 
required to more effectively integrate and operate software in 
specific roles. 

Specifically, the DoD should do the following.

•	Partner with leading academic institutions in software devel-
opment to create a curriculum for an approximately week-
long in-person or hybrid training course tailored to senior 
leaders in the DoD. This executive training curriculum should 
concentrate on commercial software development best prac-
tices and the importance of software to mission execution 
for senior leaders in the DoD. Training emerging and current 
senior leaders on these topics can help the DoD develop 
leaders more willing to create the conditions and culture that 
will facilitate accelerated adoption.

•	Leverage and expand existing successful mechanisms and 
models for software training, such as the Army Software Fac-
tory, and access to digital training libraries at both non-DoD 
and DoD academic institutions.

•	Defense education institutions across the DoD should enrich 
training to deepen understanding of the importance of soft-
ware, commercial software best practices and development 
approaches, and integration of software into DoD activities. 
The course curriculum should engage and harness insights 
from leading software experts in industry, as well as in aca-
demia, to determine the skill sets and knowledge bases most 
relevant to the defense context.

In addition to enhancing software literacy through training, the 
DoD needs to scale formal software career fields and paths for 
military and civilian personnel to harness the software talent for 
new and expanded roles. For example, in February 2024, the 
Air Force reestablished warrant officers for information technol-
ogy (IT) and cyber career fields to improve technical expertise 
in cyber and information technologies.
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As part of this effort, the DoD should increase opportunities for 
identified DoD software-focused professionals to interact with 
both traditional defense industry companies and commercial 
companies involved in developing software for the DoD. This 
should include, but not be limited to, embedding DoD talent in 
these companies for several months to gain firsthand experience 
in software development cycles and challenges associated with 
software acquisition. The ability to engage more closely with 
commercial industry should also extend to the CCMDs, which 
should expand opportunities for operators to train and experi-
ment directly with commercial industry through exercises such 
as the Army’s Scarlet Dragon, among others.

Success measure: The DoD increases software and technical 
literacy across the enterprise through scalable training tailored 
to different DoD levels and roles. The DoD creates opportuni-
ties for the identification, enhanced training, and deployment of 
software talent that can be deployed across the organization to 
drive software adoption and use.

Notional example: A Navy officer with demonstrated software 
competence is placed in a leading commercial software com-
pany that supports the DoD on a six-month rotation or internship. 
The officer learns from product developers and product manag-
ers to understand commercial development and improvement 
processes and brings this knowledge back to help operators in 
a CCMD more efficiently and effectively operate software-de-
fined capabilities.

9.	Fully establish a DoD software cadre

PROBLEM STATEMENT

The FY22 NDAA directed the DoD to establish a software 
cadre of experts in software acquisition and adoption to guide 
and advise the DoD on how best to improve these activities 
within the department. Only a handful of staff members were 
resourced for a massive opportunity space. The need to increase 
the number of software engineers with experience in modern 
software development environments persists. The objective of 
this recruitment is not to enhance the DoD’s organic capacity 
to develop software. Rather, it is to bring in “solution architects” 
who can use their technical proficiency and understanding of 
operational requirements to guide and inform program man-
agement offices, portfolio executives, software factories, AI and 
data organizations, operational commands, and others across 
the DoD enterprise on efforts to rapidly and effectively acquire, 
integrate, and employ software.

This commission recognizes concerns about the DoD’s ability to 
compete for talent with commercial software companies, based 
on the DoD’s compensation, culture, and conflict-of-interest con-
cerns. This issue is especially the case with high-end talent and 
senior executives. However, one can also also observe a grow-
ing pool of mission-focused candidates at various stages of their 
careers, especially early and mid-career professionals with ten 
to fifteen years of experience. These candidates value public 
service and could be available either as part of a full-time cadre 
or in support of short-term engagements if the DoD can create 
and employ mechanisms and incentives that allow candidates 
to move more easily from the commercial sector to government.

RECOMMENDATIONS:

The DoD should recruit fifty to one hundred experienced soft-
ware engineers in modern development environments and 
place them in key roles across the enterprise. These individ-
uals’ expertise will be used to inform decision-makers on soft-
ware pipelines, architectures, and leading commercial solutions. 
Members of this cadre can address key software issues and 
guide efforts to develop software requirements, acquisition 
strategies, integration, certification, and employment of soft-
ware. They can be placed in prominent roles across the DoD, 
including program management offices and portfolios respon-
sible for acquiring software capabilities; CIO, software factories, 
and AI and data organizations focused on enterprise services, 
in operational commands that need to rapidly iterate on tactics 
and software upgrades; and as executives who oversee major 
programs, shape budgets, and lead combat operations. Mem-
bers of this cadre would operate as a network, potentially rotat-
ing and surging to meet prioritized problems related to software 
acquisition, integration, and employment, and sharing best prac-
tices and insights.

Candidates can be hired in a full-time role using existing hiring 
authorities such as HQEs. They can also be engaged on a tem-
porary or episodic basis through commercial talent exchange 
programs such as CDAO’s AI and Data Acceleration program or 
as SGEs to provide iterative specialized services for a restricted 
number of days throughout the year. The services should also 
implement direct commissioning of willing experienced software 
engineers in the reserves, up to and including the general officer 
level (as is done for specialized roles such as doctors and law-
yers) and should also identify and engage leading software talent 
already serving in the reserves, similar to the Marine Innovation 
Unit approach. Programs like GigEagle help identify talent in the 
reserves for short-term problem sets. By leveraging reservists 
throughout the year, the DoD can capitalize on existing exper-
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tise while mitigating financial and professional risks for those 
working with the DoD.

Increasing reliance on short-term commercial or reservist soft-
ware talent will necessitate a review and refinement of con-
flict-of-interest rules to balance the need to protect the DoD 
from the risk of providing companies unfair advantages and the 
need to make it easier for top-level talent to move between the 
DoD and the commercial sector.

In addition to meeting current demand, the DoD should partner 
with academic institutions to develop talent pipelines of indi-
viduals who are educated and certified in commercial software 
processes and engineering as well as in the DoD processes and 
requirements. The DoD should work with interested institutions 
to develop curriculum and certification criteria that will allow stu-
dents to be fast-tracked into the DoD software cadre positions. 

Success measure: The DoD successfully recruits an increased 
number of software experts and solutions architects over the 
next two years to advise on software development, acquisition, 
and adoption within program offices and CCMDs in particular, 
while also building a pipeline of software-focused talent.

Notional example: Cadre members placed in program offices 
use their expertise to understand the significance of decisions 
a vendor has made in its software development process and 
inform program managers and acquisition officers on the impli-
cations that development decisions hold for future integration 
and certification. This guidance allows acquisition profession-
als to make decisions better informed by downstream consid-
erations, reducing costs and time associated with integration, 
certification, and upgrading of critical software systems.
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CONCLUSION

The commission’s report presents clear, actionable recommen-
dations and outlines the desired outcomes to address a critical 
aspect of modern defense and security. While the adoption of 
software-defined warfare currently poses a challenge, it is also 
an area of a defining opportunity. The rapidly shifting geopolitical 
landscape, marked by an axis of aggressors, demands immediate 
and decisive action to maintain US strategic advantage. If these 
recommendations are fully implemented, the United States will 
possess a modern, agile, and resilient defense infrastructure 
that is capable of fostering a robust software foundation that 
will bolster the capabilities of US hardware, while streamlining 
interoperability across services, allies, and partners. 

However, failure to act will leave the nation vulnerable and 
unable to adequately adapt to rapidly evolving threats. The 
time to act is now—while the United States prepares for the 
challenges of tomorrow, software-defined warfare provides a 
timely and practical solution to strengthen US defense capa-
bilities today. Leaders in the DoD, Congress, and the private 
sector should work to implement these recommendations with 
a sense of urgency—the members of this commission stand by 
to help them do so. At stake is nothing less than the stability of 
the US-led, rules-based international order and the decades of 
unprecedented peace and prosperity it has undergirded.
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