@ Atlantic Council CYBER STATECRAFT ? RUSSIA TOMORROW:
I' NI'T I ATIVE NAVIGATING A NEW PARADIGM
EURASIA CENTER

CONFRONTING RUSSIA’S
CYBER POWER:

Reassessing assumptions, sizing up the threat,
and building a proactive response

Justin Sherman




@Atlantic Council cYBERSTATECRAFT ? RUSSIA TOMORROW:
NAVIGATING A NEW PARADIGM
EURASIA CENTER

Russia’s full-scale invasion of Ukraine in February 2022
challenged much of the common Western understanding of
Russia. How can the world better understand Russia? What are
the steps forward for Western policy? The Eurasia Center’'s new
“Russia Tomorrow” series seeks to reevaluate conceptions of
Russia today and better prepare for its future tomorrow.

This report is written and published in accordance with the Atlantic
Council Policy on Intellectual Independence. The authors are solely
responsible for its analysis and recommendations. The Atlantic
Council and its donors do not determine, nor do they necessarily
endorse or advocate for, any of this report’s conclusions.

Atlantic Council
1400 L Street NW, 11th Floor
Washington, DC 20005

For more information, please visit
www.AtlanticCouncil.org.

ISBN: 978-1-61977-375-2

May 2025

Design: Donald Partyka and Amelie Chushko

Cover: lllustration, Wikimedia




@)Atlantic Council CYBER STATECRAET ? RUSSIA TOMORROW:
I NI TIATIVE NAVIGATING A NEW PARADIGM
EURASIA CENTER

CONFRONTING RUSSIA’S
CYBER POWER:

Reassessing assumptions, sizing up the threat,
and building a proactive response

Justin Sherman






TABLE OF CONTENTS

INITIAL EXPECTATIONS

RUSSIA’'S CYBER ECOSYSTEM

WHAT HAPPENED TO RUSSIA’'S CYBER MIGHT?
UNPACKING THE (CYBER) NESTING DOLL
CONCLUSION

ACKNOWLEDGEMENTS

ABOUT THE AUTHOR

ATLANTIC COUNCIL

R

RUSSIA TOMORROW:
NAVIGATING A NEW PARADIGM

12

15

16

16



|-
»~

INITIAL EXPECTATIONS

hen the Russian government launched its full-scale invasion of
WUkraine on February 24, 2022, many Western observers braced

for digital impact—expecting Russian military and security forces
to unleash all-out cyberattacks on Ukraine. Weeks before Moscow’s full-scale
war began, Politico wrote that the “Russian invasion of Ukraine could rede-
fine cyber warfare.” The US Cybersecurity and Infrastructure Security Agency
(CISA) worried that past Russian malware deployments, such as NotPetya and
WannaCry, could find themselves mirrored in new wartime operations—where
the impacts would spill quickly and globally across companies and infrastruc-
ture. Many other headlines and stories asked questions about how, exactly,
Russia would use cyber operations in modern warfare to wreak havoc on
Ukraine. Some of these questions were fair, others clearly leaned into the hype,
and all were circulated online, in the press, and in the DC policy bubble ahead
of that fateful February 24 invasion.

As the Putin regime’s illegal war unfolded, however, it quickly belied these
hypotheses and collapsed many Western assumptions about Russia’s cyber
power. Russia didn’t deliver the expected cyber “kill strike” (instantly plum-
meting Ukraine into darkness). Ukrainian and NATO defenses (insofar as
NATO has spent considerable time and energy to support Ukraine on cyber
defense over the years) were sufficient to (mainly) withstand the most disrup-
tive Russian cyber operations, compared at least to pre-February 2022 expec-
tations. And Moscow showed serious incompetencies in coordinating cyber
activities with battlefield kinetic operations. Flurries of operational activity,
nonetheless, continue to this day from all parties involved in the war—as Russia
remains a persistent and serious cyber threat to the United States, Ukraine, and
the West. Russia’s continued cyber activity and major gaps between wartime
cyber expectations and reality demand a Western rethink of years-old assump-
tions about Russia and cyber power—and of outdated ways of confronting the
threats ahead.

Russia is still very much a cyber threat. Patriotic hackers and state security agen-
cies, cybercriminals and private military companies, and so on blend together
with deliberate state decisions, Kremlin permissiveness, entrepreneurialism,
competition, petty corruption, and incompetence to create the Russian cyber
web that exists today. The multidirectional, murky, and dynamic nature of
Russia’s cyber ecosystem—relying on a range of actors, with different incen-
tives, with shifting relationships with the state and one another—is part of the
reason that the Russian cyber threat is so complex.

ATLANTIC COUNCIL


https://www.politico.com/news/2022/01/28/russia-cyber-army-ukraine-00003051
https://www.cisa.gov/sites/default/files/publications/CISA_Insights-Implement_Cybersecurity_Measures_Now_to_Protect_Against_Critical_Threats_508C.pdf
https://www.economist.com/europe/2022/02/23/will-war-in-ukraine-lead-to-a-wider-cyber-conflict
https://www.justsecurity.org/80347/expert-backgrounder-nato-response-options-to-potential-russia-cyber-attacks/

Policymakers in the United States as well as allied and partner countries should
take at least five steps to size up and confront Russia’s cyber threat in the years
to come:

® When assessing the expectations-versus-reality of Russia’s wartime cyber
operations, distinguish between capabilities and wartime execution.

® Widen the circle of analysis to include not just Russian state hackers but the
broader Russian cyber web, including patriotic hackers and state-coerced
criminals.

® Avoid the trap of assuming Russia can separate out cyber and information
issues from other bilateral, multilateral, and security-related topics—maintain-
ing its hostility toward Ukraine while, say, softening up on cyber operations
against the United States.

® Continue cyber information sharing about Russia with allies and partners
around the world.

® |nvest in cyber defense and in cyber offense where appropriate.
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military forces, security agencies, state-recruited cybercriminals,

state-coerced technology developers, state-encouraged patriotic
hackers, self-identified patriotic hackers acting of their own volition, and more.
Even Russian private military companies offer cyber operations, signals intel-
ligence (SIGINT), and other digital capabilities to their clients. Together, these
actors form a large, complex, often opaque, and dynamic ecosystem. The
Kremlin has substantial power over this ecosystem, both guiding its overall
shape (such as permitting large amounts of cybercrime to be perpetuated from
within Russia) and leveraging particular actors as needed (discussed more
below). Simultaneously, decisions aren’t always top-down, as entrepreneurial
cybercriminals and hackers—much like “violent entrepreneurs” in Russian busi-
ness and crime, or the “adhocrats” vying for Putin’s ear to pitch ideas—take
initiative, build their own capabilities, and sell them to the state as well.

R ussia is home to a complex ecosystem of cyber actors. These include

The relationships that different security agencies, at different levels, in different
parts of the country and world, have with Russian hackers also vary over time.
A local security service office might provide legal cover to a group of criminal
hackers one day (after the necessary payoffs change hands, of course), only for
a Moscow-based team to recruit them for a state operation the next. While the
Kremlin has a sort of “social contract” with hackers—focus mainly on foreign
targets; don’t undermine the Kremlin’s geopolitical objectives; be responsive to
Russian government requests—its tolerance for a specific cybercriminal group
can change on a whim, too. Security officials might take a bribe from a cyber-
criminal, much as their colleagues do on the regular, and still find their patrons
in prison and their own wrists in handcuffs.

On the Russian government side, the principal units involved in offensive cyber
operations are the Federal Security Service (FSB), the military intelligence
agency (GRU), and the Foreign Intelligence Service (SVR). Russia does not have
a proper, centrally coordinating cyber command; it was never launched despite
attempts in the 2010s. The Ministry of Defense’s initial efforts to make one
happen by circa 2014 were, it came to be understood later, overtaken by the
subsequent establishment of Information Operations Troops with seemingly
some coordinating functions—though experts still debate its analogousness
to a “cyber command” and its level of shot-calling compared to bodies like the
Presidential Administration. So while itis possible for the Russian security agen-
cies to coordinate their (cyber) operations with one another, their engagements
are marked more by competition than cooperation.

ATLANTIC COUNCIL


https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/technology-change-and-the-changing-face-of-russian-private-military-contractors/
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/untangling-the-russian-web/
https://www.cornellpress.cornell.edu/book/9781501703287/violent-entrepreneurs/
https://www.themoscowtimes.com/2020/08/22/russias-murderous-adhocracy-a71219
https://www.atlanticcouncil.org/content-series/conflict-risk-and-tech/take-the-bribe-but-watch-your-back-why-russia-imprisoned-a-security-officer-for-taking-cybercriminal-payoffs/
https://crsreports.congress.gov/product/pdf/IF/IF11718
https://cepa.org/comprehensive-reports/russian-cyberwarfare-unpacking-the-kremlins-capabilities/
https://cepa.org/comprehensive-reports/russian-cyberwarfare-unpacking-the-kremlins-capabilities/
https://vz.ru/news/2012/3/21/569943.html
https://vz.ru/news/2013/2/12/619899.html
https://carnegieendowment.org/research/2022/12/cyber-operations-in-ukraine-russias-unmet-expectations?lang=en
https://www.marshallcenter.org/en/publications/security-insights/presidential-administration-command-and-control-nexus-putins-russia-0

Primary Russian government cyber actors

Federal Security Service
(FSB)

Major FSB cyber units include the
FSB’s Center 16, focused on signals
intelligence (SIGINT), and its Center
18, involved in domestic cyber oper-
ations and some foreign ones. The
FSB touches a range of cyber activity
from hack-and-leaks abroad to the
targeting of dissidents to liaising with

ransomware groups.

Main Intelligence Directorate
(GRU)

Major GRU cyber units include GRU
Unit 26165 (“Fancy Bear”), which also
engages in on-site hacking opera-
tions, Unit 74455 (“Sandworm”), which
has been tied to many destructive
attacks, and Unit 54777, which carries
out psychological and information
operations. Culturally, the GRU’s cyber
operations align with its kinetic opera-
tions—often more brazen, destructive,

and disruptive.
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Foreign Intelligence Service
(SVR)

Less is known publicly about the SVR’s
internal cyber structure compared to
that of the FSB and GRU, although it
has been associated with the state-in-
volved hacker group known as “Cozy
Bear.” Culturally, the SVR’s cyber
operations align with its human oper-
ations—focused on quiet espionage
and information-exfiltration rather
than louder sabotage, as evidenced
by its SolarWinds cyber intelligence

operation.

Source: Author

The most prominent example of this potential overlap or inefficiency is when
GRU-linked APT28 and SVR-linked APT29 both hacked the Democratic
National Committee in 2016, making it unclear whether each knew the other
was carrying out a similar campaign. This operational friction is exacerbated
by the fact that the agencies’ general remits—SVR on human intelligence, for
instance, and FSB mostly domestic—do not translate to the digital and online
world. All three agencies hack military and civilian targets and, for example,
the FSB actively targets and hacks organizations outside of Russia’s borders.
Each agency approaches cyber operations differently, too, often in line with
their overall institutional cultures—such as the GRU, known for its brazen
kinetic operations including sabotage and assassination, carrying out the
boldest and most destructive cyber operations, contrasted with the SVR, and
its emphasis on secrecy, focusing on quiet cyber intelligence gathering like in
the SolarWinds campaign. Still, the Russian state agencies with cyber opera-
tions remain active threats to the United States, Ukraine, the West, and plenty of
others through intelligence-gathering efforts, disruptive operations, and efforts
that meld both, such as hack-and-leak campaigns.

Beyond government units themselves, the state encourages patriotic
hackers—sometimes just young, technically proficient Russians—to go after
foreign targets through televised and online statements (such as disinforma-
tion about Ukraine). Different security organizations, such as the FSB, may hire

ATLANTIC COUNCIL


https://www.acigjournal.com/Disjointed-Cyber-Warfare-Internal-Conflicts-among-Russian-Intelligence-Agencies,192120,0,2.html
https://irp.fas.org/nsa/ioss/threat96/part03.htm
https://press.georgetown.edu/Book/The-Russian-FSB
https://www.nato.int/docu/review/articles/2017/05/12/russian-intelligence-is-at-political-war/index.html
https://www.nytimes.com/2019/10/08/world/europe/unit-29155-russia-gru.html
https://www.justice.gov/archives/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
https://sgp.fas.org/crs/row/IF12865.pdf
https://www.bbc.com/news/10447308
https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/SolarWinds%20Orion%20Software%20Supply%20Chain%20Attack.pdf
https://cyberscoop.com/u-s-charges-five-russian-military-members-for-destructive-cyber-ops-hack-and-leak-campaigns/
https://www.rferl.org/a/russia-putin-patriotic-hackers-target-critics-not-state/28522639.html
https://www.rferl.org/a/russia-putin-patriotic-hackers-target-critics-not-state/28522639.html
https://www.justice.gov/archives/opa/pr/us-charges-russian-fsb-officers-and-their-criminal-conspirators-hacking-yahoo-and-millions
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cybercriminals for specific intelligence operations and pay them based on the
targets they penetrate. Other private-sector companies pitch their own services
to the state of their own volition, bid on government contracts, and support a
range of offensive capability development, research and development, and
talent cultivation efforts (including defensive activities and benign or even glob-
ally cybersecurity-positive activities beyond the scope of this paper). Russian
private military companies increasingly offer capabilities related to SIGINT to
their private and government clients around the world, too. All the while, the
state retains the capability to target specific people and companies in Russia
that otherwise have nothing to do with the state, apply the relevant pressure,
and compel them to assist with state cyber objectives, which it can wield to
extraordinary effect.

As the historian Stephen Kotkin notes, “The Russian state can confound
analysts who truck in binaries.” While there are several core themes to this
ecosystem—complexity; state corruption; overwhelming tolerance for and even
tacit support of cybercrime; myriad offensive cyber actors in play—Russia’s
cyber ecosystem neither fits into a neat box nor is a neatly run one at that.

For all the threats these actors pose to Ukraine and the West, assuming that the
Putin regime controls all cyber activity emanating from within Russia’s borders
is not just inaccurate (e.g., the country’s too big; there are too many players; it’s
not all top down), but is the kind of assumption that serves as a “useful fiction”
for the Kremlin. It makes the system appear ruthlessly efficient and coordinated,
gives disconnected or tactically myopic actions a veneer of larger strategy,
and puts Putin at the center of all cyber operation decision-making. Thinking
as much can, intentionally or not, further feed into the idea that the Kremlin’s
motives are clear and fixed or driven by some kind of “hybrid war” strategy.
It also obscures the fact that—unlike many Western countries that do, in fact,
publish official “cyber strategies”—Russia does not have a defined cyber
strategy document, instead drawing on a range of documents and sweeping
“information security” concepts to frame information, the internet, and cyber
power.

On the contrary, it is the multidirectional, murky, and dynamic nature of Russia’s
cyber ecosystem that makes cyber activity subject to sudden change, feeds
opportunities for interagency rivalries, contributes to effects-corroding corrup-
tion and competition, and provides the Kremlin with a spectrum of talent, capa-
bilities, and resources to tap, direct, and deny (plausibly or implausibly) as it
needs. Itis in part this dynamism and multidirectional nature that makes Russia’s
cyber threat so complex—as mixes of deliberate state decisions, Kremlin
permissiveness, entrepreneurialism, competition, petty corruption, and incom-
petence blend together to create the Russian cyber web that exists today.
Relationships between the state proper, at different levels, in different orga-
nizations, with nonstate cyber affiliates are often shifting; ransomware groups
persistently targeting Western critical infrastructure, for example, may be prolific
for months before collapsing under internal conflict and reconstituting into new
groups, with new combinations of the old tactics and talent. It is also the reason
that what is known to date about cyber operations during Russia’s full-out war
on Ukraine provides such a valuable case study in assessing the status quo of
this ecosystem—and, coupled with lessons from past incidents (like Russian
cyberattacks on Estonia in 2007, Georgia in 2008, and Ukraine in 2014), helps
to better weigh the future threat.


https://home.treasury.gov/news/press-releases/jy0127
https://therecord.media/zservers-russia-bulletproof-hosting-us-uk-sanctions
https://www.brookings.edu/articles/russias-largest-hacking-conference-reflects-isolated-cyber-ecosystem/
https://www.brookings.edu/articles/russias-largest-hacking-conference-reflects-isolated-cyber-ecosystem/
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/technology-change-and-the-changing-face-of-russian-private-military-contractors/
https://cepa.org/article/happy-days-for-russias-cyber-warriors/
https://meduza.io/feature/2015/09/03/gruzit-po-polnoy-programme
https://www.hoover.org/research/technology-and-governance-russia-possibilities
https://d1y8sb8igg2f8e.cloudfront.net/documents/Decoding_the_Wagner_Group.pdf
https://carnegieendowment.org/research/2023/01/no-waters-edge-russias-information-war-and-regime-security?lang=en
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WHAT HAPPENED
TO RUSSIA’S CYBER
MIGHT?
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yber operations have played a substantial role in Russia’s full-on inva-

sion of Ukraine in February 2022 and the ensuing war. These activi-

ties range from distributed denial of service (DDoS) attacks knocking
Ukrainian websites offline and Ukrainian patriotic hackers’ attacks on Russian
government sites (what Kyiv calls its “IT Army”) to Russia using countless
malware variants to exfiltrate data and targeting Ukrainian Telegram chats and
Android mobile devices. Without getting into a timeline of every major opera-
tion—neither this paper’s focus nor possible given limits on public information—
itis clear that Russian and Ukrainian forces and their allies, partners, and proxies
have made cyber operations part of the war’s military, intelligence, and informa-
tion dimensions.

There are many ways to define cyber power, which is by no means limited
to offensive capabilities. In Russia’s case, analysts could focus on anything
from Russia’s national cyber threat defense system—the Monitoring and
Administration Center for General Use Information Networks (GosSOPKA),
which effectively brings together intrusion detection, vulnerability manage-
ment, and other technologies for entities handling sensitive information—to the
enormous IT brain drain problems the country suffered immediately following
the full-on invasion of Ukraine. As explored in a study last year for the Atlantic
Council, Russia’s growing digital tech isolationism—both a long-standing goal
and increasing reality for the Kremlin—has driven more independence in some
areas, like software, while heightening dependence and strategic vulnera-
bility in others, such as dependence on Chinese hardware. This paper’s focus,
though, will remain on Russia’s offensive capabilities.

Pre-February 2022 expectations in the United States and the West, as high-
lighted above, were dominated by those predicting extensive Russian disrup-
tive and destructive cyber operations. In these scenarios, Russia would
leverage its state, state-affiliated, state-encouraged, and other capabilities
to cause serious damage to Ukrainian critical infrastructure (telecommunica-
tions, water systems, energy grids, and so forth) and cleanly augment its kinetic
onslaught. Russia would “employ massive cyber and electronic warfare tools”
to collapse Ukraine’s will to fight through digital means.

To be sure, some predictions were more measured. Some pointed to the 2008
Russo-Georgian War, as an illustration of Russian forces effectively using DDoS
attacks (Moscow’s shatter-communications approach) in concert with disin-
formation and kinetic action to prepare the battlefield, and conjectured that
Moscow would do the same if it moved troops further into Ukraine. Others


https://www.cfr.org/cyber-operations/ukrainian-it-army
https://therecord.media/smokeloader-malware-ukraine-russia
https://therecord.media/smokeloader-malware-ukraine-russia
https://www.bitdefender.com/en-us/blog/hotforsecurity/russian-hacking-group-uses-telegram-group-to-deliver-malware-to-ukrainian-recruits-research-finds
https://www.voanews.com/a/russian-malware-targeting-ukrainian-mobile-devices/7249228.html
https://www.belfercenter.org/publication/national-cyber-power-index-2022
https://jamestown.org/program/russia-ramps-up-cybersecurity-systems/
https://www.npr.org/2023/05/31/1176769042/russia-economy-brain-drain-oil-prices-flee-ukraine-invasion
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/russias-digital-tech-isolationism/
https://www.rand.org/pubs/commentary/2021/12/expect-shock-and-awe-if-russia-invades-ukraine.html
https://imrussia.org/media/pdf/Research/Michael_Weiss_and_Peter_Pomerantsev__The_Menace_of_Unreality.pdf
https://hub.jhu.edu/2022/02/15/russia-ukraine-maxes-out-cyber-attack-predictive-index/
http://theconversation.com/russia-has-been-at-war-with-ukraine-for-years-in-cyberspace-176221
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highlighted Russia turning off Ukrainian power grids as a possible menu option
for Moscow as it escalated. Cybersecurity scholars Lennart Maschmeyer and
Nadiya Kostyuk, contrary to widely held positions, argued two weeks before
Russia’s full-scale invasion that “cyber operations will remain of secondary
importance and at best provide marginal gains to Russia,” incisively noting
that press headlines talking of “cyber war” rest on “the implicit assumption that
with the change in strategic context, the role of cyber operations will change as
well.” The overwhelming sentiment, though, was worry and anticipation of what
some considered true, cyber-enabled, twenty-first century warfare.

But the cyber operations that unfolded immediately before and after the
February 2022 invasion defied what many Western (including American)
commentators were predicting. Russia didn’t deliver the cyber kill strike
expected (instantly plummeting Ukraine into darkness). Ukrainian and NATO
defenses were sufficient to (mainly) withstand the most disruptive FSB and
GRU cyber operations, compared at least to pre-February 2022 expectations.
And Moscow showed serious incompetencies in coordinating cyber activities
with battlefield kinetic operations. Many experts who did not expect cyber-Ar-
mageddon per se have still been surprised by the limited impact of Russian
attacks, the focus on wiper attacks (that delete a system’s data via malware) and
data gathering over critical infrastructure disruptions, and apparent poor coor-
dination between cyber and kinetic moves made by the Russian Armed Forces
and intelligence services.

What, then, explains the gulf between expectations—decisive moves, cleanly
executed operations, and visible results—and reality, with some operations,
certainly, but the overwhelming focus on kinetic activity and far less on destruc-
tive cyber movement than anticipated? Scholars and analysts have, since
February 2022, put forward several buckets of hypotheses.

Various commentators argue, as National Defense University scholar Jackie
Kerr compiles and breaks down, that Russia’s weak integration of cyber into
offensive campaigns was symptomatic of broader problems with Russian mili-
tary preparations for full-on war; that Western observers simply overestimated
Russia’s cyber capabilities; that poor coordination and competition between
Russian security agencies impeded operational success; or that Ukraine’s
cyber defenses have been extraordinarily robust. Some have gone so far as to
attribute Ukrainian cyber defenses, backed up by Western allies and partners,
as the primary reason for Russian offensive failures. Russia cyber and informa-
tion expert Gavin Wilde argues that Russia focused on countervalue operations
(against civilian infrastructure, to demoralize political leaders and the public)
more than counterforce operations (against Ukrainian military capabilities), to
little effect, “a sign of highly sophisticated intelligence tradecraft being squan-
dered in service of a deeply flawed military strategy.”

Professors Nadiya Kostyuk and Erik Gartzke write that Russia’s full-on war
on Ukraine is about territory and physical control, making physical military
activity far more important than cyber operations themselves. Cyber scholar
Jon Bateman argues that traditional signals jamming and Russia’s cyberattack
against the Viasat satellite communications system, coupled with a chaotic slew
of data-deletion attacks, may have helped Russia initially—but that cyber oper-
ations from there had diminishing novelty and impact. Russia’s poor strategy,
insufficient intelligence preparation, and interagency mistrust have been
presented as causes for undermining Russia’s cyber-kinetic strike coordination,


https://warontherocks.com/2022/02/there-is-no-cyber-shock-and-awe-plausible-threats-in-the-ukrainian-conflict/
https://warontherocks.com/2022/02/there-is-no-cyber-shock-and-awe-plausible-threats-in-the-ukrainian-conflict/
https://www.russiamatters.org/analysis/why-hasnt-russia-unleashed-cybergeddon-its-war-ukraine
https://www.cna.org/reports/2023/11/assessing-russian-cyber-and-information-warfare-in-ukraine
https://www.csis.org/analysis/cyber-war-and-ukraine
https://carnegieendowment.org/research/2024/02/russias-countervalue-cyber-approach-utility-or-futility?lang=en
https://carnegieendowment.org/research/2024/02/russias-countervalue-cyber-approach-utility-or-futility?lang=en
https://hdl.handle.net/2152/115172
https://carnegieendowment.org/research/2022/12/russias-wartime-cyber-operations-in-ukraine-military-impacts-influences-and-implications?lang=en
https://doi.org/10.18449/2023C23
https://doi.org/10.18449/2023C23
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Selected February and March 2022 Russian cyber operations against Ukraine
® February 15: DDoS attacks on websites of Ukrainian Defense Ministry and Ukranian
banks Privatbank and Oschadbank,? later attributed to the GRU.P

® February 23: “HermeticWiper” wiper malware used against Ukrainian government con-
tractors in Latvia and Lithuania—and a Ukrainian financial institution.¢

® February 24: “IsaacWiper” wiper malware deployed against another Ukrainian govern-
ment network.?

® February 24: Cyberattack disrupted Ukrainian access to modems that deliver broadband
satellite internet access from the company Viasat.®

® February 25: Hackers released updated “IsaacWiper” version.

® March 2: DDoS attack on website of Ukrainian Ministry of Defense launched via mal-
ware-as-a-service platform (which sells subscriptions to hacking tools).?

® March 2: Russian activity detected within a Ukrainian nuclear power-plant network,
the day before the Russian forces physically attacked and overtook it" (ostensibly, the
Zaporizhzhia plant).

® March 15: New “CaddyWiper” wiper malware strain used against Ukrainian organizations.)

® March 18: Ukraine warned of phishing campaign to exfiltrate data from Ukrainian targets.

Sources: In addition to the sources cited below, the author thanks Kyle Fendorf and Jessie Miller at the
Council on Foreign Relations for their compilation of incidents in March 2022, many of which are cited and
briefly detailed in this graphic.

a Jenna MclLaughlin, “Ukraine Says Government Websites and Banks Were Hit with Denial of Service Attack,” NPR,
February 15, 2022, https://www.npr.org/2022/02/15/1080876311/ukraine-hack-denial-of-service-attack-defense.

b United Kingdom government, “UK Assesses Russian Involvement in Cyber Attacks on Ukraine,” February 18, 2022,
https://www.gov.uk/government/news/uk-assess-russian-involvement-in-cyber-attacks-on-ukraine.

C Dan Milmo, “Russia Unleashed Data-Wiper Malware on Ukraine, Say Cyber Experts,” Guardian, February 24, 2022,
https://www.theguardian.com/world/2022/feb/24/russia-unleashed-data-wiper-virus-on-ukraine-say-cyber-experts.

d ESET, “ESET Research: Ukraine Hit by Destructive Attacks before and during the Russian Invasion with HermeticWiper
and IsaacWiper,” March 1, 2022, https://www.eset.com/us/about/newsroom/research/eset-research-ukraine-hit-by-
destructive-attacks-before-and-during-the-russian-invasion-with-hermet/.

e “Case Study: Viasat Attack,” CyberPeace Institute, June 2022, https://cyberconflicts.cyberpeaceinstitute.org/law-and-
policy/cases/viasat.

f “Case Study: Viasat.”

g Dennis Schwarz and Brett Stone-Gross, “DanaBot Launches DDoS Attack against the Ukrainian Ministry of Defense,”
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too. Others argue that Russians wanted to gather intelligence from Ukrainian
systems more than disrupt them, that Russia’s information-focused troops have
been more optimized for propaganda than cyber operations, and that cyber
scholars’ and pundits’ expectations were plain wrong given that Russia wanted
to inflict physical violence on Ukraine more than achieve cyber-related effects—
necessitating bombs, missiles, and guns over malware, zero days, and DDoS
attacks.

In reality, of course, many factors are likely in play at once. Plenty of the above
scholars and commentators recognize this multifactorial situation and say it
outright (although a few do push a single prevailing explanation for the war’s
cyber outcomes). However, it's worth explicitly stressing that many factors
coexist, in light of occasional efforts to provide reductive explanations for
complex wartime activities and effects. Concluding that Russia is no longer a
cyber threat, for instance, is wrong. While Ukraine as a country has demon-
strated extraordinary will and resilience, and while Ukrainian cyber defenses
have been more than commendable, explanations that place the rationale
solely on formidable Ukrainian cyber defenses are likewise reductive. Taking
such explanations as fact simplifies the many factors involved and can veer
analysis and debates away from the policy actions that are still needed, such
as continued cyber threat information sharing between the United States and
Ukraine.

The above, plausible, evidence-grounded explanations are not mutually exclu-
sive. FSB officers, rife with paranoia, conspiratorialism, and a Putin-pleasing
orientation, did indeed grossly misinterpret the situation on the ground in
Ukraine in 2022 and fed that bad information to the Kremlin, potentially skewing
assessments of cyber options as well.

Interagency competition may very well have undermined, once again, the
ability of the FSB, GRU, and SVR to coordinate activities with one another, let
alone with the Ministry of Defense and Russian proxies in Belarus, and therefore
hampered more effective planning, coordination, and execution of cyber opera-
tions. For example, during the war’s initial stages, elements of the SVR may very
well have sought to technically gather intelligence from targets that GRU- or
FSB-tied criminal groups were indiscriminately trying to knock offline or wipe
with malware, thrusting uncoordinated activities into tension.

Like in every other country on earth, Russian cyber operators are additionally
subject to resource constraints: a hacker spending a day on breaking into a
Ukrainian energy company is a hacker not spending time on spying on expats in
Germany or setting up a collaboration with a ransomware group. Competition,
therefore, not just between agencies—turf wars, budget fights, who gets the
primary jurisdiction over Ukraine, and so forth—but within them, over who gets
to spend what time and resources targeting which entities, sit within broader
Russian government calculi over cyber, military, and intelligence operations.
And, among others, Russia’s overall strategy did lead to bad moves, as Wilde
and others have noted, with limited effect and burning away Russian capabili-
ties (like exploits) in the process. Recognizing these many likely factors will facil-
itate better analysis of where Russia stands.

The gap between the imagined, all-out “cyber war” and the past three years’
reality also begs the question of whether the right metrics were considered
in the first place. As much as cyber capabilities are inextricable from modern
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intelligence operations, and as much as cyber and information capabilities are
embedded throughout militaries around the world, war is obviously about far
more than cyber as a domain. But experts studying cyber all day, every day,
may fall into the unintentional trap (as anyone can) of having their area of study
become the focal point of analysis in a war with many moving pieces and
considerations—hence, some of the commentary anticipated Russian destruc-
tion of Ukraine to happen through code, compared to a range of military weap-
onry. Academic theories, moreover, of how cyber conflict will unfold in political
science-modeled simulations or think tank war games may similarly fail to map
to battlefield realities, such as generalizing how cyber fits into warfare without
adequately considering unique contexts in a country like Russia. Layered on top
of all this—in the academies, in the media, in the data and artificial intelligence
(Al) era—is a frequent desire to quantify everything, too, obscuring the fact that
not everything can be effectively, quantifiably measured and that counting up
the number of observed Russian cyber operations and scoring them may still
not get to the heart of their inefficacy.

Clearly, as US and Western perspectives on Russian cyber power shift with
more information and time, it is worth rethinking Russia’s future cyber power—
not just for how the West can recalibrate its assumptions and size up the threats,
but in how the West can prepare to act and respond in the future.
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pundits are always wrong or that Russia’s cyber operations are consid-

erably less threatening in 2025. Nor should it be that Ukraine is propped
up solely by Western government and private-sector cyber defenses, and that
Russia is simply waiting to unleash a devastating cyber operation to end it all.

T he takeaway from comparing predictions and reality shouldn’t be that

Russia remains a sophisticated, persistent, and well-resourced cyber threat to
the United States, Ukraine, and the West generally. This is not going to change
anytime soon. Kremlin-spun “crackdowns” on cybercrime (arrests that were
little more than public relations stunts), frenetic talk of US-Russia rapproche-
ment, and wishful thinking about Putin’s willingness to cease subversive activity
against Ukraine do not portend, as some might suggest, that the United States
can sideline Russia as a central cyber problem—and focus instead on China.

The Russian government views cyber and information capabilities as key to its
military and intelligence operations, and the Kremlin still has one top enemy
in its national security sights: the United States. Outside the Russian state per
se, a range of ransomware gangs and other hackers in Russia will continue
targeting companies, critical infrastructure, and other entities in the United
States, Ukraine, and the West, too. There are at least five steps US policymakers
and their allies and partners should take to size up this threat—against the
full scope of Russia’s cyber web and integrating lessons learned so far from
Russia’s full-out war on Ukraine—and confront it head-on in the coming years.

When assessing the expectations-versus-reality of Russia’s wartime cyber
operations, distinguish between capabilities and wartime execution. Clearly,
Russian offensive cyber activity during its full-on war against Ukraine has not
matched up against Western assumptions that envisioned a cyber onslaught
that turned off power grids, disrupted water treatment facilities, and blacked
out communications. Evaluating how and why Russia did not make this happen
is critical to understanding Russia’s operational motives, play-by-play planning
and coordination between security agencies, targeting interests, and much
more. But analysts and media must be careful to avoid thinking that Russia’s
cyber capabilities themselves are weak. Clearly, when Russian hackers put the
pedal to the metal, so to speak—ransomware gangs targeting American hospi-
tals, or the GRU going after Ukrainian phones—they can deliver serious results.
A better approach is policymakers and analysts in the United States, as well as
in allied and partner countries, breaking out Russia’s continued cyber threats
across ransomware, critical infrastructure targeting, mobile-device hacking, and
so on while pairing the capabilities against where execution could fall short in
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practice. Doing so will give a better sense of Russia’s cyber strengths and weak-
nesses—and distinguish between the different components of carrying out a
cyber operation.

Widen the circle of analysis to include not just Russian state hackers but the
broader Russian cyber web, including patriotic hackers and state-coerced
criminals. Focusing Western intelligence priorities, academic studies, and
industry analysis mainly on Russian government agencies as the primary vector
of Russian cyber power loses the importance of the overall Russian cyber web.
Putting the focus mostly on Russian government agencies also loses, as my
colleague Emma Schroeder has unpacked in detail, the role that public-pri-
vate partnerships have played in cyber operations and defenses in the conflict,
and the opportunity to assess similar public-private dynamics on the Russian
side. Conversely, making sure to consider the roles of government contrac-
tors, military universities, patriotic hackers, state-tapped cybercriminals, and
other actors as described above should help to fight the temptation to treat all
Russian cyber operations as top-down—and illuminate the many ways in which
Russia can build capabilities, source talent, and carry out operations against the
West. Understanding these actors will allow for better tracking, threat prepara-
tion, defense, and, where needed, disruption.

Avoid the trap of assuming Russia can separate out cyber and information
issues from other bilateral, multilateral, and security-related topics—main-
taining its hostility toward Ukraine while, say, softening up on cyber oper-
ations against the United States. Whether the US government can or cannot
separate out cyber issues vis-a-vis Russia from other elements of the US-Russia
relationship (e.g., trade, nuclear security), Western policymakers should avoid
the trap of assuming the Russian government is currently capable, let alone
willing, of genuinely and seriously doing the same: separating out its cyber
activities from other policy and security issues.

The Russian government has come to view the internet and digital technolo-
gies as both weapons that can be wielded against the state and weapons to
use against Russia’s enemies. In this sense, cyber operations (as well as infor-
mation operations) are core not just to Moscow’s approach to modern secu-
rity, military activity, and intelligence operations but, perhaps more importantly,
to the Kremlin’s conceptualization of regime security as well. Paranoia and
propaganda about fifth columnists (with, sometimes, one feeding the other),
persistent efforts to crack down on the internet in Russia, and a continued belief
that Western tech companies and civil society groups are weaponizing the
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internet to undermine the Kremlin, mean that the regime will not truly believe
it can put “information security” on the sidelines—and that includes not just
internet control but cyber operations. Policymakers must go into diplomatic and
other engagements with Russia with their eyes wide open.

Continue cyber information sharing about Russia with allies and partners
around the world. For years, military and intelligence scholars and analysts
have referred to Russia’s actions in Georgia, Ukraine, and other former Soviet
republics as a “test bed” or “sandbox” for what Russia might do in other coun-
tries. It would be a strategic, operational, and tactical mistake to think that
Russian cyber operations against Ukraine are just confined to Ukraine and that
two-way information sharing with Ukraine about cyber threats is a waste of time
and resources. Quite the opposite: Russia’s cyber and information activities
against Ukraine today can give the United States and its allies and partners crit-
ical insights into the types of capabilities and operations that could, and very
well might be, carried out against them at the same time or days or months later.
Whether hack-and-leak operations designed to embarrass political figures,
wiper attacks designed to destroy government databases, espionage opera-
tions, or anything in between, having real-time information about Russian cyber
threats will only help the United States and its allies and partners better defend
their own networks and systems against hacks and attacks.

Invest in cyber defense and in cyber offense where appropriate. Persistent,
sophisticated Russian cyber threats to a range of key US and allied and partner
systems—military networks, hospitals, financial institutions, critical infrastruc-
ture, advanced tech companies, civil society groups—demand continued
investments in cyber defense. In addition to information-sharing, the United
States and its allies and partners need to continue prioritizing market incentives
for companies to enhance cyber defenses along with baseline requirements for
essential measures such as multifactor authentication, detailed access controls,
robust encryption, continuous monitoring, network segmentation, resourced
and empowered cybersecurity decision-makers, and much more. Just as the
Russians clearly possess a range of advanced cyber capabilities, any number of
recent operations, including against Ukraine, show that Russian operations (like
those carried out by many other powers) continue to succeed with basic moves
such as phishing emails. The United States and its allies and partners need to
continually increase cyber defenses. And, where appropriate, the United States
and its allies and partners should ensure the right capabilities and posture to
carry out cyber offensive operations—including to preemptively disrupt Russian
attacks (the “defend forward” euphemism). As the Kremlin is more paranoid and
conspiratorial, the notion of diplomatic talks and establishing cyber redlines is
less and less realistic. Active mitigation and disruption of threats, rather than
relying too heavily on diplomatic meetings or endless criminal indictments, are
together a more feasible approach to protecting US and allied and partner inter-
ests against Russian cyber threats in the years to come.
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CONCLUSION

essons from cyber operations—and about cyber operations and capabili-

ties—from the Russian full-on war against Ukraine will continue to emerge

in the coming years. This trickle of information may slowly dissipate some
of the “fog of war” surrounding the back-and-forth hacks and shed much-
needed light on issues such as coordination and conflict between Russian
security agencies in cyberspace.

For now, however, the issue for the United States is clear: Russia remains a
persistent, sophisticated, and well-resourced cyber threat to the United States
and its allies and partners around the world. The threat stems from a range of
Russian actors, and it stands to continue impacting a wide range of American
government organizations, businesses, civil society groups, individuals, and
national interests across the globe. As wonderful as the idea of cyber détente
might be, Putin’s paranoia about Western technology, Russian officials’ insis-
tence that the internet is a “CIA project” and Meta is a terrorist organization,
and military and intelligence interest in conflict and subversion against the West
will not evaporate with a wartime ceasefire or a newfound agreement with the
United States. These are hardened beliefs and fairly cemented institutional
postures that are not going to shift under the current regime.

Rather than dismissing Russia’s cyber prowess because of unmet expecta-
tions since February 2022, American and Western policymakers must size up
the threat, unpack the complexity of Russia’s cyber web, and invest in the right
proactive measures to enhance their security and resilience into the future.
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