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The Adrienne Arsht National Security Resilience Initiative (AANSRI), housed within the Scowcroft Center for Strategy and Security, 
works to advance resilience as a core tenet of US and allied national security policy and practice.

In 2024, the initiative established a task force that has worked collaboratively over the past year to help shape the direction of a 
future work program. This paper is intended to lay the groundwork for a deeper exploration of resilience as a core component of 
security. It serves both as a starting point and a framework for future projects aimed at exploring resilience across multiple levels, 
identifying key enablers and obstacles, and informing practical applications for governments, organizations, and communities 
around the world.

In a world where it is increasingly difficult to predict specific threat and risk outcomes, a “resilience first” approach offers a com-
prehensive foundation for national security. Focusing on resilience cuts across both conventional and emerging risks, while en-
abling a more deliberate focus on the factors within an individual’s control that support the ability to understand, prepare, adapt, 
respond, and recover. This paper does not seek to provide all the answers but reflects the collective insights of world experts in 
the field. These insights highlight the critical areas of research on which the initiative should focus.

The Scowcroft Center for Strategy and Security  
The Scowcroft Center for Strategy and Security works to develop sustainable, nonpartisan strategies to address the most impor-
tant security challenges facing the United States and the world. The Center honors General Brent Scowcroft’s legacy of service 
and embodies his ethos of nonpartisan commitment to the cause of security, support for US leadership in cooperation with allies 
and partners, and dedication to the mentorship of the next generation of leaders.

Acknowledgements  
This paper is made possible through the vision and generosity of Adrienne Arsht, whose commitment to resilience as a national 
and global imperative has driven the development of the AANSRI. Her curiosity to explore how individuals build resilience—and 
why some people withstand adversity while others struggle—has opened new avenues for understanding the role of resilience 
in shaping societies. This initiative extends that focus, recognizing that resilience is not only an individual trait but a collective 
necessity, underpinning community cohesion, national security, and international stability.

The author also extends her gratitude to the members of the AANSRI, whose unwavering commitment and generous insights 
have been instrumental in developing this paper over the past nine months. They are leaders and innovative thinkers in their 
respective fields, and their dedication and collaborative spirit have been invaluable in shaping the future of the initiative’s work. 
The author also wishes to thank former Atlantic Council staff member Danielle Miller for her efforts in organizing the task force 
from its inception.

About the Adrienne Arsht National Security  
Resilience Initiative



Resilience first: Strengthening individuals, securing the United States, and protecting the free world

ATLANTIC COUNCIL

Elliot Ackerman 
Author and former special operations team leader,  
US Marine Corps  

Adrienne Arsht
Executive vice chair and founder, Adrienne Arsht National 
Security Resilience Initiative, Atlantic Council  

Nabeela Barbari 
Business area vice president, Intelligence & Homeland 
Security Division, General Dynamics; former director, 
Resilience & Response, National Security Council,  
White House

Norman Beauchamp
Executive vice president for Health Sciences,  
Georgetown University Medical Center; executive dean, 
Georgetown University School of Medicine

Jeanne Benincasa Thorpe
Former national security and resiliency director,  
Nixon Peabody LLP

Jenna Ben-Yehuda
Executive vice president, Atlantic Council 

John Burnham
Lead of intel strategy and mission command integration, 
Accenture Federal Services; former deputy assistant 
secretary of defense for threat reduction and arms control, 
US Department of Defense

Chris Donnelly
Principal counsellor, Earendel Associates

Stephen Flynn
Founding director, Global Resilience Institute,  
Northeastern University

Markus Garlauskas
Director, Indo-Pacific Security Initiative, Scowcroft Center for 
Strategy and Security, Atlantic Council

Tressa Guenov
Director, Operations and Programs, and senior fellow, 
Scowcroft Center for Security, Atlantic Council

Alice Hill
David M. Rubenstein senior fellow for energy and the 
environment, Council on Foreign Relations; Former NSC 
senior director for resilience policy, White House

Jane Holl Lute 
President and chief executive officer, SICPA North America; 
former deputy secretary of homeland security,  
US Department of Homeland Security  

James Johnson
Former director, Integrated Resilience Office, US Air Force, 
US Department of Defense

Jocelyn Kelly 
Director, Gender, Rights and Resilience (GR2) program, 
Harvard Humanitarian Initiative, Harvard University

Marta Kepe
Senior defense analyst, RAND Corporation  

Frank Kramer 
Former assistant secretary of defense for international 
security affairs, US Department of Defense; distinguished 
fellow, Atlantic Council

Matthew Kroenig 
Vice president and senior director, Scowcroft Center for 
Strategy and Security, Atlantic Council

Alexis Long
Chair, British Transport Police Innovation Board; Former 
director of security and strategy, London Heathrow Airport; 
former chief innovation officer, Transportation Security 
Administration, US Department of Homeland Security

Joel Meyer
President of public sector, Domino Data Lab; Nonresident 
senior fellow, GeoStrategy Initiative, Atlantic Council

Andrew Michta
Senior fellow, GeoStrategy Initiative, Scowcroft Center for 
Strategy and Security, Atlantic Council

Veera Parko
Ministerial advisor and strategic lead, Resilience/
Preparedness, Ministry of the Interior, Finland  

Ian Paterson 
Chief executive officer, Plurilock Security

Tomáš Petříček
Former minister of foreign affairs, Czech Republic

Task Force members



ATLANTIC COUNCIL

Resilience first: Strengthening individuals, securing the United States, and protecting the free world

Karen Schaefer
President, KMS Consulting; Former chief of operations, 
Directorate of Science and Technology, Central Intelligence 
Agency

Stephen Shapiro
Senior advisor, Scowcroft Center for Strategy and Security, 
Atlantic Council 

Elizabeth Sizeland 
Executive director, Adrienne Arsht National Security 
Resilience Initiative Task Force, Atlantic Council;  
Former deputy national security adviser for security, 
intelligence, and resilience, United Kingdom

Caitlin Thompson
Principal, Caitlin Thompson Consulting LLC; former vice 
president, Red Duke Strategies LLC; former executive 
director, Office of Suicide Prevention, US Department of 
Veterans Affairs

Samantha Vinograd 
Nonresident senior fellow, Adrienne Arsht National Security 
Resilience Initiative, Atlantic Council; national security 
contributor, CBS News; former assistant secretary for 
counterterrorism and threat prevention, US Department of 
Homeland Security

Tom Warrick 
Nonresident senior fellow, Scowcroft Center for Strategy and 
Security, Atlantic Council; former deputy assistant secretary 
for counterterrorism policy, US Department of Homeland 
Security

 Kayla Williams
Senior policy researcher, RAND; former assistant secretary 
of public and intergovernmental affairs, US Department of 
Veterans Affairs



Resilience first: Strengthening individuals, securing the United States, and protecting the free world

ATLANTIC COUNCIL

PROLOGUE
Resilience in action.......................................................................................................................................................... 1

PART 1: UNDERSTANDING THE RESILIENCE CHALLENGE 
Why resilience matters....................................................................................................................................................3

US resilience as the cornerstone of free world strength..........................................................................................4

Framing the conversation...............................................................................................................................................4

What must democracies be resilient against?............................................................................................................5

Complicating factors: The realities undermining resilience.....................................................................................6

The need for a more individual-centric approach......................................................................................................6

Strategic partnerships are under strain in a shifting world order...........................................................................8

The rapid pace of events is a resilience disruptor.....................................................................................................9

Democracy is an asset and a challenge for resilience............................................................................................ 10

Fragmentation of resilience responsibility.................................................................................................................11

Technology as an enabler—and a threat—to resilience ......................................................................................... 12

The architecture of resilience....................................................................................................................................... 13

PART 2: SHAPING THE RESPONSE 
Recommendations for future AANSRI projects........................................................................................................ 14

Conclusion...................................................................................................................................................................... 26

Glossary........................................................................................................................................................................... 27

About the author............................................................................................................................................................ 28

Table of contents



1ATLANTIC COUNCIL

Resilience first: Strengthening individuals, securing the United States, and protecting the free world

At dawn on February 24, 2022, Kyiv woke to explosions. Sirens 
screamed across the Ukrainian capital. Families rushed into 
underground shelters. Russia’s full-scale invasion had begun. 
Although the intelligence community had sounded the alarm, 
for many ordinary Ukrainians the sound of missiles striking their 
city was almost unimaginable. Just days earlier, life had felt 
normal for most of the nation: work, school, errands, birthdays. 
A full-scale war had arrived in an instant and shattered the 
illusion of safety and security.

In his apartment, cybersecurity entrepreneur Yegor Aushev 
took a call from Ukraine’s Ministry of Defense.1 The official 
didn’t give him orders, only a request: help us defend the 
country in cyberspace. Aushev issued a message urging fel-
low cybersecurity professionals, developers, and ethical hac-
kers to join Ukraine’s digital resistance. By nightfall, thousands 
had signed up, with Ukrainians and international allies alike 
offering their credentials, their skills, and their will to help.

Telegram channels multiplied and volunteers in this “IT Army” 
began to successfully disrupt Russian military communica-
tions.2 This hastily configured task force also helped to de-
fend Ukrainian systems and mapped vulnerabilities across 
a sprawling and unstable digital battlefield. While tanks ad-
vanced on Kyiv and battle unfolded around the country, civi-
lians launched a cyber counteroffensive.

At the same time, neighbors across the capital self-organized. 
Apartment buildings pooled food and medical students ran 

1.	 Joel Schectman and Christopher Bing, “Ukraine Calls on Hacker Underground to Defend against Russia,” Reuters, February 24, 
2022, https://www.reuters.com/world/exclusive-ukraine-calls-hacker-underground-defend-against-russia-2022-02-24/. 

2.	 Aiden Render-Katolik, “The IT Army of Ukraine,” Center for Strategic and International Studies, August 15, 2023, https://www.csis.
org/blogs/strategic-technologies-blog/it-army-ukraine. 

3.	 “First Aid by the Ukrainian Red Cross: The Biggest Achievements During Three Years of Full-Scale Invasion,” Ukrainian Red Cross 
Society, February 27, 2025, https://redcross.org.ua/en/news/2025/02/106465/. 

4.	 Tara John and Maria Kostenko, “The Race Is on across Ukraine to Build New Bunkers. Not for Soldiers on the Front Lines, but Stu-
dents in Schools,” CNN, August 23, 2022, https://www.cnn.com/2022/08/23/europe/ukraine-schools-six-months-cmd-intl/index.html.

5.	 Drew Harwell, “Instead of Consumer Software, Ukraine’s Tech Workers Build Apps of War,” Washington Post, March 24, 2022, 
https://www.washingtonpost.com/technology/2022/03/24/ukraine-war-apps-russian-invasion/. 

6.	 Isobel Koshiw and Lisa O’Carroll, “Kyiv Transport App Is Transformed into Life-Saving War Information Tool,” Guardian, March 15, 
2022, https://www.theguardian.com/world/2022/mar/15/kyiv-transport-app-is-transformed-into-life-saving-war-information-tool. 

7.	 “Ukraine’s Energy System Under Attack,” International Energy Agency, last visited May 12, 2025, https://www.iea.org/reports/
ukraines-energy-security-and-the-coming-winter/ukraines-energy-system-under-attack. 

8.	 Sebastian Moss, “Ukraine Awards Microsoft and ASW Peace Prize for Cloud Services and Digital Services,” Data Center Dynamics, July 7, 
2022, www.datacenterdynamics.com/en/news/ukraine-awards-microsoft-and-aws-peace-prize-for-cloud-services-digital-support/. 

9.	 Sarah Whitmore, “Finding Grace under Pressure? Ukraine’s Parliament at War,” Hansard Society, May 13, 2022, https://www.han-
sardsociety.org.uk/blog/finding-grace-under-pressure-ukraines-parliament-at-war. 

10.	 Olivia Bizot, “Thousands of Ukrainians Sign up to Fight for Their Country as Russian Invasion Continues,” France 24, February 25, 
2022, https://observers.france24.com/en/europe/20220225-thousands-of-ukrainians-sign-up-to-fight-for-their-country-as-russia-
invasion-continues. 

11.	 “PM Statement at Ukraine Press Conference: 1 February 2022,” Government of the United Kingdom, February 1, 2022, https://
www.gov.uk/government/speeches/pm-statement-at-ukraine-press-conference-1-february-2022. 

first aid training.3 Teachers arranged online lessons to resist 
disruption to children’s education.4 Volunteers repurposed 
apps into tools for sharing alerts and information.5

Kyiv’s municipal government adapted at pace. Within se-
venty-two hours, the city’s public services app (Kyiv Digital) 
was reprogrammed to provide real-time air-raid alerts, direc-
tions to shelters, and updates on pharmacy supplies.6 Local 
authorities coordinated fuel deliveries and waste collection 
under bombardment. Officials rerouted power and protected 
infrastructure with the knowledge that help might not come 
for days.7

Nationally, the government did not break. Thanks to pre-in-
vasion decisions, Ukraine’s critical digital infrastructure had 
already been migrated to secure cloud servers through 
partnerships with Amazon and Microsoft.8 Ministries continued 
to function, the parliament adapted, and the cabinet met in 
bunkers.9 President Volodymyr Zelenskyy refused evacuation. 
Instead, he remained, appearing on camera night after night, 
anchoring both morale and state legitimacy. Many citizens 
immediately stepped forward to join the military response, at 
great personal risk and often without any prior training.10

Outside the country, the response accelerated. Following a 
pre-invasion declaration of support, the United Kingdom de-
ployed anti-tank missiles, logistics support, and intelligence 
to assist with Ukraine’s defenses.11 The United States quickly 
authorized support in the form of anti-aircraft systems, small 
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arms, and ammunition, as well as critical intelligence sup-
port.12 Estonia provided cyber intelligence and expertise, Po-
lish nongovernmental organizations (NGOs) provided medical 
care and food at the border, and California provided satellite 
internet. Drones came from Turkey thanks to some prior plan-
ning, and refugee support came from Germany, amongst other 
nations..13 Coordination was messy, but allies were leaning in 
quickly.

Ukraine’s defense in those first weeks did not rely solely on 
weapons or walls. It was held together by a living system of re-
silience: the foresight of national institutions, the agility of local 
government, the improvisation of communities, the solidarity 
of international partners, and—most critically—the resolve of 
individual citizens and communities who stood up when no-
thing was certain.

12.	 Jonathan Masters and Will Merrow, “Here’s How Much Aid the United States Has Sent Ukraine,” Council on Foreign Relations, last 
updated March 11, 2025, https://www.cfr.org/article/how-much-us-aid-going-ukraine. 

13.	 Pedro Sena, “Turkey and Ukraine TB2 Drone Agreement,” Finabel, February 16, 2022, https://finabel.org/turkey-and-ukraine-
tb2-drone-agreement/; Roberto Forin and Maxime Giraudet, “Displaced from Ukraine to Berlin: A Case Study on Journeys, Li-
ving Conditions, Livelihoods and Future Intentions,” Mixed Migration Center, June 2023, https://mixedmigration.org/wp-content/
uploads/2023/06/281_Displaced-from-Ukraine-to-Berlin.pdf. 

When the missiles came, Ukraine adapted and withstood, re-
fusing to collapse. The shock and chaos of war in our own 
neighborhoods are inconceivable to most of us, but what if 
our communities wake up to a crisis on a scale we have never 
experienced? We have a crucial opportunity to learn lessons 
from those who have shown us what resilience in action truly 
means. They have shown us that resilience does not begin 
at the point of crisis. It begins in policy decisions made years 
earlier, in drills conducted without headlines, in the wiring of 
institutions, in civic trust, in practiced autonomy, and in the 
mindsets and resilience of ordinary people. We all have roles 
to play.

People take shelter in a metro station in Kyiv as Russian missiles strike the Ukrainian capital in April 2024.  
Source: REUTERS/Alina Smutko.

https://www.cfr.org/article/how-much-us-aid-going-ukraine
https://finabel.org/turkey-and-ukraine-tb2-drone-agreement/
https://finabel.org/turkey-and-ukraine-tb2-drone-agreement/
https://mixedmigration.org/wp-content/uploads/2023/06/281_Displaced-from-Ukraine-to-Berlin.pdf
https://mixedmigration.org/wp-content/uploads/2023/06/281_Displaced-from-Ukraine-to-Berlin.pdf
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Resilience is an essential, yet often publicly underappreciated, 
element of national security. Public discourse often centers 
on deterrence, diplomacy, military strength, and intelligence 
capabilities. However, emerging and persistent threats—from 
cyberattacks and climate change to pandemics and acute 
natural hazards—have revealed significant gaps in national 
and international resilience that have pushed the topic much 
further up the agenda. Resilience or ‘resilience power’, is the 
foundation on which hard power’ and ‘soft power’ rest. Without 
these elements, a nation is exposed and its broader security 
strategy weakened. 

The 2017 US National Security Strategy contains six references 
to resilience, compared with thirty-six to defense.14 By the re-
lease of the 2022 US National Security Strategy, there were 
twenty-nine references to resilience compared with thirty-one 
to defense, reflecting the growing importance of the topic.15 
It’s clear that democracies are increasingly seeing the need to 
anticipate, endure, and bounce forward.

Despite the growing focus on resilience in national security 
and policy discussions, too little attention has been paid to 
the factors that enable individuals to develop and sustain re-
silience. Governments often prioritize infrastructure hardening 
and institutional preparedness while neglecting the human 
element. Along with a top-down approach, the United States 
must do more to ensure that citizens are psychologically, so-
cially, and economically equipped to endure, and emerge well 
from, crises. Without addressing these individual-level factors, 
broader resilience and national security strategies risk failing 
at their governments’ most important responsibility: to safe-
guard citizens. The AANSRI will look to redress this balance, 
advocating for increasing focus and attention on this vital area 
of resilience work. 

National security strategies are valuable opportunities to sur-
vey the risk landscape and chart a direction for the future. Yet 
in a world where specific threats are difficult to predict, such 
strategies can quickly feel outdated or overtaken by events. 
A resilience-first approach offers greater adaptability. Rather 
than focusing solely on defining threats and prescribing bes-

14.	 “National Security Strategy of the United States of America,” White House, December 2017, https://trumpwhitehouse.archives.gov/
wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf. 

15.	 “National Security Strategy,” White House, October 2022, https://bidenwhitehouse.archives.gov/wp-content/uploads/2022/11/8-
November-Combined-PDF-for-Upload.pdf. 

poke solutions, it equips nations, communities, and individuals 
to build the capacity to anticipate disruption, absorb shocks, 
and adapt to rapidly changing circumstances. It demands 
much more effort to close the vulnerabilities that adversaries 
seek to exploit. And it embraces uncertainty, enabling a more 
dynamic and enduring form of security. 

The COVID-19 pandemic, the increasing frequency of natural 
disasters, economic shocks, the rise of disinformation, and 
state-sponsored cyber and sabotage operations have de-
monstrated that resilience is not just about recovering well but 
about proactively reducing risks and ensuring the continuity 
of society’s essential functions. Inaction in resilience building 
equates to a tacit acceptance of risk. When governments, ins-
titutions, or communities delay or deprioritize resilience work, 
they are accepting the inevitability of system stress and pos-
sible failure. Inaction is not a neutral position but a strategic 
decision to accept the full impact and cost of disruption rather 
than mitigate it. There is much more the US government and 
civil society could do in all areas of society to set citizens up 
for success. 

Governments, businesses, and communities must integrate 
resilience into decision-making at all levels. This paper argues 
that resilience should be viewed not as a static state but as 
an evolving “resilience power” capability influenced by invest-
ment, governance, technology, and the will of citizens.

Why resilience matters

RESILIENCE
POWER

SOFT
POWER

HARD
POWER

NATIONAL
SECURITY

Resilience is the ability of individuals, societies, and systems to anticipate,  
withstand, recover from, adapt to, and bounce forward from shocks and disruptions.

– AANSRI task force

Figure 1. The components of national security
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US resilience as the cornerstone of free world strength
A strong and sovereign United States, alongside a secure and 
stable free world, begins with resilience. In an era of inten-
sifying geopolitical competition, economic uncertainty, and 
evolving security threats, democratic nations must ensure they 
can withstand, adapt to, and recover from crises—whether in 
the form of cyberattacks, supply chain disruptions, economic 
coercion, or natural disasters. Resilience is about ensuring that 
nations retain the ability to govern, defend, and prosper under 
pressure.

Collective resilience among democratic allies is what protects 
shared values, upholds open societies and economies, and 
ensures that no single crisis can fracture the international or-
der. Without it, fragility in one system or nation can have a com-
pound effect.

For the free world, including the United States, this imperative 
aligns with a belief that security begins at home but extends 
beyond borders. Just as energy independence strengthens 
economic sovereignty, resilience independence—the ability of 
nations to sustain themselves without reliance on adversarial 
powers (for example, on China’s technology)—fortifies the free 
world’s collective strength. 

Prioritizing domestic resilience means ensuring that US com-
munities, businesses, and infrastructure can function amid 
crises without excessive reliance on federal intervention. At 
the same time, reinforcing resilience across the free wor-
ld strengthens US national security, ensuring that allies and 
partners are not weak links that adversaries can exploit to un-
dermine US strength.

This paper presents a framework for resilience that is rooted 
in self-reliance, economic strength, and strategic partnerships: 
a vision that places US security and prosperity at the forefront 
while reinforcing the stability of democratic allies. In an era in 
which adversaries seek to exploit vulnerabilities, resilience 
must be a specific pillar of national power, alongside economic 
competitiveness, soft power, and military superiority. A resilient 
free world is a strong free world, and a United States that leads 
on resilience will be more secure, more prosperous, more in-
fluential, and more prepared for the challenges ahead.

Framing the conversation
The United States and democracies worldwide are already 
achieving much on the resilience agenda, with a lot of mutual 
learning between friends and allies. The AANSRI task force 
has not sought to describe all the existing activity here. Ins-
tead, its experts have looked for areas of program work that 
will add value for governments and practitioners already wor-
king hard to tackle these complex challenges.

The AANSRI will provide a center of new thought leadership 
on resilience issues, from the role of the individual up to in-
ternational collaboration. This paper will set out some of the 
avenues of research and practical policy generation that the 
initiative can undertake in the coming months and years.
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In today’s volatile security environment, it is difficult to make 
specific predictions about the future. But looking at some 
trends and the trajectory of events can help to determine a 
broad set of assumptions about the future risk landscape that 
democracies might face. 

To ground the initiative’s discussions and planning, the task 
force identified three fundamental assumptions. These are not 
all theoretical constructs; in some cases, they reflect real and 
current challenges that are already shaping the geopolitical 
landscape. 

These assumptions are “best judgements,” and they provide 
the initiative with a basis for planning. Because the poten-
tial breadth of resilience activities is vast, it will be important 
to prioritize work streams to achieve maximum impact, with 
the understanding that the initiative will need to adapt to and 
address unexpected shocks and developments. 

Democratic societies are persistently targeted 
through non-military aggression
Hostile state and non-state actors are engaged in sustained, 
non-military aggression against democratic nations. These 
threats take multiple forms, including

	y cyber campaigns targeting critical infrastructure, go-
vernment systems, and financial institutions;

	y economic coercion and trade disruptions designed to 
weaken national economies and strategic industries; 

	y supply chain manipulation that creates dependencies 
on adversarial nations in key sectors such as technolo-
gy, rare earth materials, and pharmaceuticals; and

	y influence operations, misinformation, and disinfor-
mation that undermine public trust in institutions and 
disrupt social cohesion.

The United States and its allies face a growing 
risk of military conflict and high-impact 
domestic threats
There is real potential for democratic societies to become 
involved in a military conflict that escalates beyond regional 
theaters. If this occurs, adversaries will likely target civilian 
and domestic environments, not just military assets. Scenarios 
could include

	y cyber or kinetic attacks on financial systems, energy 
grids, or water supplies;

	y nuclear or non-conventional threats creating wides-
pread panic and disruption; and 

	y concurrent and cascading crises, in which a conflict 
escalates in tandem with economic, technological, 
or environmental disruptions designed to overwhelm 
response systems.

Chronic global risks endure and require 
systemic management 
Long-term, non-malicious threats remain equally urgent, re-
quiring resilience efforts that balance acute security risks with 
persistent global challenges. These include

	y climate change driving extreme weather, resource 
scarcity, and mass migration;

	y food insecurity increasing geopolitical instability, migra-
tion, and vulnerability in supply chains;

	y anti-microbial resistance (AMR) threatening public 
health and economic stability; and

	y future pandemics remaining high-likelihood events, 
even after the COVID-19 pandemic.

These risks demand sustained investment, active manage-
ment, and strategic coordination, rather than the reactive ap-
proaches often seen today.

A critical dynamic—the simultaneity, interdependence, and 
multiplicity of risks—cuts across all these domains. In today’s 
interconnected world, crises rarely occur in isolation. Instead, 
societies must contend with the reality of multiple shocks 
unfolding at once, compounding one another in complex 
and unpredictable ways. A cyberattack might coincide with 
an extreme weather event; a disinformation campaign might 
amplify the impact of a public health emergency. These over-
lapping disruptions can strain response systems, compete for 
resources and attention, and overwhelm traditional models of 
governance built to handle sequential crises, potentially fur-
ther eroding public confidence in these institutions. Therefore, 
resilience planning must assume the likelihood of compound 
and cascading events. 

These national security risks are not distant concerns. They 
can shape the daily realities of individuals, families, bu-
sinesses, and communities. Democratic societies are already 
being tested in real time by natural hazards, adversary attacks, 
and economic shocks. Developing resilience is not just a mat-
ter of preparing for worst-case scenarios, but an urgent and 
ongoing mission to safeguard the stability, security, and pros-
perity of societies.

What must democracies be resilient against?
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The three risk scenarios above reflect the landscape of risk 
that the task force anticipates over the coming months and 
years. However, these baseline scenarios do not account for 
a range of additional dynamics that increasingly complicate 
resilience building. These include a prior lack of engagement 
with the resilience of the individual, the instability of strategic 

partnerships, the accelerating pace of crises, the challenges of 
operating within a democratic system, and technological ad-
vances. These factors make it more difficult for governments 
and institutions to build sustainable, forward-looking resilience 
strategies.

 

Complicating factors: The realities undermining resilience

Enablers of resilience
The Adrienne Arsht National Security Resilience Initiative task force mapped out several critical 
foundational enablers of resilience work at all levels. 

Political consensus and sustainability 
Ensure long-term commitment and support for resilience initiatives across political divides. 

Investment and resource prioritization  
Allocate resources effectively to address the most critical resilience needs and gaps. 

Strategic risk understanding and prioritization   
Develop a comprehensive understanding of current and emerging risks, enabling informed decision-making 
and resource allocation. 

Border security    
Implement physical, technological, and legal mechanisms to exercise greater control against a broader 
range of national security threats.

Adequate strategic reserves 
Access the goods and materials that would be required in a range of domestic crisis scenarios. 

Effective application of technology  
Leverage cutting-edge technologies to enhance risk assessment, crisis management, and recovery processes. 

Effective Free World collaboration   
Foster cooperation among democratic nations to enhance collective resilience.  

Incentivized private sector    
Encourage private-sector innovation and investment in resilience solutions through appropriate incentives. 

Adaptable industrial skills 
Invest in cyber and technical skills, manufacturing skills, engineering, and automation that can be drawn 
upon if needed. 

These enablers form the foundation upon which domain resilience efforts can be built and sustained. They highlight 
the need for a holistic approach that considers technological, political, economic, and collaborative aspects of 
resilience building. 



7ATLANTIC COUNCIL

Resilience first: Strengthening individuals, securing the United States, and protecting the free world

The need for a more individual-centric approach
While resilience at the national and international levels is 
crucial, the capacity of individuals to withstand and adapt to 
crises forms the foundation of a resilient society. Yet, indivi-
dual resilience is shaped by deeply personal factors (psycho-
logical, social, economic, environmental, and physical) that 
vary widely across populations. People with strong support 
networks, stable employment, and access to healthcare might 
be better equipped to endure crises, while those facing finan-
cial hardship, social isolation, or chronic stress might be more 
vulnerable. 

The uneven distribution of these enablers means that resi-
lience is not just a question of individual nature or willpower 
but is significantly influenced by external circumstances that 
shape people’s ability to respond to crises and trauma. Early 
childhood experiences, education, community ties, and expo-
sure to adversity are influential in determining resilience outco-
mes. Early-life trauma, for instance, can weaken an individual’s 
ability to cope with later crises, while strong social bonds and 
access to mental health support can enhance recovery and 
adaptability. Intergenerational and historical trauma—such as 
that experienced by communities affected by slavery, coloni-
zation, or displacement—can shape stress responses across 
generations, influencing both psychological and biological 
resilience.16 Genetic and epigenetic factors, which affect how 
genes are expressed in response to environmental stressors, 
might also play a role in how individuals adapt to adversity.17 

16.	 Craig A. McEwen and Bruce S. McEwen, “Social Structure, Adversity, Toxic Stress, and Intergenerational Poverty: An Early 
Childhood Model,” Annual Review of Sociology 43 (2017), 445–472, https://www.annualreviews.org/content/journals/10.1146/an-
nurev-soc-060116-053252. 

17.	 Rachel Yehuda, et al., “Holocaust Exposure Induced Intergenerational Effects on FKBP5 Methylation,” Biological Psychiatry 80 
(2016), 372–380, https://www.biologicalpsychiatryjournal.com/article/S0006-3223(15)00652-6/fulltext.

These insights suggest that resilience is not simply an innate 
trait but a skill that can be cultivated through targeted interven-
tions at individual, community, and policy levels.

The resilience of those individuals at the front line of security, 
safety, and democratic free speech is equally vital. National 
security professionals, military and intelligence officers, diplo-
mats, medical professionals, and journalists all operate under 
intense pressure and often deal with complex and harrowing 
issues. Their capacity to withstand and manage psychological 
strain is essential for both their own wellbeing and the effec-
tiveness of their institutions in protecting people. A truly resi-
lient nation must invest in the resilience of these professionals 
by understanding their lived experiences and ensuring they 
are supported to remain well, capable, and committed for the 
benefit of all. 

Despite the growing focus on resilience in national security 
and policy discussions, the AANSRI will look at the factors that 
enable individuals to develop and sustain resilience over time. 
Governments often prioritize infrastructure hardening and ins-
titutional preparedness while neglecting the human element 
of ensuring that citizens are psychologically, socially, and 
economically equipped to endure crises. Without addressing 
these individual-level factors, broader resilience strategies risk 
failing the very people they are meant to protect.

https://www.annualreviews.org/content/journals/10.1146/annurev-soc-060116-053252
https://www.annualreviews.org/content/journals/10.1146/annurev-soc-060116-053252
https://www.biologicalpsychiatryjournal.com/article/S0006-3223(15)00652-6/fulltext
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The international alliances that once provided stability and 
predictability in security planning are now under increasing 
strain. Shifting political priorities, economic realignments, and 
growing strategic divergence among US allies and partners 
make it harder to maintain long-term resilience efforts. While 
multilateral institutions such as NATO, the Group of Seven (G7), 
the World Health Organization (WHO), and the United Nations 
(UN) remain crucial frameworks for cooperation, internal divi-
sions and misaligned national interests have weakened their 
ability to coordinate resilience efforts across borders. For exa-
mple, in early 2022, efforts to pass robust resolutions in the 
UN to enable greater humanitarian access and protection in 
Ukraine were watered down or blocked by Russia as a perma-
nent member of the Security Council.18

At the same time, adversarial states are actively exploiting 
fractures between allies. Cyber aggression, economic coer-
cion, and covert influence campaigns are being used to drive 
wedges between strategic partners, making collective resi-
lience more difficult. This is particularly evident in supply chain 
vulnerabilities, as dependencies on adversarial nations in key 
sectors such as critical minerals, semiconductors, and energy 
create potential leverage points for disruption. These pres-
sures are playing out across multiple strategic relationships. 

18.	 Margaret Besheer, “Millions of Ukrainians Beyond Reach, as Russia Blocks UN Aid Access in Areas It Controls,” Voice of America, 
October 20, 2022, https://www.voanews.com/a/millions-of-ukrainians-beyond-reach-as-russia-blocks-un-aid-access-in-areas-it-
controls/6798436.html. 

19.	 “NATO 2022 Strategic Concept,” NATO, June 29, 2022, https://www.nato.int/nato_static_fl2014/assets/pdf/2022/6/pdf/290622-
strategic-concept.pdf. 

20.	 Teesta Prakash and Gatra Priyandita, “How the Quad Can Become More than an Anti-China Grouping,” Strategist, Australian 
Strategic Policy Institute, May 23, 2023, https://www.aspistrategist.org.au/how-the-quad-can-become-more-than-an-anti-china-
grouping. 

21.	 “G7 Leaders’ Statement,” G7 Research Group, December 6, 2023, https://g7.utoronto.ca/summit/2023hiroshima/231206-state-
ment.html. 

The transatlantic Alliance, while still strong, is facing increasing 
policy divergence on economic security, trade, and techno-
logy governance. NATO, traditionally the bedrock of transa-
tlantic security, is experiencing calls from both sides of the 
Atlantic to increase European defense burden-sharing, inclu-
ding an emphasis on national resilience, as found in Article 
3 of the founding treaty. As Europe provides for more of its 
own defense, national resilience among NATO members will 
only become more critical for individual and collective secu-
rity.19 In the Indo-Pacific, the Quad (Australia, India, Japan, and 
the United States) continues to coordinate efforts in some 
areas, but there will inevitably be differences in priorities for 
resilience building.20 Meanwhile, the tangible outcomes of G7 
efforts to collaborate on key economic security priorities are 
still unfolding.21

Still, US alliances have weathered difficult challenges in the 
past and should remain an important component of advancing 
shared resilience objectives in the future. The crucial question 
is how to adapt, develop, or reinvent mechanisms to meet cur-
rent challenges and dynamics.

Strategic partnerships are under strain in a  
shifting world order

https://www.voanews.com/a/millions-of-ukrainians-beyond-reach-as-russia-blocks-un-aid-access-in-areas-it-controls/6798436.html
https://www.voanews.com/a/millions-of-ukrainians-beyond-reach-as-russia-blocks-un-aid-access-in-areas-it-controls/6798436.html
https://www.nato.int/nato_static_fl2014/assets/pdf/2022/6/pdf/290622-strategic-concept.pdf
https://www.nato.int/nato_static_fl2014/assets/pdf/2022/6/pdf/290622-strategic-concept.pdf
https://www.aspistrategist.org.au/how-the-quad-can-become-more-than-an-anti-china-grouping
https://www.aspistrategist.org.au/how-the-quad-can-become-more-than-an-anti-china-grouping
https://g7.utoronto.ca/summit/2023hiroshima/231206-statement.html
https://g7.utoronto.ca/summit/2023hiroshima/231206-statement.html


9ATLANTIC COUNCIL

Resilience first: Strengthening individuals, securing the United States, and protecting the free world

Beyond the challenges of alliance instability, the accelerating 
speed of crises is outpacing governments’ ability to plan and 
respond effectively. Geopolitical conflicts, technological shifts, 
and economic shocks are unfolding at a rate that strains resi-
lience frameworks, which were designed for slower-moving 
risks. 

This challenge is further compounded at the international 
level, where multilateral institutions and cooperative mecha-
nisms often operate at a pace ill-suited to the urgency of mo-
dern threats. Organizations such as the UN, NATO, and the 
G7 play important roles in resilience coordination, but their 
decision-making processes are frequently constrained by 

consensus requirements, political divergence, and bureaucra-
tic inertia. As crises become more complex and move faster, 
these institutions risk becoming irrelevant unless they evolve 
to match the speed and scale of emerging risks. 

To remain effective, international resilience efforts must be-
come more agile, allowing for faster decision-making, more 
flexible coalitions, and the integration of bilateral initiatives 
when multilateral consensus is too slow or ineffective. Without 
meaningful reform, traditional mechanisms of global collabora-
tion will struggle to provide the resilience support that nations 
require, forcing states to seek alternative frameworks that can 
respond at the necessary speed and scale.

The rapid pace of events is a resilience disruptor

Democratic systems have distinct advantages for building re-
silience. The decentralized nature of power allows responsi-
bility to be distributed across government, civil society, and 
the private sector, making crisis responses more flexible and 
adaptable. Local and regional actors can take independent ini-
tiative, ensuring that resilience efforts are not dependent on a 
single point of failure. NGOs are encouraged to play a critical 
role in local resilience and are supported in these efforts.

22.	 When citizens feel they have a genuine say in decisions, they report significantly higher trust in government: 69 percent among 
those who feel heard versus 22 percent among those who don’t. See, «Government at a Glance 2025.» Organisation for Economic 
Co-operation and Development, June 19, 2025, https://www.oecd.org/en/publications/government-at-a-glance-2025_0efd0bcd-
en/full-report/executive-summary_04a00c37.html#execsumm-d1e122-ffe35cf5eb/.  

The free flow of information is also a huge asset. Open dis-
course, independent media, and transparency enable early 
risk detection and effective crisis response. Unlike authorita-
rian regimes that suppress inconvenient truths, democracies 
encourage debate and learning, helping refine strategies over 
time. Public trust is also a critical asset. In democratic systems, 
citizen engagement in decision-making tends to foster higher 
trust and legitimacy, which in turn supports voluntary com-
pliance with emergency measures and long-term recovery. 22 
Autocratic systems may ensure compliance through fear and 
force, democracies build resilience through consent.

But resilience building in democracies also presents complex 
cross-societal challenges. While a source of huge strength, 
democratic systems also create structural obstacles to long-
term resilience planning. 

The short-term focus of political decision-making, shaped by 
election cycles that prioritize immediate gains over sustained 
security investments, makes proactive choices difficult. Lea-
ders are politically incentivized to respond to crises rather 
than invest in preparedness. In contrast, autocratic systems, 
free from electoral pressures, can commit to multi-decade re-
silience planning, ensuring continuity but often at the cost of 
adaptability and public trust. 

Democracy is an asset and a challenge for resilience

The importance of free speech

In the early stages of the COVID-19 outbreak, China’s 
autocratic rule—characterized by stringent media 
censorship and restricted discourse—significantly 
impeded timely dissemination of critical information. 
Medical professionals who attempted to alert the 
public about the emerging virus were reprimanded, 
and discussions related to the outbreak were heavily 
censored on social media platforms. This suppres-
sion of vital information delayed global awareness 
and response efforts, potentially exacerbating the 
spread of the virus.

Li Wenliang, an ophthalmologist in Wuhan, warned 
colleagues about a SARS-like virus in late December 
2019. Local authorities subsequently admonished 
him for “spreading rumors” and he later succumbed 
to COVID-19. 
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Case study: The Thames Barrier
Democracies can and do succeed at long-term re-
silience planning when the risk is well understood 
and a political consensus and will to act are deve-
loped. The Thames Barrier in London, constructed 
between 1974 and 1984, is a great example of sus-
tained action to reduce risk over time.a This movable 
flood defense was developed in response to the 
devastating North Sea flood of 1953, which claimed 
more than three hundred lives in the United King-
dom. The barrier protects 125 square kilometers of 
central London, including critical infrastructure and 
£321 billion worth of residential property, from tidal 
surges and storm floods. 

This trigger event galvanized politicians across the 
spectrum, with successive Labour and Conservative 
governments depoliticizing the issue and keeping 
the project funded and on track. The Thames Barrier’s success stems from transparent governance, public accountabi-
lity, and adaptive planning. In contrast to autocratic systems, where rapid implementation can overlook long-term sus-
tainability, the Thames Barrier showcases how democratic processes and political leadership emphasizing stakeholder 
engagement, transparency, and adaptability can lead to enduring and effective resilience infrastructure.

Democracies must find new ways to trade on the strengths of systems to improve resilience, while balancing electoral 
accountability with long-term resilience strategies, ensuring preparedness remains a priority despite political turnover.

a. 	 “Thames Barrier,” Institution of Civil Engineers, last visited May 16, 2025, https://www.ice.org.uk/what-is-civil-engineering/infrastruc-
ture-projects/thames-barrier.

The Thames Barrier is one of the world’s largest movable flood 
defenses, designed to protect London from tidal surges and 
rising sea levels. Source: UK.GOV.

https://www.ice.org.uk/what-is-civil-engineering/infrastructure-projects/thames-barrier
https://www.ice.org.uk/what-is-civil-engineering/infrastructure-projects/thames-barrier
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One of the most significant challenges to resilience is fragmen-
tation, in which responsibility for managing risks is dispersed 
across multiple institutions, sectors, and levels of government 
with limited coordination. In many democracies, resilience-re-
lated functions such as cybersecurity, disaster response, in-
frastructure protection, and countering disinformation are di-
vided among government agencies, private companies, and 
local authorities—often with misaligned priorities, unclear 
responsibilities, and limited mechanisms for collaboration. Al-
though largely unavoidable, this lack of unity can make it har-
der to anticipate, prevent, and respond effectively to crises.

Beyond government, much of a nation’s resilience power 
resides in civil society, businesses, and local communities. 
Private-sector actors own and operate the majority of criti-
cal infrastructure, yet their risk calculations are often driven 
by market forces rather than national security imperatives. 
Meanwhile, local governments and community organizations 
are frequently on the front lines of crisis response but might 
lack the necessary resources, authority, or integration into na-
tional resilience strategies. These silos can slow decision-ma-
king and create vulnerabilities that adversaries can exploit.

To overcome this, the United States needs a fundamental 
shift in how resilience is structured and managed. Rather than 
just allocating responsibilities, governments must activate all 
layers of the resilience architecture supporting them to inte-
ract in ways that reinforce and enable one another. This means

	y ensuring vertical integration, so that resilience efforts 
at the national, regional, and local levels are aligned 
and mutually reinforcing;

	y strengthening horizontal coordination across sectors, 
ensuring that critical industries, government agencies, 
and civil society organizations work in concert rather 
than in isolation; and

	y creating mechanisms for shared awareness and adap-
tive learning so that resilience actors at all levels can 
anticipate emerging threats, adjust strategies in real 
time, and support one another’s efforts.

There is precedent for such robust collaboration. Launched in 
response to the COVID-19 pandemic, Operation Warp Speed 
(OWS) brought together federal agencies, military logistics, 
and private pharmaceutical companies to accelerate vaccine 
development, manufacturing, and distribution. This public-pri-
vate partnership initiated by the US government in May 2020 
overcame bureaucratic and logistical barriers to deliver safe, 
effective vaccines in record time. The initiative demonstrated 
how aligning government support with private-sector innova-
tion can rapidly build national resilience in the face of a public 
health crisis, creating a blueprint for future efforts.

A more interconnected resilience ecosystem is essential to 
navigating the complex threats of the future. Without it, resi-
lience efforts will remain fragmented, reactive, and vulnerable 
to disruption.

Fragmentation of resilience responsibility

Case study: Texas power grid
The devastating 2021 Texas power grid failure was a disaster for the state. In the aftermath of the disaster, the state 
reported more than two hundred deaths and up to $195 billion in damages.a The roots of the failure can be found in 
Austin’s energy regulation strategy, a unique approach that left it vulnerable to disaster and unable to withstand the 
shocks of increased demand.b

In the 1990s, the Texas state government decided to decentralize its grid, prioritizing a competitive, market-based 
system of transmission operators and energy retailers.c This resulted in lower energy prices for consumers but, with 
a desire to keep prices low, the companies operating the grid lacked incentives to invest in maintenance, upgrades, 
and general oversight. At the height of the crisis, 4.5 million customers were without power, and the grid was only 4.5 
minutes away from total failure.d

In the lead-up to the crisis, authorities flagged that the grid was not sufficiently winterized and lacked waterproofing that 
would allow it to withstand snow and ice.e Further exacerbating the crisis, the Texas grid operates independently of the 
power grids of other states. This is by design, minimizing the amount of federal oversight and regulation required, but 
also meant that the Texas grid was unable to withstand the impacts of the storms.

a. 	 Bryn Huxley-Reicher and Tony Dutzik, “Learning from the Texas Freeze: How Clean, Local Energy Can Build Resilience,” Frontier 
Group, February 1, 2022, https://frontiergroup.org/resources/learning-texas-freeze-how-clean-local-energy-can-build-resilience/.

b, c, d, e. 	 “2021 Texas Power Grid Failure—a Preventable Disaster,” Deitabase, University of Michigan, December 27. 2024, https://limos.engin.
umich.edu/deitabase/2024/12/27/2021-texas-power-grid-failure/.

https://frontiergroup.org/resources/learning-texas-freeze-how-clean-local-energy-can-build-resilience/
https://limos.engin.umich.edu/deitabase/2024/12/27/2021-texas-power-grid-failure/
https://limos.engin.umich.edu/deitabase/2024/12/27/2021-texas-power-grid-failure/
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Technology presents both a challenge and an opportunity. 
While digital advancements can enhance resilience, they also 
introduce new vulnerabilities, from cyber threats to the rapid 
spread of misinformation. Digital advancements can bols-
ter preparedness and response by enhancing early warning 
systems, improving crisis coordination, and securing supply 
chains. But they also introduce vulnerabilities that can under-
mine these efforts. 

Cyber threats pose one of the most immediate challenges to 
national resilience. The 2021 ransomware attack on the Colo-
nial Pipeline disrupted fuel supplies across the US east coast 
and highlighted the susceptibility of critical infrastructure to cy-
ber threats. And these threats are evolving under the direction 
of hostile states. China has been using advanced technolo-
gies and persistently attacking critical national infrastructure in 
democracies, specifically targeting communications, energy, 
and transportation systems. China’s Volt Typhoon operation 
has successfully compromised a range of US infrastructure.23 
And China is not alone in seeking to exploit cutting-edge tech-
nology to its advantage. For example, recent reports indicate 
that North Korea has established Research Center 227, a unit 
dedicated to developing offensive hacking technologies and 
programs, including those leveraging artificial intelligence 
(AI).24

Looking ahead, the resilience challenges posed by quantum 
computing could be even more profound. Advances in quan-
tum technology have the potential to break current encryption 

23.	 Richard Forno, “What Is Volt Typhoon? A Cybersecurity Expert Explains the Chinese Hackers Targeting US Critical Infrastructure,” 
Conversation, April 1, 2024, https://umbc.edu/stories/what-is-volt-typhoon-a-cybersecurity-expert-explains-the-chinese-hackers-
targeting-us-critical-infrastructure/. 

24.	 Lorenzo Franceschi-Bicchierai, “North Korea Launches New Unit with a Focus on AI Hacking, per Report,” TechCrunch, March 20, 
2025, https://techcrunch.com/2025/03/20/north-korea-launches-new-unit-with-a-focus-on-ai-hacking-per-report/. 

standards, threatening the security of financial systems, go-
vernment communications, and sensitive data. Democracies 
are already working on post-quantum cryptography to counter 
this risk, but the transition will take time, and adversarial actors 
could exploit weaknesses before defenses are fully in place.

Beyond the digital sphere, bioengineering and robotics intro-
duce entirely new dimensions of risk. Synthetic biology could 
be used to develop engineered pathogens, blurring the line 
between natural pandemics and deliberate biological threats. 
At the same time, advances in autonomous systems and robo-
tics could revolutionize warfare, raising concerns about weapo-
nized AI-driven systems operating beyond human control. The 
intersection of these scientific fields, quantum computing, AI, 
bioengineering, and robotics, presents unknown risks to resi-
lience and national security.

At a more basic level, public platforms and ubiquitous tech-
nology can be exploited to undermine resilience and crisis 
response. For example, the rapid spread of misinformation on 
social media platforms during crises can erode public trust and 
complicate effective responses, as seen during the COVID-19 
pandemic. Off-the-shelf drone technology has disrupted air 
travel and caused huge concern about reconnaissance and 
even weapon deployments against domestic targets.

To build true resilience, it is necessary to mitigate today’s tech-
nological threats, anticipate how emerging technologies will 
shape the future risk landscape, and fully understand how 
technology shapes both strengths and vulnerabilities. 

Technology as an enabler—and a threat—to resilience 

https://umbc.edu/stories/what-is-volt-typhoon-a-cybersecurity-expert-explains-the-chinese-hackers-targeting-us-critical-infrastructure/
https://umbc.edu/stories/what-is-volt-typhoon-a-cybersecurity-expert-explains-the-chinese-hackers-targeting-us-critical-infrastructure/
https://techcrunch.com/2025/03/20/north-korea-launches-new-unit-with-a-focus-on-ai-hacking-per-report/
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Resilience is a multi-layered ecosystem requiring participation 
at different levels of society, from individuals and communities 
to states and the international order. Each layer plays a dis-
tinct role in absorbing, adapting to, and recovering from dis-
ruptions, and resilience cannot be truly effective unless it is 
developed holistically across these levels.

At the individual level, resilience is shaped by psychological, 
social, economic, and genetic factors that determine how 
people respond to crises. Individuals with strong support 
networks, adaptive mindsets, and economic stability are bet-
ter equipped to withstand and recover from shocks. However, 
individual resilience does not exist in isolation; it is influenced 
by the structures and resources available within communities 
and broader systems.

Community resilience builds on this foundation by fostering 
social cohesion, local preparedness, and collective problem 
solving. Strong communities serve as the first line of response 
in crises, providing informal support networks that comple-
ment institutional responses. Yet, communities require policy 
support, infrastructure, and investment to maintain their ability 
to function under stress.

At the local and state levels, resilience depends on gover-
nance structures, coordination mechanisms, and resource 
allocation. Effective local resilience requires a well-integrated 
approach that ensures cities, states, and national authorities 
work together to mitigate risks. However, governance frag-
mentation often weakens resilience efforts, with responsibili-
ties split across institutions that might lack clear coordination. 

This is particularly evident in crisis response scenarios, in 
which local authorities—without national support—might lack 
the capacity or funding to act swiftly.

National resilience integrates all these layers, ensuring that 
resilience is not only built at the community level but is also 
embedded in national security strategies, economic policies, 
and infrastructure planning. This level of resilience requires 
governments to prioritize long-term risk reduction, balancing 
investment in critical infrastructure, cybersecurity, and strate-
gic reserves while maintaining the agility to respond to imme-
diate crises. However, as discussed earlier, short-term political 
incentives often hinder sustained investment, making national 
resilience a complex challenge.

Finally, international resilience reflects the reality that no na-
tion operates in isolation. Global crises—whether pandemics, 
cyberattacks, or geopolitical conflicts—demand coordinated 
responses across borders. Resilience at this level is shaped 
by alliances, multilateral cooperation, and shared risk-mana-
gement strategies. However, geopolitical tensions, economic 
competition, and diverging national interests often limit the ef-
fectiveness of global resilience efforts, making collaboration 
challenging even when threats are transnational.

All of these layers are interdependent; weakness at any le-
vel undermines the resilience of the whole. To create a truly 
resilient society, resilience must be treated not as a siloed 
concept but as a structural framework, integrating individuals, 
communities, governance, national security, and international 
cooperation into a unified approach to risk and preparedness.

The architecture of resilience

International

Individual

Federal and national

Local and state

Community

Figure 2. The layers of resilience
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Individual resilience: The foundation of  
national strength
At the heart of the AANSRI lies a simple truth: a nation cannot 
be resilient unless its people are resilient. Governments can 
build strong institutions, invest in infrastructure, and create po-
licies to mitigate risk, but the nation will remain vulnerable if 
individuals lack the capacity to withstand and adapt to crises. 
Individual resilience is not only about personal survival; it is 
the foundation upon which community, state, and national re-
silience are built. Without it, all other layers of resilience are 
compromised.

Resilience at the individual level is shaped by several key fac-
tors, including psychology, social support, practical security, 
and genetics. The resilience of the individual is inextricable 

from community resilience, of which aspects of social network 
support are covered in greater detail below.

Psychological resilience, which is often described as mental 
toughness or emotional endurance, determines how well indi-
viduals respond to stress, uncertainty, and trauma. Those with 
naturally adaptive mindsets, problem-solving skills, and emo-
tional regulation are more likely to navigate crises effectively. 
However, psychological resilience does not develop in isola-
tion; it is strengthened or weakened by social conditions and 
the availability of practical resources.

Despite the importance of individual resilience, it is often 
overlooked in national security and policy discussions. Go-
vernments tend to focus on macro-level resilience strategies, 
assuming that institutional strength will translate into societal 

Recommendations for future AANSRI projects

Case study: A national security  
analyst’s story 
For nearly a decade, Maya, a mid-career national se-
curity analyst, thrived in a high-stakes federal agency 
known for its demanding tempo and mission-critical 
work. Tasked with coordinating real-time intelligence 
during a rapidly escalating international crisis, she 
often worked fourteen-hour days in secure facilities, 
balancing classified briefings, urgent decision-ma-
king, and the weight of knowing that lives depended 
on timely, accurate analysis.

Over time, this cumulative stress began to take a 
toll. Maya experienced persistent insomnia, emotio-
nal detachment, and difficulty concentrating—early 
signs of burnout she initially ignored. In a field where 
stoicism is often mistaken for strength, seeking help 
felt risky. Still, she quietly reached out to her agen-
cy’s internal wellness team and was connected with a resilience coach through a pilot program developed for high-per-
forming staff in critical roles.

The intervention proved transformative. Maya learned tools drawn from cognitive behavioral science to manage stress 
and improve focus. She also joined a peer support group for national security professionals, in which she could speak 
candidly about her experiences for the first time. Through structured coaching and informal connection, she reframed 
her stress response from something shameful to something manageable—and even instructive.

With time and support, Maya returned to her role with renewed clarity and a deeper understanding of what sustainable 
performance looks like. She became a champion for integrating resilience practices into team workflows—advocating 
for debriefing rituals and flexible scheduling where possible, and encouraging early-career staff to use the wellness 
resources she once hesitated to explore.

Maya’s story underscores a core insight from resilience science: it’s not the absence of stress, but the presence of 
support, skills, and self-awareness that makes the difference. In mission-driven environments such as national security, 
where the cost of burnout is high and the stigma around seeking help remains, individual resilience is not a luxury—it’s 
a strategic imperative.

Scene from a live-fire exercise at Novo Selo Training Area 
(NSTA), a Bulgarian military facility used primarily by NATO 
forces. Source: US Department of Defense/Nathan Arellano 
Tlaczani.

PART 2: SHAPING THE RESPONSE
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resilience. But policies, strategies, and emergency plans are 
only as effective as the people who must implement and res-
pond to them. Without better understanding of, and invest-
ment in, the resilience of individuals through education, the 
United States is missing a vital piece of the puzzle.

A core argument of the AANSRI is that resilience must begin 
at the individual level. Strengthening individuals strengthens 
communities—which, in turn, reinforces local, national, and in-
ternational resilience. This initiative places individual resilience 
at the center of a national security conversation, recognizing 
that resilient nations are built from the ground up.

Strong individuals make strong nations  
RECOMMENDATIONS FOR THE AANSRI 

1.	 Conduct research on the drivers of individual resilience.

	◦ Develop and analyze case studies. Draw from 
both domestic (US) and international examples to 
compare resilience-building approaches across 
different cultural and policy contexts. 

	◦ Perform a comprehensive analysis of resilience 
factors.

	◦ Distinguish between innate psychological traits 
(e.g., temperament, cognitive flexibility, and gene-
tics) and external social influences (e.g., com-
munity, education, and institutional support) that 
enhance or hinder individual resilience.

	◦ Conduct targeted research interviews with profes-
sionals in high-stress fields where resilience is cri-
tical. This should include military and intelligence 
personnel, journalists operating in conflict zones, 
frontline medical staff (e.g., emergency room doc-
tors, paramedics, and disaster response teams), 
and humanitarian workers in crisis zones.

2.	 Build an evidence-based case for individual resilience. 

	◦ Quantify social and economic impacts. 
	◦ Commission research and economic modeling to 

assess the cost of low resilience (e.g., increased 
mental health issues, reduced workforce produc-
tivity, and greater reliance on government support 
in crises) and the economic and social benefits of 
resilience-building measures.

	◦ Integrate policy, using findings to advocate for 
policy shifts that recognize resilience as a strate-
gic asset, integrating it into education, workforce 
training, and public health initiatives.

3.	 Apply behavioral science to strengthen resilience. 

	◦ Analyze cross-sector behavior. 
	◦ Examine how behavioral science is used success-

fully in other policy areas (e.g., health, security, and 
disaster preparedness) and identify best practices.

	◦ Develop strategic implementation pathways with 
practical policy recommendations that could be 
implemented at national and state levels (e.g., pu-
blic awareness campaigns, resilience education in 
schools, and workplace stress-management poli-
cies) or by private-sector actors, particularly social 
media companies, to explore how digital platforms 
could foster resilience-building behaviors rather 
than exacerbating stress and division.

4.	 Highlight and elevate the voices of individuals who have 
been able to bounce forward from adversity to convey the 
importance of individual resilience to a general audience. 

	◦ The AANSRI could produce a Profiles in Resi-
lience video series that spotlights individuals in 
the national security community who have faced 
significant hardships or experienced especial-
ly challenging circumstances in the course of 
their work. Importantly, this series should aim to 
highlight the lessons in resilience interviewed par-
ticipants can draw from those experiences.

Resilient communities: The social core of 
national security
While individual resilience is the foundation of a resilient na-
tion, communities act as the first line of defense in times of 
crisis. A well-connected, engaged community can absorb 
shocks, adapt to disruptions, and recover more effectively 
than individuals acting alone. Community resilience is built on 
trust, local leadership, shared resources, and the ability to mo-
bilize quickly in response to emergencies.

Strong communities enhance resilience by providing mutual 
support networks that supplement government responses. 
Whether through informal networks of neighbors, faith-based 
organizations, or structured civil society groups, resilient com-
munities act as force multipliers in times of crisis.

Utilizing behavioral science
Strategic implementation pathways

Building an evidence-based case
Quantifying social 
and economic impact

Identifying research drivers
Case studies and 
professional interviews

Figure 3. Steps to elevate individual resilience to a national 
security priority
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However, communities face significant barriers to resilience, 
including economic disparities, political disengagement, and 
lack of local investment. In many cases, the most vulnerable 
communities are also the least equipped to prepare for, res-
pond to, and recover from crises. Governments often assume 
that resilience will develop organically. But without deliberate 
efforts to strengthen community capacity, social cohesion can 
quickly erode under stress.

25.	 A. J. Faas and Eric C. Jones, “Social Network Analysis Focused on Individuals Facing Hazards and Disasters,” in A. J. Faas and Eric 
C. Jones, eds., Social Network Analysis of Disaster Response, Recovery, and Adaptation (Oxford: Elsevier, 2017), 11–22, Jones.
Faas.2016_SNA.Of.Disaster.Response.Recovery.Adaptation-Front.Matter.pdf; Timothy J. Haney, “Fostering Recovery Through Social 
Connections,” Natural Hazards Center, February 17, 2023, https://hazards.colorado.edu/news/research-counts/fostering-recove-
ry-through-social-connections; Bonnie Khanh Ha Bui, Philip Anglewicz, and Mark J. VanLandingham, “The Impact of Early Social Sup-
port on Subsequent Health Recovery after a Major Disaster: A Longitudinal Analysis,” SSM Population Health 14 (2021), 1–6, https://
www.sciencedirect.com/science/article/pii/S2352827321000549?via%3Dihub; Chia-Fu Liu and Ali Mostafavi, “Network Dynamics of 
Community Resilience and Recovery: New Frontier in Disaster Research,” International Journal of Disaster Risk Reduction 123 (2025), 
https://www.sciencedirect.com/science/article/abs/pii/S2212420925003139.

Social resilience stems from the networks and relationships 
individuals rely on in times of crisis. Strong communities, fa-
mily ties, and support systems act as buffers, reducing the 
impact of external shocks. Studies on disaster recovery have 
consistently shown that individuals embedded in cohesive so-
cial networks (including digital networks) fare better than those 
who are isolated.25

Case study: Hurricane Katrina 
Elected government failed to adequately prepare 
the Gulf Coast for Hurricane Katrina. Combined with 
uneven recovery efforts, perceptions of resilience 
shifted the focus toward community-led recovery.a 
Responding to Katrina’s devastation truly took a vil-
lage—from actor Matthew McConaughey rescuing 
a local anesthesiologist and fifty stranded pets from 
a hospital without food or running water for seven 
days, to community groups uniting to rebuild schools 
after the storm left only 17 percent of New Orleans 
schools operational.b

Across the Gulf Coast, residents developed strong 
social bonds, creating resilient communities ready to 
support each other amid recurring disasters. Today, 
when storms strike neighboring areas, volunteer 
groups like the Cajun Navy mobilize swiftly, bringing personal “airboats, duck boats, fishing skiffs, and even kayaks” 
to perform search-and-rescue missions.c These efforts have proven vital, especially when rising waters trap people on 
rooftops. These efforts have proven vital, especially when rising waters trap people on rooftops.

One might assume residents of New Orleans and surrounding areas have become hardened after such significant loss, 
but the opposite has occurred. A profound sense of community support and empathy now characterizes the region, 
shaping both disaster recovery and everyday interactions. The resilience cultivated after Hurricane Katrina illustrates 
the extraordinary power of community ties in overcoming adversity.

a. 	 Alonzo L. Plough and Anita Chandra, “What Hurricane Katrina Taught Us about Community Resilience,” RAND, September 8, 2015, https://
www.rand.org/pubs/commentary/2015/09/what-hurricane-katrina-taught-us-about-community-resilience.html.

b.	 “Matthew McConaughey’s Diary,” Oprah, September 6, 2005, https://www.oprah.com/oprahshow/matthew-mcconaugheys-katrina-diary/
all; Rachel Morello-Frosch, et al., “Community Voice, Vision, and Resilience in Post-Hurricane Katrina Recovery,” Environmental Justice 4 
(2011), 71–80, https://s4.ad.brown.edu/Projects/hurricane/Katrina%20articles/Environmental%20Justice%202011.pdf. 

c.	 “The Mission of Cajun Navy Relief Is to Save Lives,” Cajun Navy Relief, last visited May 14, 2025, https://cajunnavyrelief.com/our-mission/; 
Monte Burke, “The ‘Cajun Navy’ Brings Its Fleet to Flooded Texas,” Garden and Gun, August 28, 2017, https://gardenandgun.com/articles/
the-cajun-navy-hurricane-harvey/. 

A barbershop in New Orleans, Louisiana, damaged by Hurricane 
Katrina in 2005. Source Unsplash/Carol M. Highsmith.

https://www.sjsu.edu/anthropology/docs/facultypublications/Jones.Faas.2016_SNA.Of.Disaster.Response.Recovery.Adaptation-Front.Matter.pdf
https://www.sjsu.edu/anthropology/docs/facultypublications/Jones.Faas.2016_SNA.Of.Disaster.Response.Recovery.Adaptation-Front.Matter.pdf
https://hazards.colorado.edu/news/research-counts/fostering-recovery-through-social-connections
https://hazards.colorado.edu/news/research-counts/fostering-recovery-through-social-connections
https://www.sciencedirect.com/science/article/pii/S2352827321000549?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S2352827321000549?via%3Dihub
https://www.sciencedirect.com/science/article/abs/pii/S2212420925003139
https://www.rand.org/pubs/commentary/2015/09/what-hurricane-katrina-taught-us-about-community-resilience.html
https://www.rand.org/pubs/commentary/2015/09/what-hurricane-katrina-taught-us-about-community-resilience.html
https://www.oprah.com/oprahshow/matthew-mcconaugheys-katrina-diary/all
https://www.oprah.com/oprahshow/matthew-mcconaugheys-katrina-diary/all
https://s4.ad.brown.edu/Projects/hurricane/Katrina articles/Environmental Justice 2011.pdf
https://cajunnavyrelief.com/our-mission/
https://gardenandgun.com/articles/the-cajun-navy-hurricane-harvey/
https://gardenandgun.com/articles/the-cajun-navy-hurricane-harvey/
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Resource stability is equally critical. Individuals living in po-
verty or financial precarity have fewer resources to absorb 
shocks, whether from job loss, health crises, or natural disas-
ters. This is not just about income; it includes access to edu-
cation, healthcare, and financial literacy, all of which determine 
an individual’s ability to plan, adapt, and recover. Local NGOs 
can play a critical role in meeting the resource gap for less 
well-equipped individuals.26 When a crisis manifests at a local 
level, faith-based organizations and other community groups 
are often vital in both preparedness and response activities.

Another major challenge is the fragmentation between local 
initiatives and national policies. While governments might 
have national resilience strategies, these do not always trans-
late into localized, community-driven preparedness efforts. 
Effective resilience building requires a bottom-up approach, 
in which national policies support and empower local leaders, 
grassroots organizations, and community-driven risk-reduction 
efforts.

The role of communities 
RECOMMENDATIONS FOR THE AANSRI 

Develop comparative case studies that examine successful 
community resilience models from the United States and 
internationally, identifying key factors that strengthen 
resilience across different social, economic, and governance 
contexts.

1.	 Map vulnerabilities to understand which geographical 
areas need the greatest additional support from outside. 

2.	 Conduct social research on strengthening community 
bonds. Explore what fosters strong, connected communi-
ties and how these factors contribute to community pre-
paredness (how social cohesion influences readiness for 
crises), crisis response capacity (how networks mobilize 
quickly when disasters strike), and long-term recovery 
(how social ties aid rebuilding efforts and reduce long-term 
vulnerabilities).

3.	 Investigate how formal and informal local leadership—such 
as mayors, faith leaders, neighborhood organizers, and bu-
siness leaders—supports resilience efforts.

	y Focus on which leadership traits and approaches en-
hance community preparedness and how leadership 
can be developed and encouraged at a grassroots 
level.

26.	 Adria R. Walker, “‘We Look after Our Neighbors’: How Mutual-Aid Groups Are Filling the Gaps after Hurricane Helene,” Guardian, 
October 6, 2024, https://www.theguardian.com/us-news/2024/oct/06/hurricane-helene-mutual-aid.

4.	 Develop strategic recommendations for state, national, 
NGO, and private-sector support.

	y Assess the most effective forms of external support. 
	y Identify what state, federal, and NGO interventions 

are most effective in enhancing community prepared-
ness for emergencies, supporting rapid response and 
recovery when crises occur, and empowering local 
communities rather than creating dependency.

5.	 Maximize impact through financial investment; research 
where funding and resources should be directed to gene-
rate the most significant national impact.

	y Assess if investment should focus on infrastructure, trai-
ning, social programs, or crisis communication systems.

	y Understand how financial incentives can encourage 
community-led resilience projects.

6.	 Leverage technology for resilience building to bridge the 
gaps between national direction and community resilience. 
Explore the role of digital tools and innovations in stren-
gthening resilience, including

	y early warning systems and crisis communication plat-
forms; 

	y social media and community apps for coordination 
during emergencies;

	y data-driven risk assessments to help communities 
prepare and adapt; and

	y the role of information and risk analysis at a community 
level. 

7.	 Develop tools to facilitate resilience literacy in  
communities.  

	y Explore how local communities access and interpret 
risk information most effectively.

	y Study how to promote better risk literacy among residents. 
	y Investigate what information (and information-sharing 

structures) would improve local preparedness and 
response. 

https://www.theguardian.com/us-news/2024/oct/06/hurricane-helene-mutual-aid
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Empowering state and local resilience:  
The operational frontline
Resilience at the local and state levels plays a critical role in 
connecting community-based preparedness efforts with natio-
nal security strategies. Local and state governments are usually 
the first to respond to crises, whether natural disasters, public 
health emergencies, or security threats.27 They serve as the 
operational backbone of resilience, coordinating between fe-
deral resources, private-sector actors, and local communities.

However, despite their central role, local and state govern-
ments often struggle with fragmented responsibilities, in-
consistent funding, and bureaucratic inefficiencies. Many 
resilience efforts suffer from a lack of coordination between 
different levels of government, with local and state actors fre-
quently left out of national security planning processes. If re-
silience is to be truly effective, local and state structures must 
be better integrated, properly resourced, and empowered to 
act decisively.

Under President Donald Trump’s administration, there has 
been a notable shift in disaster preparedness responsibilities 
from federal agencies to state and local governments. An exe-
cutive order signed on March 18, 2025, emphasizes that “pre-
paredness is most effectively owned and managed at the state, 
local, and even individual levels,” thereby reducing the Federal 
Emergency Management Agency’s (FEMA) direct involvement 
in disaster preparations.28 This policy change aims to empower 
local entities to make infrastructure decisions tailored to their 
specific needs, leading to more efficient use of resources. 

This transition has raised concerns about the capacity of state 
and local governments to shoulder increased responsibi-
lities without substantial federal support.29 Critics argue that 
diminishing FEMA’s role could leave communities vulnerable, 
especially those lacking the financial resources to invest in 
necessary infrastructure and preparedness measures. The 
executive order also calls for revising critical infrastructure 
policies to better reflect assessed risks, moving away from a 
generalized all-hazards approach. While this strategy seeks to 
streamline disaster preparedness, it might also result in dispa-
rities in readiness across different regions, depending on their 
individual risk assessments and resource allocations.30  New 

27.	 In the United States, most emergencies do not meet the threshold for a federal emergency declaration. To understand the federal 
disaster declaration process, see: “How a Disaster Gets Declared,” Federal Emergency Management Agency, last updated July 
22, 2024, https://www.fema.gov/disaster/how-declared. 

28.	 “Achieving Efficiency through State and Local Preparedness,” White House, March 18, 2025, https://www.whitehouse.gov/pre-
sidential-actions/2025/03/achieving-efficiency-through-state-and-local-preparedness/.

29.	 Andrea Shalal, “Trump Signs Order to Shift Disaster Preparations from FEMA to States, Local Governments,” Reuters, March 18, 2025, 
https://www.reuters.com/world/us/trump-signs-order-shift-disaster-preparations-fema-states-local-governments-2025-03-19/. 

30.	 Alex Fitzpatrick and Lucille Sherman, “How a FEMA Transformation Could Impact North Carolina,” Axios, March 20, 2025, https://
www.axios.com/local/raleigh/2025/03/20/fema-overhaul-north-carolina-impact. 

31.	 Jing Zhang, Timothy J. Keeler, and Jennifer L. Parry, “CFIUS Determines It Has No Jurisdiction over Fufeng Group’s North Dakota 
Corn Mill Project,” Mayer Brown, January 26, 2023, https://www.mayerbrown.com/en/insights/publications/2023/01/cfius-deter-
mines-it-has-no-jurisdiction-over-fufeng-groups-north-dakota-corn-mill-project. 

funding gaps resulting from a radical reduction of FEMA could 
take a long time to fill. State legislatures might not be able to 
act swiftly, which would incur significant interim risk.

Local and state resilience depends on  
four key pillars
1.	 Coordination and crisis response capacity	

	y Local and state governments must be able to act 
quickly and decisively in a crisis. However, many suffer 
from slow bureaucratic processes, unclear chains of 
command, and limited autonomy in decision-making. 
The ability to coordinate emergency response across 
multiple jurisdictions is essential for resilience.

2.	 Infrastructure and investment in risk reduction

	y Physical and digital infrastructure play major roles in 
resilience. Roads, energy grids, water systems, and cy-
bersecurity frameworks must be designed to withstand 
shocks and recover quickly. However, resilience 
investments often take a backseat to more immediate 
political priorities, leaving critical infrastructure vulne-
rable to failure.

3.	 Legislation and policy support

	y Effective resilience building requires strong policy 
frameworks at the state and local levels. Laws related 
to disaster preparedness, building codes, emergen-
cy funding, and information sharing can significantly 
enhance local resilience. However, many jurisdictions 
lack the authority or resources to enforce such policies 
consistently. For example, it has proved difficult to 
combat China’s efforts to purchase land near US and 
allied military bases because, at a local level, there is 
less access to intelligence or technical capability to 
identify and manage the risk.31

4.	 Public trust and community engagement	

	y State and local governments must engage the public 
in resilience efforts. Without clear communication and 
public trust, emergency response efforts can face 

https://www.fema.gov/disaster/how-declared
https://www.whitehouse.gov/presidential-actions/2025/03/achieving-efficiency-through-state-and-local-preparedness/
https://www.whitehouse.gov/presidential-actions/2025/03/achieving-efficiency-through-state-and-local-preparedness/
https://www.reuters.com/world/us/trump-signs-order-shift-disaster-preparations-fema-states-local-governments-2025-03-19/
https://www.axios.com/local/raleigh/2025/03/20/fema-overhaul-north-carolina-impact
https://www.axios.com/local/raleigh/2025/03/20/fema-overhaul-north-carolina-impact
https://www.mayerbrown.com/en/insights/publications/2023/01/cfius-determines-it-has-no-jurisdiction-over-fufeng-groups-north-dakota-corn-mill-project
https://www.mayerbrown.com/en/insights/publications/2023/01/cfius-determines-it-has-no-jurisdiction-over-fufeng-groups-north-dakota-corn-mill-project
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Case study: The Ohio Cyber Reserve  
In 2022, Ohio Governor Mike DeWine an executive 
order that directed the creation of a new, cabinet-le-
vel position of cybersecurity strategic advisor to 
guide the state’s cybersecurity efforts across agen-
cies, including the development of the Ohio Cyber 
Reserve (OhCR).a The OhCR was established under 
the Ohio Adjutant General, the executive branch of 
the Ohio state government that oversees the Ohio 
National Guard. The OhCR is an all-volunteer civi-
lian force organized around three missions—assist, 
educate, and respond—which all make the OhCR an 
agency responsive to cybersecurity issues around 
the state. Further complementing Ohio’s resilience 
to cyber threats was the creation of the Ohio Cyber 
Integration Center, which sits within the Ohio Adju-
tant General and coordinates the state’s responses 
to cyber threats, serving as a central hub and coordination center.b These initiatives, alongside the OhCR, all contribute 
to the state’s cyber resilience. They combine education and awareness with job creation and economic development 
to create a more resilient Ohio.

a.	 “Governor DeWine Appoints Kirk Herath as Cybersecurity Strategic Advisor,” Governor of Ohio, press release, April 26, 2022, https://
governor.ohio.gov/media/news-and-media/Governor-DeWine-Appoints-Kirk-Herath-as-Cybersecurity-Strategic-Advisor-04262022;  
“Our Mission,” Ohio Cyber Reserve, last visited May 14, 2025, https://ohcr.ohio.gov/about/. 

b.	 “Ohio Cyber Integration Center,” Cyber Ohio, last visited May 14, 2025, https://cyber.ohio.gov/priorities/ocic.

Members of the Ohio Air National Guard stage a cyber-themed 
photo session at Mansfield Lahm Air National Guard Base, 
Ohio. Source: US Department of Defense/Joseph Harwood.

resistance or confusion. Strengthening local resilience 
means ensuring that citizens understand their role and 
have confidence in their local leadership.

	y Despite their critical role, local and state resilience ef-
forts are frequently underfunded and under-prioritized. 

Local and state resilience 
RECOMMENDATIONS FOR THE AANSRI 

1.	 Map local resilience capacity and governance gaps.

	y Complete comparative analysis of local resilience 
governance. Conduct a multi-region study of how 
different state and municipal governments structure 
their resilience planning, funding, and crisis response. 
Identify best practices and key gaps in preparedness.

	y Develop a local-state resilience index. Create a stan-
dardized resilience index to measure preparedness, 
coordination capacity, and recovery effectiveness 
across different states and municipalities. This could 
serve as a tool for benchmarking and guiding resource 
allocation.

2.	 Design smarter national-to-local resilience strategies. 

	y Evaluate the 2025 executive order’s impact and analy-
ze the shifting balance of responsibilities from federal 
to state governments. Determine what practical policy 
and operational choices would support the drive to 
“streamline preparedness operations; update relevant 
Government policies to reduce complexity and . . . 
enable State and local governments to better unders-
tand, plan for, and ultimately address the needs of their 
citizens.”

	y Determine what functions can only be performed at 
the federal level (e.g., large-scale intelligence and 
strategic coordination) and where states can take 
greater responsibility.

	y Explore innovative financing models for local resi-
lience. Explore alternative funding mechanisms for re-
silience projects, including public-private partnerships 
(PPPs) for infrastructure resilience, municipal resilience 
bonds, and philanthropic and impact investment strate-
gies to support resilience initiatives.

https://governor.ohio.gov/media/news-and-media/Governor-DeWine-Appoints-Kirk-Herath-as-Cybersecurity-Strategic-Advisor-04262022
https://governor.ohio.gov/media/news-and-media/Governor-DeWine-Appoints-Kirk-Herath-as-Cybersecurity-Strategic-Advisor-04262022
https://ohcr.ohio.gov/about/
https://cyber.ohio.gov/priorities/ocic
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3.	 Optimize crisis coordination between state and local au-
thorities.

	y Understand lessons from past crisis responses by 
conducting case studies on successful and failed 
coordination efforts in state-level crises (e.g., hurri-
canes, cyberattacks, and wildfires). Identify systemic 
weaknesses and develop insights into what enables 
effective coordination.

	y Improve intelligence and resource-sharing mecha-
nisms by examining how state and federal agencies 
can ensure timely information sharing, particularly in 
rapidly evolving crises (e.g., cyber incidents, coordi-
nated attacks, and energy grid disruptions).

4.	 Simulate a malicious-origin cascading crisis affecting mul-
tiple states. While most crises occur naturally, the Colonial 
Pipeline cyberattack and other state-backed disruptions 
highlight the need to study threat-based resilience.

	y Develop a two-day resilience simulation. Design and 
execute a multi-stakeholder exercise engaging federal, 
state, and local authorities, community organizations, 
emergency responders, and defense, intelligence, and 
cybersecurity experts.

	y The simulation should test how cascading failures 
across sectors (e.g., energy, finance, transportation, 
and supply chains) impact state resilience and what 
coordination structures are most effective in mitigating 
impact. Expose any gaps in information sources, sys-
tem connections, policies and regulations, or practical 
support.

National leadership: The strategic architecture 
of resilience
At the national level, resilience is about ensuring that a 
country’s institutions, infrastructure, economy, and security ap-
paratus can withstand, adapt to, and recover from crises. Na-
tional resilience is the product of individuals, communities, and 
local and state efforts that are supported and enabled at the 
national level. This combined effort is the strategic backbone 
that enables societies to function under stress, whether facing 
economic shocks, cyber threats, political instability, natural di-
sasters, or military aggression.

However, governments often struggle to embed resilience into 
national security strategies in a meaningful way. The challenge 
lies in competing policy priorities, short-term political incen-
tives, and the difficulty of justifying resilience investments 
when crises are hypothetical rather than imminent. 

32.	 “China Earnings, Brazil’s Lula in Japan, Taiwan Defense Drills,” Nikkei Asia, March 23, 2025, https://asia.nikkei.com/Spotlight/Your-
Week-in-Asia/China-earnings-Brazil-s-Lula-in-Japan-Taiwan-defense-drills.

As the recent presidential executive order illustrates, much of 
what needs to be done sits outside of the federal and national 
government space. As the United States develops a new re-
silience strategy, it will be important to connect the dots with 
other areas of national security strategy, policy, and operations. 
Resilience work requires a fully collaborative and cross-cutting 
national approach. Understanding and clearly articulating and 
supporting the relative roles of partners at all layers of the resi-
lience architecture is a critical foundation to success. 

There will always be some strategic functions that must be 
performed at the center of government for the benefit of the 
whole nation.

1.	 Strategic risk management 

	y Governments must continuously assess and articulate a 
strategic understanding of risks, develop national strate-
gy, and set clear expectations about priority activities.

	y The national level also plays a critical role in unders-
tanding progress and adapting to events.

	y National governments can also inspire and engage ci-
vic efforts with effective communication strategies and 
exercises. (For example, Taiwan has civil defense drills 
to raise population awareness and preparedness.)32 

2.	 Border management and resilience

	y The federal government plays a unique role in se-
curing and managing the nation’s borders as a core 
function of national resilience. Effective border mana-
gement is essential for maintaining national soverei-
gnty, economic stability, and public safety. Unlike other 
levels of governance, only the federal government 
has the authority and resources to coordinate national 
border security strategy, enforce immigration laws, 
and protect critical infrastructure at ports of entry. This 
includes

	◦ identifying and managing transnational threats 
such as organized crime, human trafficking, drug 
smuggling, and adversary-led infiltration efforts; 

	◦ investing in infrastructure and technology; 
	◦ coordinating crisis response, including managing 

large-scale migration surges, health-related bor-
der threats, and disruptions to cross-border trade 
through coordinated federal action; and

	◦ leading intelligence integration and federal-state 
cooperation by, for example, strengthening infor-
mation sharing among federal agencies, state go-
vernments, and allied nations to enhance border 
security and crisis preparedness.

https://asia.nikkei.com/Spotlight/Your-Week-in-Asia/China-earnings-Brazil-s-Lula-in-Japan-Taiwan-defense-drills
https://asia.nikkei.com/Spotlight/Your-Week-in-Asia/China-earnings-Brazil-s-Lula-in-Japan-Taiwan-defense-drills
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3. Resilient infrastructure, supply, and manufacturing capability

	y The full picture of the resilience of critical infrastructure 
(energy grids, supply chains, water systems, digital 
networks, etc.) can only be brought together at a na-
tional level where gaps can be identified and direction 
set.

	y Macro industrial strategy can have major influence on 
core resilience priorities. For example, incentivizing do-
mestic manufacturing in key areas such as battery or 
semiconductor production, or energy production and 
storage, decreases reliance on politically or geogra-
phically unstable regions.33

33.	 Clare Duffy, “The Taiwan Earthquake Is a Stark Reminder of the Risks to the Region’s Chipmaking Industry,” CNN, April 4, 2024, 
https://www.cnn.com/2024/04/03/tech/taiwan-earthquake-risks-semiconductor-chip-industry-tsmc/index.html. 

4. Political stability and institutional resilience

	y Resilience is not just about physical assets; it also 
depends on the strength of (and trust in) democratic 
institutions, governance structures, and public trust in 
leadership. 

Case study: Japan’s earthquake program  
Japan has a deeply embedded culture of resilience 
that began with the Great Kanto Earthquake of 1923, 
which left approximately 140,000 people dead.a In the 
aftermath, Japan recognized the necessity of funda-
mentally reshaping its infrastructure, its national psy-
che, and its approach to disaster preparedness.

Japan crafted a comprehensive blueprint for ear-
thquake resilience. The Japanese government es-
tablished “Disaster Prevention Day” on September 
1 of each year, commemorating the Great Kanto 
Earthquake and reinforcing collective memory and 
preparedness by requiring schools, businesses, and 
communities to participate in earthquake and tsu-
nami drills. These regular drills are more than just 
procedures—they serve to ingrain a mindset of rea-
diness into every individual, reinforcing Japan’s communal responsibility in disaster response.

The magnitude 9.0 earthquake of 2011, known globally for its catastrophic tsunami and subsequent Fukushima nuclear 
plant disaster, was another pivotal moment.b Despite Japan’s advanced preparedness, the event exposed critical vulne-
rabilities. In response, Japan once again adapted by enhancing tsunami early warning systems, increasing the number 
of emergency shelters, establishing a National Resilience Promotion Headquarters to coordinate resilience-building 
efforts across government sectors, and implementing the Fundamental Plan for National Resilience, which promotes pu-
blic-private partnerships to mitigate risks.c Japan’s continuous evolution of disaster preparedness strategies, combined 
with community-wide participation, has created a culture in which resilience is not just practiced but lived.

a.	 “Tokyo-Yokohama Earthquake of 1923,” Britannica, last visited May 14, 2025, https://www.britannica.com/event/Tokyo-Yokohama-earth-
quake-of-1923. 

b.	 Jingbao Zhu, et al., “Threshold-Based Earthquake Early Warning for High-Speed Railways Using Deep Learning,” Reliability Engineering 
& System Safety 250 (2024), https://www.sciencedirect.com/science/article/abs/pii/S0951832024003405?via%3Dihub. 

c.	 “National Resilience Promotion Headquarters,” Prime Minister’s Office of Japan, April 1, 2025, https://japan.kantei.go.jp/103/ac-
tions/202504/01kokudo.html; “Fundamental Plan for National Resilience for Building a Strong and Flexible Country,” Government of 
Japan, December 14, 2018, https://www.cas.go.jp/jp/seisaku/kokudo_kyoujinka/en/fundamental_plan.pdf.

Elementary school students in Tokyo wear padded safety hoods 
during an earthquake drill on. Source: REUTERS/Toru Hanai.

https://www.cnn.com/2024/04/03/tech/taiwan-earthquake-risks-semiconductor-chip-industry-tsmc/index.html
https://www.britannica.com/event/Tokyo-Yokohama-earthquake-of-1923
https://www.britannica.com/event/Tokyo-Yokohama-earthquake-of-1923
https://www.sciencedirect.com/science/article/abs/pii/S0951832024003405?via%3Dihub
https://japan.kantei.go.jp/103/actions/202504/01kokudo.html
https://japan.kantei.go.jp/103/actions/202504/01kokudo.html
https://www.cas.go.jp/jp/seisaku/kokudo_kyoujinka/en/fundamental_plan.pdf
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The role of national resilience 
RECOMMENDATIONS FOR THE AANSRI 

1.	 Develop a strategic risk product to prioritize national resi-
lience efforts.

	y To support the development of the new US risk 
register—a public document that outlines the US 
government’s assessment of risks facing the nation— 
compare approaches to comprehensive strategic risk 
products that map, compare, and prioritize different na-
tional security risks (both threats and hazards) in a way 
that informs whole-of-government decision-making.34

	y Develop practical policy recommendations for how a 
consolidated national risk framework could drive better 
choices and more coherent resilience planning across 
agencies and stakeholders.

34.	 As announced in the Trump administration’s March 15 executive order. See: “Achieving Efficiency through State and Local Preparedness.”

2.	 Embed resilience in national security strategy.

	y Investigate the role of resilience in deterrence, ex-
ploring whether adversaries are less likely to exploit 
vulnerabilities in highly resilient societies.

	y Determine what a resilient nation looks like and how 
a government knows that progress is being made. 
Develop a national resilience index that compares 
likeminded countries, offering a benchmark for achie-
vement.

	y Explore options for implementing national resilience 
goals (learning from other top-down, cross-cutting 
policy imperatives such as the Baltic states’ whole-of-
society resilience policies.)

An electrical transformer station in Galveston, Texas. Source: REUTERS/Reginald Mathalone, NurPhoto.
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3.	 Enhance government levers to strengthen infrastructure 
resilience.

	y Investigate how the state can better deploy regu-
latory mechanisms, incentives, and public-private 
partnerships that could accelerate adaptation in critical 
infrastructure, rather than relying solely on federal 
mandates and funding.

	y Generate innovative options for transferring resilience 
responsibilities away from the federal government.

	y Explore how legal and policy tools (for example, tax 
incentives, zoning laws, and procurement strategies) 
can be used to embed resilience requirements into 
infrastructure projects.

4.	 Harness new technologies for national resilience.

	y Bring together an advisory team to discuss how AI and 
emerging technologies can be introduced at a national 
level to enhance resilience (including by supporting 
state and local areas) through predictive risk modeling, 
crisis response automation, and real-time decision 
support.

5.	 Building critical skills, supplies, and industry capacity.

	y Learn from Ukraine what national-level influence can 
be exerted now to ensure that the United States can 
pivot in response to future demands.

	y Conduct an analysis of national skills and manufac-
turing capabilities, identifying gaps that could hinder 
rapid adaptation to new resilience challenges such 
as supply chain disruptions, pandemics, or emerging 
cyber threats.

	y Develop recommendations for how governments in 
free-market economies can build domestic capacity in 
critical industries.

6.	 Develop crisis simulation, scenario planning, and crisis an-
ticipation.

	y Design practical resilience audit stress tests for 
governments, like financial stress tests, to evaluate 
national preparedness across multiple risk domains.

	y Investigate how national crisis simulations can be 
improved and made more accessible and engaging for 
the public. Determine what role technology and game 
culture could play in this. Decide what practical recom-
mendations could be made to support governments in 

35.	 As previously recommended by Franklin Kramer. Franklin D. Kramer, “Effective Resilience and National Strategy: Lessons from 
the Pandemic and Requirements for Key Critical Infrastructures,” Atlantic Council, October 2020, https://www.atlanticcouncil.org/
wp-content/uploads/2020/10/Effective-Resilience-Latest.pdf. 

36.	 Elizabeth Braw, Goodbye Globalization: The Return of a Divided World (New Haven, CT: Yale University Press, 2024). 

ensuring that planning goes beyond singular, expected 
risks to prepare for cascading and concurrent crises.

	y Assess how data-driven modeling and predictive ana-
lytics can improve early warning systems and real-time 
crisis management.

7.	 Explore mechanisms for better bipartisan cooperation on 
resilience.

	y Conduct a feasibility study looking at how to gene-
rate more effective political consensus on long-term 
resilience. Examine how a new Resilience Commission 
(comprising members of the executive branch, legisla-
tive branch, state and local governments, the private 
sector, and academia) might work.35

8.	 Contextualize the national role in border and transnational 
resilience. 

	y Develop a framework and conduct comparative 
assessments of border region resilience and state 
capability levels to map sub-national resilience.

	y Analyze how border and non-border regions manage 
shared pressures, with a focus on improving interstate 
or interprovincial information sharing in both federal 
and non-federal systems.

Examine the evolving role of private-sector actors in deploying 
border surveillance and detection technologies (e.g., AI, bio-
metrics, and drones), and their implications for governance, 
ethics, and effectiveness.

International resilience: Rewiring cooperation 
for a riskier world
No resilient nation is formed in isolation. Although many of the 
globalized practices on which the free world has come to rely 
can be adapted to an era of greater self-reliance, US allies 
and partners are still experiencing globalized risks.36 In addi-
tion to international terrorism and weapons proliferation, cyber 
threats, pandemics, climate change, and geopolitical instabi-
lity are all borderless in nature and international resilience has 
become increasingly critical to any response. While countries 
might build strong abilities to develop domestically, their abi-
lity to withstand crises often depends on global supply chains, 
multilateral institutions, and strategic alliances.

Global resilience is often the weakest link in the resilience 
chain. Nations operate with competing interests, sovereignty 
concerns, and economic rivalries, making it difficult to develop 
cohesive, international strategies for resilience building. Multi-
lateral organizations—such as the United Nations, NATO, and 

https://www.atlanticcouncil.org/wp-content/uploads/2020/10/Effective-Resilience-Latest.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2020/10/Effective-Resilience-Latest.pdf
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the G7—play a role in shaping resilience frameworks, yet coor-
dination remains inconsistent and enforcement mechanisms 
are often weak. Countries such as China and Russia that are 
seeking to undermine US resilience are often in the room and 
influencing events. The United States needs to rethink how its 
allies work together, plan together, and build resilience among 
democracies.

Much of the decision-making and investment in resilience at 
an international level is undertaken by the private sector and 
driven by commercial motivations. Binding the private sector 
into resilience efforts is a critical challenge facing democratic 
governments also seeking to enable free-market economies.

Understanding the risks the US faces can also be greatly en-
hanced by partnership with other nations, whether focused on 
threats or hazards.

The role of international collaboration in 
developing resilience

Alliances 
Military and economic alliances, such as NATO and the Five 
Eyes intelligence network, offer shared security frameworks 
that can enhance domestic resilience through collective de-
fense and intelligence sharing. However, these alliances were 
primarily designed for traditional security objectives rather 
than resilience-specific cooperation. Their current engage-
ment with emerging risks such as climate change, pandemics, 
and cyber threats reflects an ongoing evolution, rather than a 
foundational mandate. The degree to which resilience coor-
dination is embedded in these partnerships varies, with many 
focusing on reactive capabilities rather than proactive pre-
paredness. Critical national infrastructure is often owned and 

Case study: NORDEFCO, from military 
partnership to advancing societal resilience   
The Nordic Defence Cooperation (NORDEFCO) was 
established in 2009, bringing together Sweden, 
Finland, Denmark, Norway, and Iceland to jointly en-
hance the defense and of these nations. NORDEF-
CO is, first and foremost, a vehicle to advance de-
fense collaboration and works to strengthen the civil 
resilience of its member states through the Haga I 
and Haga II processes.a 

The five Nordic nations share a close history, simi-
lar languages, and a shared culture, making coope-
ration among them easy and natural. In its first five 
years, the Haga process focused on a variety of ad 
hoc topics that represented the national interests 
of each host nation. Topics ranged from preventing 
wildfires to strengthening search and rescue capa-
bilities to bolstering the shared inventory of Nordic states responding to disasters.b 

The second Haga meeting in 2013 resulted in the development of two cross-cutting studies. The first called for a 
wide-ranging audit of areas for relevant cooperation, identifying strategic priorities and areas for development.c The 
second study focused on the necessary conditions and obstacles to enhance the ability of Nordic personnel to work 
and deploy assets in another state as needed to respond to crises.  

In 2019, the relevant Nordic ministers furthered the Haga I and Haga II declarations by redefining the original declara-
tion’s goals and focus.d The new Nordic priority areas from 2019–2021 were coordination on forest fires and wildfires; 
enhancing cooperation on chemical, biological, radiological, and nuclear weapons; and driving coordination on emer-
gency communications. Identified future areas for cooperation include civil-military cooperation, hybrid threats, and the 
importance of the Nordic/Arctic region.e The Haga declarations have allowed the Nordic nations to advance civil and 
societal resilience and bolstered their security, strength, and ability to withstand shocks and adapt to future conditions.

a.	 Ann-Sofie Dahl, “NORDEFCO and NATO: ‘Smart Defence’ in the North,” NATO, May 2014, https://www.files.ethz.ch/isn/180890/rp_101.pdf. 

b, c.	 Alyson JK Bailes and Carolina Sandö, “Nordic Cooperation on Civil Security: The ‘Haga’ Process 2009–2014,” Swedish Defence Re-
search Agency, October 2014, https://foi.se/rest-api/report/FOI-R--3944--SE. 

d, e.	 “Nordic Cooperation,” Swedish Civil Contingencies Agency, last updated April 29, 2025, https://www.msb.se/en/about-msb/internatio-
nal-co-operation/nordic-co-operations/#:~:text=The%20’Haga’%20cooperation,and%20crises%20and%20restoring%20functionality. 

A Finnish soldier sits atop an armored vehicle during a military 
exercise near Hetta, Finland, involving Finnish and Swedish 
forces. Source: REUTERS/Leonhard Foeger.

https://www.files.ethz.ch/isn/180890/rp_101.pdf
https://foi.se/rest-api/report/FOI-R--3944--SE
https://www.msb.se/en/about-msb/international-co-operation/nordic-co-operations/#:~:text=The 'Haga' cooperation,and crises and restoring functionality
https://www.msb.se/en/about-msb/international-co-operation/nordic-co-operations/#:~:text=The 'Haga' cooperation,and crises and restoring functionality
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operated by private entities that do not usually have a seat at 
the table in nation-nation conversations. 

While multilateral alliances remain critical to building national 
resilience, recent shifts in US policy emphasize a more bilate-
ral and results-driven approach to security cooperation. Tra-
ditional alliances provide valuable frameworks, but they are 
often slow to adapt, constrained by bureaucratic inefficiencies, 
and susceptible to diverging national interests. In contrast, di-
rect bilateral partnerships allow for more agile, interest-based 
cooperation, ensuring that resilience efforts deliver tangible 
outcomes rather than being diluted by multilateral consensus 
building.

The challenge is to balance this bilateral model of resilience 
building with broader alliance structures, ensuring that the 
United States remains engaged in cooperative security while 
avoiding overreliance on institutions that might lack enforce-
ment mechanisms or strategic alignment.

Global supply chains and economic  
interdependence
Supply chain security has emerged as a critical dimension 
of economic resilience, particularly in relation to strategic re-
sources such as semiconductors, rare earth elements, food 
supplies, and energy. International trade relationships and glo-
bal production networks can act as resilience multipliers by 
providing redundancy and flexibility. At the same time, these 
networks introduce systemic vulnerabilities, as demonstrated 
by disruptions stemming from the COVID-19 pandemic, geo-
political tensions, and armed conflict. The same structures that 
enable diversification can amplify shocks, depending on their 
concentration risks and governance mechanisms.

Multilateral governance and global crisis response
Global institutions such as the United Nations, World Health 
Organization, and World Bank play significant roles in coor-
dinating international responses to crises. Their capacity to 
support resilience at the national level depends on mandates, 
resourcing, and institutional agility. Mechanisms like emergen-
cy funding or technical assistance are useful in supporting less 
well-equipped member states, but institutional effectiveness is 
uneven and often constrained by political fragmentation and 
bureaucratic inertia. In contrast, regional organizations like the 
European Union and Association of Southeast Asian Nations 
have demonstrated more targeted resilience-building efforts 
within their jurisdictions, highlighting the potential of geogra-
phically or politically proximate frameworks to drive coordi-
nated action.

Cybersecurity and information resilience
Digital infrastructure, data integrity, and information flows re-
present transnational domains in which resilience challenges 
are intensifying. Cyberattacks, disinformation campaigns, and 
AI-driven threats often transcend borders and operate below 
traditional thresholds of conflict. While initiatives such as the 

Paris Call for Trust and Security in Cyberspace reflect growing 
international concern, the absence of binding frameworks or 
enforcement mechanisms has resulted in a fragmented glo-
bal cyber landscape. National-level security priorities continue 
to dominate, often limiting the scope for sustained internatio-
nal cooperation. As interdependencies deepen, the tension 
between sovereignty and collective resilience remains a defi-
ning characteristic of the cybersecurity environment.

International work 
RECOMMENDATIONS FOR THE AANSRI 

1.	 Assess gaps in multilateral resilience frameworks and de-
velop solutions. 

	y Resilience strategies will need to integrate both al-
liance-based and bilateral mechanisms to ensure that 
security cooperation remains adaptable, effective, and 
aligned with national interests.

	y Analyze existing multilateral resilience efforts (e.g., the 
UN, Organisation for Co-operation and Development, 
NATO, the G7, or the D10 initiative) to identify where 
coordination, policy frameworks, or operational capa-
city are lacking.

	y Develop recommendations for how existing alliances 
and institutions could be adapted to include practical 
resilience-building programs, reducing the need for 
entirely new structures. 

	y Understand if multilateral institutions actually adapt to 
the increasing speed and complexity, or if there is an 
alternative mechanism that could work. 

	y Contextualize past multilateral resilience responses, 
identify the structural barriers slowing resilience coor-
dination, and highlight such areas for reform.

2.	 Explore ways to streamline decision-making and inte-
grate faster, more flexible collaboration models, including 
whether more flexible coalitions could be managed under 
a new agile mechanism (a Democratic Resilience Alliance) 
driven by the United States. 

	y Define objectives, mode of operation, potential bene-
fits beyond separate bilateral strands.

	y Assess how such an alliance would differ from existing 
forums (e.g., private-sector involvement as a critical 
partner).

	y Investigate potential mechanisms for joint crisis res-
ponse, data sharing, and policy alignment.

3. Develop a prioritized global resilience agenda for  
democracies.

	y Identify key resilience priorities (e.g., supply chain 
security, cyber defense, infrastructure protection, and 
countering economic coercion) and analyze where 
bilateral agreements can deliver faster, more targeted 
outcomes.
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	y Assess how governments, multilateral institutions, and 
the private sector can collaborate on these priorities in 
new ways and outside of slow bureaucratic systems. 

	y Elevate cross-cutting issues, such as press freedom, 
through public convenings that raise awareness and 
build support for resilience as a cornerstone of US 
international leadership. The AANSRI is already advan-
cing such efforts through its Reporters at Risk event 
series.

	y Investigate how private-sector actors such as insu-
rers, technology firms, and logistics providers can be 
integrated into national and international resilience 
strategies.

4. Strengthen global risk-sharing and crisis-response  
mechanisms.

	y Explore risk-sharing agreements among likeminded 
nations, ensuring that critical supplies and disaster-res-
ponse capabilities can be deployed efficiently across 
borders.

	y Assess the feasibility of joint stockpiles for critical 
resources (such as medical supplies and pande-
mic-response materials), strategic energy reserves for 
democratic states, and cybersecurity response teams 
and shared intelligence operations. 

	y Examine models for multinational rapid-deployment 
crisis-response units, ensuring that democracies can 
assist each other quickly in cyber, climate, or supply 
chain disruptions.

37.	 Franklin D. Kramer, et al., “Toward Resilience: An Action Plan for Taiwan in the Face of PRC Aggression,” Atlantic Council, July 
2024, https://www.atlanticcouncil.org/wp-content/uploads/2024/07/Toward-resilience-An-action-plan-for-Taiwan-in-the-face-of-
PRC-aggression.pdf. 

5. Learn from global exemplars in resilience.

	y Identify nations or regions that have pioneered inno-
vative resilience strategies, analyzing best practices 
such as Taiwan’s advances in resilience in response 
to persistent and broad Chinese aggression, Japan’s 
earthquake preparedness and response framework, 
the Netherlands’ flood-resilience and water-manage-
ment strategies, Singapore’s approach to food security 
and urban resilience, and the Scandinavian models of 
energy resilience and crisis preparedness.37 

	y Assess how these models can be adapted for broader 
resilience strategies, ensuring that lessons from na-
tional resilience pioneers are shared among govern-
ments and international organizations.

	y Explore how cities might be working collaboratively on 
resilience at a sub-national level. 

6. Advance data-driven resilience strategies at a global level.

	y Investigate the feasibility of a global resilience da-
ta-sharing framework, ensuring that governments and 
institutions have access to real-time risk intelligence.

	y Develop predictive analytics models for resilience 
assessment, using AI and big data to track emerging 
risks across US allies and partners.

	y Assess how governments can integrate resilience-fo-
cused AI tools into national and global crisis-mana-
gement strategies, ensuring that AI-driven insights 
enhance, rather than complicate, resilience efforts.

https://www.atlanticcouncil.org/wp-content/uploads/2024/07/Toward-resilience-An-action-plan-for-Taiwan-in-the-face-of-PRC-aggression.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2024/07/Toward-resilience-An-action-plan-for-Taiwan-in-the-face-of-PRC-aggression.pdf
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Conclusion
This report argues that resilience must be treated as a core 
pillar of national and international security alongside defense, 
diplomacy, and economic strength. Democratic societies are 
already under sustained national security pressure. These 
challenges are not distant and hypothetical, they are already 
affecting our daily lives. The volume, complexity, and diver-
sity or risk is growing, and the potential for interconnected, 
concurrent and cascading shocks has increased. Resilience is 
now a strategic necessity and a proactive national asset.

Countries on the front line like as Ukraine, Taiwan, and Finland 
demonstrate how sustained leadership, public engagement, 
and long-term investment in resilience can significantly stren-
gthen a nation’s capacity to endure disruption. Their models 
are not directly transferable; each is rooted in distinct histories, 
geographies, and political cultures, but they offer valuable in-
sights for other democracies. There is much to learn through 
mutual exchange: not just about institutions and systems, but 
about how societies prepare their people for uncertainty and 
respond when disruption escalates into full-blown crisis. There 
is a window of opportunity for the US and allies to consciously 
invest in building ‘resilience power’ in anticipation of mounting 
risks. There is still time to shape the future more proactively 
rather than be forced to react to shocks from a position of 
weakness.

Much has already been done to strengthen resilience across 
allied nations, from new legislative frameworks and emergen-
cy protocols to expanded public awareness and civic engage-
ment. But there is more to do. That starts with recognizing that 
resilience is built from the ground up, anchored in the strength 
of individuals whose psychological, social, and economic well-
being forms the bedrock of national capability. It will require 
diligence, national leadership, and a long-term commitment.

The Adrienne Arsht National Security Resilience Initiative will 
focus its next phase of work on four priorities: advancing re-
search into individual and community resilience; exploring op-
portunities to embed resilience in policy and planning across 
sectors; convening leaders and equipping them with practical 
tools for resilient governance; and amplifying public unders-
tanding of resilience as a strategic imperative.

The security of the United States and the free world will in-
creasingly depend not only on our ability to deter threats and 
project power externally, but on our ‘resilience power’; our 
capacity to withstand disruption, adapt under pressure, and 
bounce forward stronger.



Resilience first: Strengthening individuals, securing the United States, and protecting the free world

28ATLANTIC COUNCIL

Adaptability: The quality of being able to adjust to new, sometimes adverse, conditions with agility. 

Adversarial powers: Nation-states actors that seek to undermine democracy, freedom, and free-market liberalism (i.e., Russia, 
China, Iran, and North Korea). 

Community bonds: The factors that foster strong, connected communities. This social cohesion influences readiness for crises, 
dictates how networks mobilize when disasters strike, and explains how social ties aid rebuilding efforts and reduce long-term 
vulnerabilities.

Critical infrastructure: Vital sectors for day-to-day functioning of a society such as energy, telecommunications, water systems, 
transportation, healthcare, space systems, and information technology infrastructure. Threats to these systems from adversaries 
would disrupt basic functioning and erode public trust.

Enabler (of resilience): A key attribute or condition that allows or facilitates reliance for an individual, society, or system.

External circumstances: Facts or conditions that are outside of an individual’s control (e.g., early childhood experiences, educa-
tion, community ties, and exposure to adversity) that influence their ability to respond to shocks. 

Fragmentation: Limited coordination, especially between state and local institutions and national governments, that creates 
nonaligned and misaligned priorities during crisis response. This lack of unity can make it harder to anticipate, prevent, and 
respond effectively to crises.

Resilience: The ability of individuals, societies, and systems to anticipate, withstand, recover from, adapt to, and bounce forward 
from shocks and disruptions.

Resilience power: Internal cohesion in a society, built on mutual trust, that allows a society to work in lockstep in the face of 
internal or external threats. Resilience power is a key pillar of national security.

Risk: A potential situation that exposes a person or society to danger. Calculating the level of risk involves assessing the combi-
nation of the likelihood of this situation coming about (e.g., the level of vulnerability, any mal intent, and predictive data) together 
with the level of impact it would have (e.g., personal, economic, well-being, and security).

Sovereignty: A government’s ability to rule itself. 

Glossary
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