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NATO faces significant new gaps in energy interoperability, but allies’ commitment to increase defense
spending presents a pivotal opportunity for the Alliance to fix these deficits and ensure operational success.

4
B Introduction

At the recent summit in The Hague, NATO
allies committed to increase defense spen-
ding to 5 percent of gross domestic pro-
duct (GDP) by 2035, including a dedicated
1.5-percent allocation to protect critical
infrastructure. This provides a unique and
pivotal opportunity to address two of the
most pressing issues facing NATO: energy
security and interoperability. Russia’s war in
Ukraine and its ongoing systematic attacks
on Ukraine’s energy infrastructure exposed
energy systems as viable targets and strate-
gic vulnerabilities, which, if damaged, can
paralyze civilian, commercial, and military
operations!

NATO’s challenge is to guide Alliance-wide
energy interoperability without dictating
national energy choices. It must strike a
balance between supporting flexibility and
driving convergence where mission assu-

rance depends on it. To facilitate this, NATO
must consider developing standards at an
operational level that national leaders can
address and that can help drive civilian and
military infrastructure development, as well
as weapons and equipment development
and procurement.

Energy interoperability is a critical opera-
tional imperative for NATO forces in an era
of hybrid warfare and contested environ-
ments. NATO forces face significant ener-
gy-related operational constraints: Military
transport and host-nation support often
rely on civilian contracts and commercial
energy systems.? The transition from fossil
fuel standardization under the Single Fuel
Concept to a fragmented landscape of
electric vehicles (EVs), hydrogen systems,
and hybrid technologies has created new
interoperability gaps.?

National energy transitions are contributing
to this fragmentation, proceeding in parallel
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NATO commits to an allocation of 1.5 percent GDP to protect critical infrastructure at The Hague Summit.

Source: NATO, www.act.nato.int/article/nato-summit-2025.

rather than in coordination, with the US military pursuing hy-
brid-electric vehicles while European forces emphasize hy-
drogen fuel cells.* This divergence, combined with the proli-
feration of proprietary defense technologies, might ultimately
undermine NATO’s collective operational effectiveness. The
2025 Hague Summit Declaration’s commitment to allocate 1.5
percent of GDP to resilience and infrastructure offers a poten-
tial opportunity to address these challenges.®

This paper explores NATO’s energy interoperability challenge
as both an operational requirement and a strategic imperative.
It argues that without harmonized energy systems—including
fuel standards, power interoperability, and common infrastruc-
ture guidance—NATO cannot fully execute Article 5 operations.
With forces such as the Allied Reaction Force (ARF) expected
to deploy rapidly into contested and energy-degraded envi-
ronments, energy resilience is no longer just about supply—it

is about interoperability, survivability, and flexibility across the
battlespace.

In this paper, the authors recommend several actions: eleva-
ting and centralizing energy planning within NATO; embed-
ding energy interoperability into the NATO defense planning
process; supporting coordination among governments to de-
velop national policies on energy security that support energy
interoperability; supporting and operationalizing Article 3 to
build increased energy security and interoperability based on
the 2025 Hague Declaration; and building increased focus on
military energy system interoperability both within the defense
sector and between the defense and civilian sectors.

4. Joshua D. Simulcik, Fabian E. Villalobos, and Morgan D. Bazilian, “Electrification of the Joint Force: Challenges and Opportunities
for Competition in the Pacific and Arctic Theaters,” Electricity Journal 38, 1(2025), https://www.sciencedirect.com/science/article/

pii/S104061902500003X.

5. “The Hague Summit Declaration,” NATO, June 25, 2025, https://www.nato.int/cps/en/natohg/official_texts_236705.htm.
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Refocusing on the energy interoperability
challenge

The ability of NATO forces to sustain prolonged operations,
defend strategic assets, and maintain mission readiness is in-
creasingly reliant on secure, resilient, and interoperable ener-
gy systems. This need has become more urgent as modern
warfare grows more electrified and data driven, encompassing
everything from drones and ISR (intelligence, surveillance, and
reconnaissance) to digital communications, mobile command
units, and, increasingly, military vehicles. Historically, NATO’s
energy security focus was rooted in national infrastructure
and liquid fuel logistics. However, in the context of evolving
threats—including hybrid warfare, cyberattacks, and attacks
on critical energy infrastructure—energy security has become
not only a national security priority but a key enabler of joint
operational capability.

While NATO has long identified energy security as a critical
element of national security, the resilience of Europe’s ener-
gy sector was called into deep question after Russia’s full-
scale invasion of Ukraine. The disruption to, and sanctions
on, Russia’s energy supplies to Europe—which accounted for
40 percent of the natural gas for European electricity and 29
percent of Europe’s crude oil imports—showed the weakness
in the European energy system and forced rapid development
of alternatives.® The near-constant attacks on Ukraine’s ener-
gy infrastructure have further highlighted the importance of,
and risk to, NATO’s energy infrastructure and the massive im-
pact this disruption has on deployed combat forces.

The recent Hague Summit Declaration to increase defense
spending patrtially reflects recognition of this new energy rea-
lity. Importantly, Article 3 of the NATO Charter—which requires
nations to “maintain and develop their individual and collec-
tive capacity to resist attack”—has emerged as an operational
linchpin. In practice, Article 3 means that civil and commercial
infrastructure must be interoperable with military needs across
the Alliance’

Maintaining interoperability, however, is increasingly challen-
ging as countries address their national energy concerns.

Enhancing NATO’s operational readiness through energy interoperability

The branching of national energy infrastructure development,
when viewed through the lens of current and active targeting
of energy infrastructure in hybrid warfare, threatens NATO’s
ability to conduct sustained joint operations. Without coordi-
nated and compatible energy systems, NATO nations’ forces
risk deployment with discordant power solutions in contested
environments.

| Strategic and operational context

Since the adoption of the 2022 NATO Strategic Concept, the
Euro-Atlantic security environment has deteriorated signifi-
cantly. The war in Ukraine has demonstrated the scale and
brutality of modern high-intensity conflict. Infrastructure at-
tacks, including deliberate strikes on Ukraine’s power grid and
fuel depots, have underscored how energy systems are now
primary targets of hybrid and kinetic warfare. NATO has reco-
gnized that protecting energy assets is not only a matter of
national resilience but critical to joint warfighting readiness.®

Simultaneously, NATO’s dependency on civilian infrastructure
remains striking. Ninety percent of military transport during
operations is sourced from civilian contracts, while 75 percent
of host-nation support—including fuel and utilities—comes
from local commercial systems.® This makes interoperability
dependent on civilian infrastructure and essential to any sus-
tained NATO operation®

This heavy dependence on national civilian systems is also a
strategic concern, complicating the ability to protect energy
infrastructure. Unlike Article 5, which mandates collective de-
fense, Article 3 requires each state to maintain individual resi-
lience. NATO cannot dictate national energy systems but, as
the 2025 Hague Declaration suggests, it can shape standards
and interoperability guidelines that influence infrastructure de-
sign and investment choices across the Alliance.

Additionally, while historically military- and government-driven
innovation led military technology development, the speed of
innovation and the private sector’s degree of influence in dri-
ving the equipment and technology used in modern warfare
have become pivotal. Especially in the areas in which the mi-

6. “Energy Highlights No. 17" NATO Energy Security Centre of Excellence, June 16, 2022, https://www.enseccoe.org/publications/

energy-highlights-no-17/.
7. “The Hague Summit Declaration.”

“NATO 2022 Strategic Concept,” NATO, last updated March 3, 2023, https://www.nato.int/cps/en/natohg/topics_210907.htm.
9. “Resilience, Civil Preparedness and Article 3,” NATO, November 13, 2024, https://www.nato.int/cps/en/natohg/topics_132722.htm.
10.  “Energy Highlights No. 20,” NATO Energy Security Centre of Excellence, last updated August 25, 2025, https://www.enseccoe.

org/publications/energy-highlights-20.
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litary relies on civilian infrastructure, private-sector investment
has become a factor driving military decision-making.”

This is also reflected in some of the changes in warfare seen in
the Ukraine conflict. The use of massive waves of inexpensive
drones has shown that large numbers of inexpensive weapons
can overpower and destroy a smaller number of expensive
and high-tech equipment. This makes defending against these
kinds of attacks more challenging, especially when it comes to
protecting large and disparate infrastructure such as energy
grids, power plants, pipelines, and refineries.

The new NATO force model highlights the need for a flexible
structure that can more rapidly scale a deployable force ca-
pable of meeting a range of challenges beyond defense and
deterrence, including cooperative security and crisis preven-
tion and management.? NATO’s ARF—formerly the NRF—has
been redesigned to reflect the demands of modern conflict
but is even more reliant on existing national energy infrastruc-
ture. Structured for high readiness and rapid deployment, the
ARF draws on multinational, multi-domain assets, but must be
prepared to operate in energy-constrained and infrastruc-
ture-degraded conditions.”® These forces are expected to be
forward deployed into areas of potential conflict to provide
deterrence and defense, and to execute on all of NATO’s core
tasks, which requires larger energy requirements.™

The result is a new operational landscape in which the dis-
tinction between civil and military energy systems is increa-
singly blurred. As NATO forces electrify—from ISR platforms
to command nodes and even tactical vehicles—the need for
plug-and-play, modular, and multi-fuel capable systems beco-
mes mission critical®® Without common energy design, shared
protocols, and joint energy planning, the Alliance’s ability to
project and sustain power together is fundamentally compro-
mised.

Modern adversaries increasingly target energy infrastructure
as part of hybrid warfare strategies. The war in Ukraine is the
most salient example, as Russia has executed sustained at-
tacks on electrical grids, oil depots, and fuel logistics nodes.

Enhancing NATO’s operational readiness through energy interoperability

These attacks aim to paralyze both civil society and military
operations. According to NATO’s Energy Security Centre of
Excellence (ENSEC COE), energy systems are now seen as
primary targets in modern conflicts because of their dual-use
nature and their critical importance to both operational and
strategic continuity.®

Hybrid threats often blend cyber, kinetic, and psychological
tactics. Russia has both launched missile strikes on Ukraine’s
grid and disabled critical energy infrastructure with cyberat-
tacks in countries such as Poland and the Baltic states. These
are not isolated incidents. NATO member states increasingly
recognize that energy is both a strategic vulnerability and a
deterrence factor—its disruption can delay troop deployments,
disable communication systems, and force mission abortion.”

1. Dominik P. Jankowski and Julian Wieczorkiewicz, “Energy Transition: How NATO Can Get It Right,” Council on Geostrategy, March
23, 2023, https://www.geostrategy.org.uk/britains-world/energy-transition-how-nato-can-get-it-right/.

12. “NATO Force Model,” NATO, April 2, 2025, https://www.nato.int/cps/en/natohg/topics_234075.htm.
13. John R. Deni, “The New NATO Force Model: Ready for Launch?” NATO Defense College, last updated March 28, 2025, https:/

www.ndc.nato.int/the-new-nato-force-model-ready-for-launch/.

14.  Ibid.
15.  Simulcik, et al., “Electrification of the Joint Force.”

16.  Arnold C. Dupuy, et al., “Energy Security in the Era of Hybrid Warfare,” NATO Review, January 13, 2021,https://www.nato.int/docu/
review/articles/2021/01/13/energy-security-in-the-era-of-hybrid-warfare/index.html.

17. Ibid.

I
ATLANTIC COUNCIL



Case study: Russian attacks on Ukraine’s
energy infrastructure

When Russia launched its full-scale invasion of Ukraine in Fe-
bruary 2022, Ukraine possessed one of Europe’s most robust
energy infrastructures. By 2023, Ukraine’s electricity gene-
ration totaled about 103 terawatt-hours (TWh), with nuclear
power providing 51 percent, coal and other thermal generation
21 percent, natural gas 12 percent, hydroelectricity 10 percent,
and renewables (primarily wind and solar) making up roughly 6
percent. Despite wartime disruptions, this generation mix was
generally sufficient for Ukraine’s civilian needs and positioned
the country as a critical node in Europe’s energy security archi-
tecture, with multiple interconnections to neighboring states
and a historically significant role as a natural gas transit and
storage hub for European markets®

Ukraine’s military forces, like those of NATO, depend largely
on civilian energy networks and distribution systems. Fixed mi-
litary infrastructure is typically wholly reliant on a national elec-
tricity distribution system. Furthermore, military operations de-
pend on fuel distribution networks and require stable energy
supplies in order to maintain continued capabilities and pro-
duction schedules.® Ukraine maintained six major oil refine-
ries along with an extensive pipeline network and strategically
positioned petroleum reserves.?® While this powered Ukraine
during peacetime, the centralized infrastructure created what
military planners recognized as a target-rich environment for
attacks designed to degrade both Ukraine’s military capabi-
lities and the military-industrial base to continue operations.?

Russia’s attack on Ukraine’s energy infrastructure unfolded
through three distinct phases that demonstrated both strategic
patience and tactical precision. The initial phase, running from
February through August 2022, concentrated primarily on fuel

Case study: Russian attacks on Ukraine’s energy infrastructure

infrastructure within proximity of the forward line of troops, with
the goal of hindering heavy transport and military equipment.
Russian forces systematically degraded fuel depots and refi-
neries, reducing Ukraine’s fuel processing capacity by about
30 percent within the first six months.??

The second phase represented a significant escalation in both
targeting scope and operational tempo. In October 2022, Rus-
sia initiated coordinated missile and drone swarm attacks spe-
cifically engineered to collapse Ukraine’s electrical generation
and transmission infrastructure.?® Critical nodes that included
substations, step-up transformers, and power plants faced
repeated strikes, with follow-on attacks specifically designed
to kill repair technicians and destroy stockpiled replacement
equipment. By November 2022, this systematic campaign had
induced rolling blackouts affecting as many as 10 million re-
sidents, while simultaneously degrading military C4ISR (com-
mand, control, communications, computers, intelligence, sur-
veillance, and reconnaissance) capabilities.?*

The third phase, extending through 2024, evolved into a sus-
tained campaign of systematic attrition targeting Ukraine’s
power infrastructure. Russian forces adopted an attrition-based
strategy focused on repeated strikes against previously re-
paired infrastructure. Ukraine struggled to source replacement
equipment, with lead times for critical equipment extended up
to two years and the challenge compounded by compatibility
issues between Western equipment and Ukraine’s Soviet-era
hardware.?> During peak demand periods, the country expe-
rienced acute generation capacity loss, as capacity fell 2.3
GW below its peak demand of 12 GW, despite receiving en-
ergy imports. Over the course of 2022-2023, about half of
Ukraine’s power generation capacity was either occupied by
Russian forces, destroyed, or damaged, with the wave of at-

18.  “Country Analysis Brief: Ukraine,” US Energy Information Administration, June 3, 2025, https://www.eia.gov/international/content/

analysis/countries_short/Ukraine/Ukraine.pdf.
19.  Dupuy, et al., “Energy Security in the Era of Hybrid Warfare.”

20.  “Country Analysis Brief: Ukraine,” US Energy Information Administration, June 3, 2025, https://www.eia.gov/international/content/
analysis/countries_short/Ukraine/Ukraine.pdf.

21.  John Fasching, “Strategic Mobility: The Essential Enabler of Military Operations in Great-Power Competition,” Heritage Foundation,
November 17, 2020, https://www.heritage.org/military-strength-topical-essays/2021-essays/strategic-mobility-the-essential-ena-
bler-military.

22. Kateryna Stepanenko, et al., “Russian Offensive Campaign Assessment, September 11,” Critical Threats, September 11, 2022,
https://www.criticalthreats.org/analysis/russian-offensive-campaign-assessment-september-11.

23. Justin Bronk, Nick Reynolds, and Jack Watling, “The Russian Air War and Ukrainian Requirements for Air Defence,” Royal United
Services Institute, November 7, 2022, https://static.rusi.org/SR-Russian-Air-War-Ukraine-web-final.pdf.

24.  “Blackouts Hit 10 Million in Ukraine after Russian Strikes,” Al Jazeera, November 18, 2022, https://www.aljazeera.com/news
/2022/11/18/10-million-ukrainians-without-power-after-russian-attacks.

25. Suriya Evans-Pritchard Jayanti, “Ukraine Struggles to Repair Power Grid as Russian Airstrikes Continue,” Atlantic Council, Janua-
ry 13, 2023, https://www.atlanticcouncil.org/blogs/ukrainealert/ukraine-struggles-to-repair-power-grid-as-russian-airstrikes-conti-
nue/.
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tacks between March and May 2024 causing Ukraine to lose
another 9 GW of generation capacity, leaving only about one-
third of its pre-war capacity.?®

Russian attacks on Ukraine’s energy infrastructure had initial,
but limited, impacts on military operations. Russian attacks on
Ukraine’s gas infrastructure resulted in a 40-percent reduction
in gas output in February and March 2025, forcing Ukraine
to increase gas imports nearly tenfold to meet immediate
demand.? Industrial power consumption halved, drastically
changing Ukraine’s electricity consumption patterns. In the
two years following the full-scale invasion, Russia’s attacks
damaged eighteen large-scale CHP plants, 815 boiler houses,
152 central heating points, and 354 kilometers of district hea-
ting pipes. Direct damage was estimated at $2.4 billion.?®

Faced with this existential threat to its energy infrastructure,
Ukraine demonstrated remarkable adaptability and innova-
tion. The most dramatic achievement came in March 2022
with the emergency synchronization of Ukraine’s power grid
and the European Network of Transmission System Operators
for Electricity (ENTSO-E) network. What had been planned as
a two-year technical project was completed in less than three
weeks under combat conditions, a testament to both Ukrai-
nian determination and European solidarity.?® This connection
provided access to 1.7 GW of emergency power imports, which
proved crucial for maintaining critical defense production and
essential services.®

Ukraine’s distributed resilience strategy also fundamentally
reimagined energy security. Rather than attempting to harden
centralized infrastructure against precision strikes, Ukrainian
authorities embraced energy decentralization as a strategy for
survival, deploying thousands of backup generators and de-

Case study: Russian attacks on Ukraine’s energy infrastructure

veloping a comprehensive distributed generation framework.
This included receiving more than 5,500 generators through
international aid programs and implementing a national Strate-
gy for the Development of Distributed Generation until 2035,
which focused on small distributed power units ranging from
5 to 100 megawatts (MW) each to prevent future blackouts.®
This decentralized approach meant that no single strike could
cripple large areas, forcing Russian targeters to expend more
munitions for diminishing returns.

International support also proved essential to Ukraine’s en-
ergy survival. Through coordinated efforts that included the
EU Civil Protection Mechanism, NATO’s Comprehensive Assis-
tance Package, and bilateral aid programs, allies and partners
provided the 5,500 generators mentioned above, along with
specialized repair equipment and technical expertise

Through diversified energy imports, Ukraine also deployed
distributed renewable energy systems—such as photovoltaic
(PV) solar and wind—that are more resilient to targeted attacks
than traditional centralized infrastructure.®

At a more tactical level, units needed to develop new tactics
for operating in energy-degraded environments, including ma-
nual backup procedures for digitized systems and increased
reliance on passive sensors to conserve power. Logistics plan-
ning became increasingly complex as fuel convoy routes re-
quired constant adjustment based on infrastructure damage
and enemy targeting patterns. The need to allocate air-de-
fense assets to protect critical energy infrastructure meant
fewer systems available for traditional military targets, creating
painful tradeoffs for commanders.

26. “Ukraine’s Energy System under Attack,” International Energy Agency, last visited September 15, 2025, https://www.iea.org/re-
ports/ukraines-energy-security-and-the-coming-winter/ukraines-energy-system-under-attack.

27.  Slawomir Matuszak, “Ukraine: A Difficult Situation on the Gas Front,” OSW Centre for Eastern Studies, April 2, 2025, https://www.
osw.waw.pl/en/publikacje/analyses/2025-04-02/ukraine-a-difficult-situation-gas-front.

28. “Ukraine’s Energy System under Attack.”

29.

30.

31.

32.
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“Continental Europe Successful Synchronisation with Ukraine and Moldova Power Systems,” European Network of Transmission
System Operators for Electricity, March 16, 2022, https://www.entsoe.eu/news/2022/03/16/continental-europe-successful-syn-
chronisation-with-ukraine-and-moldova-power-systems/.

“The Ukrainian Energy System Is Synchronized with the European Network,” US Agency for International Development Ener-
gy Security Project, December 5, 2023, https://energysecurityua.org/news/the-ukrainian-energy-system-finalized-synchroniza-
tion-with-the-european-network/.

Romina Bandura and Alexander Romanishyn, “Striving for Access, Security, and Sustainability: Ukraine’s Transition to a Modern
and Decentralized Energy System,” Center for Strategic and International Studies, July 2, 2025, https://www.csis.org/analysis/
striving-access-security-and-sustainability.

“EU Sends Additional 500 Power Generators to Ukraine,” European Commission, press release, December 22, 2023, https:/
enlargement.ec.europa.eu/news/eu-sends-additional-500-power-generators-ukraine-2023-12-22_en.

Dan De Luce and Daryna Mayer, “Ukraine Appeals to the World for Help Keeping the Lights On,” NBC News, January 20, 2023,
https://www.nbcnews.com/news/world/ukraine-asks-world-electrical-equipment-keep-lights-on-rcna66292.
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 NATO’s operational energy challenges

NATO countries across the Alliance are in a similar position
to Ukraine at the time of the Russia invasion. The interdepen-
dence between civilian and military energy systems emerged
as both a vulnerability and an opportunity. While military de-
pendence on civilian infrastructure created targeting opportu-
nities for Russian forces, the dual-use nature of many energy
systems also enabled flexible response options. Commercial
generators could support military operations, civilian repair
crews could restore defense critical infrastructure, and indus-
trial facilities could shift between civilian and military produc-
tion based on power availability.

Moreover, NATO'’s strategic dependency on civilian infrastruc-
ture underscores the need for dual-use and interoperable
energy architecture. This is particularly relevant in the increa-
singly electrified and network-connected battle space, in
which reliance on national power and infrastructure provides
not only energy for deployed units but also a host of poten-
tial attack vectors that can be exploited and degraded.?* This
includes liquid fuels and electricity used to power deployed
forces. Military units might need to plug into local grids or ra-
pidly deploy modular systems to sustain mission readiness.
Without standardized interfaces and compatible energy sys-
tems, ARF forces risk deploying into spaces where they are
unable to power critical systems.®

Ukraine’s experience demonstrates that energy interoperabi-
lity can provide strategic resilience in ways that pure military
capabilities cannot. The ability to rapidly connect to neighbo-
ring grids, share power across borders, and leverage allied
energy resources proved decisive in preventing Russian en-
ergy warfare from achieving its strategic objectives. For NATO,
this underscores that common energy standards, interope-
rable systems, and integrated planning are not administrative
concerns but operational necessities for twenty-first-century
collective defense.

34. Dupuy, et al., “Energy Security in the Era of Hybrid Warfare.”
35.  Simulcik, et al., “Electrification of the Joint Force.”

36.  “NATO 2022 Strategic Concept.”

37.  Jankowski and Wieczorkiewicz, “Energy Transition.”

38.  Simulcik, et al., “Electrification of the Joint Force.”

39.  Jankowski and Wieczorkiewicz, “Energy Transition.”

40. Simulcik, et al., “Electrification of the Joint Force.”
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Divergent national energy policies and the interope-
rability challenge

The 2022 NATO Strategic Concept noted that the organiza-
tion will seek to “enhance [its] energy security and invest in
a stable and reliable energy supply, suppliers, and sources,”
mitigating vulnerabilities and dependencies.®® As NATO allies
pursue building energy security, however, national-level di-
vergence in fuel types, propulsion technologies, and energy
infrastructure is becoming an interoperability barrier. National
governments that have embraced, or have been pressured to
accelerate, the energy transition are being pressured to adopt
often-competing technologies that are designed to power de-
ployable military forces (for example, electric-drive engines
versus hydrogen fuel cells for land mobility).>” In an attempt to
standardize fuel for aircraft, land-based vehicles, and equip-
ment to simplify logistics and improve interoperability on the
battlefield, NATO developed the Single Fuel Concept (SFC).
Centered around F-34 (JP-8/Jet A-1), which historically provi-
ded a unifying framework for liquid fuels, the rapidly evolving
post-oil battlefield is more complex and fragmented.

Forexample, the United States military aims to field hybrid-drive
tactical vehicles by 2035 and fully electric vehicles by 2050,
whereas European militaries, especially Germany and France,
have emphasized hydrogen fuel cells as a decarbonization
pathway for heavy-duty ground transport.®® Meanwhile, mul-
tiple NATO air forces are piloting sustainable aviation fuels,
introducing further diversity in fuel logistics, sourcing, and sup-
ply chain requirements.®® These energy technology trajecto-
ries—driven by national energy policy and commercial-sector
innovation—are accelerating in parallel rather than in coordi-
nation, leading to fractured planning and siloed capabilities
across NATO member states.

The role of the commercial sector further complicates matters.
Private-industry innovation has outpaced the defense sector
around electric vehicles, smart grids, and hydrogen logistics,
which defense contractors still need to develop systems opti-
mized for military and Department of Defense (DOD) require-
ments—often using proprietary technologies and further rein-
forcing energy fragmentation.*®
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This divergence creates significant logistical and operational
dilemmas. Multinational task forces deploying into forward
theaters might arrive with incompatible refueling systems,
grid voltages, energy storage technologies, or battery ma-
nagement requirements. In effect, national energy transition
strategies—absent coordination—are creating energy silos
that erode NATO’s operational cohesion.

NATO’s evolving force structure—especially with the transi-
tion from the NRF to the ARF—reflects a growing emphasis
on flexibility, high-readiness deployment, and multi-domain
coordination.* However, the ability of ARF elements to deploy
rapidly and sustain operations is increasingly shaped by the
energy environment they enter.*?> This was a concern noted in
exercise Steadfast Defender, as concerns were raised about
the integration of technology negatively impacting interope-
rability.** Many NATO operations will take place in energy-de-
graded or infrastructure-denied spaces, either due to hybrid
attacks—as seen in Ukraine—or due to the fragility of host-na-
tion infrastructure.** In this context, energy becomes a rate
limiter for everything from command and control to mobility,
sustainment, and survivability.

The shift toward an electrified and sensor-saturated battle-
field—including ISR platforms, command nodes, and poten-
tially autonomous systems—places growing demand on elec-
trical power in the field. Yet this transformation has not been
matched by commensurate interoperability in power delivery
or energy logistics. While fossil fuels such as F-34 (under the
Single Fuel Concept) remain standardized, electricity remains
fragmented. Differences in voltages, connectors, storage sys-
tems, and recharging protocols create friction points during
joint operations.*®

NATO'’s opportunity to achieve energy
interoperability

NATO’s energy interoperability challenge requires an unpre-
cedented level of coordination between the Alliance’s insti-
tutional structures and the sovereign energy policies of thir-

41, Deni, “The New NATO Force Model”
42.  “NATO Force Model”
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ty-two member nations—plus increasingly critical partners
such as Ukraine, Georgia, and others that routinely operate
alongside NATO forces in real-world contingencies.*® Effective
security cooperation requires moving beyond parallel efforts
and toward coordinated action, with Brussels headquarters
and national capitals working through shared processes and
cross-participation mechanisms, while maintaining explicit res-
pect for national competences and sovereign decision-ma-
king that member states guard zealously.”” This is particularly
critical to support ARF and other rapid-reaction forces, and to
ensure deployed NATO forces have the energy required to
support these missions.

The limiting factor in this process is that NATO has no formal
authority over national energy infrastructure decisions. This
places the burden on soft-power tools: common standards,
shared planning processes, and joint exercises. The 2025
Hague Summit Declaration offers a new policy lever. By linking
defense spending targets with resilience and innovation,
NATO can incentivize energy modernization that also serves
operational ends.“® This can be viewed through three levels of
consideration,

* NATO-developed guidelines and recommendations;

* national-level policy and investment recommendations
driven by NATO guidelines; and

* military equipment interoperability standards (driven by
NATO guidelines and national policy).

NATO leadership and guidelines

Multiple institutions affect energy resilience in NATO ope-
rations—national energy ministries, defense procurement
agencies, NATO headquarters, Supreme Headquarters Allied
Powers Europe (SHAPE), the European Union, and private
contractors. Yet coordination between these actors is incons-
istent at best, and nonexistent at worst. A dedicated EU-NATO
Energy Interoperability Working Group—comprising military
planners, energy-sector experts, and industrial base repre-

43.  Mahad Butt, “Evaluating NATO’s Strategic Posture: An Analysis through Steadfast Defender 2024, Atlantica, Atlantic Forum,
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sentatives—could bridge these gaps in planning and procure-
ment and directly support dialogue among individual member
countries on national-level energy policy that impacts NATO
interoperability.

Achieving energy interoperability across NATO is not solely a
technological challenge, but a concern that expands beyond
the already complex issues of traditional military standardiza-
tion. Unlike ammunition or liquid fuels, which have been stan-
dardized through multiple NATO standardization agreements
(STANAGS), “energy” encompasses a remarkably complex
web of technical parameters required across operational do-
mains and competing technologies, and can potentially under-
mine interoperability if allies adopt divergent solutions without
coordinated standards.*® Electrical systems interoperability
across NATO presents complex standardization challenges
spanning frequency standards—50 hertz (Hz) throughout Eu-
rope versus 60 Hz in North American systems. Power quality
requirements are increasingly stringent, with military electronic
systems requiring total harmonic distortion below 5 percent to
prevent malfunctions in sensitive equipment like communica-
tions systems and electronic controls. Even minor variations
can cause erratic equipment behavior with potentially serious
operational consequences.®®

These issues are further magnified in an increasingly electrified
military. The US Army has committed to fielding an all-electric
light-duty non-tactical vehicle by 2027. A US military vehicle
equipped with SAE J1772 connectors simply cannot draw
power from German infrastructure utilizing IEC Type 2 connec-
tors without appropriate adapters. This is reminiscent of the
Tesla Supercharger compatibility issues seen in the US com-
mercial market.5" While this presents a challenge during pea-
cetime operations and exercises, these issues become critical
for the ARF or other rapidly deploying forces that must operate
with limited access to existing NATO infrastructure. The resul-
ting technical interoperability requirements transform what
were once straightforward deployments into complex sys-
tems engineering challenges requiring extensive testing and

49.  Jankowski and Wieczorkiewicz, “Energy Transition.”
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de-risking of deployable systems, each carrying downstream
implications for mission readiness and combat effectiveness.>?
While energy supply remains a national prerogative, NATO’s
collective defense obligations require not just a coherent
Alliance-wide framework for energy planning, procurement,
and crisis response, but a detailed technical architecture that
addresses these multifaceted compatibility requirements at
every level from strategic infrastructure to tactical connectors.

Recommendations

1. Elevate and centralize energy planning.

NATO should look to create a position of assistant secre-
tary-general for energy and resilience at headquarters,
with budget authority and directive power. This position
should have direct reporting lines to the secretary-gene-
ral to ensure there is significant authority to bring together
SHAPE, Allied Command Transformation (ACT), and others
to ensure action and acceptance of responsibility on en-
ergy standards. The position should maintain direct liaison
relationships with national energy coordinators to allow for
bypassing of the usual diplomatic channels that turn urgent
operational requirements into years-long staffing exer-
cises. The systematic oversight that is demonstrated in NA-
TO’s most current Energy Highlights publication, produced
by the NATO Energy Security Center of Excellence (ENSEC
COE), illustrates the kind of coordinated analysis needed,
focused at the strategic and operational levels.>?

2. Embed energy interoperability into NATO defense
planning.

The NDPP should formally incorporate energy interopera-
bility as a capability requirement. Future force packages—
especially ARF components—should be evaluated not only
on operational readiness and firepower but also on energy
compatibility with allied systems and civilian infrastructure.
NATO exercises (e.g., Steadfast Defender and Steadfast
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51.  Reed Blakemore and Tate Nurkin, “Power Projection: Accelerating the Electrification of US Military Ground Vehicles,” Atlantic
Council, November 3, 2022, https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/power-projection-accelera-

ting-the-electrification-of-us-military-ground-vehicles/.

52. “Defence Capabilities Initiative Approved by the Heads of State and Government,” NATO, press release, April 25, 1999, https://
www.nato.int/cps/en/natohg/official_texts_27443.htm; James Derleth, “Enhancing Interoperability: The Foundation for Effective
NATO Operations,” NATO Review, June 16, 2015, https://www.nato.int/docu/review/articles/2015/06/16/enhancing-interoperabi-

lity-the-foundation-for-effective-nato-operations/.
53.  “Energy Security Highlights No. 20.”

I
ATLANTIC COUNCIL



Dart) should include energy-denied scenarios to stress test
logistics, validate smart grid resilience, and improve intero-
perability under degraded conditions. NATO should consi-
der the following.

* One of the primary needs is establishing a structure
to ensure cohesion among military equipment, hard-
ware, and infrastructure so that NATO countries have
an interoperable fuel that can be used among deployed
forces. To support this, NATO can require each nation
to designate a national energy interoperability coor-
dinator reporting to both national defense leadership
and NATO Supreme Allied Commander. This role will
help ensure dialogue on the range of energy issues
relevant for deployed forces. Additionally, establishing
bilateral Energy Interoperability Agreements between
NATO and each partner, modeled on existing defense
cooperation agreements, can help create necessary
protocols.

3. Establish formal energy interoperability frameworks
with partner nations.

NATO cannot achieve energy security in isolation from
partners that share geography, threats, and operational
space. This framework recognizes that Ukraine’s current
grid integration with Europe occurred under fire. The forced
and rapid nature of such planning under distress can and
does lead to inefficiencies and real-time fixes that might not
be sustainable over the long term. For these reasons, fu-
ture crises demand such interoperability be established in
peacetime. NATO can create programs like the Partnership
Energy Interoperability Programs (PEIP), offering technical
assistance and standards alignment to partner nations,
and can establish Energy Security Consultation Mecha-
nisms within existing partnership frameworks (Partnership
for Peace, Mediterranean Dialogue, etc.) to build a com-
mon-use energy infrastructure.

Enhancing NATO’s operational readiness through energy interoperability

National policy on energy interoperability

While technical and policy standards from NATO can help, a
fundamental challenge remains in the disparate energy poli-
cies among the thirty-two national capitals, as allies follow their
own separate paths toward energy security, creating risks to
interoperability. Greater alignment among member nations on
such a joint vision is essential. Energy security is largely and
normally considered a national economic issue, yet NATO pro-
vides the ideal platform for allies to coordinate efforts through
shared benchmarks and standards.>* The increase in defense
spending per The Hague Summit Declaration provides an op-
portunity for NATO and member countries to coordinate some
of this funding to allow for increased interoperability.

The Russian invasion of Ukraine cracked the European un-
derstanding of energy security and has set off a range of
reactions regarding how to move forward. The dismantling of
nuclear power plants, build out of renewable power, questions
about the future of transport fuel, and prior over-reliance on
Russian oil and gas have created a new wave of disparate
energy projects, including liquefied natural gas (LNG) import
facilities, new gas-fired power plants, and an increase in coal
for power. As individual nations redefine energy security to
power national economies and infrastructure, a lack of com-
mon vision on the future of transport fuels, especially between
the United States and Europe, makes a common framework
even more important and more challenging.

One of the greatest challenges is the fragmentation of energy
policy among most member states across the governmental
and commercial sectors. The commercial sector drives energy
development in many countries, based on policy guidelines of
the individual member states.>® Additionally, energy policy is
usually viewed through the lens of domestic civil and econo-
mic infrastructure priorities, and not through those of national
security.®®

Recommendations

1. Improve national energy security coordination.

To help address the fragmentation of national energy
policies, each NATO member state would benefit from
the establishment of an Inter-Ministry Energy Defense
Committee, modeled after Singapore’s Inter-Ministe-
rial Committee on Climate Change or the United States’
whole-of-government approach. Each national committee
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should be anchored under the Ministry (Department) of
Defense to ensure alignment with national security prio-
rities, while including senior representatives from energy,
foreign affairs, and economic ministries (or departments).
To reinforce cross-ministerial authority, each committee
should be convened by the National Security Council or
the Prime Minister’s Office, as appropriate, providing the
political weight necessary to cut across bureaucratic silos.
Meetings should occur at the deputy minister level, giving
sufficient authority to drive action. NATO’s Energy Secu-
rity Centre of Excellence should provide the standardized
frameworks and best practices to help national delegations
convert Alliance standards into procurement-ready docu-
ments, ensuring that contracting officers can operationalize
requirements. Finally, each national committee’s mandate
should formally extend to structured consultation with pri-
vate-sector critical infrastructure operators, enabling go-
vernments to anticipate and mediate conflicts should and
when civilian renewable mandates risk undermining milita-
ry readiness.

Spotlight energy reporting.

The NATO Energy Center for Excellence was established
in 2012 with the stated mission of supporting NATO nations
and partners to meet the challenges of a dynamic energy
security environment. The center produces a range of re-
porting on energy issues, much of which is exceptionally
relevant to the interoperability concerns addressed here
as well as the need to increase civilian-defense collabo-
ration. But the items are not widely read or discussed.
Establishing an annual National Energy Interoperability
Report, in partnership with the energy center but elevated
to the assistant general secretary for energy level, would
help create accountability and a rhythm that synchronizes
with NATO’s existing four-year NDPP cycles and annual re-
porting mechanisms.>” This will also put into writing each
member state’s plan to enable NATO to better understand
the potential influence of the process, especially when na-
tional-level leaders are committing to their reports.>®

Support The Hague Declaration.

NATO has an opportunity to not only encourage member
states to allocate a portion of funding announced at The
Hague Summit toward energy for interoperability projects

Enhancing NATO’s operational readiness through energy interoperability

as part of their increased defense spending to 3.5 percent,
but also to help influence the direction of both the 3.5
percent and the 1.5 percent infrastructure funding based
on clear guidelines and expectations as earlier discussed.
While there must be alignment with other national and EU
priorities, NATO has a stronger role to play than ever be-
fore and setting these guidelines will require new mecha-
nisms for collaboration:

* As one example, NATO can foster dialogue across the
member countries on building national-level infrastruc-
ture and logistics systems capable of supporting com-
mon future transport fuels. A discussion on the mix of
electrification, fossil fuels, and hydrogen is needed to
ensure the infrastructure is in place to meet needed cri-
sis demand. This dialogue is equally important in coun-
tries such as the United States, the United Kingdom and
Germany—some of the leading producers of heavy mi-
litary equipment—and in countries such as the Baltics,
Poland, and Romania, which are closer to the front lines
of a potential future conflict.

* This government-led dialogue must include the com-
mercial sector to ensure there is a clear signal on
the direction. Government funding via public-private
partnerships on energy infrastructure and interoperabi-
lity will ensure common and dual-use energy systems
that support both national infrastructure resilience and
military interoperability. This could include

o military-grade EV charging networks that serve
both public and tactical vehicles;

o hydrogen refueling corridors with defense-use
prioritization; and
o civilian smart grids with military microgrid compa-
tibility.
To avoid national divergence, NATO can publish design gui-

dance documents—not prescriptive, but directional—to shape
how infrastructure is built going forward.

Military system interoperability

A core barrier to interoperability is the fragmented nature of
defense acquisition across member states. As of 2025, the
United States operates thirty-three major weapons systems
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while Europe manages more than 170, complicating both lo-
gistics and energy support. Likewise, eight European nations
produce tanks and fifteen produce other kinds of armored
vehicles, leading to interoperability challenges.>®

While there is some identified progress on the 2023 NATO
Defense Production Action Plan and 2024 NATO Industrial
Capacity Expansion Pledge to align the military industrial
base across the Alliance, these initiatives should be extended
to energy platforms, including logistics vehicles, deployable
infrastructure, and battlefield generators.®® Without unified
technical specifications, energy systems—from microgrids to
vehicle propulsion—risk becoming siloed by national preroga-
tive, priorities, and decisions, not by function.

NATO can play a stronger role in energy systems standardi-
zation by expanding the NATO Codification System to cover
modular power technologies, publishing Alliance-wide intero-
perability guides for energy infrastructure, and encouraging
cross-national procurement consortia to reduce duplication.

Recommendations

1. Increase the visibility of energy interoperability within
NATO.

Similar to the need to create a focal point within the NATO
civilian secretariat, NATO needs to create a position fo-
cused on energy and interoperability within the military
construct. This position must be at a senior level to ensure
it has not only the responsibility but the authority to create
action across the command structure.® Regular Energy
Implementation Board meetings will help ensure these re-
quirements receive the visibility needed, especially at this
critical juncture, and ensure there is systematic oversight
when addressing these urgent needs. Monthly Energy Im-
plementation Board meetings will help ensure these requi-
rements receive the visibility needed, especially at this criti-
cal juncture, and ensure there is no “drift” when addressing
these urgent needs.®?

59. Deni, “The New NATO Force Model.”
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2. Ensure accountability.

Holding NATO members to account will be critical to achie-
ving energy interoperability. Every member that stalls on
harmonizing voltage standards or upgrading connectors
creates vulnerabilities that Russian targeting cells are
already mapping. NATO has the opportunity to implement
multiple mechanisms to reduce these weaknesses.

e Creating deadlines for National Implementation Road-
maps is a proven tool for NATO to ensure national
militaries and NATO members maintain momentum in
their planning process. This approach also aligns with
NATO’s established NDPP, which apportions capabi-
lity targets to each ally and facilitates their implemen-
tation through regular assessment of progress within
structured four-year cycles. The systematic monito-
ring and deadline-driven approach has demonstrated
effectiveness in translating Alliance objectives into
concrete actions.®®> NATO and member countries need
a conceptional change on these kinds of roadmaps as
well, especially on energy interoperability, away from
“studying the issue” or “coordinating with stakeholders”
and toward more measured actions, together with the
private sector, to ensure alignment on national budget
processes, industry contracts, and procurement sche-
dules.

* Hosting an annual NATO Energy Summit might also pro-
vide additional opportunity for collaboration between
military and industry leaders to help ensure commit-
ments are being followed and member states can en-
sure continued contact.®* While energy was a topic dis-
cussed at the 2024 NATO Resilience Summit, it is too
critical to be reduced to a single panel during a larger
event.®® Bringing together defense, energy, and finance
ministers can promote the necessary cross-ministry
coordination, which rarely happens naturally. A rotation
of the summit among nations could create a healthy
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competition, as each member country wants to put its
mark on moving the discussion forward.%®

* Additionally, linking these actions to the defense pro-
curement process helps create accountability and
compliance. With the agreed-upon increase in defense
spending, national leaders will face increasing public
scrutiny on meeting these commitments. Adding en-
ergy interoperability as a formal readiness metric, with
specific capability targets for noncompliant nations, can
help transform these commitments into a more actio-
nable direction.?’

Create a NATO-Industry Energy Advisory Board.

As noted, NATO forces rely on civilian energy infrastructure
for power, and the military industrial sector increasingly di-
rects the kinds of development, especially with energy,
that deployed forces utilize. The NATO-Industry Energy
Advisory Board recognizes a simple truth: Governments
set requirements, but industry delivers capabilities.®® Brin-
ging together the chief executive officers from major ener-
gy-sector companies and defense industry representatives
together with NATO leadership could unlock innovations
that government coordination never would. Semi-annual
meetings keep the pressure on without overwhelming exe-
cutive calendars, while mixing traditional defense contrac-
tors with commercial energy firms prevents the usual sus-
pects from dominating the conversation.®®

Establish NATO energy interoperability standards.

To understand the many issues related to energy intero-
perability at the strategic and tactical levels, NATO should
convene a task force to define technical and operational
energy interoperability standards; establish a NATO-Natio-
nal Energy Coordination Council with permanent represen-
tatives from each member’s energy and defense ministries
that provide guidance to and collaboration with the NAC
and Political Committee. This should be both operational
and strategic, and the technical interoperability is direct-
ly tied to the broader issues of national infrastructure de-
velopment and defense procurement. This should also
include Partner Nation Observer Status for Ukraine, Geor-

gia, Sweden, and others to ensure standards compatibility
beyond formal membership; and mandate that national de-
fense procurement offices have NATO energy standards
experts embedded by 2026. While this structure would be
difficult to achieve given the time constraints of these lea-
ders, energy interoperability is a core warfighting function
that needs to be further elevated beyond NAC and Political
Committee discussions to be addressed. Examples of the
issues this body would discuss include the following:

* voltage and connector compatibility for expeditionary
and mobile energy systems;

* plug-and-play standards for modular generators, ener-
gy storage, and EV charging;

* interoperable smart grid protocols for base operations
and mobile networks; and

* multi-fuel flexibility requirements (SAF, diesel, hydrogen,
etc.).

. Update the framework regularly.

Coordinating bodies must update the framework periodi-
cally to reflect commercial innovation and evolving military
needs. The framework should be embedded into acquisi-
tion guidance and training.
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B Conclusion

NATO’s credibility in the twenty-first century will be defined
not only by its combat power, but by its ability to operate as
a cohesive, interoperable force under contested and ener-
gy-constrained conditions. The war in Ukraine has demons-
trated that modern conflicts begin not just on the battlefield,
but with strikes on infrastructure, energy systems, and informa-
tion networks. As the battlespace grows more electrified, data
driven, and modular, energy interoperability is no longer a pe-
ripheral concern—it is a core determinant of mission success.

Energy resilience and adaptability must now be understood as
operational imperatives, not mere logistical preferences. The
increasing use of EVs, drones, ISR platforms, and digital com-
munications demands a reliable, flexible, and interoperable
energy backbone—one that must function across national
lines and civilian-military boundaries. If left unaddressed, frag-
mentation in voltage standards, refueling systems, and energy
storage designs will paralyze otherwise capable joint forces.

To mitigate this, NATO must prioritize a future-ready energy
strategy rooted in Article 3 resilience, guided by joint standards,
and aligned with the 1.5-percent resilience and infrastructure
commitment from the 2025 Hague Summit Declaration. This
includes integrating energy planning into the NDPP, updating
the Single Fuel Concept to reflect post-oil realities, and buil-
ding shared dual-use infrastructure that can sustain both mili-
tary and civilian response in times of crisis.

The Alliance must also lead—not follow—commercial innova-
tion in modular energy systems, field-deployable grids, and
smart logistics. Civilian technology will shape the energy tools
available in any future theater of war. Without NATO-guided
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interoperability frameworks, commercial divergence will beco-
me a battlefield liability.

Ultimately, energy interoperability is foundational to NATO’s
strategic interoperability/® It touches every layer of NATO’s
mission: deterrence, crisis response, and cooperative security.
By aligning technologies, harmonizing doctrine, and investing
in resilient infrastructure, NATO can transform a looming vulne-
rability into a defining advantage. The ability to move, fight,
and sustain power—together—is what will distinguish NATO
from its adversaries in the decades ahead.

The approach must extend beyond formal NATO members
to include partners who share operational space. As recent
conflicts have demonstrated, energy interoperability cannot
stop at Alliance borders or those of NATO partners. Ukraine’s
emergency grid synchronization with the European ENTSO-E
network under combat conditions proved that rapid interope-
rability measures are possible when strategic necessity de-
mands it.

The path forward demands that NATO transcend the traditional
divide between Alliance coordination and national implemen-
tation. Energy interoperability requires a new model in which
Brussels, Mons, and capitals work as integrated partners,
not separate actors. This extends beyond formal members—
Ukraine, Georgia, and other partners have proven through
combat that interoperability cannot stop at Alliance borders.
The modern battlefield offers no forgiveness for incompatible
plugs, mismatched voltages, lack of civilian energy supply, or
policy silos between ministries. Energy interoperability must
become as fundamental to NATO identity as Article 5 itself—a
technical embodiment of the political commitment that an at-
tack on one is an attack on all, and that all must be able to fight
as one.
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