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Executive Summary

The war in Ukraine has seen Russia launch and sustain a
full-scale invasion across the information and physical do-
mains against a country that has embraced technological
development and increased technological and geopolitical
connections to the United States, Canada, and Europe. Private
technology companies have provided essential and often ir-
replaceable support to Ukraine following Russia’s invasion in
2022 and—especially in the early months of the conflict—did
so largely without a request from an allied state or payment
from Ukraine.

However, more than three years on, although the private sec-
tor's assistance in Ukraine has been well-documented, the po-
licymaking community at large is still largely unaware of how
companies decided whether and how to provide technologi-
cal support to and in Ukraine. Through open research as well
as interviews and roundtable discussions with various private
sector and government representatives, this report posits that
companies were primarily motivated by a complex combina-
tion of factors in tandem, which pulled them toward or pu-
shed them away from support. The factors pulling companies
toward cooperation were the moral clarity of the conflict, and
alignment with existing business opportunities. At the same
time however, among factors pushing companies away from
involvement in Ukraine was the difficulty of coordinating as-
sistance in-country, as well as the risk of Russian retaliation.

Meanwhile, both sets of factors were either enhanced—or mi-
tigated—due to various actions taken by Ukraine, allied states,
and international bodies. This includes Ukrainian tech diplo-
macy; the development of Ukraine’s technical capabilities; aid
facilitations and coordination efforts by both various groups
and entities; and risk mitigation efforts undertaken by both
states and private companies.

Dependency on the private sector in the cyber domain has
become a somewhat frequent refrain in domestic cybersecu-
rity conversations. However, prior to the February 2022 Rus-
sian invasion of Ukraine, no one—not supranational bodies,
states, or even companies themselves—was prepared for the
role they would assume once the tanks rolled and the mis-
siles fired. The Russia-Ukraine conflict’s cyber dimension has
revealed an underlying dependency on products, services,
and infrastructure owned and operated by private compa-
nies. This has proved to be both a source of opportunity to
enhance Ukraine’s defenses, while at the same time revealing
fundamental risks and vulnerabilities. Given the heft and im-
pact of technology companies in today’s digital infrastructure,
let alone in conflict, it is essential that policymakers grasp this
complex interplay of factors that influenced companies® deci-
sion-making as they headed in Ukraine, to inform planning or
preparedness for future conflicts where the private sector will
inevitably play a key role.

I
ATLANTIC COUNCIL



Introduction

Amid the Russia-Ukraine conflict, the private sector was and
is a crucial line of defense and source of cyber resilience to
a greater extent than any conflict previously observed. As the
first case study of this phenomenon in an overt, conventional
war, the past three years in Ukraine have clearly demonstrated
how crucial the cyber and informational domain, and the pri-
vate companies at its forefront, will be in competition, conflict,
and war to come.

More than three years following the full-scale Russian inva-
sion of Ukraine in the early morning of February 24, 2022, the
war—and the crucial role of the international community in it—
continues, but not unchanged. The war that Putin expected to
end in Russian victory within a handful of days is now well into
the third year of the largest and deadliest war in Europe since
World War |l.

This study examines the characteristics of this conflict that
influenced companies’ decision-making regarding the type
and degree of their involvement in Ukraine. Which factors
and actions taken by states shaped tech companies’ decisions
throughout the conflict as to whether and how to lend their
support to Ukraine? These include both pull factors, those

Table 1: Push and pull factors

BUILDING THE DIGITAL FRONT LINE #ACcyber

that increased the likeliness and degree of technology com-
pany involvement in Ukraine, and push factors, those that de-
creased the likeliness or degree of the same. Additionally, a
key element influencing this space was the response by the
Ukrainian government, allied governments, and international
bodies to either build on the effects of the pull factors or mi-
tigate the effects of the push factors throughout the conflict.

These factors and reactions are explored through open re-
search, individual interviews with executives from tech com-
panies active in Ukraine, and workshop discussions including
private sector, civil society, and representatives from various
governments. It puts forward the private sector’s perspective
on its own involvement in Ukraine since the 2022 invasion,
reflecting on opinions and actions as they stood at the time
of initial decision but also on the lessons learned since. The
intention is to contribute to a baseline of understanding of
public-private cooperation in Ukraine so that future policy de-
cisions, whether in the Ukraine context or beyond, are built
upon a full evaluation of experience.

FACTOR REACTION

Pull
Clarity of conflict
Business alignment
Push
Difficulty of coordination

Risk of retaliation

Ukrainian tech diplomacy

Ukrainian technical capability and posture

Ukrainian coordination; Allied government aid
facilitation

Risk definition and mitigation

1. All unattributed interviews were conducted in confidentiality with the author, and the names of interviewees are withheld by mutual
agreement.
4
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Pull factors

Clarity of conflict

Clarity of conflict refers to the perception of the “right” and
“wrong” or “victim” and “perpetrator” in a conflict, among one
or more set audiences, whose support has the potential to
provide materiel aid. In examining the role of this factor in the
provision of tech aid to Ukraine, these audiences are primarily
state policymakers, general populations, and technology lea-
ders in Europe and North America. Overwhelmingly, in both
public reporting and private interviews, the central reason gi-
ven by companies themselves for why private companies pro-
vide aid and services supporting Ukraine is the moral clarity
that these companies, their employees, and a large portion of
their customers saw in the conflict and its conduct. Many inter-
viewed commented on how the Russo-Ukrainian War, distinct
from most other conflicts, has a clear and binary “right” and
“wrong” side in the perspective of at least most of the Western
world, from governments to individuals.

Russia engaged in continuous overt and covert aggressive ac-
tion through a wide variety of coercive, though largely nones-
calatory, tools in an attempt to exert control on Ukraine and
its population. On February 24, 2022, however, Russia unlea-
shed coordinated missile strikes on Ukrainian cities, airborne
deployments of soldiers to key locations beyond the border
region, conventional advancement across the border, and
coordinated cyber aggression.

In March 2022, Amnesty International released a statement
saying, in part, that “In less than a week, Russia’s invasion of
Ukraine has triggered a massive human rights, humanitarian,
and displacement crisis that has the makings of the worst such
catastrophe in recent European history.”> Photos and videos
poured out of Ukraine, documenting Russian violence and war
crimes against the people of that country. Reports on Russian
atrocities and Ukrainian resistance dominated the headlines
and news discussions in the West for months. A Monmouth
University survey conducted in March 2022 found that 89
percent of Americans believed that Russia’s actions in Ukraine
were not justified.® Similarly, a poll of public perceptions of
responsibility for war, taken across ten European countries

showed that a clear majority in all countries attribute the pri-
mary responsibility to Russia.*

During these early months of 2022 the private sector quickly
became an essential pillar of support for the Ukrainian war ef-
fort. As one expert put it, “If you had ordered a generic villain,
you would have gotten Putin. From a moral standpoint, it was
really easy for companies to take a stand, you have a moral
highpoint.”® Russia’s long decade of slowly escalating violence
toward Ukraine, culminating in a brutal conventional assault
and now, yearslong war, created an unusually stark geopoliti-
cal environment in which both Western states and the majority
of their populations not only supported the defense of Ukraine
but did so enthusiastically.

Across interviews and roundtable discussions, industry ex-
perts demonstrated an appreciation of the clarity of the ‘right’
and ‘wrong’ in the case of Ukraine. Nearly every private sector
individual interviewed highlighted the importance of this fac-
tor in determining whether and how their company decided
to begin or deepen its involvement in Ukraine following the
invasion. One expert from a leading tech company said that
“This was the easiest of all scenarios | could imagine for the
private sector to seek to help an entity like Ukraine. The clarity
on the conflict made the decision to assist Ukraine clear.”® As
several experts attested, much of the cyber aid provided to
Ukraine required technical expertise that was not only limited
to a few companies but also limited to a relatively small popu-
lation of skilled individuals. At this level of analysis, the degree
of available assistance had to take into account the bandwidth
and possible burnout risk for these individuals as well as a
strong, prevalent reluctance to work with a government or, es-
pecially, a military. The perceived clarity of the war in Ukraine,
however, was critical to overcoming these concerns—at least
for a while’

2. “Russia/Ukraine: Invasion of Ukraine Is an Act of Aggression and Human Rights Catastrophe,” Amnesty International, March 1,

2022,
rights-catastrophe/.

https://www.amnesty.org/en/latest/news/2022/03/russia-ukraine-invasion-of-ukraine-is-an-act-of-aggression-and-human-

3. “Majority back U.S. troop presence in Europe, but not in Ukraine itself,” Monmouth University Polling Institute, March 16, 2022,
https://www.monmouth.edu/polling-institute/reports/monmouthpoll_us_031622/.

4. Catarina Thomson et al., “European public opinion: united in supporting Ukraine, divided on the future of NATO,” International
Affairs 99, no. 6 (2023): 2485-2500, https://doi.org/10.1093/ia/iiad241.

5. Interview with threat intelligence executive at US cybersecurity nonprofit, April 2, 2024.

Interview with government affairs executive at US multinational technology corporation, March 26, 2024.

7. Industry executive, IT coalition roundtable, Atlantic Council, February 21, 2024.
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Reaction — Ukrainian tech diplomacy

Tech diplomacy is the engagement between state authorities
and tech companies, civil society organizations, other states,
and multilateral fora to influence the development of both
technology itself and the policy that surrounds it.2 Within the
early days of the conflict, members of the Ukrainian govern-
ment and especially the Minister for Digital Transformation
Mykhailo Fedoroy, rallied for aid across the technology sector.
These calls, and the generally positive reception to them, built
on arguments regarding the clarity of the conflict. Although
this tech diplomacy has been the project of various Ukrainian
officials and offices, both before the 2022 invasion and in the
years since, a focus in on Fedorov is illustrative of the Ukrai-
nian approach to cultivating and extracting mutual benefit from
relationships with international technology companies.

In 2019, Fedorov was tapped as deputy prime minister and
minister of digital transformation and was subsequently named
deputy prime minister for innovation, education, science and
technology and minister for digital transformation and most re-
cently first deputy prime minister of Ukraine - minister of digital
transformation of Ukraine.® Fedorov and his team have been
adept, according to government affairs executive from a US-
based multinational technology corporation, at creating and
using “carrots and sticks” to influence company leadership
and employees to more favorably view Ukraine and to aug-
ment their willingness to contribute to its defense.©

Fedorov cultivated a strong social media presence with an
audience both within Ukraine and across Europe and North
America. He emphasized the importance of social media plat-
forms—using primarily English to connect with an international
audience—to bring awareness to the dire situation in Ukraine.
He pointed to the social media platform X (formerly Twitter),
saying it “has become an efficient tool that we are using to
counter Russian military aggression.”™ In efforts like United24,
the Ukrainian government’s official fundraising platform, which

BUILDING THE DIGITAL FRONT LINE #ACcyber

began with Fedorov tweeting the government’s crypto wallet
addresses with an ask for donations,? he saw it not just as a
fundraising tool, but as a tool that is “keeping people around
the world aware of what is going on in Ukraine.”® Crowdfun-
ding efforts, even if donations are small, make people feel that
their contributions are making a difference and fosters a closer
relationship between that person and the Ukraine regardless
of the distance.

Fedorov leveraged this engaged global audience to incenti-
vize company action, effectively mobilizing his audience’s at-
tention. A look at Fedorov’s social media presence shows a
clear pattern of this strategy in action. Between March 2022
and July 2024, Fedorov posted fifty-two requests for aid from
specific companies, celebrated companies and individuals
taking positive action, and called out companies engaging
in business practices that he deemed detrimental to Ukrai-
nian defense efforts. These posts served as additional public
acknowledgement of the contributions of specific companies
to Ukraine in a global public forum that other states were
watching, as were individuals, aid organizations, and com-
panies. One tech executive explained that not only did these
callouts serve as thanks, they also leveraged the competitive
nature of these companies that “one up” each other with aid
as an additional driver

The Starlink case provides an interesting example of this
strategy in action. Fedorov tagged Elon Musk in an X post and
asked him directly to instruct SpaceX to provide Ukraine with
Starlink stations, calling him out for trying to “colonize Mars”
instead of helping civilians on Earth® Musk responded publi-
cly on X less than twelve hours later that, “Starlink Service is
now active in Ukraine. More terminals en route.” Two days later
these stations, which would come to serve critical functions
for civilians, government entities, and even military personnel,
arrived. Fedorov again publicly responded on X with a photo

8. “The TechPlomacy Approach,” Ministry of Foreign Affairs of Denmark, accessed October 20, 2025, https://techamb.um.dk/

the-techplomacy-approach.

9. “Mykhailo Fedorov,” Government Portal (Ukraine), accessed Oct 15, 2025, https://www.kmu.gov.ua/en/profile/mikhaylo-fedorov.

10.  Interview with government affairs executive at US multinational technology company, March 26, 2024.

Joe Tidy, “Ukraine Crisis: Tech Firms Curb Services in Russia,” BBC News, March 4, 2022, https://www.bbc.com/news/technolo-
gy-60608222.

12. Peter Guest, “Mykhailo Fedorov Is Running Ukraine’s War Like a Startup,” WIRED, July 25, 2023, https://www.wired.com/story/
ukraine-runs-war-startup/?_sp=f5dd85ca-06aa-46ec-b716-b7cdal7ce4f41721243250176. Tom Wilson, “Ukraine raises $13 mil-
lion in crypto after crowdfunding appeal,” Reuters, February 28, 2022, https://www.reuters.com/world/china/ukraines-govern-
ment-raises-crypto-worth-8-million-crowdfunding-appeal-2022-02-27/.

13.  Guest, “Mykhailo Fedorov is Running.”

14.  Interview with government affairs executive at US multinational technology corporation, August 28, 2024.

15.  Mykhailo Fedorov (@FedorovMykhailo), “@elonmusk, while you try to colonize Mars — Russia try to occupy Ukraine! While your
rockets successfully land from space — Russian rockets attack Ukrainian civil people! We ask you to provide Ukraine with Star-
link stations and to address sane Russians to stand,” X, February 26, 2022, 7:06 a.m., https://twitter.com/FedorovMykhailo/sta-
tus/1497543633293266944.
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of a truck full of terminals saying, “Starlink - here. Thanks, @
elonmusk.”®

According to Fedorov’s deputy minister, Alex Bornyakov, in the
months leading up to the Russian invasion, Fedorov’s office
was unable to secure a meeting with Elon Musk. However,
SpaceX President and COO Gwynne Shotwell indicated in
March of 2022 that the company had been coordinating with
Ukraine as part of its European expansion effort for several
weeks before the invasion and were awaiting final approval
from the Ukrainian government. According to Shotwell, "they
tweeted at Elon and so we turned it on ... that was our per-
mission. That was the letter from the minister. It was a tweet”
These early interactions show that at the very least, Fedorov’s
social media engagement functioned as a nontraditional me-
thod to accelerate the provision and delivery of essential tech-
nical equipment that would enable connectivity for civilians,
government entities, and even military units.®

Six months before the February 2022 invasion, Fedorov went
on a tech diplomacy tour to Silicon Valley, intent on building
stronger relationships with key technology companies with
Ukraine’s digital transformation on the agenda. Fedorov's
tech diplomacy work laid a solid foundation for coordination
between the Ukrainian government and these technology
companies by the time the war began. These relationships
and Fedorov and his ministry’s direct approach with private
companies meant that his office could seek solutions in the
private sector directly and more swiftly than in traditional go-
vernment acquisition. For example, in less than a month, a new
and improved air raid alert system was implemented across
the country as a result of a direct and informal conversation
between Ajax Systems Chief Marketing Officer Valentine
Hrytsenko, Deputy Minister of Digital Transformation Vale-
riya lonan, and a team of digital transformation officers.®

Therefore, Ukraine’s approach to tech diplomacy represents
a significant shift in how states, especially small or mid-power
states, should conceptualize and shape their relationships with

technology companies. Given that global technology compa-
nies’ (“big tech”) yearly revenue continually overshadows the
gross domestic product (GDP) of many states,?° this evolution
in states’ relationships with big corporations suggests that
corporate ties are sometimes more important than a state’s
relationship with another state. This was echoed in a state-
ment from the Danish government, recognizing the extent to
which technological disruption affects societal and geopoliti-
cal change, nothing that the companies driving that innovation
“have become extremely influential; to the extent that their
economic and political power match—or even surpass—that of
our traditional partners, the nation states.”? Fedorov’s actions
therefore proved the importance of tech diplomacy as a key
government priority to secure the cooperation of the tech sec-
tor in a crisis, aided by the moral clarity that many companies
saw in assisting Ukraine in a time of war.

Business alignment

For companies examining whether and how to provide tech-
based support to Ukraine in its defense, business alignment
can take a variety of forms, but typically refers to some combi-
nation of benefits that the company receives from these acti-
vities. Although the primary driver cited publicly for tech com-
panies’ involvement has been the desire to aid Ukraine, their
customers, and employees in Ukraine against blatant Russian
aggression, another factor in companies’ decision-making was
in fact how the provision of assistance to Ukraine fit into and
supported the overall health and security of their organiza-
tions. This included the character of preexisting relationships
with both Ukraine and Russia, direct financial profit, and indi-
rect benefits such as instructive experience, field-testing pro-
ducts, and reputational benefits.

16.  Elon Musk (@elonmusk), “Starlink service is now active in Ukraine. More terminals en route,” X, February 26, 2022, 5:33 p.m,,
https://twitter.com/elonmusk/status/1497701484003213317; Mykhailo Fedorov (@FedorovMykhailo), “Starlink — here. Thanks, @
elonmusk,” X, February 28, 2022, 3:19 p.m., https://twitter.com/FedorovMykhailo/status/14983925152627466307s=20&t=vtC-

MOUqgWRKfxfrEHZYTGg.

17.  Jeff Foust, “SpaceX Worked for Weeks to Begin Starlink Service in Ukraine,” SpaceNews, March 3, 2022, https://SpaceNews.com/

spacex-worked-for-weeks-to-begin-starlink-service-in-ukraine/.

18. Emma Schroeder with Sean Dack, A Parallel Terrain: Public-Private Defense of the Ukrainian Information Environment, Atlantic
Council, February 27, 2023, https://www.atlanticcouncil.org/in-depth-research-reports/report/a-parallel-terrain-public-private-de-

fense-of-the-ukrainian-information-environment/.
19.  Guest, “Mykhailo Fedorov is Running.”

20. Alphabet Inc, “Exhibit 991 (Q1 2023)

SEC EDGAR, April 25,

2023, https://www.sec.gov/Archives/edgar/

data/1652044/000165204423000041/googexhibit991g12023.htm; Alphabet Inc., “Exhibit 991 (Q2 2023),” SEC EDGAR, July 25,
2023, https://www.sec.gov/Archives/edgar/data/1652044/000165204423000067/googexhibit991g22023.htm; Alphabet Inc., “Ex-
hibit 99.1(Q3 2023),” SEC EDGAR, October 24, 2023, https://www.sec.gov/Archives/edgar/data/1652044/000165204423000088/
googexhibit991g32023.htm; Alphabet Inc., “Exhibit 991 (Q4 2023),” SEC EDGAR, January 30, 2024, https://www.sec.gov/Archives/
edgar/data/1652044/000165204424000014/googexhibit991q42023.htm; The “GDP (current US$),” World Bank, accessed Octo-
ber 20, 2025, https://data.worldbank.org/indicator/NY.GDP.MKTP.CD.

21, “The TechPlomacy Approach.”
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Preexisting relationships

The Russian invasion of Ukraine in February 2022 was not the
start of the conflict between the two nations, nor was it the be-
ginning of technology companies’ relationships with Ukraine
and Russia. The nature and tone of these relationships pro-
vided a key foundation for these companies’ decisions
throughout the post-2022 conflict. Ukraine and Russia, both
as partners and as markets, had different starting points and
were also on different active trajectories that informed the
types and depth of engagement that tech companies wished
to have with each country, both individually and comparatively.

One of the primary motivations cited for company involvement
in Ukraine after the Russian invasion was the simple fact that
many of these companies were already active in Ukraine to
some extent and their leadership felt a responsibility to pro-
tect its employees and continue to serve its customers within
Ukraine. For example, threat intelligence companies like Man-
diant and CrowdStrike had been engaged in Ukraine since
at least 2014, actively tracking cyber espionage, influence,
and attack operations, while companies like Microsoft and
Google were actively building capacity in the country despite
Ukraine’s prohibitions on cloud services. In 2020, Google ope-
ned its second research and development center in Ukraine
and Microsoft signed a memorandum of understanding with
Ukraine’s Ministry of Digital Transformation to include a $500
million investment to build two data centers.??

Several private sector and government representatives
conveyed in private interviews that one of companies’ greatest

BUILDING THE DIGITAL FRONT LINE #ACcyber

concerns in the first few weeks of the conflict was the safety
of their employees in Ukraine.?® Many companies set up or
contributed to programs intended to help employees leave
the country, if they wished, or to provide protection measures
for those who remained.?* Additionally, companies with exis-
ting customers in Ukraine saw their mission as largely un-
changed, seeking to serve their customers regardless of their
location.?® Companies with these preexisting relationships had
more reason to continue or expand their work in the country
due to these long-term connections.

By contrast, many of these companies also had preexisting,
albeit weaker, ties with and in Russia. According to a 2024
report from the Center for Security and Emerging Technology,
however, of the eighteen US tech companies that provided
“direct assistance on the battlefield and/or services to main-
tain critical infrastructure or government functions,” none had
“significant economic or financial linkages to Russia.”?® While
Ukraine had undertaken concerted steps to foster mutual-
ly beneficial relationships, Russia had been largely coercive.
The Kremlin in the years before the 2022 reinvasion sought to
tighten control over the Russian information space and exert
influence over international tech companies’ activities in Rus-
sia. For example, in 2021 Russia passed a law requiring large
technology companies with a presence in the Russian market
to establish Russian offices registered with the Federal Ser-
vice for Supervision of Communications, Information Techno-
logy, and Mass Media, commonly known as Roskomnadzor, or
risk severe punitive measures.?’” Some in the industry viewed
the move as an attempt to blackmail tech companies into com-

22. Alexander Query, “Google opens research and development center in Ukraine,” Kyiv Post, January 15, 2020 https://www.Kkyivpost.
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plying with Russian censorship.?® Google was one such tar-
get of these coercive measures—in a push to force Google
to censor the content available on its platforms within Russia,
Russian authorities seized the company’s bank accounts. In
response, Google’s Russian subsidiary declared bankruptcy
and ceased all but its free services within Russia.?®

Amplified by the clarity of conflict discussed above, and Ukrai-
nian tech diplomacy efforts for companies to sever financial
ties with Russia and the Russian market, the decision calculus
for these companies was less complex than it may have been
otherwise.

Not all companies chose to leave the Russian market com-
pletely. Despite the coercion that Google faced, the company
chose to keep YouTube available in Russia; however, without
ads for users in Russia and without the ability to monetize
content that would “exploit, dismiss, or condone Russia's war
in Ukraine.”*® As discussed previously, many companies de-
cided to continue services in Ukraine out of an obligation to
existing customers. Depending on the company and the type
of product sold or service provided, this same motivation was
seen with respect to Russia as well. One tech executive ex-
plained that some of these products and services remained
active because they provided a benefit to the Russian public,
as opposed to the Russian government. For example, YouTube
remained partially active, with restrictions, so that the platform
could continue to serve as an alternate source of information
for Russians.

Direct profit

For companies, both those with an existing presence in
Ukraine and those without, providing technical services in and
to Ukraine could also serve more clear-cut business interests.
Some were at least partially motivated by direct financial gain
like new paid contracts and revenue potential such as additio-
nal value generated through the delivery of services and the
possibility of positive publicity for the company or their pro-
ducts.

Although much of private companies’ work in Ukraine was
(or started as) free of charge, many others were acquired in a

more traditional contractual manner, with either Ukraine or an
allied government footing the bill. Company representatives
said in several interviews and roundtables that while they wish
to continue their work in the country, as the war continues,
they will require financial support to do so.32

Indirect benefit

Some of the tech companies active in Ukraine derived value
from the very act of providing a service itself, with indirect
gains that included instructive experience with Russian cyber
operations, the ability to field-test products, and reputational
benefits.

For more than a decade, many multinational threat intelligence
companies have been tracking Russian cyber aggression in
Ukraine as part of their core function. These services helped
to drive the development of Ukrainian cyber infrastructure, but
it was not solely a charitable effort. It was in these companies
own interests to gain the closest possible insights into areas
like Ukraine that experience a high degree and sophistication
of cyberattacks. As a result, these companies sowed valuable
intelligence from their experience, and improved their bu-
siness offerings across the board. As one executive in threat
intelligence at a US cybersecurity nonprofit put it: “for threat
intelligence companies, having this depth of access is a gold
mine, the details delivered out of Ukraine on Russian tactics,
techniques, and procedures (TTPs) are quite amazing.”*

These benefits are not only limited to threat intelligence com-
panies. Companies that run active platforms used by and in
Ukraine, such as cloud platforms, also gained greater direct
experience against Russian cyber operations. As one exe-
cutive put it, “while acting as a shield, [these] companies are
collecting vast intelligence that can be used to improve their
products and protect all their customers.”* The experience
of defending against Russian activity at that scale and volume
served as training of sorts for companies’ cybersecurity teams.

Both representatives from private companies and the Ukrai-
nian government cited an additional benefit to working in
Ukraine during the current war: it served as a testing ground
for technology. As Fedorov stated, Ukraine “is the best test
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technology/google-wins-uk-injunction-over-youtube-block-russian-broadcasters-2025-01-22/.
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33. Interview with threat intelligence executive at US cybersecurity nonprofit, May 2, 2024.

34. Interview with business development executive at US information and communications technology corporation, July 18, 2024.
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ground for all the newest tech ... because here you can test
them in real-life conditions.”®® Several company executives
privately seconded this notion, saying that alongside their
company’s desire to do the right thing, their work in Ukraine
provided proof of concept for their capabilities.®® Ukraine also
offered a means to demonstrate to potential customers the
effectiveness of their offerings. Founding partner of Green
Flag Ventures Deborah Fairlamb said at a European defense
conference that “no one would even look at a product unless
it had ‘Tested in Ukraine’ stamped on it”¥” During a roundtable
conversation, a company executive said that governments
were more likely, having seen a company’s work in Ukraine, to
purchase their products and trust that they are secure.®®

Finally, companies working actively in Ukraine were also mo-
tivated by the benefits to public perception and reputation.
Popular support of Ukraine meant that companies’ support
may have improved their reputation by association. In a TIME
article from early 2024, author Vera Bergengruen argued that
this reputational concern was part of Palantir's decision cal-
culus for its work in Ukraine, by helping to dispel characte-
rization of the company’s work as a tool to support intrusive
government surveillance. This would situate Palantir's work in
Ukraine among its similar efforts to "shed its reputation as a
shadowy data-mining spy contractor.”*® Clearview Al's reputa-
tional concerns also likely motivated its assistance to Ukraine.
The company was sanctioned multiple times throughout Eu-
rope for privacy violations and was lambasted in a 2020 New
York Times article for its controversial use by law enforcement
and private companies to track people through Al-enabled
facial recognition.®® Nevertheless, the company received an

BUILDING THE DIGITAL FRONT LINE #ACcyber

outpouring of positive press following public announcements
that Ukraine was using this same Al-enabled facial recogni-
tion software to identify Russian soldiers, including deceased
soldiers and those suspected of committing war crimes in
Ukraine.* Whether trying to capitalize on a positive reputation
or counter negative perceptions, companies benefit from their
association with a cause popular across their customer base.

Reaction — Ukrainian technical capability and posture

In both the buildup to war and the conduct of it, some compa-
nies with interest in setting up operations in or with Ukraine
were reluctant to do so out of concern regarding Ukraine’s
ability to act as a capable and trustworthy recipient of goods
and services. Executives working in threat intelligence and in-
formation security at US-based multinational technology com-
panies have pointed to corruption in Ukraine as a barrier to
engagement prior to the invasion and a factor that was careful-
ly considered when deciding how to provide aid in Ukraine.*
This challenge is openly acknowledged in Ukraine’s Anti-Cor-
ruption Strategy for 2021-25, which states that “corruption pre-
valence and distrust in the judiciary are the key obstacles to
attracting foreign investment to Ukraine.”*®

To mitigate these factors, Ukraine and its partners have in-
vested heavily over the past decade to take on corruption
and build out legal, economic, and technical frameworks to
transform Ukraine so as to make it a more appealing target for
assistance and cooperation from the public and private sec-
tors. According to Alex Bornyakov, Ukraine’s deputy minister
of digital transformation, Ukraine’s sought to develop “the lar-
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gest IT hub in Eastern Europe with the fastest growing GDP,
industrial parks, and its own security-focused ‘Silicon Valley.”*

Anti-corruption efforts

The Ukrainian government’s commitment to anti-corruption
efforts has been an important factor for the success of the pro-
cess, which began well before the buildup of Russian tanks on
its border. According to the 2025 Organization for Economic
Cooperation and Development (OECD) Integrity and Anti-Cor-
ruption Review of Ukraine, since 2013 Ukraine “significantly
reformed its anti-corruption framework to fight what were then
historically high corruption levels in the country.”*®

Ukraine’s public and private IT sectors have long been a bree-
ding ground for software acquisition-related fraud, a scheme
in which an individual reports the purchase of a legitimate sof-
tware license but actually buys a pirated or outdated version
of that software and pockets the difference. Before 2014, ap-
proximately 80 percent of Ukrainian government and private
entities were using network software that had either never
been or was no longer supported by the associated software
vendor,* making Ukraine a difficult and unappealing market
for software vendors.

In 2014, anti-corruption activists started the ProZorro project,
which over the past decade moved public sector procu-
rement, including that of IT infrastructure, to a central plat-
form built around the tenets of transparency, efficiency, and
cross-sector collaboration and competition.*” According to a
report by Dr. Robert Peacock, through the use of ProZorro and
other anti-corruption efforts, senior officials at Ukraine’s State
Special Communications Service estimated that "the share of
pirated and unsupported software on the country’s networks

had dropped from more than 80 percent in 2014 to only 20
percent in 2020.74¢

As the conflict in Ukraine escalated into a full-scale war,
Ukraine’s anti-corruption efforts became even more urgent
and essential. For example, UNITED24, the country’s official
fundraising platform to fund the Ukrainian war effort that has
raised approximately $350 million since the beginning of the
war, sends money directly into transparent national accoun-
ting systems depending on the choice of the donor, with the
leading global accounting firm Deloitte auditing platform.*® In
addition, in the first year of the war Ukrainian President Vo-
lodymyr Zelenskyy and his government dismissed several
high-ranking government officials based on allegations of cor-
ruption. This included two of the top Ukrainian cyber officials
after they were accused of participated in corrupt procure-
ment practices. According to the country’s National Anti-Cor-
ruption Bureau, the accused allegedly embezzled $1.7 million
between 2020 and 2022 through fraudulent software acqui-
sition.>® The Ukrainian government’s efforts largely mitigated
companies’ concerns regarding corruption, and those compa-
nies that cited corruption as a barrier to working with Ukraine
have since commenced programming previously denied to
Ukraine on those grounds.®'

For a private company to make the decision to invest more
heavily in Ukraine, the benefits— financial or otherwise—must
outweigh the risks. By addressing corruption within the go-
vernment, and especially tech-related corruption, the Ukrai-
nian government effectively diminished the weight of this
factor in companies’ overall decision calculus. Crucially, such
efforts take time to implement and yet more time to create
meaningful change. Had these anti-corruption programs not
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been well underway before 2022, the question of corruption
may have significantly deterred companies from deeper invol-
vement in Ukraine.

Ukraine turns toward tech

Instead of sowing distrust in the idea of cyberspace as a safe
space for economic and even government services, the past
decade of Russian aggression against Ukraine in cyberspace
motivated Ukraine to invest heavily in that space and turn its
former weakness into a newfound strength. It could even be
said that the continuous Russian aggression against Ukraine,
through cyberspace and otherwise, helped Ukraine to better
defend itself against Russia. Before the 2022 Russian invasion
and even more so since, the Ukrainian government sees a
flourishing technology sector within Ukraine as a key compo-
nent to the economic strength of the country.® However, to
foster such a flourishing tech environment, Ukraine needed to
first invest in its legal and economic foundations.

As a response to escalating Russian aggression in 2014,
Ukraine began what would be an intensive decade of govern-
ment reform and policy advancement on cyber issues. The
figure below highlights various investment and development
programs aimed at enhancing Ukrainian technological capa-
city, including efforts of the Ukrainian government itself and
in partnership with various international entities such as the
North Atlantic Treaty Organization (NATO) and the US Agency
for International Development (USAID).
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These, among other efforts, were essential steps to creating
and expanding a technologically capable and developed
Ukraine. Especially important was the increased relative cy-
bersecurity of the Ukrainian digital environment, the develop-
ment of Ukraine’s cyber workforce and general cyber literacy,
and an influx of capital enabling increased investment in pri-
vate sector tools and services.

On the economic front, the Ukrainian government made
strides to create an attractive environment for investment.
The government’s mission has been to shift the conversation
from purely one of donations and aid to a direct appeal to the
companies’ more pecuniary concerns. According to Bornya-
kov, “The best way to help Ukraine is to invest in Ukraine.”®?
This call is both international and domestic. The Ukrainian
government has implemented a number of projects and pro-
grams dedicated to fostering the local tech ecosystem. As of
December 2024, the IT sector accounted for 4.4 percent of
Ukraine’s GDP and 38 percent of the country’s total service
exports. Much of this technological energy is being dedicated
back to the war effort—according to a report compiled in coo-
peration with the Ministry of Digital Transformation of Ukraine,
97 percent of Ukrainian IT companies are “actively supporting
projects that contribute” to Ukrainian defense.>

Diia City in particular, launched just two weeks before the inva-
sion, is a tool intentionally designed to make it easier and more
appealing for foreign companies to set up and run operations
within Ukraine. Diia City is a “virtual free economic zone for

Fig. 1: Development programs aimed at enhancing Ukrainian technological capacity, 2014-2023 select examples

Source: Author
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tech companies in Ukraine” that offers a variety of legal and
tax benefits.>® The connected Bravel initiative launched in ear-
ly 2023 to “create a fast track for innovation in the defense and
security sectors,” especially those projects of high importance
to Ukrainian military leadership, such as “drones, robotic sys-
tems, electronic warfare, artificial intelligence tools, cyberse-
curity, communications, and information security management
systems.”®®

These efforts, both domestic and international, bolstered the
defense of Ukraine by building and demonstrating trustwor-
thiness, capability, and economic value for the private sec-
tor. In other words, the political and economic engine driving
technological development in Ukraine was composed of more
than a decade of concentrated action from Ukraine and its in-
ternational partners, and was in place well before tanks began
rolling across the borders. This vital work ultimately helped
to bring about conducive conditions for private sector invest-
ment or provision of services, as long-term structural factors
indirectly shaping company decision-making to aid Ukraine.

55. “Diia City,” Diia, accessed October 20, 2025, https://city.diia.gov.ua/en.

56. Mykhailo Fedorov, “Ukraine’s Vibrant Tech Ecosystem Is a Secret Weapon in the War with Russia,” UkraineAlert (Atlantic Council),
August 17, 2023, https://www.atlanticcouncil.org/blogs/ukrainealert/ukraines-vibrant-tech-ecosystem-is-a-secret-weapon-in-the-
war-with-russia/.
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Push factors

Difficulty of coordination

Difficulty of coordination refers to the friction that private com-
panies experienced along the lifecycle of technical assistance
to Ukraine—from understanding which products or services
would be impactful, knowing who to coordinate with and how,
or the logistics of providing that assistance. Friction, as in all
domains of warfare, is the imposition of the constraints of rea-
lity upon one’s plans and impulses, and therefore each ad-
ditional complexity that stands between a certain technology
and its use in Ukraine increases the likelihood that that desired
provision will not occur, will take longer, or will be provided in
a less helpful form.

One of the most persistent hindrances to the provision of
tech-related assistance from private companies in Ukraine
was the difficulties that all parties involved faced, which was
to effectively coordinate the assistance available with the
assistance that Ukraine needed most in a fast-moving and
high-pressure environment, particular as more Ukrainian or-
ganizations expressed a need for more threat intelligence, li-
censes, or training for tools. In almost every conversation with
industry representatives about their experience in this space
raised this coordination problem. The factors that most signifi-
cantly impacted coordination effectiveness included whether
a company had a preexisting presence in or relationship with
Ukraine, the clarity with which Ukraine communicated its tech-
nical needs, and the ability to assess the effectiveness and
impact of products or services provided.®”

Especially in the early months of the full-scale Russian war,
much of the assistance that private tech companies provided
was coordinated by companies themselves and in a largely ad
hoc manner. In addition, Ukraine experienced communications
challenges such as a lack of secure channels or limited visibility
into networks and infrastructure on the ground.®® Companies
that did not have a strong relationship with the Ukrainian public

BUILDING THE DIGITAL FRONT LINE #ACcyber

sector prior to the conflict found that direct coordination was
difficult to establish once the conflict had begun.®® For some,
not having a direct relationship with or in Ukraine had been an
intentional choice, due to regulation complexity or corruption
concerns.%® Initially, companies without a preexisting presence
often struggled to pinpoint the correct office or person with
which to speak. They bridged this gap most often with some
combination of brand recognition driving direct outreach from
the Ukrainian government and facilitation by Ukrainian private
companies that had established relationships with internatio-
nal tech companies and could act as middlemen.®

Even in cases of existing relationships within Ukraine, com-
plexities abound for companies. A threat intel executive indi-
cated that, for many, there is a tension between what com-
panies thought they could provide and what the Ukrainian
government knew about its own needs. While Ukraine was
effective in communicating its technical needs at the tactical
level, according to various company representatives, effec-
tive coordination was somewhat hampered by their ability to
effectively communicate and coordinate technical assistance
needs across government at a strategic level lagged behind.5?

An additional point of friction was the high degree of difficulty
in deconflicting the assistance provided to Ukraine from diffe-
rent companies. Understandably, the Ukrainian government—
and various individuals and agencies working within it—were
responding to imminent threats and thus would send out the
same or similar requests to various companies in the hope that
one would respond.®® This meant that at times various com-
panies were devoting time and resources to developing an
assistance measure that was not actually needed and would
not be implemented, or if it was in part, had a lesser relative im-
pact on Ukrainian defense because of duplicative measures.
This inability to understand and plan around the impact of as-
sistance was broader than just the duplication issue; dozens
of company representatives reported difficulties in getting a

57.  Greg Rattray, Geoff Brown, and Robert Taj Moore, The Cyber Defense Assistance Imperative: Lessons from Ukraine, Aspen Digi-
tal, May 2025, https://www.aspeninstitute.org/wp-content/uploads/2025/05/Aspen-Digital_The-Cyber-Defense-Assistance-Impe-

rative-Lessons-from-Ukraine.pdf.

58. “CDAC: “The Scale of What We Can Do is Severely Hampered by not Having Funding for Dedicated Staff or to Fulfill Requirements
Directly,” Common Good Cyber, May 29, 2025, https://commongoodcyber.org/news/interview-cdac-funding/.

59. Industry executive, “Public-Private Cyber Support” Workshop, Royal United Services Institute, May 29, 2024.

60. Interview with business development executive at US information and communications technology corporation, July 18, 2024;
Interview with government affairs executive at US multinational digital communications technology corporation, May 2, 2024,
Interview with information security executives at US intelligence and data analysis software technology corporation, May 8, 2024.

61.  Interview with business development executive at US information and communications technology corporation, July 18, 2024.

62. Interview with threat intelligence executive at US cybersecurity nonprofit, April 2, 2024; Industry executive, “Supporting Ukraine's
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clear view as to whether their assistance was actually effective
once provided.®*

Without this data, future requests for and fulfillments of tech-
nical aid will continue to be based on theory rather than evi-
dence from their growing experiences together. A 2024 pa-
per from the Cyber Defense Assistance Collaborative (CDAC)
and Columbia School of International and Public Affairs, made
strides in its effort to collate and assess the effectiveness of
those companies and organizations that provided cyber de-
fense assistance to Ukraine through their program. The report
identified both direct indicators, where effectiveness can be
assessed via concrete measures, and proxy indicators, where
possible contributing factors are assessed on a scale of per-
ceived impact.®®

Reaction — Ukrainian coordination and adaptation

Ontop of domestic development efforts, Ukrainian government
officials spent concerted time and effort to build relationships
that would serve as the foundation for future cooperation. Fe-
dorov's tech diplomacy work forged new connections with
these companies, as well as their leadership and employee
bases, that in many ways enabled the speed of company res-
ponse following Russia’s February 2024 invasion. “When the
invasion began, we had personal connections to these com-
panies,” Fedorov said. “They knew who we are, what we look
like, what our values are and our mission is.”®®

According to Fedoroy, in the first month of the war he sent
“more than 4,000 requests to companies, governments, and
other organizations, each one personally signed.”®” Some of
these connections built on existing relationships, but compa-
nies without preestablished links either initiated conversations
directly with or received direct requests from the Ukrainian
Government. Beyond the Ministry of Digital Transformation,
various Ukrainian offices like the State Special Communica-
tions Service of Ukraine, Security Service of Ukraine, Natio-
nal Security and Defense Council of Ukraine, and Ukrainian
National Cybersecurity Coordination Center were engaging

in relationship building and outreach efforts in order to coor-
dinate the provision of tech assistance.®® According to Bor-
nyakov, the early days of coordination with the international
private sector were chaos.®® Various offices and employees
sent out messages and requests without internal coordination,
and products or services were provided without sufficient due
diligence to ensure that they were truly useful to the Ukrainian
war effort.

The Ukrainian government quickly updated its practices to
facilitate more efficient cooperation. Among the first of these
moves was a Ukrainian policy change to directly enable in-
creased private sector participation. In February 2022, prior
to the invasion, the Ukrainian parliament Verkhovna Rada
amended the laws that had barred government use of Cloud
services. This change meant that just days before the Russian
invasion, companies including Amazon, Microsoft, Google,
and Cloudflare were able the aid the Ukrainian government
and several critical sector entities in migrating their critical data
to their cloud servers—a critical move, as Russia’s attacks du-
ring the first few weeks of the war specifically targeted phy-
sical data centers./® In addition, due to the imposition of mar-
tial law, Ukraine adopted two resolutions to streamline public
procurement. Resolution 169, adopted on February 28, 2022,
enabled government contracting authorities to ignore, when
necessary, the procurement procedures required by the laws
on public and defense procurement”' Resolution 723, passed
four months later, added new, more efficient requirements to
the procurement process, amending both resolution 169 and
resolution 822, most important of which was the introduction
of the ProZorro platform as the mandatory electronic procure-
ment system.”? As previously discussed, this platform was both
atool to facilitate procurement and to counter corruption in the
procurement process at large.

Despite improvements to coordinate more effectively with pri-
vate tech companies, and even as international coordination
mechanisms emerged, a significant contingent of companies
has maintained a preference for direct coordination. One
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government affairs executive noted that their company, like
many others, preferred direct coordination with the Ukrainian
government since it enabled more immediate and relevant
support, and they were skeptical that third-party mechanisms
would be as effective”

Reaction — International aid facilitation

Since the February 2022 Russian invasion of Ukraine, and
even before that, international entities—states, supranational
bodies, and non-state groups— played an important role in
coordinating technical-focused aid in support of Ukraine.

However, states’ coordination efforts were notably incons-
istent. In the first year and a half after the Russian reinvasion,
the United States allocated $113 billion in response to the war
in Ukraine—largely allocated to the Department of Defense at
547 percent, USAID at 32.3 percent, and the Department of
State at 8.8 percent.* This money should not be viewed like a
check signed over to the Ukrainian government, but rather as
money allocated to respond to the Russian invasion through
a combination of forms and recipients, primarily the defense
industrial base in the United States.”® By contrast, private com-
panies publicly announced and celebrated their digital and
tech aid to Ukraine. In an interview, one leading tech exe-
cutive observed a clear dearth of focus from the US govern-
ment toward digital and tech aid, instead opting for significant
humanitarian and more traditional military assistance.’® This
prioritization was likely an intentional choice—the US govern-
ment’'s perspective seems to have been that it was leading
conventional aid by a significant margin and wanted others,
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like European governments and the private sector, to take the
lead on digital and tech matters.”” Though not speaking speci-
fically on cyber and tech elements, Secretary of Defense Pete
Hegseth in February 2025 called publicly for European states
to provide the “overwhelming” majority of defense funding
for Ukraine, bemoaning what he saw as an “imbalanced rela-
tionship.”’® Hegseth specifically pushed for the expansion of
existing Europe-led coalitions—discussed below—dedicated
to coordinating technological aid.”®

By contrast, industry experts agreed that the UK Foreign, Com-
monwealth and Development Office (FCDO) was a very effec-
tive facilitator of private sector aid.2® The UK’s efficiency on
this issue was due in part to fewer restrictions on aid money
between distinct civilian- and military-designated buckets.®’
According to an assessment from the Independent Commis-
sion for Aid Impact, which scrutinizes UK aid spending, this
flexibility enabled the FCDO to respond and adapt to the
constant evolutions of the war and geopolitical environment—
thereby acting as an effective channel for private sector assis-
tance into Ukraine #2

The ad hoc nature of many of the early digital assistance pro-
grams provided by private companies was in some ways a
double-edged sword. In many cases they were present and
able to move more quickly than government programs, and in
some places they stepped into de facto political roles—sha-
ping the conflict and public understanding of it. However, this
efficiency and effectiveness became difficult to sustain in the
long run as governments and government-sponsored mecha-
nisms were slow or insufficient to step in to support these ef-
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forts.® US government entities were instrumental in facilitating
support from private companies to Ukraine through purchase
agreements, such as that of hundreds of Starlink devices and
subscriptions in coordination with other governments® and
partnerships. US government entities also participated in in-
telligence sharing and collaboration efforts regarding Russian
cyber capabilities and activities®® and even conducted hunt
forward operations to assist in Ukrainian defense against
Russian cyber aggression both before and after the February
2022 Russian invasion.®

In various conversations, both industry and government re-
presentatives confirmed the lack of effective governmental
and supranational coordination and its impact on the private
sector, and on Ukrainian defense.®” Company representatives
across the United States and Europe shared the same refrain:
“we can’t keep supporting Ukraine ourselves forever without
government assistance.”®®

In addition to bilateral assistance efforts, various entities
emerged across the conflict focused on cooperation organi-
zation and facilitation of digital and tech aid. The first of these
was the CDAC, not a government entity, but a nonprofit orga-
nization that brought together a number of cybersecurity and
technology organizations to better coordinate assistance ef-
forts. The organization was founded by Gregory Rattray and

a coalition of cyber executives to address the impediments
and complications that accompanied the early days of digi-
tal and tech assistance provision from the private sector. A
CDAC representative said in May 2024 that the group had fa-
cilitated $20-30 million in tech-related assistance for Ukraine
since its inception.®® As Ukrainian and CDAC representatives
noted, CDAC’s facilitation efforts have since slowed for a va-
riety of reasons: decreased ability to act as an intermediary as
requests have become more specific, a stabilization among
companies that no longer require a coordinator after their re-
lationships in Ukraine were established, and a lack of sufficient
financial support for both CDAC and the companies willing to
provide assistance.®

The vacuum noted by industry representatives and CDAC
founders in the shape of a true digital and tech aid coordi-
nation body with the resources and remit to execute that
mission is the planned role of the IT Coalition and the Tallinn
mechanism. The IT Coalition, part of the Ukraine Defense
Contact Group (UDCG; also known as the Ramstein Group),
was established in September 2023 as “a dedicated group
of donor nations led by Estonia and Luxembourg within the
UDCG framework, focused on delivering support to Ukraine's
Defense Forces in the area of IT, communications, and cyber
security.”91 The group consists of eighteen member countries,
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with the European Union, NATO, the United States, and France
acting as observers.®? In 2024 and 2025, the coalition had
raised “€11 billion in both financial and material assistance.”®
The coalition aims to support Ukraine cyber defense capability
and command and control integration while also delivering on
more long-term goals such as fostering innovation and cloud
adoption. The United States is currently an observing member
of the IT Coalition and have thus far has declined taking a
more active role. Those familiar with the inner workings of the
mechanism have emphasized the clear benefit of a more ac-
tive US role in the mechanism, as most of the tech companies
with whom the organization would like to coordinate are head-
quartered out of the United States.

The Tallinn Mechanism was established in December 2023
with 11 states to “coordinate and facilitate civilian cyber capacity
building” within Ukraine, and is intended to be complementary
to military-focused cyber aid facilitation bodies like the IT Coa-
lition.®® The Tallinn Mechanism is focused on “amplifying the
cyber support of donors to Ukraine in the civilian domain.”®®
The mechanism raised approximately $210 million by the end
of 2024 and has focused on bolstering cyber defense capabi-
lities, especially that of critical national infrastructure, through
the public and private provision of hardware and software,
incident response, satellite communication provision, and cy-
bersecurity training for government officials.®’

The international community has certainly made strides to
better facilitate technology aid to Ukraine, to counteract the
pushing effect that complicates such coordination for tech-
nology companies. However, it is yet unclear whether these
programs and practices will meet the demands of this conflict,
or those of conflicts to come. The most effective element
of the tech sector at large’s efforts in Ukraine has been its
speed, both in its response to the invasion itself and to in-

BUILDING THE DIGITAL FRONT LINE #ACcyber

dividual challenges that have arisen over the course of this
war. Meanwhile, government and supranational coordina-
tion—aside from those programs already in place—were much
slower to implement.

Risk of retaliation

A significant factor shaping the behavior of companies’ work in
and with Ukraine is the heightened threat state created by ac-
tive warfare. Various technology company officials cited their
concern about potential backlash—whether financial, cyber,
or physical violence—from Russia against their infrastructure,
products, and people.®® The real risk that these companies
took on was informed by a number of factors, such as the ap-
plication of their products or services by and for military ends,
the required physical presence of personnel, products, or in-
frastructure, and also the degree to which increased Russian
aggression against these companies might be a meaningful
increase from prewar conditions.

Defense application

An undeniable yet complex risk that companies face as a re-
sult of providing support to Ukraine is the threat of Russian
retaliatory action. Private sector behavior in Ukraine is shaped
by the degree to which the goods and services provided are
connected to the conduct of the conflict itself. Products and
services provided to civilian groups for purely humanitarian
purposes come with a different risk profile than goods that un-
derpin government functions. Though not discrete or exhaus-
tive, cyber and technical aid to Ukraine can be understood in
four categories: humanitarian aid, critical infrastructure protec-
tion, government support, and military application. In practice,
this division exists on a continuum, from purely humanitarian
support to products or services that the state itself has come
to rely on for the continued provision of government services,
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with particular importance placed on whether the good is for
military use and whether that use is in direct support of combat
operations.

By and large, companies have made their own determinations
as to how to amend their work in Ukraine, looking not only at
the direct military application of their product or service but
also examining existing and potential products or services to
determine potential applicability for offensive operations—and
where to avoid their abuse. A clear example of this is Google’s
cessation of the live traffic display functionality within Google
Maps. A team of open source researchers at the Middlebu-
ry Institute of International Studies, under the leadership of
Professor Jeffrey Lewis, were allegedly able to infer the early
movements of the February 2022 Russian invasion before of-
ficial reporting by analyzing Google Maps traffic data in com-
bination with radar imagery.®® Following these reports, Google
announced that it would temporarily disable live traffic data so
that it would not be used to plan military operations.”®® An inter-
nal task force at Google largely coordinated these and similar
decisions to coordinate aid to Ukraine and, most importantly,
to examine their actions and decisions in order to identify and
address programs that had a potential to cause harm.° Howe-
ver, even after these amendments were made, Google Maps
was again the subject of controversy. In November 2024,
Ukrainian defense chiefs accused Google of revealing the
location of key military positions following an earlier Google
Maps update. According to Russian military bloggers, among
these revelations was the position of new air defense systems,
including US-made Patriot anti-aircraft missiles, surrounding
an airport near Kyiv. According to the head of Ukraine’s coun-
ter-disinformation unit Andriy Kovalenko, Google representa-

tives reached out to Ukrainian government officials to address
the issue shortly thereafter!°?

Similar in many ways was the SpaceX effort to restrict use of
the Starlink satellite network close to the active front of the
war. Though controversial in the public eye, and significant
for military operators and planners, the SpaceX decision to
restrict the use of Starlink devices near the front was an in-
tentional one—to limit escalation directly supported by their
devices. SpaceX President Gwynne Shotwell explained “our
intent was never to have them use it for offensive purposes.”®
The Starlink network, despite these imposed limitations, has
undeniably been an extremely useful tool for the Ukrainian mi-
litary,°4 but its network also supports a much wider geography
of users, from individuals to government entities. The inherent
dual-use nature of the Starlink network poses a much greater
risk should its network be considered a military object. This
risk framework is likely a significant part of the drive behind
Space X’s creation of Starshield, announced in early De-
cember 2022. A partner project to Starlink, Starshield operates
on a separate network and is specifically and exclusively for
government—rather than consumer and commercial—use.®®
With this application in mind, reports still vary as to whether
such a contract, like the $1.8 billion deal with the National Re-
connaissance Office, would be operated by the contractee, in
this case the NRO, or whether, like Starlink, the service would
remain operated by SpaceX!%® It is possible that this case will
follow, in practice, the principle that the closer that the ope-
ration of a technology sits to strategic and sensitive national
priorities, the higher the risk for both state and company of that
technology being operated by said company, and the more
likely that technology will come to be operated from within a
government body.
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Physicality

Products and services that require the physical presence of
personnel, products, or infrastructure within Ukraine are the
riskiest to undertake. Providing support in this way carries a
level of risk that most companies did not have either the wil-
lingness or the infrastructure to take on!®” While some com-
panies, for certain products, chose to partner with govern-
ment entities to deliver products or services where physical
presence was necessary, as in the preceding example, others
chose instead to eschew options with such a requirement. In
an interview, one expert said, “there were some products that
you wanted to go forward with, but you couldn’t. Your informa-
tional security can only be as good as your physical security,
SO projects requiring new physical infrastructure development,
or new infrastructure dependencies, was a major stumbling
block.” 108

Russia’s cyber-offensive impact

To some degree, most of the technology companies in
question—especially those with a preexisting presence in
Ukraine—were already a target of a significant volume of Rus-
sian cyber intrusion attempts as well as other coercive actions.
As one industry executive put it when asked about the role of
risk assessment in decisions to deepen their work in Ukraine
following the invasion, “we knew the risk, we were already
targeted on a daily basis.”® The risk of Russian aggression
and retaliation remains, but for many large tech companies,
their work already took them into spaces where they were
in direct or indirect conflict with Russian or Russian-affiliated
groups. However, the risk of Russian cyber intrusions against
their networks was already a built-in calculation for their exis-
ting cybersecurity plans.

In addition to the experience and expectations of many of
these private companies, Russian cyber operations accom-
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panying and following its February 2022 invasion were less
disruptive than previously anticipated. The most prominent
case of coordinated disruption in the information space re-
mains the ViaSat satellite communications system hack du-
ring the invasion. As cyber scholar Jon Bateman writes, this
intrusion demonstrated clear “timing (one hour before Russian
troops crossed the border), clear military purpose (to degrade
Ukrainian communications), and international spillover (disrup-
ting connectivity in several European countries).”"™ However,
the incident appeared to be limited in duration and unclear in
impact—senior Ukrainian official Victor Zhora acknowledged
the loss to communications during the early hours of the in-
vasion, but later stated that the incident was less disruptive
than it could have been because of redundancies in Ukrainian
communication methods."

As nonresident senior fellow Justin Sherman explored in May
2025 Atlantic Council report, Unpacking Russia’s cyber nes-
ting doll"? the comparably muted effectiveness of Russian cy-
ber operations during the war is the result of a multitude of
factors including:

e Cross-domain coordination difficulties

* Resource constraints

* Interagency competition

* Intentional strategic prioritization

¢ Ukrainian defensive strength
Sherman goes on to explain that while cyber operations
against Ukraine did not have that catastrophic impact expec-

ted by some—the promised cyber Pearl Harbor—Russian cy-
ber capabilities should not be underestimated.™

In just the first year of the war, Russia and—importantly—non-
state actors in Russia’s orbit, launched a multitude of cybe-
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rattacks and intrusions against the public and private sector
in Ukraine—including those entities relying on products,
platforms, or infrastructure owned and operated by Western
tech companies™ In May 2025, the US Cybersecurity and
Infrastructure Security Agency released a joint cybersecurity
advisory highlighting this threat, and explicitly calling out Rus-
sian targeting of “those involved in the coordination, transport,
and delivery of foreign assistance to Ukraine.”" The question
at hand, then, is not what level of risk is associated with these
actions but how prepared the company is to encounter such
risks.

Reaction — Risk definition and mitigation

In response to the risk of Russian retaliatory action, either
through cyber or kinetic means, states and intranational bo-
dies had a role to play in helping companies to navigate and
mitigate these risks. The first method by which this was attemp-
ted was in an increased clarity on the types of actions that may
be considered military or escalatory in nature. Additionally, in
many cases states were necessary partners in securing any
element of product delivery or operation required new physi-
cal presence in or movement into and across Ukraine.

Definition

Throughout the conflict, industry executives and civil society
displayed a great deal of concern about where the line falls
between civilian actors and military objectives, and how to
ensure that their activities fall squarely on the civilian side of
this line. Individuals and companies reiterated a desire for in-
creased clarity on this question from Western governments

and international legal bodies" Current humanitarian law re-
quires the country at war to target only military objects, de-
fined as objects “whose total or partial destruction, capture or
neutralization, in the circumstances ruling at the time, offers
a definite military advantage” in a manner proportional to the
military gain foreseen by the operation.”

In a 2023 report, the International Red Cross posited that,
“tech companies that operate in situations of armed conflict
should understand and monitor whether the services they
provide may amount to a direct participation in hostilities by
their employees and whether the company might qualify as a
military objective.”™ Essentially, the line between civilian and
military object is determined by Russia in its assessment of
the battlespace, as well as the broader question of whether
the Kremlin is concerned about staying within the bounds of
international humanitarian law. The subjectivity of this divide
allows for some range in interpretation Indeed some, like
Lindsay Freeman at UC Berkeley School of Law, argue that
“civilian objects have been intentional, direct targets and not
simply collateral damage.”?° Ukraine and its allies cannot sim-
ply dictate where such a line exists. However, greater clarity
from national and supranational entities would provide some
measure of cover to these companies and help solidify their
ability to make more accurate risk calculations.™

Mitigation
For products and services that require physical presence,
either of people or products, many companies view some kind
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of partnership with government, local or otherwise, as a virtual
necessity to bridge the risk imposed.??

Cisco’s Project PowerUp, led by Senior Security Strategist
Joe Marshall of Cisco Talos Intelligence Group,? is a clear
demonstration of this. The project innovated and delivered
a new industrial ethernet switch that could ensure continued
effective power grid management even when Russian GPS
jamming blocked Ukrenergo substation synchronization, and
avoid the resulting forced outages across the Ukrainian power
grid.?* The delivery of these devices into Ukraine was coordi-
nated via a phone call to a US government official who coor-
dinated the first shipment on an upcoming cargo shipment to
Poland and then onto a train into Ukraine to be installed by
Ukrenergo engineers.?®> While this project was conceived of
and executed by Cisco employees, those involved in the pro-
ject emphasized the importance of Cisco’s partnership with
the US government on this, as well as other private assistance
programs.2¢

Several governments and international organizations have
established insurance programs, particularly political risk insu-
rance to help shield companies from the financial risk of invest-
ment into Ukraine. In 2023, the Multilateral Investment Gua-
rantee Agency of the World Bank issued guarantees of $9.1
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million to support the construction and operation in the M10
Industrial Park in Lviv?” Additionally, the US International De-
velopment Finance Corporation has established several finan-
cial packages guaranteeing millions in political risk insurance
for a variety of projects.?® Within Ukraine, war and political risk
insurance is offered by the Export Credit Agency, which insure
loans for qualifying Ukrainian businesses against such risks,
as well as for direct investment from or into Ukraine?® The
Ukrainian Ministry of Economy also drafted a law, in coope-
ration with the National Bank of Ukraine, which would create
a unified framework for political or war risk insurance, with a
focus on mitigating risks that may deter foreign investments .

The physical element of presence in Ukraine and especially
near the battlefield remains a clear demarcation between ac-
tivities that are the realm of the public sector and those that
are the realm of the private sector. In this area, cooperation
and coordination between companies and governments could
largely follow established practices and procedures. But, for
technology whose infrastructure does not touch the territory
of Ukraine, the question of where the line is between civilian
product and military object, and where bodies like NATO, the
European Union, and the United Nations would define that line
to be, resembles a gradual gradient rather than a stark line.
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Key takeaways and conclusion

Behind much of the discussions and debates among various
groups on the role of the private sector in in the war in Ukraine
is a deeper anxiety about the evolving character of warfare as
we reach the quarter marker of the twenty-first century. The
integration and implementation of new technologies and its
effect on the practice of war is familiar territory for theoreti-
cians and practitioners alike, from Douhet’s theories on the su-
premacy of air power to the revolution of military affairs (RMA)
school of thought, to those today that focus on the effect of
evolving drone tactics on the operation and strategy of war.
Less comfortable, however, is the analysis of what changes in
technology may mean in practice not just for the conduct of
war itself, but more fundamentally for the very nature of actors
whose abilities and choices shape the conduct of war.

Over the past few years, private companies, especially techno-
logy companies based in North America and Western Europe
have made decisions as to whether and how to contribute to
the Ukrainian war effort in ways that have greatly impacted the
ability of the Ukrainian government to direct and effectuate its
own defense. In other words, they have moved beyond the
status of resource providers in this conflict toward something
more resembling actors in and of themselves, at times approa-
ching the importance of states in their contributions.

Clarity of conflict

The war in Ukraine—especially in the first months and years of
the war— was notably less divisive in the court of public opi-
nion in the West than many other contemporary conflicts. The
historical context of the Russia-Ukraine relationship, along with
the sustained aggression launched against Ukraine for more
than a decade prior to this invasion and the nature of the in-
vasion itself, combined with myriad factors including those dis-
cussed throughout this report, created conditions conducive
to widespread sympathy and support across much of Western
Europe and North America. The efforts of the Ukrainian go-
vernment proactively built on these conditions both before
and after the invasion. Ukrainian leaders, Zelenskyy in particu-
lar, both publicly and in private conversations with government
and private sector representatives, clearly communicated the
effects of Russian aggression against Ukraine and the actions
undertaken by the Ukrainian government and its people.

Clarity of conflict, as a motivating factor for tech companies’
decision-making over the course of this conflict, was important
in creating favorable conditions for such choices, but is not
determinative. Most important as a lesson applicable in po-
tential future conflicts, is that the seeds that grew these condi-
tions into place were planted well before Russian forces rolled
across the Ukrainian borders in February 2022.

Business alignment

Many firms had preexisting operations, employees, or cus-
tomers in Ukraine—generating both a sense of duty and a
pragmatic incentive to safeguard assets and personnel. Firms
that were already active in Ukraine, or whose services direc-
tly contributed to protecting their employees and customers,
were the most proactive and consistent contributors. Additio-
nally, companies could derive direct or indirect benefits from
their engagement. Several firms leveraged their involvement
as an opportunity for product testing, cybersecurity innovation,
and real-world validation of technologies under extreme condi-
tions. In doing so, companies not only supported Ukraine’s de-
fense but also advanced their own technical capabilities and
reputational standing.

Ukraine’s long-term digital transformation further enhanced
this alignment. Over the past decade, the government has
implemented legal and technical reforms aimed at combating
corruption and promoting digital industry growth, positioning
the country as a prospective regional tech hub and a credible,
innovation-friendly partner. This proactive transformation reas-
sured corporate partners that their investments and assistance
could be practicable and impactful.

For future conflicts, states will need to account for business
alignment factors as an important driving factor in private sec-
tor's decision-making. This includes the uncomfortable, yet im-
portant finding that this includes companies’ ability to profit, or
at a minimum, sustain their operations in a conflict in a way that
maintains their organizational health, noting that companies’
motivations will not always align with that of the states in which
they are headquartered. While moral conviction catalyzed ear-
ly engagement, sustained corporate involvement in Ukraine
depended on alignment between ethical action and business
strategy.

Difficulty of coordination

Even amid broad goodwill, the initial months of the war re-
vealed the challenge of coordination. Companies often strug-
gled to identify appropriate Ukrainian counterparts, assess
needs accurately, or ensure that their offerings were deployed
effectively. Early efforts were marked by confusion—with mul-
tiple government offices issuing overlapping requests and litt-
le centralized control. As Bornyakov later acknowledged, the
early days of outreach “were chaos.”

Many of the most significant factors that shaped company in-
volvement were already in place and being acted upon before
the February 2022 Russian invasion. Preexisting relationships
were key, both as a motivating factor and a facilitating factor,
effectively minimizing coordination friction. Additionally, the
technological and policy developments well underway before
the February 2022 invasion created the appealing Ukrainian
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tech landscape and improved coordination necessary once
the conflict was underway.

While private companies excelled in speed and agility, govern-
ments brought scale, reliability, and regulatory legitimacy. The
war illustrated how preparedness for potential future conflicts
will depend on preestablished coordination frameworks that
merge these strengths—enabling rapid mobilization of tech-
nological capabilities, matching private capabilities with public
needs in real time.

Risk of retaliation

Providing assistance to Ukraine exposed technology compa-
nies to new security risks from cyberattacks, sanctions, or ki-
netic threats against personnel or infrastructure. The degree
of perceived risk—and retaliation—varied depending on each
company’s exposure, particularly for firms whose technologies
had direct military applications or some kind of physical pre-
sence.

Ambiguity around international law, cyber norms, and export
controls can delay or discourage private assistance. Compa-
nies must understand whether providing certain technologies
or services could be construed as escalatory, illegal, or sanc-
tionable. Private firms are increasingly targeted in state-level
cyber operations. The possibility of retaliation, in any of a my-
riad of forms, was a serious risk for companies aiding Ukraine;
managing and sharing that risk is essential to sustaining long-
term cooperation.

To mitigate these risks, Ukraine and allied governments played
an essential supportive role, clarifying the boundaries between
civilian and military assistance, helping companies avoid esca-
latory missteps and, in some cases, underwrote contracts or
insurance to shield firms from loss. Such measures demons-
trate the emerging need for risk-sharing frameworks between
states and corporations. In cases where physical operations
within Ukraine were necessary, governments provided logisti-
cal and security coordination to protect personnel and assets.
Such collaboration underscores an emerging model of pu-
blic-private security cooperation, wherein states and corpora-
tions jointly navigate the blurred boundaries between national
defense and digital resilience.

If private technology companies’ decisions and actions are so
impactful to the conduct of war, as they have shown themsel-
ves to be, then the character of warfare has evolved in such
a way as to require states to likewise evolve in the ways that
they provide military assistance and plan for potential future
conflicts. The foundation for this evolution needs to be a grea-
ter understanding of the factors in the case of Ukraine that
most greatly impacted company decision-making regarding
their participation, or not, in the conflict space, starting with the
four factors identified in this report: those that pulled compa-
nies toward cooperation, and those that pushed companies
away. By assessing the factors that drove companies’ deci-
sion-making in Ukraine, states can better plan and prepare for
future crises and conflicts—and not leave such critical capabi-
lities, once again, to chance.
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