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l. Introduction and summary

A fundamental approach of the Trump administration is ensu-
ring and enhancing the defense of the United States home-
land. Border security has accordingly been prioritized, and a
“Golden Dome” missile defense has been proposed. But equi-
valent to the challenges of the border and of missile defense
is the defense of the information and operational technology
systems upon which the national security, economy, and pu-
blic safety of the United States depend. This report focuses on
operations and its companion report focuses on technology
and architectures; together they identify the challenges facing
the United States and describe a proposed national cyberse-
curity strategy that encompasses key roles for government
and for the private sector.

The proposed two-pronged strategy establishes an operatio-
nal road map for defensive and offensive campaigning with
appropriate roles for government and the private sector (as
described in this report); and scales resilience by accelerating
the development and adoption of safe coding and zero trust
architectures for key critical infrastructure systems and enter-
prises (as described in the companion report, Part ll: Safe Co-
ding and Trusted Architectures). By accomplishing these two
sets of activities, the United States will establish a homeland
defense cyber posture that provides the president and the na-
tional leadership with the necessary capabilities to deter and
counter nation-state and criminal adversaries in cyberspace.

Specifically, as described in this report, an operational road
map for defensive and offensive campaigning requires:

* CPOC. Establish a Cybersecurity Planning and Opera-
tions Council, a high-level group headed by the national
cyber director to coordinate both governmental and pu-
blic-private campaigning activities.

* ICPC. Create an Integrated Cybersecurity Providers
Corps of high-end, private-sector cybersecurity provi-
ders and secure cloud service providers to undertake
continuous defensive campaign development and exe-
cution assistance, particularly focused on “Section 9”
critical infrastructure companies!

* National cyber lab cohort. Create a consortium of ex-
perts from federally funded research and development
centers, university affiliated research centers, and the
National Laboratories to provide technical direction and
support to the national cyber director and other govern-
ment leaders in cyber defense and offensive planning
to counter and deter nation-state adversaries. As dis-
cussed in more detail in Part Il, the unique expertise of
the national cyber lab cohort would complement the
ICPC’s high-end, private-sector expertise and would
be leveraged to support various activities designed to
bolster critical infrastructure resilience (e.g., expertise
in formal methods application could be leveraged to

accelerate Section 9 entities’ migration to safe coding
technologies).

* National reserve force. Scale this force—by expanding
the National Guard’s cyber mission and civilian cyber
reserve forces—to bolster support for defensive and of-
fensive cyber missions.

* Regional resilience districts. Organize regional re-
silience districts for key geographic areas to develop
resilience among interlocking capabilities to limit cas-
cading effects and establish reconstitution mechanisms
that would be required after a cyberattack. As initial
efforts, establish pilot programs for selected port cities
(ideally with important military facilities such as Charles-
ton) focused on key critical infrastructures including
local governance and establishing mechanisms for
prompt recovery from cyberattacks.

* Wartime threat hunting on key operational technolo-
gy (OT) networks. Establish a wartime active defense
threat-hunting capability for key critical infrastructures
by expanding Cyber Command’s mission to include
wartime threat hunting strictly limited to key critical in-
frastructures’ operational technology/industrial control
system (OT/ICS) networks (starting with National Guard
units with OT hunting experience) and coordinating
those activities with ongoing Cybersecurity and In-
frastructure Security Agency (CISA) and Coast Guard
domestic threat-hunting activities.

* Cyber-enabled offensive action. Develop cyber-en-
abled offensive actions and campaigns by the US go-
vernment to state-supported intrusions into US critical
infrastructures.

* Private-sector disruption. Foster private-sector action
to disrupt criminal activities including dark web sites
through coordination with the government and to sup-
port the government including serving as a cyber re-
serve in wartime.

The requirements for scaling resilience through safe coding
and zero trust architectures (ZTAs) are described in Part Il of
the report, but a summary is included in the Part | Appendix.

To effectuate the proposed national strategy, this report argues
for a new national cyber governance construct that brings to-
gether the most capable cybersecurity actors from both the
public and private sectors. This governance construct, descri-
bed in figure 1, would be led by the national cyber director as
chairman of a National Cyber Planning and Operations Coun-
cil. As noted in figure 2, different private-sector entities would
function in different capability areas to accomplish the thrusts
of a new, fortified cybersecurity strategy. Figure 2 delineates
the roles of each of these private-sector entities.
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Figure 1. National Cybersecurity Governance for Homeland Defense

Cybersecurity Planning
and Operations Council

(Chaired by the NCD)

e e e
Cohort of Cyber
Sector Risk Int.egrated Cyber Government Experts from FERDCs/
Management Provider Corps (ICPC) Organizations with lﬂ:&(:(ls-:(br\gglho;%l
Focus on Energy, Focus on Rapid Homeland Defense
Water, Defense, Migration to Safe Responsibilities Focus on Red Teaming
Telecommunications, Coding and Trusted CISA. USCG. FBI & Reverse Engineering
Finance and Architectures as well CYBE’RCOM’NSA & Rapid Migration to
Transportation as Threat Hunting ’ Safe Coding/Trusted
Architectures
N J N J N J N J

Thrusts

- Strenghtening most critical enterprise resilience through rapid migration to safe coding and trusted architectures

- Establishment and enabling of regional resilience districts for critically important economic and defense geographies
- Continuous threat hunting around most critical enterprises and regional resilience districts

- Offensive planning support and red teaming of plans against nation-state adversaries

- Offensive planning support and red teaming against large scale criminal cartels and groups

Figure 2. Private Sector Support to National Cybersecurity Governance for Homeland Defense

. Trusted
“ National Campaign | "Threat Hunting" in LTS EE Safe Coding Architecture
; Planning Support the Homeland Certified Defensive | Support to Section Support to Section
Private Sector g Supp Operations 9 Companies gpc :
Entities ompanies
Cybersecurity
Companies (ICPC) Yes Yes Yes No Yes
Cloud Providers
(ICPC) Yes Yes Yes Yes Yes
Federally Funded
R&D Centers Yes No Yes* Yes Yes
(Lab Cohort)
University Affiliated
Research Centers Yes No Yes* Yes Yes
(Lab Cohort)
National Labs Yes No Yes* Yes Yes

(Lab Cohort)

Note: *Red Teaming and Reverse Engineering Support Only
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Il. The cybersecurity challenge: Adversaries

A fundamental cybersecurity challenge facing the United
States is that US information and operational technology
systems are at high risk from state-sponsored attacks by the
People’s Republic of China, the Russian Federation, the Isla-
mic Republic of Iran, and the Democratic People’s Republic of
Korea (i.e., North Korea) and from financial and other attacks by
criminal organizations.

China

Perhaps most significantly, China has penetrated critical ope-
rational infrastructures throughout the country, as noted by
Jen Easterly, then-director of CISA, in describing efforts to
evict Chinese cyber actors, and as described by then-Rep.
Mark E. Green (R-Tenn.), who stated:

Volt Typhoon, a malicious state-sponsored cyber
actor connected to the People’s Republic of China
(PRC), repeatedly targeted critical U.S. infrastruc-
ture. By prepositioning cyber threats within critical
infrastructure networks, Volt Typhoon was

poised to launch destructive cyberattacks of im-
mense proportions against the U.S. . . . the malign
group compromised critical infrastructure organi-
zations in communications, energy, transportation
systems, and water and wastewater systems.?

Likewise of high concern, Salt Typhoon, a PRC state-spon-
sored cyber threat actor that reportedly targeted networks
in more than eighty countries,® “breached at least nine U.S.-
based telecommunications companies with the intent to target
high profile government and political figures.”

More recently, China state-aligned hacking groups—including
Linen Typhoon and Violet Typhoon®—have exploited vulne-
rabilities in Microsoft’s SharePoint Server software to engage
in a major cyber-espionage campaign affecting hundreds of
agencies, businesses, and organizations. While the full extent
of the SharePoint breach is not yet known (as of this writing,
the investigation has only just begun), victims reportedly in-
clude the National Reconnaissance Office’s Acquisition Re-
search Center website,® the Department of Energy’s National
Nuclear Security Agency, the Department of Homeland Secu-
rity, and the Department of Health and Human Services inclu-
ding the National Institutes of Health.2 Moreover, what started
as a cyberespionage campaign now appears to have evolved,
with Storm-2603—a China-based threat actor—having been
observed exploiting the SharePoint vulnerabilities to deploy
ransomware.®

Other high-profile Chinese attacks—including Operation Au-
rora,® the 2014 Office of Personnel Management hack," the
Equifax hack,? and the Microsoft Exchange/Hafnium hack®—
have targeted valuable individual, business, and government
information including industrial trade secrets.

Russia

Russia has similarly undertaken highly significant cyberat-
tacks such as the Solar Winds supply chain attack with “nearly
18,000 . .. customers receiv[ing] compromised software,” the
NotPetya attack resulting in “more than $10 billion in total da-
mages,”® and the Viasat attack affecting multiple commercial
companies and communications throughout Europe.®

Iran

I[ranian cyberattacks have long targeted US financial institu-
tions and other critical infrastructure. The infamous distributed
denial of service [DDoS] attacks against dozens of US finan-
cial-sector victims beginning in 2011 were perpetrated by a
group of Iranian hackers working for an Iranian Revolutiona-
ry Guard Corps affiliate,” and one of those hackers later in-
filtrated the supervisory and control systems of the Bowman
Dam in New York® CISA cited recent Iranian attacks against
OT “devices,™ with the Treasury Department last year citing
“ransomware attacks against critical infrastructure.”? It is no-
table that Iranian targeting of industrial control system devices
also can enable espionage or disruptive/destructive attacks
against critical infrastructures.?

North Korea

North Korea has a long history of engaging in cyberattacks in-
cluding the well-known Sony?? and Wanna Cry attacks.?® Much
of the North Korean cyber effort is undertaken to support its
overall economic resilience, including through attacks on cryp-
tocurrency,?* and its nuclear program, including cyberespio-
nage to obtain nuclear secrets and leveraging ransomware
operations to finance its nuclear weapons program.?® Notably,
North Korea has attacked key critical infrastructures through,
for example, ransomware campaigns targeting healthcare and
public health organizations and other sectors.?®

Criminal organizations

Multiple criminal organizations have undertaken frequent ran-
somware attacks?’ against vulnerable targets such as state and
local governments and hospitals and other health providers.?®
Likewise, individual, business, and governmental information
has regularly been stolen by criminal organizations—as exem-
plified by the attacks on national public data—resulting in the
disclosure of millions of records containing personally identi-
fiable information and the theft of valuable trade secrets.?®

Threat actors exploiting advanced
Al capabilities

Advanced artificial intelligence capabilities are expected to ra-
pidly supercharge the existing spectrum of cyber threats from
espionage to ransomware®* and other cybercriminal opera-
tions. One harbinger of such change is the “Al-orchestrated cy-
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ber espionage campaign,” first detected in September 2025,
in which alleged Chinese state-sponsored actors reportedly
used agentic Al, largely without human intervention,*? to at-
tack thirty global targets and achieve a “handful of successful
intrusions.”** While the attack garnered significant attention as
“the first documented case of a large-scale cyberattack exe-
cuted without substantial human intervention,” it reflects the
more general trend toward greater incorporation of Al into the
cyberthreat landscape with criminals increasingly using Al mo-
dels to automate various stages of criminal operations (e.g.,
reconnaissance, credential harvesting, and network penetra-
tion)** in furtherance of sophisticated attacks,* and artificial
intelligence lowering barriers to entry, allowing criminals with
minimal technical skill to carry out complex cybercrime opera-
tions,* including against industrial control systems.®”

The risks and losses from ongoing, and increasingly Al-en-
abled, cyber invasions are of enormous consequence to the
United States. From a national security perspective, attacks
against key infrastructures—such as the electric grid, railroads,
or ports—during a conflict would significantly degrade the
United States’ capacity to achieve the country’s war aims. As
a recent report concluded, “The cybersecurity of the critical
air, rail, and maritime infrastructure that underpins U.S. military
mobility is insufficient.”*® There is, however, little doubt that an
adversary—for example, China in the context of a Taiwan sce-
nario or Russia in a European contingency—would undertake
precisely such actions. As the March 2025 Annual Threat As-
sessment of the U.S. Intelligence Community states:

If Beijing believed that a major conflict with
Washington was imminent, it could consider ag-
gressive cyber operations against U.S. critical
infrastructure and military assets. Such strikes
would be designed to deter U.S. military action by
impeding U.S. decision-making, inducing societal
panic, and interfering with the deployment of U.S.
forces.®

Regarding Russia, the assessment states:

Russia’s advanced cyber capabilities, its re-
peated success compromising sensitive targets
for intelligence collection, and its past attempts
to pre-position access on U.S. critical infrastruc-
ture make it a persistent counterintelligence and
cyber attack threat. Moscow’s unique strength is
the practical experience it has gained integrating
cyber attacks and operations with wartime military

action, almost certainly amplifying its potential to
focus combined impact on U.S. targets in time of
conflict.*®

The potential for significant impact on key critical infrastruc-
tures has been demonstrated in the context of the Rus-
sia-Ukraine war. According to The Kyiv Independent, Ukraine’s
military intelligence agency (known as HUR) inflicted damage
in “a large-scale cyberattack against the network infrastructure
of Russian energy giant Gazprom.” Disruptions from the July 18
attack included:

Hundreds of terabytes of data were downloaded
by the Ukrainian hackers prior to their deletion
from the Russian systems [and] . . . the attackers
managed to destroy clusters of “extremely power-
ful” servers running 1C, a software widely used for
managing documents and contracts, analytics
data for pipelines, valves, pumps, and SCADA [su-
pervisory control and data acquisition] systems—
key elements in operating Gazprom’s technical
infrastructure. [Additionally], multiple servers re-
portedly had operating systems removed or di-
sabled, and the BIOS (i.e., basic firmware) of many
devices was damaged, making them inoperable
without physical repairs.*

The harms from cyberattacks are not, however, confined to
the national security sphere. Economic losses from cyberat-
tacks are estimated to be in the hundreds of billions of dollars
(some estimates are in the trillions*?), with one estimate placing
US economic losses at $320 billion for 2023.42 A World Bank
cybersecurity literature survey, while emphasizing the difficulty
of determining the reliability of available data,* nonetheless
concluded:

Our analytical survey reveals that the economic
losses of cyber incidents go beyond the imme-
diate quantifiable costs since cyber incidents of-
ten incur indirect costs that have often remained
unmeasured. For example, our survey reveals that
cyber incidents can translate into systemic risk in
financial markets, contagion effects to other firms
in the same industry, and volatility in both domes-
tic and global stock markets.*®

In sum, for both national security and economic reasons, it is
time—indeed, past time—for a far more effective approach to
ensure the cybersecurity of the United States.
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lll. Cybersecurity strategic road map:

Operational campaigning

A strategic road map to enhance cybersecurity in the United
States should recognize, leverage, and coordinate the roles
of both government and the private sector and focus on two
distinct, but complementary efforts: operational campaigning
and the adoption of safe coding and zero trust architectures
for key critical infrastructures. The discussion below describes
an operational road map based on defensive and offensive
campaigning. (The Part Il companion report focuses on safe
coding and zero trust architectures.)

As a preliminary point, the role of the private sector cannot
be overemphasized. First, the private sector, which is the
backbone of the US economy, is a significant target of adver-
sarial attacks. Key critical infrastructures—ranging from the
electric grid to pipelines and transportation to finance and
water (and more)—are largely private-sector entities and, as
the discussion of the cyber threat above makes clear, are
high value targets for adversarial states like China and Russia.
Likewise, communications and information technology compa-
nies—such as telecommunications, internet service providers,
and cloud companies—are privately owned and operated, and
have also been subject to attack. Finally, cybersecurity capa-
bilities are in substantial part provided by private-sector cyber-
security companies that often excel in innovation, speed, and
agility. Accordingly, improving cybersecurity will require signi-
ficant engagement with the private sector. To be sure, the go-
vernment quite obviously will need to be substantially involved
and often in the lead: in providing capabilities, establishing ef-
fective organizational structures, and furnishing resources. But
a fundamental premise of the strategy described herein is the
necessity of coordinated private-public efforts.*®

A key driver of this report’s recommendations for more fully
engaging with the private sector is the inexorable and ac-
celerating pace of technological change and its impact on
our nation’s cybersecurity posture. While the organizational
constructs in Part Il of this report are focused on bringing to-
day’s most effective cybersecurity approaches—namely for-
mal methods and ZTAs—to Section 9 companies, once esta-
blished, those same mechanisms may be used in the future
as a pipeline for dissemination of new cybersecurity capabi-
lities. Similarly, the framework set forth in Part | of this report,
notably including creation of an ICPC and CPOC, is designed
to leverage—now and over the long term—the private sector’s
innovative work at the forefront of cybersecurity for the bene-
fit of US national cybersecurity through sustained campaign
efforts.

As part of an overall response to adversary cyber intrusions,
the United States will need to undertake concerted campaign
efforts including both defensive and offensive activities. The
required campaigning should include actions in the US home-
land prior to and during conflicts to eliminate adversary cy-
ber intrusions; by the US government outside the homeland
against adversarial nations to respond to and deter adversary
intrusions into US critical infrastructures; and by the private
sector to disrupt criminal activities including dark web sites
working both in coordination with the US government and in
support of it, including to act as a cyber reserve in wartime.

A. Actions in the United States

1. Establishing a coordinating group to integrate
campaigning activities headed by the national
cyber director

Effective campaigning will be a key requirement of a national
cybersecurity strategy. As discussed below, there will be mul-
tiple organizations—both governmental and from the private
sector—engaged in such campaigning. Policy coordination to
ensure an integrated approach to campaigning will be a key
element of a national cybersecurity strategy. Such coordina-
tion should be undertaken by a coordinating group headed by
the national cyber director.

A properly staffed and resourced Office of the National Cyber
Director (ONCD) would be well-situated to coordinate govern-
mental cybersecurity activities, akin to the way in which the Of-
fice of the Director of National Intelligence’s National Counter-
terrorism Center leads counterterrorism efforts and conducts
strategic operational planning, “driving whole-of-government
action to secure our national [counterterrorism] objectives.”
Such coordination falls well within the NCD’s formal remit:

The National Cyber Director leads the coordina-
tion and implementation of national cyber policy
and strategy, including the National Cyber Strate-
gy—in coordination with the heads of relevant
Federal departments or agencies, monitoring and
assessing the effectiveness, including cost-effec-
tiveness, of the implementation of such national
cyber policy and strategy by Federal departments
and agencies.*®

However, the government cannot, by itself, undertake the en-
tirety of cybersecurity activities required by an effective cy-
bersecurity strategy. The private sector will have key roles, as
described below. If the private sector is to work successfully,
the relevant private-sector parties will need to integrate their
activities with those the government is undertaking. For exa-
mple, with effective coordination, private-sector activity with
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disruptive effects could be strategically timed to further go-
vernmental objectives. To facilitate the necessary private-sec-
tor interactions with government, it will be important to establi-
sh an effective coordinating group.

The US government has been authorized to work with the pri-
vate sector on cybersecurity matters for nearly three decades,
going back to Presidential Policy Directive (PPD) 63 during the
Clinton administration. In 2016, the US government codified
a public-private sector approach specifically focused on na-
tional cybersecurity incident response under a new PPD-41.%°
Yet, despite such efforts, adversaries have had significant suc-
cesses in intruding into key critical infrastructures as described
in Section Il above.

To create the nature and degree of coordination necessary to
be significantly more effective, a Cybersecurity Planning and
Operations Council should be established.®® Such a council
would be headed by the ONCD, which is best positioned and
empowered to accomplish such whole-of-nation work. Its go-
vernmental membership would include those departments
operating as sector risk management agencies with cyberse-
curity mandates® and key federal agencies with cybersecurity
responsibilities including the Federal Bureau of Investigation
and relevant representation from the intelligence community.
Its private-sector membership would include the high-end cy-
bersecurity and cloud providers who would be members of
a proposed Integrated Cybersecurity Providers Corps (des-
cribed below), along with the federally funded research and
development centers (FFRDCs), university affiliated research
centers (UARCs), and the National Labs that are members of a
proposed lab cohort (also described below). In the discretion
of the NCD, coordination on specific matters could be limited
as appropriate to entities focused on specific arenas or ca-
pabilities. The CPOC would develop both defensive and of-
fensive campaigns (as described below) including appropriate
oversight of private-sector members.

The recommended actions are consistent with the thinking
set forth in the Trump administration’s March 19, 2025, execu-
tive order, which directed publication of a National Resilience
Strategy addressing critical infrastructure protection from a
“risk-informed approach,” prioritizing resilience and action
over routine information sharing. 52

2. Creating an ICPC of high-end cybersecurity
and cloud providers to undertake continuous
defensive campaigning

Most private-sector companies do not have the capability to
defend against highly capable cyber adversaries such as Chi-
na or Russia. Accordingly, for Section 9 critical infrastructures
essential to national defense or the economy, it would be
highly valuable to have the most capable expertise defending
their activities.®® To do so, as the authors have previously re-
commended, the government should establish an Integrated
Cybersecurity Providers Corps. ICPC members would be: “fo-
cused on providing effective cybersecurity for those critical
infrastructures most relevant to military activities, continuity

of government, and maintaining the performance of the eco-
nomy.”s*

To qualify for ICPC membership, cybersecurity firms and major
cloud providers would have a capability bar to clear:

Broadly speaking, an integrated cybersecurity
provider should be able to provide high-end cy-
bersecurity services including authentication, au-
thorization, segmentation, encryption, continuous
monitoring, and protection against DDoS attacks.
Cloud providers should have the ability to protect
the cloud itself and to offer other expert security
providers the opportunity to provide cybersecu-
rity as a service on the cloud.®®

As previously recommended, the ICPC was intended to sup-
port key critical infrastructures in wartime.%® It is certainly true
that wartime support is necessary, but given the very extensive
intrusions by China (and others) into US critical infrastructures,
it would be extremely important for the ICPC members to work
with Section 9 key critical infrastructures on a regular basis
even absent an actual kinetic conflict. Accordingly, Congress
should direct Section 9 companies to establish support ar-
rangements with ICPC members. As this would be done for
national security purposes, Congress should further establish
line-item budgetary support for such activities, most likely as
part of the Department of Defense (DOD) budget.

To be most effective, ICPC companies should receive govern-
ment intelligence support to enhance their ability to provide
effective cybersecurity. Both CISA and the National Security
Agency (NSA) currently have undertaken useful engagements
with the private sector through the Joint Cyber Defense Col-
laborative and the NSA Cybersecurity Collaboration Center,®’
respectively. Similarly, the Department of Defense (through
Cyber Command) has established Under Advisement, an
“unclassified program that allows partners across all sectors
of industry to collaborate and share technical information on
foreign threats, which has been pivotal in countering foreign
cyber threats to the Nation.”s®

The government should expand those existing interactions
to include providing operationally useful intelligence informa-
tion®® to the ICPC companies and the key critical infrastruc-
tures. Such information, for the most part, should be provided
in unclassified fashion. Historically, that has not been the case,
but the reality is that adversaries know the information (ob-
viously, since it is their malware); not only is it much easier to
undertake defensive measures working with unclassified infor-
mation, but there are significant long-term costs for the failure
to share actionable intelligence information with those parties
most capable of contributing to our collective cyber defense.®®
There are narrow circumstances in which classification will
be appropriate (e.g., to protect intelligence sources and me-
thods), but that should be the exception, not the rule.

Sharing key information should also move from the ICPC com-
panies to the government. ICPC companies will have very
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broad access to information, and such information can be
used defensively but also for cyber-enabled offensive opera-
tions.®' As further described below, ICPC companies would be
key players working with the government in supporting and/or
undertaking operational campaigning.

3. Establishing a national lab cohort to provide
technical direction to the NCD

A consortium of FFRDC, UARCs, and national laboratory ex-
perts (the lab cohort) should be created to provide technical
direction and support to the NCD and other government lea-
ders in cyber defense and offensive planning to counter and
deter nation-state adversaries. As demonstrated in the wake
of World War I, FFRDCs, UARCs, and the National Laboratories
are uniquely qualified to help guide the nation in developing
and using new technologies and concepts for national secu-
rity. The United States has a rich tapestry of government-sup-
ported and affiliated academic research and development
institutions with deep knowledge and experience across the
cyberspace domain, including critical infrastructures. As the
NCD’s technical direction agents, this cohort would provi-
de technical advisement, perform risk assessments, and
conduct experiments to demonstrate new concepts, acting
as a crucial bridge between government, industry, and the
National Laboratories’ deep technical capabilities. Most, if
not all, of these institutions already have cyber programs un-
derway. Leveraging these existing structures takes advantage
of this expertise by creating a path for that knowledge to in-
form broader cybersecurity design, planning, and implemen-
tation.

4. Scaling a national reserve force

The national reserve force should include both a federal re-
serve corps as well as the National Guard, which can support
both federal and state needs. Congress has recognized the
National Guard’s contributions to cybersecurity and has di-
rected DOD to evaluate expanding Guard cyber missions.5?
Many National Guard members bring cutting-edge industry
expertise to their roles due to their work in the technology and
cybersecurity sector as civilians. As citizen-soldiers, National
Guard members provide critical cyber expertise and synchro-
nization of effort at the federal, state, and regional levels.

As part of this effort and to meet needs across state lines, the
NCD would work with National Guard leaders and state go-
vernment leadership to develop cross-state agreements and
enable greater unity of effort in cyber defense across the ho-
meland. Generating regional capabilities that could be tapped
in support of the regional resilience districts would help en-
sure that a critical mass of highly capable cybersecurity pro-
fessionals would have had the opportunity to train and exer-
cise together prior to a contingency in which their talents are
needed.

Lessons learned from National Guard involvement in the State
Partnership Program can usefully be applied to the National
Guard’s defensive role and shared from one unit to another.®3

In addition to these defensive mission activities, the National
Guard could play a critical role in augmenting the cadre and
expertise of US military offensive cyber operators.

Another significant element to scaling an overall national re-
serve force and bolstering private-sector expertise for national
cybersecurity campaign planning can be found in the recent
US Army initiative to create an Executive Innovation Corps by
bringing senior executives from firms such as Meta, Palantir,
and OpenAl into the Reserves.®* This initiative should be ex-
panded to all services, with executives functioning as a group
of senior advisers to the NCD and other national cybersecurity
leaders.

Finally, the nation would benefit greatly—in both scaling ca-
pacity and capability—from the expansion of civilian cyber
reserve forces. Multiple states including Michigan, California,
Maryland, Ohio, and Texas have established volunteer pro-
grams (and others are reviewing the option). Meanwhile, the
National Defense Authorization Act for 2024 (NDAA) set in
motion a pilot program for a civilian cybersecurity reserve to
bolster US Cyber Command.®®

Such a reserve force can usefully support state and local cri-
tical infrastructures, providing needed resources to improve
cybersecurity to water and wastewater utilities, for example,
and to state and local governments themselves. While each
state will have to determine its own structure, the national cy-
ber director could provide organizational support, coordinate
across state lines including for regional resilience districts, and
establish automated intelligence-sharing pipelines to support
the states including through the volunteer cyber civilian re-
serve organizations.®® Cyber civilian reserves could be further
expanded through volunteer commitments of cybersecurity
experts from corporate America. Under this construct, compa-
nies would provide paid time off to employees who voluntee-
red and committed time to a civilian cyber reserve force,®” and
companies with highly capable employees could be incenti-
vized to do s0.%8 Individual participation in the proposed cyber
reserve force could be further incentivized through a combina-
tion of the same benefits used to attract and retain volunteer
firefighters, namely, compensation (including paid time off as
proposed above), tax benefits,*® and retirement programs.”®

5. Establishing regional resilience districts

In addition to the actions above, Congress should fund the
establishment of “regional resilience districts” with a focus on
mitigating regional cybersecurity risks across sectors in key
areas.”' A regional resilience pilot program could focus on how
to engage different entities in a collaborative fashion within
and across state boundaries’? Regional resilience districts
could be established for key geographic areas throughout the
United States to enhance cross-sectoral cybersecurity with fo-
cus on limiting cascading effects and establishing mechanisms
for recovery after a cyberattack. Initial pilots might focus on
the Houston ship channel® and involve East and West Coast
port cities with important military facilities, such as Charleston,
Norfolk, and San Diego.
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The activities of such a regional resilience district should be
built around a regional risk registry. The risk registry would
identify and prioritize cyber risks and would be developed in
conjunction with private, state and local, and federal entities.
Such a regional resilience district could then undertake cyber
risk mitigation and responses by combining the capabilities of
high-end cybersecurity providers with both the engaged criti-
cal infrastructures and with state and local governments. Such
an arrangement could be particularly useful in dealing with
cascading risks generated by cybersecurity attacks.

The establishment of regional resilience districts should be
under the auspices of the ONCD. Regional resilience districts
would develop and implement cyber risk controls consistent
with  ONCD guidance/direction. However, the operational
leadership of different regional resilience districts should be
undertaken by an organization with consequential cyberse-
curity capabilities. In this regard, the Coast Guard would be
well-positioned to undertake a series of pilot programs: It has
promulgated cybersecurity regulations governing “vessels,
harbors, and waterfront facilities,” and uses “captain of the
port” authorities.”*

Moreover, significant attention also needs to be paid to en-
suring and enhancing the US capability to bring key critical
infrastructures back online as quickly as possible after any cy-
berattack. These capabilities need to be in place before any
conflict. This cyber resilience capability would be extremely
important to US national security in the context of a conflict
in which an adversary—say, China—attacked US critical in-

BOX 1: Regional resilience districts:
membership/precedents

A regional resilience district could include fede-
ral entities; state and local governments; and both
for-profit and nonprofit entities. Precedents and au-
thorities include multistate compacts such as the
Port of New York and New Jersey, and state-autho-
rized political subdivisions such as the Houston Ship
Channel Security District. The latter, for example,
includes multiple public partners including federal
(Coast Guard), state (the Port of Houston Authority),
city (City of Houston), and private entities (ranging
from chemical manufacturers to shipyards).

Sources: Steve P. Mulligan, “Interstate Compacts: An
Overview,” Congressional Research Service, June 15,
2023, https://www.congress.gov/crs-product/LSB10807;
“Houston Ship Channel Security District: The Basics,”
FAQ, Houston Ship Channel Security District, updated
October 6, 2015, https://hscsd.org/about-the-district/
fag/; and “Ship Channel Security Districts,” Chapter

68 Section 68.051(b) Definition of Qualifying Facility,
Assessments, Houston Ship Channel Security District,
https://hscsd.org/wp-content/uploads/2019/03/Chapter-
68-Section-68.051b-Facilities.pdf.

frastructures. The need extends to state and local governmen-
tal functions such as police, fire, and water.

Section 1517 of the Fiscal Year 2024 NDAA established a “pilot
program for assuring critical infrastructure support for military
contingencies.””® The statute includes requirements for testing
“cyber resiliency,” including coordination with the private enti-
ties responsible for the critical infrastructures of power, water
and telecommunications. In meeting the statutory tasking, the
DOD will need to focus on techniques for accelerated recovery.

Section 1517 is written in terms of base security. While base
security is of obvious importance, the resilience effort has far
broader implications. Accordingly, Congress should take a
second step and establish comparable programs focused on
enhancing resilience and recovery for key areas that would be
covered by resilience districts. For example, pilot programs for
one or several port cities would be of high consequence be-
cause the stable functioning of this infrastructure is essential
for both the military and the public. If successful, the program
could be expanded to other areas as additional steps toward
more effective national resilience.

6. Expanding USG risk mitigation capabilities to
support critical domestic infrastructures

Beyond these organizational and workforce actions, it is also
important to expand US active cyber defenses by resourcing
threat-hunting teams in the homeland that are designed to
find, neutralize, and expel adversary cyber capabilities and
attacks with a focus on key critical infrastructures. Today, the
United States undertakes such actions on a limited basis. CISA
“hunt[s] cyberthreats against U.S. infrastructure to mitigate na-
tional risk,”’® and employs red-teaming capabilities primarily fo-
cused on federal civilian networks and some critical infrastruc-
tures in coordination with sector risk management agencies
and the relevant companies.”” The Coast Guard likewise does
s0,”® exercising its Captain of the Port authorities’ (within the
Department of Homeland Security),2® and focusing on critical
port infrastructure.® Cyber Command does, of course, under-
take to protect the DOD’s Information Network (DODIN),2 and
there are existing DOD programs which, with consent, will re-
view defense industrial base company networks.® These are
all quite worthwhile activities but would be insufficient in war-
time to protect the breadth of critical infrastructures.

As part of its worldwide activities today, Cyber Command’s Hunt
Forward program works directly with allied and partner nations
to ensure the cybersecurity of allied military networks. When
asked by hosts, the program also will provide cyber support to
host nations’ critical infrastructures: “Personnel have deployed
more than 85 times to over 30 countries in partner-enabled
missions to hunt on host networks. They conducted more than
two dozen ‘hunt forward’ missions in 2024.7% Those opera-
tions not only observe and detect malicious cyber activity on
host nation networks but also generate insights that bolster US
homeland cybersecurity.

As discussed above, assuring the resilience of the full spec-
trum of key critical infrastructures in the United States is of ut-
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BOX 2: DOD offers “cybersecurity-as-a-service” programs

DOD Cyber Crime Center (DC3) programs

DC3 offers several “cybersecurity-as-a-service”
grams. For example, DC3:

pro-

Executes programs to analyze an organi-
zation’s vulnerability to threat actors based
on network architecture, software, and pro-
cesses. . . . DC3 also conducts penetration
testing, which includes network mapping,
vulnerability scanning, phishing assessments,
and web application testing.

DC3 also offers DCISE, an intelligence-driven automated
threat detection and blocking system designed to meet
the needs of under-resourced small and medium-sized
businesses.

NSA Cybersecurity Collaboration Center (CCC) programs

NSA's CCC offers defense industrial base (DIB) compa-
nies numerous DOD-funded cybersecurity services. For
example, NSA offers an attack surface management ser-
vice that:

Helps DIB customers find and fix issues be-
fore they become compromised by iden-
tifying DIB Internet-facing assets, then leve-
raging commercial scanning services to find
vulnerabilities or misconfigurations on these
networks. Each customer receives a tailored
report with issues to remediate that is priori-
tized based on both severity of the vulnerabi-
lity and whether it is being exploited.

most importance. This will require support both prior to, and
during, wartime for those critical infrastructures most relevant
to national defense, particularly the electric grid, pipelines, air,
rail, and water/wastewater systems (and, as necessary, with
additional focus on ports). While the Defense Department
has not generally undertaken cyber operations in the United
States apart from defense of the DODIN, there are overwhel-
ming and obvious policy reasons for DOD to strengthen and
make effective cybersecurity for key critical infrastructures du-
ring a war. Accordingly, in wartime, US Cyber Command and its
components, starting with the National Guard units that have
OT hunting experience, should be authorized to undertake do-
mestic threat-hunting activities strictly limited to the operatio-
nal technology systems of Section 9 entities. Prior to wartime,
US Cyber Command would not operate domestically beyond
the DODIN outside of a support capacity, such as may be au-
thorized by the Defense Support to Civil Authorities (DCSA)
framework,®® or an appropriate consent framework.

CCC enables DIB suppliers to conduct “self-service” pe-
netration testing (aka pentests), through a service known
as continuous autonomous penetration testing (CAPT).
NSA offers the service in partnership with a private com-
pany, “leveraging an Al-powered platform to give small
businesses a way to conduct their own pentests for inter-
nal networks at no cost and with no prior expertise.”

NSA also offers protective domain name services (PDNS),
provided by commercial providers. PDNS is a filter that
blocks users from connecting to malicious domains, pro-
tecting against malware, botnets, and ransomware. PDNS
is “powered with a continuously evolving combination of
proprietary and governmental domain blocklists.”

Sources: DOD, Defense Industrial Base Cybersecurity
Strategy, 2024, 19-20, https://media.defense.gov/2024/
Mar/28/2003424523/-1/-1/1/DOD_DOB_CS_STRATEGY_
DSD_SIGNED_20240325.PDF. Note: Other sources: “DoD-
Defense Industrial Base (DIB) Collaborative Information
Sharing Environment (DCISE),” DOD Cyber Crime Center
(DC3), https://www.dc3.mil/Missions/DIB-Cybersecurity/
DCISE-Resources/; “National Security Agency Cybersecurity
Services,” NSA Cybersecurity Collaboration Center, https://
www.nsa.gov/Portals/75/documents/Cybersecurity/CCC/
DIB_Services_NOV2024.pdf?ver=J3m46AgqPV4%3d; “DIB
Cybersecurity Services,” NSA/Central Security Service,
https://www.nsa.gov/About/Cybersecurity-Collaboration-
Center/DIB-Cybersecurity-Services/; “Fortifying the Defense
Industrial Base (DIB): NodeZero® for Supply Chain Security,”
Horizon3.ai, https://horizon3.ai/nsa-capt-program-for-dib-
suppliers/; and NSA/CCC, “DIB Cybersecurity Services.”

Leveraging US Cyber Command’s capabilities in these focused
ways recognizes that the Command need not—and in fact
does not have the resources to—cover all critical infrastruc-
ture organizations throughout the United States. Rather, Cy-
ber Command (including the National Guard),®® CISA, and the
Coast Guard should coordinate their activities, focusing in
the first instance on the operational technology systems of
the most important companies—those already federally desi-
gnated as critical Section 9 companies for which a “cyberse-
curity incident could reasonably result in catastrophic regio-
nal or national effects on public health or safety, economic
security, or national security.”®” Such coordination should be
done under the auspices of the NCD and would involve esta-
blishing plans for wartime action. Moreover, the government’s
combined threat-hunting capabilities should be coordinated
with the relevant critical infrastructures and the proposed Inte-
grated Cybersecurity Providers Corps (described above), each
of whom should be engaged in prewartime planning.
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BOX 3: Cyber Command threat hunting in the United States

While the Department of Defense has engaged in opera-
tions in the United States including through the Northern
Command, Transportation Command, Space Command,
and Strategic Command activities, Cyber Command ope-
rations in the homeland are mainly directed to protection
of the DODIN and to support the defense industrial base.
Expanding Cyber Command’s threat-hunting activities
to the broader private sector would likely raise privacy
and civil liberties concerns (and could require changes
to privacy law), but such concerns could be ameliorated
with no impact on mission success by permitting domes-
tic threat hunting by Cyber Command only during war-
time—and only on Section 9 entities’ operational techno-
logy systems (which are primarily designed for industrial
control and do not typically store personally identifiable
information), and by implementing appropriate procedu-
ral limitations. Some illustrative examples follow:

e Search authority limitations: Cyber Command
(as well as CISA and the Coast Guard), under the
auspices of the ONCD, should work with Section 9
companies and the ICPC prior to conflict to establi-
sh supporting arrangements. If necessary, and ab-
sent any such agreements, wartime threat hunting
on Section 9 entities’ OT networks could be under-
taken pursuant to Fourth Amendment reasonable
search criteria and/or warrants.

* Purpose limitation: Information gained through
government access should be used only for cy-
bersecurity purposes, as that term is defined in the
Cybersecurity Information Sharing Act of 2015 [see
CISA 8§102(4)]. Information gained should not be
used by any federal, state, tribal, or local govern-
ment to regulate (including via an enforcement ac-
tion) the lawful activity of any nonfederal entity

B. Actions outside the United States: Respond
with offensive actions to state-supported in-
trusions into US critical infrastructures

As described above, China’s Volt Typhoon malware infiltrated
critical infrastructures throughout the United States and its Salt
Typhoon malware intruded into communications; moreover,
other adversarial nations have undertaken comparable intru-
sions. Those actions have understandably led to calls for the
United States to take aggressive action in response.®® Res-
ponsive actions are warranted—and specific approaches are
described below. However, it is important to take any such res-
ponses as part of a strategically thoughtful approach, recogni-

* Data retention limitations: There should be zero
data retention; sensitive data (e.g., personal data,
corporate intellectual property) should not be
stored beyond its immediate use.

Sources and notes:

The Northern Command, which has a homeland defense
and civil support mission, is operating domestically to secure
the southern border, according to Breaking Defense, but

is serving in a support capacity to civilian law enforcement
as its operations on domestic soil are limited by the Posse
Comitatus Act. Specifically, Defense Secretary Hegseth “has
authorized troops from US Northern Command to conduct
mobile ground-based monitoring to track suspected illegal
activity.” See Carley Welch, “Pentagon Deploys Offensive
Cyber Ops to Target Criminal Orgs, Bolster Southern

Border Security,” Breaking Defense, May 7, 2025, https://
breakingdefense.com/2025/05/pentagon-deploys-
offensive-cyber-ops-to-target-criminal-orgs-bolster-southern-
border-security/. DOD is, moreover, “using offensive

cyber capabilities to bolster security at the southern

border and disrupt the ‘illicit’ behavior of transnational
criminal organizations,” reported Breaking Defense,

and, as the defense secretary’s chief cyber adviser, Ashley
Manning, is quoted as saying in the above piece: “We are
actively working to disrupt these networks, intercept their
communications and dismantle their digital infrastructure.

By denying them to take haven in the digital realm, we can
significantly degrade their ability to operate.”

Separately, regarding privacy and civil liberties concerns,
James A. Lewis wrote: “Any discussion of an expanded
government role in defending networks runs into powerful
antibodies that grow out of civil liberties and privacy
concerns. Even if existing legal authorities allow for an
expanded government role, the ‘perception problem’
remains significant. . . . Frankly, these privacy and civil
liberties concerns are reasonable.” See James A. Lewis,
“Hunting for Hackers, N.S.A. Secretly Expands Internet
Spying at U.S. Border,” Center for Strategic and International
Studies (blog), June 4, 2015, https://www.csis.org/blogs/
strategic-technologies-blog/hunting-hackers-nsa-secretly-
expands-internet-spying-us-border.

zing the following considerations, so that there is a net benefit
to the United States.

As a starting point, it seems reasonable to assume that the
United States has intelligence access into the activities of
cyber adversaries. While the revelations from the Snowden
disclosures of a decade ago can only be illustrative, they do
indicate a rather substantial capability.8 More recently, prior to
Russia’s invasion of Ukraine, the US government undertook to
disclose significant information gleaned from sensitive (undes-
cribed) capabilities about intended Russian actions.®® Without
trying to parse the precise US capability against the PRC, Rus-
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sia, and others, it seems important not to act in such a way as
to impede those capabilities.

Additionally, in undertaking action against an adversary, it is
always important to recognize the adversary’s capability to
respond. As the Pentagon saying goes, “The enemy gets a
vote.”®' Disrupting critical infrastructure operations in the PRC
or elsewhere would be of important consequence in the
context of a conflict: Doing so prior to conflict might not only
be escalatory, but could also disclose vulnerabilities that the
PRC or others could take steps to ameliorate.

These considerations should not, however, preclude taking
actions, given the degrees of intrusion described above—and,
in fact, failure to act would be an unfortunate demonstration
of weakness. Focusing on the PRC as a key challenge, the
issue is how best to take actions that demonstrate the PRC’s
vulnerability—thereby enhancing deterrence—without unduly
affecting US capabilities needed for intelligence purposes
and/or for operations during a conflict. Two approaches seem
warranted.

First, the United States could engage in hybrid actions against
the PRC, utilizing cyber methods to support other activities,
such as information operations. For example, and somewhat
analogous to what was done vis-a-vis the Soviet Union in the
Cold War, the United States could use the multiple internet
networks in the PRC as places to provide information that ci-
tizens normally could not easily access. WeChat is one exa-
mple—and though the PRC internet censors would undertake
as quickly as possible to keep such material off the networks,
a 100 percent success rate is not assured.

Second, when it comes to offensive cyber operations, the
United States has historically “operated quite cautiously with
respect to the possible negative impacts of campaigns and wi-
thout a strong expectation among political leaders that cyber
operations can deliver strategically significant outcomes.”®?
However, the growing threat posed by PRC-affiliated threat
actors, most recently evidenced by the Typhoon cases,*® has
jump-started discussions among military and political leaders
about the need to impose consequences on US adversaries
in response to such activity.>* In keeping with this shift, Admiral
(Ret.) Mike Rogers, former commander of US Cyber Command
and director of the National Security Agency, recently talked
about US offensive cyber operations in a podcast, saying: “I
believe that what we ought to authorize is not just going after
infrastructure but directly going after capability within those
nations that are generating these effects against us.”®> Rob
Joyce, former director of the NSA Cybersecurity Directorate,
has similarly stated:

Adversary schemes to penetrate digital infrastruc-
ture . . . must be met with a multilayered res-
ponse. Introducing “friction” into the equation for
threat actors by doggedly countering and frustra-
ting their efforts becomes a baseline strategy.

Fending off attacks is followed in short order by
“disruption,” which [requires] ... taking out “their

infrastructure . . . their tools.” This covers a wide
range of actions, from “getting them ejected from
their botnets all the way to . . . turn[ing] over their
tools so that the commercial world can find them
in other places.”

Then comes the “offensive cyber destructive le-
vel” [including] . . . confronting nation state actors
directly, including operations extending “all the
way into critical infrastructure” with the intent “to
deter them because they’re afraid I'm going to cy-
ber them mightily. Right at that point.”®®

One way that the United States can accomplish the foregoing
is to make certain penetrations obvious, using techniques that
are well-known, and to attack targets with demonstrative but
not necessarily escalatory potential. Doing so could demons-
trate capabilities that could be used in wartime, illustrating
that in the cyber arena US adversaries are as vulnerable to
attack as is the United States. Additionally, at least some of
the identified advanced, persistent threat groups in China and
elsewhere appear to be nongovernmental,®” and responsive
actions against the infrastructures being utilized by those
groups would be appropriate. Taking down an advanced
persistent threat actor’s infrastructure would not be a perma-
nent solution, but it would be disruptive and have deterrent
value. Such actions have some precedent including Cyber
Command’s 2019 takedown of the Russian Internet Research
Agency.®®

C. Private-sector actions to disrupt criminal
activities including dark web sites and to support
the government including as a cyber reserve

in wartime

Offensive action has the potential to be significantly more ef-
fective when the US government works in partnership with
highly capable private-sector actors. In recognition of this
reality and as one example, the US Department of Treasury’s
Project Fortress “aims to enhance cybersecurity in the finan-
cial sector by moving . . . to a more proactive defense model
that includes offensive capabilities.”®® In support of these aims,
Project Fortress is creating automated intelligence-sharing pi-
pelines between the US government and the financial sector
and seeking to exploit the unique capabilities and perspec-
tives that each partner has to offer!® This model goes beyond
collaboration to integration, seeking real-time situational awar-
eness between the government and the private sector. Offen-
sive actions can “make clear to US adversaries that they will
face consequences for their attacks,” wrote then-Deputy Trea-
sury Secretary Wally Adeyemo.”' Currently, the publicly stated
offensive actions associated with Project Fortress involve
the use of Department of the Treasury authorities to sanction
“threat actors targeting the financial system.”?

As one key step to enhancing public-private coordination, the
national cyber director should build on the Project Fortress
approach including the use of automated intelligence pipe-
lines. The NCD could help ensure the broad reach of informa-
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tion-sharing efforts such as the NSA's CCC and Cyber Com-
mand’s Under Advisement. Furthermore, there are numerous
other information-sharing activities that could be supported
through automated intelligence pipelines. These include sec-
tor-specific information sharing and analysis centers and pri-
vate-sector activities such as those undertaken by the Center
for Internet Security.°3

A good starting place for expanded involvement by the pri-
vate sector in active defense would be in response to the
multitude of ongoing ransomware attacks. In recent years, the
Department of Justice—increasingly working with the private
sector—has had some notable successes in its fight against
ransomware,** including arrests of major illicit actors,* dis-
ruptions and takedowns of key ransomware digital infrastruc-
ture,°® and, in a small number of cases, even seizure of ran-
somware payments, depriving illicit actors of their benefit!?’”
However, despite these actions, the number of ransomware
attacks has continued to increase°®

Given the issues ransomware and other criminal intrusions
present, a useful set of initial private-sector offensive actions
would be to work in coordination with the government to prio-
ritize the targeting and blocking of so-called bulletproof hos-
ting (BPH) providers®

BPH providers are illicit cloud infrastructure providers that host
malicious domains and provide various services for cybercri-
minals™ BPH providers use complex technical arrangements
to evade law enforcement takedown and abuse complaints,
thereby allowing cybercriminals to operate with near impunity.
BPH providers have been known to “help their clients evade
detection by law enforcement and continue their crimes unin-
terrupted by monitoring sites used to blocklist technical in-
frastructure used for crime, moving ‘flagged’ content to new in-
frastructure, and registering all such infrastructure under false
or stolen identities.”™ Earlier this year, Dutch police took down
a BPH provider (that reportedly facilitated Lockbit ransomware
attacks) and advertised that customers could commit crimes
from its servers and that “the owners of these servers would
remain anonymous when law enforcement agencies would
make inquiries with them, and payments for the services pur-
chased could also be made anonymously via crypto currency,”
according to reports and the police statement? BPH provi-
ders offer a range of services that make takedown requests
difficult, including, as CISA recently warned, so-called fast flux
services, which help malicious actors evade detection by hi-
ding the location of malicious servers™

Successfully targeting BPH providers would be effective be-
cause it would “halt malicious activity early in the kill chain,”
according to a cyber threat intelligence firm™ Such activities
against BPH sites would also provide the knowledge and ope-
rational skills that would allow the authorized companies to
effectively support wartime US government offensive cyber
campaigns, as described below.

The private sector could undertake not only counter-BPH ac-
tions but broader activities against cyber criminals as well as

nation-state adversaries at three levels: supplying informa-
tion for the government to use in its own actions; undertaking
and expanding actions taken on a private-sector entity’s own
networks; and, in coordination with the government during
wartime or specified circumstances, taking offensive actions
against approved targets beyond owned networks.

First, supplying information to the government would not be a
new activity since there are already information flows from the
private sector to the government (e.g., programs like DOD’s
Under Advisement). The additional part would be for the pri-
vate sector to increase its intelligence, surveillance, and re-
connaissance activities, searching and analyzing beyond what
is being done in order to act as an operational intelligence arm
for governmental actions.

Second, undertaking action on an entity’s own networks is ge-
nerally authorized according to the terms and conditions of
use. Section 104 of the Cybersecurity Information Sharing Act
of 2015 specifically authorizes private entities to monitor their
own networks and “operate a defensive measure that is ap-
plied to an information system of such private entity in order to
protect the rights or property of the private entity.”™ Network
owners thus have the authority to bar users acting in violation
of the network owners’ terms and conditions—and have done
so for multiple reasons including an entity’s use of the network
to install malware or otherwise undertake cyberattacks. By
way of example, Google recently shut down a spyware ope-
ration hosted on one of Google’s developer platforms," pur-
suant to Google’s terms of use, which prohibit its customers
from hosting malicious software or spyware operations on its
platforms.” In particular, hyperscale cloud companies who are
network owners could usefully work with one another and the
government to combine their intelligence capabilities and es-
tablish a campaign approach—consistent with their terms and
conditions of network use—to keep off the network any entity
using BPH capabilities or otherwise undertaking inappropriate
malicious actions™® For the private sector to undertake such
offensive measures on a concerted basis, it would be impor-
tant that the terms of service include the ability of the cyberse-
curity provider to work with the government to protect against
malicious intrusions.

Third, the private sector—and particularly the ICPC compa-
nies—could under certain circumstances and most important-
ly during wartime, undertake direct action against an entity,
doing so under the direction and control of the government.
The importance of doing so could well arise in wartime as the
government almost certainly would benefit from added capa-
bilities. The private-sector companies comprising the ICPC
could essentially act as a cyber reserve. To make such ac-
tions most effective, the ICPC companies and the government
should plan and train for such contingencies. Such an arrange-
ment would be somewhat analogous to the Civil Reserve Air
Fleet™ and, as with CRAF, the private-sector actors should be
appropriately compensated through line-item funding in the
DOD budget. Short of war and in specifically authorized cir-
cumstances—somewhat akin to covert action under Title 50,
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BOX 4: Private-sector offensive operations: Key factors

To make private-sector offensive operations both effec-
tive and conforming to national policy, the government
would need to address:

Targeting. The government should designate the
targets against which the private ICPC actor would
take offensive action.

Liability. The government would need to amend
existing statutes—specifically the Computer Fraud
and Abuse Act and the Electronic Communica-
tions Privacy Act—to protect private-sector actors
from criminal liability when acting with the US go-
vernment’s knowledge and consent. Under a re-
vised statute, the government could authorize
private-sector wartime actions and at times short
of wartime and in specified circumstances actions
against designated adversaries that would not trig-
ger criminal liability and prosecution.

Indemnification. In return for the participation of
a private-sector actor, the government should also
provide for indemnification in the event that the pri-
vate-sector actor, acting in an authorized manner,

including appropriate congressional notification—private-sec-
tor ICPC companies might be authorized to act against desi-
gnated targets.?°

To reiterate, in undertaking offensive operations against desi-
gnated targets, private-sector ICPC companies should only act
in coordination with the government?' However, the Cyber-
security Planning and Operations Council described above,

were to cause unintended damage, for example,
through mistaken attribution, inadvertently hitting
the wrong target, causing collateral damage, or
otherwise causing harm.

Cost allocation. Finally, the government should
consider how the costs of any offensive efforts
taken by the private sector would be allocated.
While private-sector actors likely would be willing
to make reasonable investments in joint offensive
campaigns, the government should be willing to
shoulder the costs of offensive campaigns taken in
the interest of national security.

Sources and notes: Electronic Communications Privacy Act
of 1986, 18 U.S.C. 88 2510-2523, https://bja.ojp.gov/program/
it/privacy-civil-liberties/authorities/statutes/1285. Regarding
liability, the Active Cyber Defense Certainty Act (ACDC) is
noteworthy (see H.R. 3270, https://www.congress.gov/116/
bills/hr3270/BILLS-116hr3270ih.pdf) Introduced in 2019 but
not passed, ACDC sought to revise the Computer Fraud
and Abuse Act to enable authorized companies to take
defensive measures (e.g., attributing an attack or disrupting
a cyberattack without damaging others’ computers) outside
the boundaries of their own networks without being subject
to criminal prosecution.

along with wartime planning with Cyber Command, would pro-
vide the necessary venues for such coordination, particularly
if, as suggested, authorized private-sector actions were limited
to the select group of highly-capable companies comprising
the Integrated Cybersecurity Providers Corps.?? In effect, such
companies should be looked upon as an important asset able
to act as a cyber reserve force?
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IV. Conclusion

A national cybersecurity strategy will require an operational  implementation of zero trust architectures. Establishment of
road map for offensive and defensive campaigning and signi-  such capabilities will provide the president and the national
ficantly enhanced resilience for key critical infrastructures built  leadership with the necessary capabilities to deter and defeat
upon the development and adoption of safe coding and the  nation-state and criminal activities in cyberspace.
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Appendix: Requirements for scaling resilience through
safe coding and zero trust architectures

Accelerating the development and adoption of safe coding
and of zero trust architectures for key critical infrastructures
requires several steps.

private-sector experts that can both generate the
technical requirements for and support the establi-
shment of zero trust controls with the actual imple-

mentation activities provided through a combined
* Enhance the security of software code for key critical
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infrastructures.

o Utilize formal methods for code in key critical in-
frastructures that are identified as Section 9 com-
panies.

o Engage private-sector companies currently utili-
zing formal methods to support utilization for Sec-
tion 9 companies.

o Support the development and adoption of key cy-
bersecurity technology projects focused on safe
coding being undertaken by the Defense Ad-
vanced Research Projects Agency.

Establish trusted architectures.

o Establish regulatory requirements for Section 9
companies in key sectors mandating zero trust
requirements, with the national cyber director pro-
viding overall coordination/harmonization and the
sector risk management agencies generating the
specific regulatory requirements.

° For each sector that includes Section 9 companies,
organize a task force consisting of government and

effort of the Section 9 company and outside pri-
vate-sector expert assistance.

> Develop and/or utilize advanced capabilities in-
cluding artificial intelligence (including agentic Al),
ephemeral authentication, and quantum-resistant
encryption.

Organize “regional resilience districts” for key areas.
The purpose is to develop resilience among inter-
locking capabilities, including limiting cascading effects
and establishing a reconstitution mechanism that would
be required after a cyberattack.

Establish pilot programs for key port cities. As initial
efforts, these pilot programs should focus on zero trust
architectures for key capabilities including local gover-
nance and establishing mechanisms for prompt recove-
ry from cyberattacks.

Provide financial assistance. Recipients should in-
clude each Section 9 company and regional resilience
district undertaking the establishment of zero trust ar-
chitectures. This assistance should include direct fun-
ding and/or tax credits to support the initial effort and
upgrades and maintenance.
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