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Special Security Agreements (SSAs) can help sustain a de-
fense advantage for the free world amid rising global compe-
tition. These agreements allow foreign-owned, US-based de-
fense companies to engage in sensitive US defense contracts 
under stringent government oversight, ensuring adherence to 
national security protocols.

SSAs strategically reconcile the use of foreign expertise with 
the protection of US interests, bolstering defense self-suffi-
ciency by diversifying supply chains and augmenting domestic 
production capabilities. These companies can stimulate inno-
vation and fortify the US industrial base. While it is predomi-
nantly European defense companies that utilize SSAs, Asian 
defense companies have long participated in US national se-
curity projects under SSAs—Japan, South Korea, and Singa-
pore have maintained such arrangements for more than a de-
cade. South Korea’s Hanwha Aerospace is the latest example, 
currently undergoing the SSA accreditation process to expand 
its role in the US defense industrial base.1

Maintaining engagement with allied defense technology via 
SSAs can help the United States; it ensures interoperability 
and alliance resilience even as current geopolitical dynamics 
require a flexible and pragmatic approach. For Europe, SSAs 
prevent the division of transatlantic defense cooperation and 
helps to assure compatibility with NATO systems. Companies 
operating under an SSA are subject to stringent safeguards, 

1.	 Steve Brock, “Strengthening the Allied Industrial Base,” Hudson Institute, October 17, 2024, https://www.hudson.org/events/stren-
gthening-allied-industrial-base-nadia-schadlow-bryan-clark.

including direct oversight by the US Department of Defense 
(DOD) via the Defense Counterintelligence and Security 
Agency (DCSA) and continuous internal monitoring by a Gov-
ernment Security Committee (GSC) composed of cleared US 
citizens. This dual structure mitigates foreign ownership, con-
trol, or influence (FOCI), while enabling the US government to 
safely access and operationalize allied technologies for critical 
national security needs.

To optimize the advantages of SSAs, this paper recommends 
streamlining export approvals for defense systems, utilizing 
SSA companies to broaden US access to allied defense mar-
kets, countering Chinese and Russian arms sales with SSA-
backed defense agreements, expediting the SSA approval 
process, and establishing a dedicated SSA office within the 
US DOD.  

This report also identifies four Pathfinder Projects—in intelli-
gence, surveillance, and reconnaissance (ISR), counter-hyper-
sonics, maritime autonomy, and cyber resilience—that demon-
strate how SSA companies can be leveraged as strategic 
enablers to enhance allied defense integration, while address-
ing regulatory, operational, and policy barriers to collaboration.

In sum, SSAs are a strategic asset that can enhance US military 
strength, reinforce alliances, and secure the United States’ on-
going leadership in global defense innovation.

Executive summary
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The United States has long maintained the world’s most ad-
vanced and capable large-scale military, underpinned by tech-
nological superiority and a robust defense industrial base. Yet, 
as global threats evolve, China and Russia are rapidly modern-
izing their militaries and challenging US dominance. To sustain 
its edge, Washington must strengthen its defense sector while 
maintaining control over foreign investment in sensitive indus-
tries.

SSAs are a critical, yet often misunderstood, tool in this effort. 
First introduced in 1984 during the Cold War, these agree-
ments emerged as a response to growing concerns about 
FOCI in the US defense industry. By the 1970s, policymakers 
had started formalizing security measures to regulate foreign 
investments in defense companies. Over time, these mech-
anisms evolved through the National Industrial Security Pro-
gram (NISP) and were further strengthened as security con-
cerns deepened after 9/11. Today, SSAs provide a structured 
framework that allows foreign-owned, US-based defense 
companies to contribute to national security while operating 
under strict US government oversight.2

The advantages are clear. SSAs enable the United States 
to harness foreign technology, investment, and competition 
while managing national security risks through security con-
trols. They also strengthen transatlantic and broader allied de-
fense cooperation. 

2.	 “Defense Industrial Security: Special Security Agreements Permit Foreign-owned U.S. Firms to Perform Classified Defense 
Contracts,” United States General Accounting Office, March 21, 1990, https://www.gao.gov/products/t-nsiad-90-17.

The strategic logic behind SSAs is simple: They ensure that 
foreign companies contribute to US military strength while re-
maining fully compliant with US regulations. In a world where 
technological dominance defines military superiority, Wash-
ington must use every available tool to stay ahead. Properly 
managed, SSAs are one such tool, allowing the United States 
to leverage foreign defense investments for competitive ad-
vantage.

Introduction: SSAs and the US defense advantage

Credit: US Army photo by Spc. Breanna Bradford.
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SSAs provide a powerful mechanism that can help expand 
US access to cutting-edge capabilities—enhancing domestic 
production where appropriate, strengthening R&D investment, 
integrating dual-use technologies, improving allied interoper-
ability, and maintaining US export competitiveness—all while 
ensuring that foreign investment is subject to rigorous US gov-
ernment oversight. While SSAs can support the relocation of 
manufacturing to the United States, they do not require it; rath-
er, their primary function is to permit secure integration of for-
eign-developed capabilities into the US defense ecosystem 
under tightly controlled conditions. This section will examine 
each of these strategic advantages in turn.  

Strengthening US defense self-sufficiency by 
reducing dependence on adversarial supply 
chains
SSAs play a pivotal role in helping the United States diversify 
and secure its defense supply chains without retreating into 
full-scale onshoring. They enable US-based subsidiaries of 
trusted foreign defense firms to contribute to critical programs. 
These companies operate within a framework that includes 
cleared US citizen leadership, firewalls to prevent foreign par-
ent interference, and strict compliance with US defense con-
tracting and export-control regimes.

The US defense industrial base is at a crossroads. While the 
United States maintains the world’s most advanced large-
scale military, its ability to sustain technological dominance is 
under pressure from several converging trends.

First, industrial capacity constraints have become a nation-
al security concern. The war in Ukraine has underscored bot-
tlenecks in US production lines, from ammunition stockpiles 
to shipbuilding delays. The Pentagon has struggled to ramp 
up manufacturing at the speed required for sustained military 
operations.

Second, US defense research and development (R&D) in-
vestment is falling behind. Insufficient internal R&D funding 
has made it difficult for defense primes and mid-tier contractors 
to drive innovation at the pace of geopolitical relevance. While 
China rapidly scales military-technological advancements, the 
US defense sector remains overly reliant on government-fund-
ed programs with slow procurement cycles.

Third, the rise of dual-use technology is reshaping military 
competition. Critical advancements in artificial intelligence 
(AI), space-based defense, and cybersecurity—among oth-
er sectors—are now driven by the commercial sector rather 
than government labs or traditional defense contractors. The 
United States must find ways to integrate advanced allied 

technologies while safeguarding national security interests, 
protecting classified information, and maintaining appropriate 
oversight of foreign investment in sensitive sectors.

Fourth, allied interoperability is no longer optional. As NATO 
and Indo-Pacific alliances grow in strategic importance, the 
United States must ensure its defense sector remains deeply 
integrated with allied defense industries. However, driven by 
geopolitical concerns, European nations are increasingly pri-
oritizing defense-industrial sovereignty, creating risks of frag-
mentation.

Finally, US defense exports face growing competition from 
adversaries. China and Russia have expanded their arms 
sales across the Middle East, Africa, and Asia, offering cheap-
er alternatives to US defense systems. Without strategic mea-
sures to maintain US leadership in global arms markets, the 
influence of US defense technology could erode.

Given these structural challenges, the United States cannot af-
ford an isolationist approach to defense industrial policy.

Problem statement: US defense strategy—the five fault 
lines

Advantages offered by SSAs
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This structure achieves two objectives simultaneously.

	y It allows the United States to safely access high-quality 
components and subsystems from allied supply chains 
in areas where domestic production might be insuffi-
cient or unavailable at scale.

	y It encourages trusted foreign firms to invest directly in 
the United States—boosting local manufacturing capac-
ity, injecting competition, and accelerating innovation.

One example of this dynamic can be seen in American Rhein-
metall’s expansion into the US armored vehicle sector.3  As the 
US Army pursues its modernization agenda, Rheinmetall—a 
global defense prime operating a US subsidiary under an 
SSA—has invested in domestic production facilities, with vehi-
cle components manufactured onshore and under US security 
protocols. Another example is Kongsberg Defense & Aero-
space, Inc., which announced in September 2024 the opening 
of a new missile production facility in James City County, Vir-
ginia, investing more than $100 million in capital expenditure 
over the next few years and creating over 180 new jobs.4 This 
approach on-shores defense production with less reliance on 
potentially vulnerable foreign supply chains while still allowing 
the DOD to access allied technology.

While SSAs do not address commodity-level vulnerabilities—
such as rare earth element (REE) dependencies—they are 
a critical part of the broader solution. The 2010 incident in 
which China restricted REE exports to Japan over a diplomat-
ic dispute illustrates how adversaries can weaponize supply 
chains.5 SSAs help mitigate this risk at the system level by in-
sulating the defense industrial base from undue foreign influ-
ence and expanding the set of trusted suppliers across allied 
nations.

3.	 Elodie Collins, “Rheinmetall Expands Presence in US Defense Market with $950M Acquisition of Loc Performance Products,” 
GovConWire, December 3, 2024, https://www.govconwire.com/2024/12/rheinmetall-loc-performance-products-acquisition/.

4.	 Jen Judson, “Norway’s Kongsberg to open new Virginia missile production plant,” DefenseNews, September 17, 2024, https://
www.defensenews.com/global/europe/2024/09/17/norways-kongsberg-to-open-new-virginia-missile-production-plant/.

5.	 “Critical Materials Are in High Demand. What is DOD Doing to Secure the Supply Chain and Stockpile These Resources?” US 
Government Accountability Office, September 12, 2024, https://www.gao.gov/blog/critical-materials-are-high-demand.-what-dod-
doing-secure-supply-chain-and-stockpile-these-resources; “How Japan Solved Its Rare Earth Minerals Dependency Issue,” World 
Economic Forum, October 13, 2023, https://www.weforum.org/stories/2023/10/japan-rare-earth-minerals.

6.	 Seth G. Jones, “The U.S. Defense Industrial Base Is Not Prepared for a Possible Conflict with China,” Center for Strategic and 
International Studies, February 22, 2023, https://features.csis.org/preparing-the-US-industrial-base-to-deter-conflict-with-China/.

7.	 David Hutchins, Shaun McDougall, and Jon Helmer, “Steel and Strategy: America’s Shipbuilding Plans Enter Stormy Waters,” De-
fense and Security Monitor, January 15, 2025, https://dsm.forecastinternational.com/2025/01/15/steel-and-strategy-americas-ship-
building-plans-enter-stormy-waters.

8.	 “Leonardo DRS Awarded $117 Million Production Order for Family of Weapon Sights,” Leonardo DRS, August 27, 2024, https://
www.leonardodrs.com/news/press-releases/leonardo-drs-awarded-117-million-production-order-for-family-of-weapon-sights/; Da-
vid Simonetta, “Trade Compliance Manual Policy,” Leonardo Electronics, https://www.leonardo.us/hubfs/EXP-100 Rev 12 Trade 
Compliance Manual.pdf.

9.	 Riley Johnson, “Elbit Systems expands in Roanoke, growing to over 1,000 employees with $30M boost,” Nexstar Media, No-
vember 12, 2025.

Expanding US defense production capacity
Beyond securing supply chains, another key challenge fac-
ing the US defense sector is limited production capacity. The 
ongoing war in Ukraine has exposed severe bottlenecks in 
US ammunition and missile stockpiles, raising concerns about 
whether the United States can sustain high-intensity military 
operations over extended periods.6 Similarly, US shipbuilding 
faces significant delays, with the US Navy struggling to meet its 
long-term fleet expansion goals.7 These industrial constraints 
highlight the need for increased defense manufacturing ca-
pabilities—a challenge that SSA companies can help address.

SSA companies can contribute to US defense self-sufficien-
cy by building and operating US-based manufacturing facili-
ties, expanding domestic production capacity, and reducing 
strain on other US defense companies. Rather than replacing 
US companies, SSA companies serve as force multipliers that 
increase the United States’ ability to manufacture critical de-
fense equipment. For example, Leonardo Electronics, an SSA 
firm specializing in military electronics and avionics, has estab-
lished multiple production sites in the United States, providing 
technology to US military aircraft and battlefield systems while 
keeping production within US borders.8 Similarly, Elbit America 
has several US production sites. Its facility in Roanoke County, 
Virginia is set to undergo a $30 million expansion and add 288 
new jobs.9   

The benefits of this approach extend beyond immediate mili-
tary needs. By increasing manufacturing output, SSA compa-
nies create US jobs, attract foreign investment, and strengthen 
local economies. These investments bolster US industrial ca-
pacity, ensuring that critical defense production remains resil-
ient in times of crisis.

Foreign direct investment (FDI) in US transportation equipment 
manufacturing—the Bureau of Economic Analysis industry cat-
egory that captures aerospace, land systems, and missiles—
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Table 1: US and foreign direct investment positions 2022–2023
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rose from $167 billion in 2020 to $229 billion in 2023, a 37-per-
cent jump despite tighter screening rules.10 Europe drove 
almost 40 percent of that 2023 increase; German-owned 
assets alone grew by $58.9 billion.11 By industry, affiliates in 
manufacturing increased the most, increasing $58.6 billion to 
a total investment position of $2.22 trillion.

10.	 Connie O’Connell, “Direct Investment by Country and Industry, 2023,” Bureau of Economic Analysis, Table 9, July 23, 2024, https://
www.bea.gov/sites/default/files/2024-07/dici0724.pdf 

11.	 Ibid., Table 9.

Source: Connie O’Connell, “Direct Investment by Country and Industry, 2023,” Bureau of Economic Analysis, Chart 1, July 23, 2024, https://www.
bea.gov/sites/default/files/2024-07/dici0724.pdf 
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While SSAs provide a powerful framework for integrating for-
eign-owned companies into the US defense industrial base, 
it is important to understand how SSA companies differ from 
proxy companies, as well as how certain regulatory require-
ments—particularly National Interest Determinations (NIDs)—
impact their operational flexibility and ability to deliver capabil-
ity to the warfighter. While the SSA model successfully allows 
the United States to leverage allied industrial capabilities un-
der controlled conditions, the NID process introduces an ad-

ditional layer of regulatory scrutiny. The experience of some 
SSA companies suggests that the average NID approval time 
can exceed twelve months for Top Secret programs and Spe-
cial Access Programs (SAPs), underscoring the schedule risk 
these requirements introduce. To clarify the operational and 
regulatory distinctions between these structures, the table be-
low summarizes the key differences between SSA companies, 
proxy companies, and the role of the NIDs process.

Understanding SSA structures, proxy models, and na-
tional interest determinations

Table 2: Key differences between SSA companies, proxy companies, and NIDs

Feature Special Security  
Agreement (SSA) Proxy company National Interest  

Determination (NID)
Ownership Foreign-owned; US subsidiary with 

US citizen management and security 
controls.

Foreign-owned; full opera-
tional separation from parent 
company.

N/A (government approval 
process).

Operational control Limited foreign parent influence. No foreign parent operational 
or informational control.

Grants SSA companies access 
to classified contracts.

Access to classified  
information

Eligible for Confidential and Secret 
contracts. Access to Top Secret, 
Communications Security (COMSEC), 
Restricted Data (RD), Sensitive Com-
partmented Information (SCI), or SAPs 
requires a NID.

Full access, including Top 
Secret and SAPs, once proxy 
agreement is approved.

Required for SSA companies 
seeking access to classified 
programs above Confidential 
level.

Requirement for NID Yes—for access beyond Confidential. 
For companies owned by Canada, 
Australia, or the UK, this requirement 
may be waived. 

No—proxy companies treated 
as fully US controlled.

Outcome of a risk-based 
assessment by the sponsoring 
agency.

Speed to contract 
execution

Potentially delayed by the NID pro-
cess.

Faster access to classified 
work.

Dependent on agency proces-
sing timelines.

Strategic advantage Maintains allied investment and indus-
trial capacity with oversight.

Maximum US operational secu-
rity assurance.

Essential to balancing forei-
gn participation with national 
security.

Proxy companies are wholly US-controlled entities established 
when foreign ownership must be structurally separated from 
operational control to protect highly sensitive national security 
interests. While the foreign parent company retains economic 
ownership, the company is governed by a board of US citi-
zens who exercise exclusive authority over day-to-day man-
agement and operations. Although the foreign parent does 
not have access to classified information or direct operational 
control, it does not surrender all forms of influence. Notably, in 
some cases, companies do have some control as to whether 

they are placed under a proxy agreement or an SSA. Proxy 
companies are generally allowed to access Top Secret pro-
grams, SAPs, and other highly classified activities without re-
quiring additional government approvals beyond their facility 
clearance.

By contrast, while SSA companies operate under stringent US 
government oversight—including US citizen management, se-
curity controls, and regular audits—they must seek NIDs when-
ever they require access to classified information above the 
Confidential level, particularly for Secret, Top Secret, or SAP 
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Despite the jobs, dollars, and infrastructure SSAs bring to the 
United States, their role in the US defense ecosystem is some-
times debated. While proponents argue that SSAs enhance 
the US industrial base and strengthen transatlantic and broad-
er allied defense collaboration, critics raise concerns about 
their impact on national security, economic sovereignty, and 
US jobs. The most vocal opposition stems from two major ar-
eas: security risks and economic competitiveness.

National security concerns: Do SSAs expose 
US defense capabilities?
Critics worry that allowing foreign-owned companies to oper-
ate in the US defense sector—even under SSAs—introduces 
material risks of foreign influence and potential technology 
transfer. 

While SSAs are designed to mitigate these risks through se-
curity controls, critics argue that they leave open channels for 
subtle, but powerful, influence by foreign parent companies. 
According to a 1990 Government Accountability Office (GAO) 
report, which remains the office’s most recent comprehensive 
review of SSAs, many former Defense Department security of-
ficials expressed concerns that SSAs “do not negate” FOCI 
but accept it “as a risk/hazard,” especially in the absence of 
US-owned alternatives. 

Indeed, unlike proxy agreements, which mitigate FOCI by 
transferring all voting power to cleared US proxies, SSAs ex-

plicitly acknowledge the presence of FOCI and manage its 
risk through a government security committee, independent 
US directors (though the foreign owner still has a presence 
on the board), and strict information-access controls. In oth-
er words, proxy agreements mitigate FOCI; SSAs accept and 
mitigate it. The former DOD officials mentioned above noted 
that company directors and employees might still feel behold-
en to foreign owners, thereby rendering them susceptible to 
undue pressure, even if it is unintentional. The 1990 GAO re-
port also documented cases in which SSAs granted access to 
highly classified programs—including the stealth bomber and 
the Strategic Defense Initiative—raising alarm among security 
professionals who emphasized that such information is often 
not releasable even to close allied governments.

Furthermore, auditors found systemic weaknesses in how 
SSAs were implemented. In some instances, foreign owners 
were granted interim access to classified work for more than 
a year while formal safeguards were still under negotiation, 
undermining the DOD’s leverage and oversight. In other cas-
es, NIDs used to justify SSAs lacked adequate documentation, 
and there were examples in which foreign companies had ties 
to adversarial states that were not formally evaluated during 
the clearance process.

These findings underscore a broader challenge with foreign 
investment in the defense sector: the security risks that arise 
when adversaries gain influence over US contractors. Despite 

contracts. A NID is a formal finding by the sponsoring US gov-
ernment agency that granting classified access to an SSA firm 
for a specific program or contract is in the national security 
interest of the United States.

Many companies choose the SSA model over a proxy or vot-
ing trust because it offers a more practical balance between 
security and strategic integration. SSAs allow the US govern-
ment to mitigate foreign influence while still enabling the sub-
sidiary to benefit from the technical expertise, supply chain 
efficiencies, and innovation capacity of the parent company—
provided these are delivered in a strictly advisory capacity. For 
founder-led businesses or long-term industrial partnerships, 
the SSA structure provides visibility and continuity that proxy 
agreements—often perceived as a total separation—do not 
allow. In this way, SSAs support both security assurance and 
operational alignment across allied defense ecosystems.

While the SSA model successfully allows the United States to 
leverage allied industrial capabilities under controlled condi-
tions, the NID process introduces an additional layer of reg-
ulatory scrutiny. Delays in obtaining NID approvals—whether 

due to bureaucratic backlog, shifting security assessments, or 
political considerations—can slow contract execution, compli-
cate program management timelines, and create uncertainty 
around an SSA firm’s ability to deliver capability to the warfight-
er on schedule. In an environment where defense acquisition 
increasingly emphasizes speed to deployment, any perceived 
risk of delay can erode customer trust, damage a company’s 
reputation, and disincentivize program managers from award-
ing contracts to SSA companies even when they offer techno-
logical or cost advantages.

Recognizing these structural realities is critical to refining SSA 
policy. While the safeguards built into SSA and NID processes 
are necessary to protect national security, a more predictable, 
streamlined, and risk-calibrated approach would strengthen 
SSA companies’ ability to contribute fully to US defense priori-
ties without compromising operational timelines or trust. Prop-
erly managing these regulatory mechanisms is essential both 
for maximizing industrial capacity and ensuring that the strate-
gic advantages of SSAs are realized at the speed required by 
modern conflict.

SSAs under fire: Risks and critiques
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oversight from DCSA, safeguards to mitigate foreign influence 
are historically reactive rather than proactive. Complex corpo-
rate structures and scattered information hinder the effective-
ness of strategies to mitigate FOCI.12 Plus, agencies such as 
DCSA are facing budget cuts that could add to enforcement 
challenges.13  

These shortcomings have fueled a perception among critics 
that SSAs, while administratively convenient, could compro-
mise national security when used too broadly or without strin-
gent enforcement.14

Understanding SSAs’ impact on American 
jobs and industry  
Another critique of SSAs stems from a broader concern that 
allowing foreign defense companies to operate in the United 
States could displace US companies, impact domestic em-
ployment, and weaken the country’s industrial sovereignty. 
Some argue that foreign-owned companies, even if restricted 
by SSAs, still compete for US defense contracts—potentially 
squeezing out US suppliers and reducing opportunities for 
US-based manufacturers.15

There is also a perception that SSA companies might under-
mine the goals of “Buy American” policies, which aim to prior-
itize US workers and suppliers in defense procurement. This 
perspective has led to political opposition, particularly from 
factions that view any form of foreign participation in the de-
fense sector as a threat to economic self-sufficiency.16 As US 
Senator Patty Murray put it during a 2008 debate over an Air 
Force contract, “We are hemorrhaging manufacturing jobs to 
foreign countries already, so I cannot imagine why ... our gov-
ernment would decide to take 44,000 American jobs, good 
jobs, and give them to the Europeans.”17

12.	 Accrete, “The Silent Threat: How Foreign Influence Undermines America’s Defense Industrial Base,” April 29, 2025, https://www.
accrete.ai/blog/the-silent-threat#:~:text=While%20foreign%20investment%20can%20provide,Chain%20Vulnerabilities:%20A%20
Trojan%20Horse.

13.	 House Committee on Appropriations, “House Passes FY26 Defense Bill, Investing in America’s Military Superiority,” US House 
of Representatives, July 18, 2025, https://appropriations.house.gov/news/press-releases/house-passes-fy26-defense-bill-inves-
ting-americas-military-superiority. 

14.	 United States General Accounting Office, “Defense Industrial Security: Special Security Agreements Permit Foreign-owned U.S. 
Firms to Perform Classified Defense Contracts,” Testimony for the Armed Services House of Representatives, US Congress, March 
21, 1990, https://www.gao.gov/products/t-nsiad-90-17.

15.	 Lindsay I. McCarl, “Foreign Competition in U.S. Defense Contracts: Why the U.S. Government Should Favor Domestic Companies 
in Awarding Major Defense Procurement and Acquisition Contracts,” Global Business and Development Law Journal 24, 1 (2011), 
https://scholarlycommons.pacific.edu/cgi/viewcontent.cgi?article=1069&context=globe

16.	 R. J. Caster, “What ‘America First’ Actually Means for Defense Contractors,” American Conservative, December 27, 2021, https://
www.theamericanconservative.com/what-america-first-actually-means-for-defense-contractors/.

17.	 Gordon Lubold, “Congress, Boeing riled by huge defense contract for foreign firm,” The Christian Science Monitor, March 7, 2008, 
https://www.csmonitor.com/USA/Military/2008/0307/p02s01-usmi.html. 
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A risk-benefit analysis

While concerns about SSAs are valid, they must be weighed 
against the strategic benefits these agreements provide. A 
blanket rejection of SSA companies would risk alienating key 
allies, reducing the competitiveness of US defense exports, 
and limiting the Pentagon’s access to cutting-edge technolo-
gy. Instead, the focus should be on refining SSA policies to en-
sure even greater transparency, security, and alignment with 
national interests.

The United States must strike a balance between maintaining 
industrial sovereignty and leveraging allied defense invest-
ment. With the right safeguards in place, SSAs remain a stra-
tegic tool that strengthens US defense posture while keeping 
foreign participation firmly under Pentagon oversight regard-
ing what technologies are developed, how they are used, and 
where they are exported.18

Ensuring the United States calls the shots
SSAs include rigorous legal and operational safeguards that 
restrict foreign influence over sensitive defense projects. 

	y US government oversight: SSA companies must com-
ply with DOD regulations and operate under strict se-
curity protocols, including security controls to prevent 
foreign access to classified programs.

	y US-controlled management structures: SSA compa-
nies are required to appoint US citizens to key leader-
ship positions, ensuring that strategic decisions remain 
in American hands.

	y Restrictions on FOCI: While the parent company might 
be foreign, the US subsidiary operates independently, 
adhering to US industrial security laws and regulations.19 

These safeguards are working. In fact, FOCI-mitigated compa-
nies receive high ratings in their DCSA security reviews. And 
that’s one reason why they serve as a model for other areas of 
the federal government. 

18.	 Alexandra G. Neenan, “Department of Defense Contractors and Efforts to Mitigate Foreign Influence,” Congressional Research 
Service, June 24, 2024, https://crsreports.congress.gov/product/pdf/R/R48110.

19.	 Daniel B. Pickard, “Navigating the Law: The Defense Counterintelligence and Security Agency (DCSA) and Foreign Ownership, 
Control or Influence (FOCI) Handbook,” International Trade & National Security Practice Group, September 2023, https://www.
bipc.com/assets/PDFs/Insights/DCSA%20FOCI%20Handbook-International_Trade_National_Security-Navigating_the_Law_Fo-
reign_Agents_Registration_Act_2023-LOW_RES%20-%20FINAL%20-%20Rev%209.27.23.pdf.

20.	 Washington Tariff & Trade Letter, “DCSA Set to Expand Foreign Ownership Reviews to Unclassified Defense Contracts,” April 15, 
2025, https://www.wttlonline.com/stories/dcsa-set-to-expand-foreign-ownership-reviews-to-unclassified-defense-contracts,13683.

21.	 Jonathan Masters, James McBride, and Noah Berman, “What Happens When Foreign Investment Becomes a Security Risk?” 
January 2, 2023, https://www.cfr.org/backgrounder/what-happens-when-foreign-investment-becomes-security-risk#chapter-tit-
le-0-3.

22.	 Kurt Scherer and Faith Ozmen, “Maintaining the U.S. Defense Sector’s Competitive Edge,” War on the Rocks, July 18, 2023, https://
warontherocks.com/2023/07/maintaining-the-u-s-defense-sectors-competitive-edge/.

In April 2025, DCSA announced that it is set to expand foreign 
ownership reviews to unclassified defense contracts. New reg-
ulations will soon require companies to conduct FOCI assess-
ments before being awarded contracts over five million dol-
lars, representing a significant change from the previous focus 
primarily on companies seeking or holding security clearances 
for classified work.20 In parallel, the Committee on Foreign In-
vestment in the United States (CFIUS) has demonstrated its 
effectiveness in preventing acquisitions that could undermine 
US technological competitiveness and national security. For 
example, in March 2018, the first Trump administration blocked 
a proposed takeover of US telecom leader Qualcomm by a 
Singapore-based company.21 This successful intervention indi-
cates that oversight mechanisms can work and security risks 
can be mitigated effectively.

More competition, lower costs, faster innova-
tion, and supply chain resilience
Beyond technological access and security safeguards, SSA 
companies also play a key role in keeping the US defense sec-
tor competitive, cost-efficient, and innovative. The US military 
has long benefited from a defense market driven by competi-
tion among suppliers, which encourages efficiency and tech-
nological advancement. However, with a shrinking number of 
major US defense contractors dominating the industry, the risk 
of monopolistic pricing and slower innovation has increased.22 

SSA companies help counteract this trend by introducing ad-
ditional competition into the defense procurement process. 
When SSA companies bid for contracts, they push domestic 
companies to improve efficiency, reduce costs, and accelerate 
technological development.

SSA companies can also expand access to cutting-edge tech-
nologies and specialized expertise that might not otherwise 
exist in the domestic industrial base. Such international tech-
nology infusion strengthens US warfighting capability and sup-
ports an operational advantage on the battlefield.
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Additionally, the SSA framework signals a high level of trust 
and interoperability among allies and partners. It represents 
more than just diplomatic coordination—it enables industrial 
integration, linking allied nations through shared production, 
innovation, and security standards. This deepened collabora-
tion fosters strategic alignment and ensures that the United 
States and its closest partners remain technologically and op-
erationally synchronized in future conflicts. It also reinforces 
the resilience and diversity of the defense industrial base by 
broadening the supplier pool and reducing overreliance on a 
limited number of domestic contractors.

Strengthening global arms competitiveness
The benefits of SSA companies extend beyond domestic de-
fense needs; these companies also play a crucial role in ex-
panding US defense exports and maintaining US dominance 
in global arms markets.

When SSA companies operate within the United States, they 
become part of the US defense ecosystem, aligning their in-
terests with US export strategies. This participation enables 
the following:

	y International joint ventures: Whether led by the United 
States or allies in Europe, Asia, or elsewhere, these can 
expand arms exports by integrating complementary de-
fense technologies into unified weapons systems, often 
making them more attractive to third-country buyers.

	y Greater US influence over global arms deals: SSAs 
give the US government greater influence over foreign 
defense companies operating domestically, enabling 
Washington to shape how their technologies are mar-
keted, integrated, and exported—often favoring US-led 
configurations and supply chains over those aligned 
with geopolitical rivals.

	y Partnerships with US companies on international 
bids: SSAs can facilitate industrial partnerships that 
strengthen US companies’ participation in international 
bids by enabling secure collaboration on joint solutions, 
co-production, and technology integration that aligns 
with both US export controls and allied defense prior-
ities.

	y Help for US companies navigating international pro-
curement regulations: SSA-governed companies can 
serve as trusted international intermediaries, helping 
US defense companies navigate foreign procurement 
dynamics by offering local insight, industrial access, and 
co-bid pathways aligned with both US compliance stan-
dards and foreign political expectations.

23.	 Kaush Arha, Peter Harrell, and Jorn Fleck, “Securing a Free and Open World: A US-EU Blueprint to Counter China and Russia,” 
Atlantic Council, January 15, 2025, https://www.atlanticcouncil.org/in-depth-research-reports/report/securing-a-free-and-open-
world-a-us-eu-blueprint-to-counter-china-and-russia/.

	y The creation of joint defense platforms: These are 
more attractive to foreign buyers, strengthening US de-
fense export potential.

By allowing foreign companies to participate in the US market 
under SSAs, Washington ensures that US defense companies 
remain deeply integrated into allied procurement decisions 
(increasing US companies’ global competitiveness) and that 
allied technological advancements primarily complement—
rather than compete with—US military exports.

For an administration focused on “America First” policies, SSAs 
are a strategic asset that enhances US technological superior-
ity while ensuring that foreign investment serves US national 
security goals. 

Countering China and Russia in the global 
arms export competition
Beyond transatlantic defense markets, the United States faces 
growing competition from China and Russia in arms exports, 
particularly in the Middle East, Africa, and Asia. Both Beijing 
and Moscow have aggressively expanded their defense sales, 
offering lower-cost alternatives to US weapons and position-
ing themselves as preferred suppliers to nations that might 
otherwise purchase US systems.23

	y China has significantly expanded its arms exports, par-
ticularly in the drone and missile sectors, for countries 
that have struggled to navigate US export restrictions.

	y Russia remains a leading global supplier of military 
equipment, leveraging historical defense ties with India 
and countries in the Middle East and Africa.

The United States cannot afford to cede global market share 
to its adversaries, particularly in strategically significant re-
gions. SSA companies provide an opportunity to strengthen 
US arms sales abroad by ensuring that allied defense compa-
nies are working in alignment with US strategic goals rather 
than competing with them.

For example, the United States can leverage SSA companies 
to position joint US-European defense solutions as the pre-
ferred alternative to markets that Russia or China might seek 
to serve. This approach ensures that Washington remains the 
dominant supplier of advanced military technology to friendly 
nations while limiting the ability of China and Russia to expand 
their defense influence.

SSAs as a tool for strengthening NATO and 
allied defense capabilities
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In addition to securing US defense exports, SSA companies 
play an important role in strengthening NATO interoperability 
and allied defense capabilities. One challenge of multinational 
defense cooperation is ensuring that allied forces can seam-
lessly integrate their military technologies.24

Europe’s governments are simultaneously doubling defense 
budgets and signaling that at least 50 percent of those outlays 
should be spent on equipment “made in Europe” by 2030, 
according to the European Union’s first-ever European De-
fence Industrial Strategy (EDIS), unveiled on March 5, 2024.25  
For many European primes, establishing or expanding a ring-
fenced US SSA subsidiary is therefore the politically low-fric-
tion way to stay interoperable with US forces without appear-
ing to export scarce production capacity across the Atlantic—a 
consideration that has become more salient as capitals de-
bate strategic autonomy.

SSA companies help solve this problem by serving as a bridge 
between US and European defense platforms, allowing for 
better compatibility between NATO systems and joint devel-
opment of interoperable technologies.26

Balancing interoperability gains with political 
realities
For the United States, strengthening allied interoperability 
through SSAs is not only advantageous but necessary for fu-
ture coalition operations and maintaining NATO’s technolog-
ical edge. However, it is important to recognize that, in the 
current geopolitical environment, some European allies face 
domestic pressures to prioritize strategic autonomy and might 
be cautious about deepening visible industrial collaboration 
with the United States. Acknowledging these dynamics, Wash-
ington should continue to expand SSA-based cooperation in 
ways that are operationally meaningful but politically sustain-
able—emphasizing trusted, scalable frameworks that allow 
interoperability gains without forcing binary political choices. 
Flexibility and strategic patience will be critical to reinforcing 
alliance cohesion while ensuring that allied defense industries 
remain aligned with US strategic objectives.

By leveraging SSA companies as integrators of transatlantic 
defense capabilities, the United States ensures that its allies 
remain militarily compatible while also strengthening its own 
defense export potential.

24.	 Steven Mills, “Strengthening Defence Operations,” SecureCloud+, October 4, 2023, https://securecloudplus.co.uk/strengthe-
ning-defence-operations.

25.	 “First-ever European Defence Industrial Strategy to Enhance Europe’s Readiness and Security,” European Commission Direc-
torate-General for Communication, March 5, 2024, https://commission.europa.eu/news/first-ever-european-defence-indus-
trial-strategy-enhance-europes-readiness-and-security-2024-03-05_en.

26.	 “Enhancing Interoperability: Train Together, Deploy Together,” European Defence Agency, European Defence Matters 19 
(2020),https://eda.europa.eu/docs/default-source/eda-magazine/edm19_web.pdf.

27.	 Luke A. Nicastro, “The U.S. Defense Industrial Base: Background and Issues for Congress,” Congressional Research Service, Sep-
tember 23, 2024, https://crsreports.congress.gov/product/pdf/R/R47751.

28.	 “Written Evidence Submitted by GE Aerospace,” Defense Committee, UK Parliament, January 17, 2025, https://committees.parlia-
ment.uk/writtenevidence/134814/html/.

Why “Buy American” policies should not 
mean “buy alone”
The idea of promoting domestic defense production through 
“Buy American” policies is widely supported across the US 
political spectrum.27 However, any protectionist approach that 
might exclude SSA companies would be counterproductive. 
Instead of strengthening the US defense industrial base, such 
an approach would limit access to advanced technologies, 
increase procurement costs, and weaken defense ties with 
allies.

The reality is that the United States does not manufacture 
everything it needs within its own borders. In today’s global 
defense landscape, military technology development is inher-
ently international, with key components, subsystems, and re-
search collaborations spanning multiple countries.

For example, missile development, naval shipbuilding, and avi-
onics technology all benefit from transatlantic collaboration.28 
If the United States were to shut out SSA companies, it would 
lose access to advanced allied technologies and risk damag-
ing its alliances with key defense partners. A more effective 
policy would be to balance national security with strategic 
openness, ensuring that SSA companies operate under strict 
conditions but remain part of the US defense ecosystem.
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While traditional defense primes remain essential to US mil-
itary power, the character of warfare is shifting toward the 
integration of AI-driven operations, electronic warfare (EW), 
space-based defense, and autonomous systems. The emer-
gence of new defense technology companies, many of them 
global in scope, demands an SSA model that can accommo-
date nontraditional defense players. Indeed, many of the most 
cutting-edge dual-use and single-use military technologies—
particularly in cybersecurity, AI, and battlefield intelligence—
are being developed by non-US companies, many based in 
Israel and Ukraine. SSAs provide a mechanism for bringing 
such companies into a US defense context.

Why SSAs are essential for emerging defense 
technologies
The SSA framework could help facilitate the integration of 
emerging foreign defense technologies, especially where the 
United States stands to gain from technologies advanced in 
the context of active battlefields overseas or through peace-
time international defense co-production efforts.

The war in Ukraine has driven extraordinary advancements 
in drones, battlefield AI, and EW. Regardless of whether and 
when it moves toward a ceasefire, Ukraine’s burgeoning de-
fense technology sector will need investment to commercial-
ize and scale its capabilities.29  A streamlined, tailored SSA 
framework—featuring faster processing, simplified compli-
ance, and strategic prioritization—could provide a pathway for 
Ukrainian defense startups to integrate into US military devel-
opment pipelines and ensure that battlefield-proven technolo-
gies and talent are retained within the US and NATO defense 
ecosystem, rather than being lost due to uncertainty, disper-
sion, or demobilization if the conflict enters a lower-intensity or 
politically unsettled phase. Indeed, this technology backflow 
should be seen as an important return on US and allied invest-
ment in Ukrainian security.

29.	 “European and Ukrainian Parliamentarians Collaborate to Strengthen Defense Cooperation,” We Build Ukraine Fund, last vi-
sited August 27, 2025, https://www.webuildukrainefund.org/post/european-and-ukrainian-parliamentarians-collaborate-to-stren-
gthen-defense-cooperation.

30.	 Louisa Brooke-Holland, “AUKUS Pillar 2: Advanced Capabilities,” House of Commons Library, UK Parliament, September 2, 2024, 
https://commonslibrary.parliament.uk/research-briefings/cbp-9842.

Additionally, SSAs could play a critical role in strengthening 
the AUKUS alliance between Australia, the United Kingdom, 
and the United States, which is central to Indo-Pacific securi-
ty and deterrence against China.30  To advance AUKUS Pillar 
II cooperation on AI-enabled warfare, quantum technologies, 
and next-generation naval capabilities, Washington should 
encourage more UK and Australian defense tech firms to es-
tablish US-incorporated subsidiaries operating under SSAs. 
This would enable trusted collaboration within a US legal and 
security framework, ensuring that emerging AUKUS technol-
ogies are interoperable, export compliant, and developed in 
coordination with US national security priorities.

The SSA model and the future of defense technology
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By refining SSA policies, streamlining regulations, and strategi-
cally leveraging foreign investment, the United States can en-
sure that SSA companies remain an asset to national security. 
To that end, the following proposals are recommended.

1. �Coordinate export strategies with SSA-gov-
erned firms.

	y The State Department and DOD should better align ex-
port approvals and timelines for foreign defense com-
panies offering systems with critical technology that are 
part of broader allied production chains.

	y Much of this coordination challenge relates to Interna-
tional Traffic in Arms Regulations (ITAR), which govern 
the export of US-origin defense technologies. Inconsis-
tent or delayed licensing processes can disadvantage 
SSA-governed companies in international competitions, 
even when they operate under strict US oversight.

	y By harmonizing these strategies, Washington can en-
sure that allied defense firms operating under US ju-
risdiction strengthen—rather than undercut—US arms 
sales and industrial influence abroad.

2. �Use SSA companies to expand US access to 
global defense markets.
	y For political and regulatory reasons, many foreign na-

tions prefer to buy military equipment from manufactur-

ers in their own country or region rather than US com-
panies.

	y SSA companies provide a gateway for US defense 
companies to enter foreign procurement programs, as 
they can serve as a bridge between US technology and 
international market demands through various prime 
and subcontractor relationships.

	y Washington could negotiate preferential procurement 
agreements with foreign governments, ensuring that 
SSA companies facilitate greater integration between 
US and global defense industries.

3. �Counter Chinese and Russian arms sales 
with SSA-backed defense agreements.
	y Both China and Russia are aggressively expanding their 

arms exports to developing nations, particularly in the 
Middle East, Africa, and Asia.

	y SSA companies could be used as a strategic tool to 
counter these sales by promoting joint US-European 
defense solutions in regions where China and Russia 
seek influence.

	y By offering SSA-backed defense agreements to strate-
gic partners and their industry, the United States could 
reinforce global military alliances while limiting the 
reach of adversarial arms suppliers.

Policy recommendations to maximize SSA benefits

Streamlining SSA approval processes to encourage 
more investment

While SSAs provide a strategic advantage, the bureaucratic 
process for approving them is often slow and complex, dis-
couraging foreign investment in US defense. Washington must 
balance national security concerns with a regulatory environ-
ment that encourages trusted allied companies to invest in the 
United States.

To fully leverage SSAs for US military, economic, and strategic 
advantage, policymakers should do the following.

1. �Establish a clearer and faster SSA approval 
process.

	y The current SSA approval process can take years, po-
tentially discouraging allied companies from pursuing 
US investments. This is particularly relevant for allies 

and partners in the Indo-Pacific that might seek closer 
collaboration with the United States and thus use SSAs 
as a tool to help achieve such collaboration. 

	y A more efficient approval system, with clear timelines 
and security benchmarks, would encourage greater FDI 
in US defense without compromising national security.

2. �Elevate SSA-governed companies within US 
defense industrial strategy.
	y The DOD should establish a formal mechanism to inte-

grate SSA-governed companies into broader defense 
industrial base planning, export strategy, and capabil-
ity development frameworks. While the DCSA should 
continue to lead oversight and security compliance, a 
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dedicated policy coordination function is needed to en-
sure these firms are recognized not just as compliant 
entities, but as strategic assets within the allied defense 
ecosystem.

	y SSA companies often possess advanced technologies, 
global supply chains, and R&D capabilities that are di-
rectly relevant to US modernization priorities. However, 
without a clear point of integration within DOD policy 
structures, these companies risk being under-lever-
aged or misunderstood—particularly when navigating 
export approvals, joint programs, or eligibility for do-
mestic production incentives.

	y Establishing a policy focal point inside the DOD could 
help ensure that SSA-governed companies are fac-
tored into key decisions—such as National Technology 
and Industrial Base (NTIB) planning, trusted capital path-
ways, or Defense Production Act Title III investments.

	y This approach would not impose new compliance bur-
dens but would instead unlock strategic value from firms 
that are already trusted, cleared, and operating under 
US law. It would also help align the SSA framework with 
US goals to expand allied production capacity, improve 
supply chain resilience, and strengthen transatlantic de-
fense collaboration.

3. �Expand SSAs to include emerging defense 
tech companies.
	y Create a specialized SSA pathway for US-prioritized 

emerging technologies—such as AI, space, quantum, 
and counter-hypersonics— ensuring US access to cut-
ting-edge military innovations.

	y Create narrowly scoped ITAR exemptions or expedited 
licensing pathways for SSA-governed US companies 
engaged in co-development of AI and hypersonic tech-
nologies with trusted allies—in which the end users are 
pre-cleared partner governments and the programs fall 
within strategic initiatives such as AUKUS Pillar II.

	y Establish a transatlantic SSA Innovation Task Force to 
coordinate technology integration policy, streamline 
FOCI mitigation practices, and align US and European 
defense industrial innovation—particularly in areas such 
as AI, space, and next-generation munitions.

31.	 Charles A. Blanchard, et al., “FY24 NDAA: Navigating Expanded Restrictions on DoD Contracting, Buy American Provisions, and 
Other Key National Security Provisions,” Arnold & Porter, December 22, 2023, https://www.arnoldporter.com/en/perspectives/
advisories/2023/12/fy24-ndaa-navigating-expanded-restrictions; “Section 889 Policies,” US General Services Administration, last 
visited August 27, 2025, https://www.acquisition.gov/Section-889-Policies.

32.	 “Supply Chain Illumination in the Department of Defense ‘Leveraging Private-Sector Best Practices to Enhance DoD Supply Chain 
Visibility and Decision Making,’” Defense Business Board, Office of the Secretary of Defense, January 13, 2025, https://dbb.de-
fense.gov/Portals/35/Documents/Reports/2025/Final%20Stamped%20-%20DBB%20Supply%20Chain%20Illumination%20-%20
1-15-25%20-%20Report.pdf.

4. �Establish a post-war SSA program for 
Ukrainian defense startups.
	y A streamlined, tailored SSA framework—featuring faster 

processing, simplified compliance, and strategic priori-
tization—could allow Ukrainian companies to integrate 
into US and NATO procurement at the speed of rele-
vance.

5. �Use SSAs to deepen AUKUS defense col-
laboration.
	y Encourage greater participation by UK and Australian 

defense tech firms in US-based SSA structures by im-
proving standardization, accelerating approval time-
lines, and clarifying long-term strategic pathways—help-
ing build the trust and predictability needed to deepen 
transatlantic and Indo-Pacific cooperation in the face of 
growing strategic competition with China.

6. �Strengthen supply chain risk management 
for SSA-governed firms.
	y SSA companies are already subject to US supply chain 

security requirements, including restrictions under 
Section 889 of the fiscal year (FY) 2019 NDAA and the 
“Drone Act” provisions of the FY2024 National Defense 
Authorization Act (NDAA).31 The DOD should better inte-
grate SSA firms into its broader supply chain risk man-
agement ecosystem—providing access to tools such as 
the Supply Chain Illumination initiative.32

	y Where critical dependencies persist—such as in rare 
earths, semiconductors, or specialized components—
the Office of Industrial Base Policy should consider tar-
geted support through Defense Production Act (DPA) 
Title III funding, NTIB co-production, or advance pur-
chase commitments. These instruments can help SSA 
firms transition to secure allied sources without disrupt-
ing program timelines.

	y Finally, the GSC structure could be leveraged to include 
annual supply chain risk mitigation plans, aligned with 
DOD cyber and export control standards. This would re-
inforce the GSC’s strategic role while enhancing trans-
parency and resilience across the industrial base.
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To fully capitalize on the SSA model, the United States and its 
allies must actively integrate SSA companies into priority de-
fense initiatives. This report proposes the following Pathfinder 
Projects to provide a structured way to demonstrate and ex-
pand the role of SSA companies in strengthening US security 
capabilities, ensuring they are leveraged not just as industrial 
assets but as strategic enablers of next-generation defense 
cooperation. These projects will also help address regulatory, 
operational, and policy constraints that currently limit the full 
potential of transatlantic defense collaboration.

Each Pathfinder Project outlined below is designed to tackle a 
critical defense challenge, illustrating how SSA companies can 
provide a competitive advantage and what specific steps are 
required to implement them effectively.

1. �AI-driven multi-domain ISR: Closing transat-
lantic intelligence gaps

Strategic priority
The next generation of warfare requires real-time, multi-do-
main intelligence fusion across space, cyber, air, land, and sea. 
While US ISR capabilities remain formidable, foreign compa-
nies are pioneering AI-enhanced sensor fusion and passive 
detection technologies that could significantly enhance allied 
intelligence-sharing and decision-making capabilities. Why 
SSA companies?

	y US ISR remains platform-centric, whereas foreign SSA 
companies offer advanced AI-driven networked surveil-
lance architectures.

Pathfinder projects for further SSA integration

A Lower Tier Air Missile Defense Sensor is pictured at White Sands Missile Range, New Mexico. Credit: US Army photo by Darrell Ames.
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	y SSA companies can act as controlled integration nodes, 
ensuring secure and compliant transfer of foreign ISR 
innovations into US and NATO battle networks.

	y The SSA model allows NATO-wide standardization of 
ISR fusion algorithms without exposing classified US ISR 
systems to foreign influence.

Implementation plan
	y Establish a DOD ISR Task Force to oversee SSA-led AI 

sensor fusion standardization.
	y Integrate SSA companies into US ISR modernization 

programs to enable dual-use AI for intelligence sharing.
	y Address ITAR barriers for ISR data sharing, ensuring that 

SSA companies can legally contribute to AI-driven intel-
ligence collaboration.

2. �Counter-hypersonic defense: Aligning US 
and allied missile interceptors

Strategic priority
Hypersonic missile threats are one of the most urgent chal-
lenges facing the United States and its NATO allies. While the 
United States has invested in kinetic interceptors (THAAD, 
SM-6, Glide Phase Interceptor), foreign companies have de-
veloped complementary countermeasure capabilities, elec-
tronic warfare-based tracking, and multi-layered interceptor 
concepts.

Why SSA companies?
	y Foreign SSA subsidiaries can integrate their sensor-fu-

sion algorithms into US hypersonic defense architec-
tures, improving target tracking and kill chain efficiency.

	y SSAs enable secure and controlled software integra-
tion, preventing siloed national defense solutions that 
weaken NATO missile defense coordination.

	y Without SSA collaboration, allied and partners could 
independently develop competing missile defense sys-
tems, leading to fragmented capabilities.

Implementation plan
	y Mandate SSA participation in the Pentagon’s Hyperson-

ic Defense Program, ensuring European tracking sys-
tems integrate with US missile defense platforms.

	y Launch a joint US–European Hypersonic Task Force 
focused on aligning missile defense tracking architec-
tures and addressing shared capability gaps. As trusted 
foreign firms demonstrate the ability to contribute, US 
agencies should facilitate SSA participation through a 
more transparent and predictable process—making it 
clear that integration into sensitive US defense efforts 
is both strategically necessary and procedurally achiev-
able.

	y Refine ITAR implementation guidelines to establish a 
dedicated, fast-tracked review process for SSA-gov-
erned firms contributing to counter-hypersonic tech-
nologies—enabling secure transatlantic collaboration 
while maintaining US export control authority and na-
tional security safeguards.

3. �AI-enabled maritime security: Unmanned 
naval defense networks

Strategic priority
US and NATO maritime forces face increasing pressure from 
near-peer adversaries utilizing swarms of unmanned surface 
and underwater vehicles (USVs/UUVs) to contest sea lanes. 
While the US Navy has initiated its Distributed Maritime Oper-
ations (DMO) strategy, foreign companies are further ahead in 
developing operational AI-driven naval swarm technologies.

Why SSA companies?
	y SSA companies can fast-track integration of European 

unmanned maritime platforms into NATO naval task 
forces.

	y The SSA framework prevents technology transfer barri-
ers, ensuring that European autonomous naval systems 
are interoperable with US networks.

	y SSA companies allow controlled software and algorithm 
sharing, ensuring AI-based unmanned platforms com-
ply with US and NATO cyber standards.

Implementation plan
	y Designate SSA companies as key partners in the US 

Navy’s Disruptive Capabilities Office, enabling joint de-
velopment of autonomous maritime security systems.

	y The Pentagon should establish a Maritime AI Lab fo-
cused on developing and fielding autonomous naval 
systems, with structured participation from SSA-gov-
erned firms—enabling secure integration of allied tech-
nologies into US and coalition naval operations.

	y Streamline ITAR and Committee on Foreign Investment 
in the United States (CFIUS) approval for unmanned na-
val technologies, prioritizing SSA companies for expe-
dited integration into US naval programs.

4. �AI-driven cyber and electronic warfare resil-
ience

Strategic priority
The battlefield of the future is increasingly digital, with adver-
saries leveraging AI-enhanced cyberattacks, electronic jam-
ming, and digital deception. SSA companies have pioneered 
AI-led cyber deception tools, adaptive EW jamming, and quan-
tum-resistant encryption, which could significantly enhance US 
and NATO cyber resilience.
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Why SSA companies?
	y SSAs allow foreign-owned companies to contribute 

to NATO-aligned AI-enabled cyber defense solutions, 
while ensuring compliance with US national security 
protocols governing access to classified systems and 
information.

	y US and European cyber capabilities remain fragment-
ed—SSA companies provide a secure bridge for coor-
dinated cyber-EW collaboration.

	y SSA companies can be tasked with joint development 
of AI-driven EW standards, ensuring future-proofed US 
and NATO digital defenses.

Implementation plan
	y Create a Cyber and Electronic Warfare Task Force com-

posed of SSA-governed companies, operating under 
US Cyber Command oversight, to integrate AI-enabled 
cyber resilience tools in alignment with NATO’s Cyber 
Defense Policy and in coordination with NATO’s center 
for cyber expertise.

	y Expand SSA participation in the DOD’s Joint AI Cyber 
Operations Initiative, ensuring transatlantic AI cyber de-
fenses remain interoperable.

	y Update ITAR to address the classification and licensing 
of AI-driven cyber defense tools—ensuring SSA-gov-
erned companies can contribute to secure transatlantic 
integration without breaching US export control rules or 
delaying iterative software development cycles.

Conclusion: Reforming SSA policy to enable scalable im-
plementation

In this era, the United States cannot afford to take an isolation-
ist approach to defense procurement. Military technology is 
increasingly global in scope, and the United States’ ability to 
maintain its technological edge depends on strategically inte-
grating the best capabilities from trusted allies while maintain-
ing rigorous security controls.

SSAs provide a controlled and secure framework that allows 
the United States to benefit from foreign investment, increase 
industrial capacity, and enhance military readiness—without 
compromising national security. Instead of viewing SSA com-
panies as a threat, Washington should leverage them as a 
force multiplier for US defense superiority.

A smart “America First” strategy does not mean closing the 
door on allied defense companies. It means ensuring that ev-
ery dollar of defense spending strengthens US national secu-
rity while keeping the United States at the forefront of military 
innovation. SSAs achieve this goal—enhancing US military 
strength, reinforcing transatlantic and Pacific alliances, and en-
suring that the United States continues to set the global stan-
dard for defense excellence.
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