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INTRODUCTION

“Until we're better prepared, it’s irrational to expect rational reactions to a limited nuclear attack.”

—Markus Garlauskas, Guardian Tiger principal investigator

The risk of nuclear attacks being launched in East Asia by
adversaries of the United States is likely to increase over
the coming decade, yet the United States and its allies have
not yet prepared sufficiently to deter and prevail in the face
of such nuclear strikes. Though few doubt that the risk of a
major military conflict in the region itself is growing, insufficient
attention is being paid to the risk that such a conflict would
escalate into nuclear attacks by an adversary. This insufficiency
is rooted, in part, in cognitive and organizational biases
against considering such possibilities. For most people and
organizations, preparing for nuclear war requires “thinking
about the unthinkable” For more details on biases, see
Appendix A.

A rational nuclear-armed adversary that fears losing a conflict
with the United States is likely to employ nuclear weapons for
a limited nuclear attack (LNA) rather than accept defeat. This
LNA would be designed to force the conflict to a conclusion
on acceptable terms, backed by the threat of greater nuclear
escalation inflicting unacceptable costs. The incentive for
the adversary to launch such an LNA is all the greater if the
United States and its allies appear militarily, politically, and
psychologically brittle and unprepared for nuclear attacks.

The United States and its allies are not completely blind to
rising nuclear threats. They are waking to the challenge posed
by the two-peer nuclear problem emerging over the next
decade, with China’s strategic nuclear arsenal expected to
grow to near parity with those of the United States and Russia.
However, they are paying far less attention to the relative
shortfall of the United States’ theater-level nuclear capabilities
in comparison to those of its nuclear-armed adversaries.
China, Russia, and North Korea all have increasingly advanced
and diverse capabilities for theater-level nuclear employment,
which are on track to continue growing over the coming
decade while US capabilities to respond in kind are well
behind and not even keeping pace.

This report is designed to help US military and government
officials come to a better understanding of the nature of the
risks that LNA poses to US national security, as well as the
measures that should be taken to improve US preparations for
LNA with allies and partners, particularly in East Asia.

The research and tabletop exercise (TTX) that informed this
report focused on North Korea as a case study for the LNA
challenge to the United States and its allies, as North Korea is
particularly likely to employ an LNA in the event of a conflict.
Vastly outclassed by the United States and South Korea in
non-nuclear military capability and economic power, North
Korea relies heavily on the threat of nuclear escalation as part
of its coercive diplomacy. In the event of a military conflict, it
is even more likely to rely on the threat of nuclear strikes to
cause South Korea and the United States to hesitate. North
Korea’s September 2022 law on nuclear forces includes a
series of justifications for nuclear employment well-suited
to LNA. Meanwhile, its leader, Kim Jong-Un, has driven the
development of capabilities well-suited to LNA—such as a new
tactical nuclear warhead and a nuclear-capable underwater
drone.

According to decades of conventional wisdom, “A nuclear
war cannot be won and must never be fought” When US
President Ronald Reagan and his Soviet counterpart Mikhail
Gorbachev agreed on that premise, it was a different era. The
world has changed, particularly in East Asia, and the surest
path to a nuclear war—and to defeat in the face of a nuclear
attack—is to fail to adapt to this new threat. This study argues
that conventional wisdom must be turned on its head. When
an adversary employs nuclear weapons, the United States
and its allies must still be prepared to continue fighting and
win by achieving their objectives via effective conventional-
nuclear integration (CNI). Ideally, such preparedness will deter
adversaries from escalating to nuclear attack or even initiating
aggression. If deterrence fails and an LNA is launched, the
United States and its allies must be prepared and resilient in
order to defeat it.

1. “Joint Statement on the Soviet—United States Summit Meeting,” Ronald Reagan Presidential Library, December 10, 1987, https:/
www.reaganlibrary.gov/archives/speech/joint-statement-soviet-united-states-summit-meeting.
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FINDINGS SUMMARY

The table below captures the study’s top five key findings, with  we determined the two most urgent priority actions that have
each finding summarized in the leftmost column. After vetting  the greatest impact in addressing the related key finding. The
all actionable recommendations developed during the study, remainder of the recommendations are captured in Appendix

Table 1. Key findings summary

Key findings

B as supplementary recommendations.

Priority actions (top two recommendations)

1. Develop a deeper and broader
understanding of the risks of LNA
among the United States and its allies in
order to ensure effective preparations
for and responses to an LNA.

2. Increase resilience to psychological
and alliance management effects

of LNA or the threat of LNA, as

such effects can far exceed the
attack’s damage and the radiological
contamination afterward.

3. Develop US and allied leaders’
common conceptualization and
understanding of LNA and its place in
the larger context of CNI.

4. Preparing for LNA and CNI is vital,
not a trade-off. Such activities and
capabilities should contribute directly
to overall resilience, readiness, and
deterrence.

5. Mitigate constraints that the United
States and allies face, which complicate
options to deter, prepare for, and
respond to an LNA. These include
declaratory policy and capabilities
limitations.

1A. Develop and disseminate tailored products for US and allied decision-makers to
enhance their understanding of LNA-related risks.

1B. Leverage existing training, education, and exercises to incorporate LNA-related topics
that include exemplars of LNA-related scenarios for training or exercises.

2A. Establish and employ new and restored unclassified education and training curricula
on LNA effects for the United States and allies.

2B. Develop unclassified booklets on LNA effects and mitigation measures, and
disseminate them to the public.

3A. Convene and sponsor workshops with US military, government, and outside experts,
along with Track 1.5 dialogues with allies and partners, to foster shared conceptualization
of LNA.

3B. Produce a primer on LNA and CNI to inform broader audiences about nuclear effects
(leveraging the activities above) to support preparation, analysis, and decision-making.

4A. Plan and lead a global influence campaign to provide new options and mechanisms
to deter LNA, to include influencing audiences below the North Korean regime
leadership.

4B. Issue unclassified guidance that LNA scenarios and CNI are now baseline for training,
force development, and planning. Encourage allies to adopt a similar approach.

5A. Engage LNA target countries in East Asia (e.g., South Korea) to enable institutional
capacity building to assess and manage LNA and CNI.

5B. Assess and execute US posture and capability adjustments (missile defense and
nuclear and non-nuclear strike options) to ensure resilience and more flexible military
response options.
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METHODOLOGY

This twelve-month project addressed the question, “How
should the United States—in concert with key US allies—
prepare for and respond to the risk of a limited nuclear
attack in East Asia over the coming decade?” The primary
objective of the project was to develop insights and actionable
recommendations for the Defense Threat Reduction Agency
(DTRA), the Pentagon, Joint Staff (JS) and joint warfighting
commands. These recommendations are intended to aid the
United States and its allies in preparing for and responding to
a limited nuclear attack in the next 5-10 years, particularly in
East Asia.

Named Guardian Tiger lll for continuity with previous work
on this topic, this project built and expanded upon the
outcomes of previous research projects conducted by the
Atlantic Council and sponsored by DTRA through the Strategic
Trends Research Initiative (STRI), including the “Guardian Tiger
Tabletop Exercises: Integrated Deterrence of Limited Nuclear
Use in East Asia” report and the “Integrated Deterrence of
Limited Nuclear Attack in Simultaneous East Asian Conflicts”
report, which focused on the risks of simultaneous conflicts
and limited nuclear attacks in the Indo-Pacific.?2 This iteration
of the Guardian Tiger series used North Korea as a case
study to assess the implications of limited nuclear attack in
a conflict for the United States and its allies. This included
considerations for conflict termination and identification of
planning considerations for joint operations in a post-nuclear
detonation environment.

The study’s methodology utilized a hybrid of US intelligence
community analytic tradecraft, techniques employed in US
government and military organizations, and academic best
practices. To address the following supporting research
questions, the study utilized qualitative research including
interviews and research travel, analytic workshops, and a
multinational TTX.

- What are the key operational and strategic implications of a
limited nuclear attack for the targeted country and its allies
and partners?

« What response options and capabilities can the United States
and its allies and partners best leverage to restore nuclear
deterrence and prevail in a conflict following an adversary
LNA?

- What does existing literature say about these implications
and response options, and what gaps still exist in US and
allied understanding? (References consulted are listed in
Appendix C))

The study was informed by formal and informal virtual and
in-person engagements with more than 150 US and allied
government and military stakeholders and outside experts,
including four US-only virtual workshops, five Track 1.5-format
virtual workshops, a research trip to the United States
Strategic Command (USSTRATCOM) headquarters, an Indo-
Pacific research trip including visits to Japan, South Korea,
and Hawaii, and a three-day, in-person multinational tabletop
exercise.

The TTX was based on a scenario set in the year 2032 in
the context of an ongoing conflict, with four half-day turns
that simulated multiple escalating limited nuclear attacks by
North Korea. The exercise ended with a North Korean nuclear
response beyond an LNA as defined by the scope of this
study (outlined in further detail in the next section). Though not
truly free play with unlimited scope for changes, the exercise
was designed to allow for a considerable degree of latitude
for participants—within the bounds of plausibility and some
general guidance from simulated national leaders. More than
one hundred personnel from seven countries participated. For
more details on the TTX structure, scenario, and findings, see
Appendix D.

2. These reports were adapted for public release as: Markus Garlauskas, Lauren D. Gilbert, and Kyoko Imai, “A Rising Nuclear
Double-Threat in East Asia: Insights from Our Guardian Tiger | and Il Tabletop Exercises,” Atlantic Council, May 12, 2025, https://
www.atlanticcouncil.org/in-depth-research-reports/report/a-rising-nuclear-double-threat-in-east-asia-insights-from-our-guardian-
tiger-i-and-ii-tabletop-exercises/; Markus Garlauskas, “The United States and lts Allies Must Be Ready to Deter a Two-Front War
and Nuclear Attacks in East Asia,” Atlantic Council, August 16, 2023, https://www.atlanticcouncil.org/in-depth-research-reports/
report/the-united-states-and-its-allies-must-be-ready-to-deter-a-two-front-war-and-nuclear-attacks-in-east-asia/.

I
ATLANTIC COUNCIL



Limited nuclear attack in East Asia: Guardian Tiger Ill

ANALYSIS

This section provides an overview of how to consider the
various aspects of the LNA challenge, an assessment of the
specific LNA risk in the case of North Korea, and a summary
of considerations for the United States and its allies as they
prepare for and respond to a North Korean limited nuclear
attack.

CONCEPTUALIZING LIMITED NUCLEAR
ATTACK

In previous studies, dialogues, and TTXs—reinforced by
research—we identified LNA as a uniquely plausible and
complex threat to deter and counter. However, limited nuclear
attack itself is still an emerging term and concept, often
incorrectly conflated with the oft-published term “limited nuclear
use.” While framing this study, we determined that limited
nuclear use is a broad concept that encompasses a whole set
of issues beyond the scope of what we could address in the
study and with its core objectives. We contend that nuclear
weapons have been “used”—brandished, deployed, postured,
and even detonated through tests and demonstrations—
many times in the eighty years since the last nuclear attacks
were launched, for deterrent, coercive, and political signaling
purposes. With this in mind, we refined a working definition for
LNA to help us scope the study appropriately and engage with
stakeholder organizations.

Defining limited nuclear attack

LNA, for the purposes of this study, is an adversary’s
employment of nuclear weapons for lethal, destructive, or
electromagnetic effects on US orallied personnel and assets,
which remains limited in effect due to some combination
of scope, scale, damage, and targets. We did not consider
tests, demonstrations, or threats to qualify as LNA, but deemed
them part of a much broader category of limited nuclear use.
Particular types of nuclear weapons—those categorized as
nonstrategic in the context of arms control treaties, those
considered to be low-yield, and those employed by theater
or tactical delivery systems—might be most naturally suited to
LNA. However, other nuclear weapons and delivery systems
could also be used for such an attack, possibly in ways that
minimize collateral damage and radioactive fallout.

In the TTX, North Korea employed four different nuclear
weapon types and delivery systems for LNA, a different one
each turn tailored to the desired political and military effects.
The TTX illustrated how a very low-yield warhead option
(@ notional 1.5-kiloton warhead) could be optimal for LNA,
allowing a low burst height to achieve severe effects against
a military target, with minimal fallout and minimal collateral
damage against a nearby civilian community. It became clear
through research and the TTX, however, that relatively higher-
yield warheads employed for airbursts in low-population areas
or underwater could also be an effective means to conduct a
limited nuclear attack. Conversely, one attack with low-yield

warheads actually generated the most fallout and collateral
damage in the TTX, as they were employed for ground bursts.

The attacker can also conduct an LNA for many reasons. The
intentions behind the adversary’s decision to limit the scope of
the attack (and even whether the adversary’s top leader made
the attack decision) might not be clear, might be purposefully
ambiguous, or might be explicitly explained in ways to
influence or complicate the response.

Whether or not specific nuclear detonations officially
constitute an attack, whether or not all effects of a detonation
are definitionally nuclear, and whether or not the attack
would be considered limited will likely be based on what
national authorities decide upon at the time. This premise was
supported by both research interviews and observing player
discussions in our TTX.

Exemplar types of limited nuclear attack

To help frame the risks posed and explore specific operational
and strategic effects, we defined some exemplar cases of a
North Korean limited nuclear attack to help drive our analysis,
including

e strike against a US or allied military base in the region
(e.g., allied territory, Aleutians, Guam) or US or allied
forces in allied territory;

* employment on North Korean territory directly against
or to block ground forces;

* high-altitude or atmospheric detonation
electromagnetic pulse (EMP) effects);

(e.g., for

* strike against targets at sea or underwater; and

* strike against targets in space. (Note: We determined
that this is such a different case from other forms of
LNA that we removed this from the study scope and
recommend it be addressed separately.)

For this study, based on input from those we interviewed, we
explicitly excluded cases of counter-value strikes against a
populated area, or strikes against Hawaii or the continental
United States, as these would drive dynamics markedly
differently than what we were considering as limited cases.
These are certainly valid potential targets in plausible
circumstances, but we chose to consider them out of scope
for the study.

Why limited nuclear attack is a challenge

The unique challenge posed by limited nuclear attack is that it
could achieve much greater political and military effects than
a non-nuclear attack. It poses different dilemmas regarding
how to deter and decisively respond to such an attack than
those posed by a large-scale nuclear attack, due to its implicit
signal that an actual nuclear war is imminent but avoidable.
A strong response to the LNA might lead to further nuclear
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escalation—even a nuclear exchange that could Kill millions—
indicating the prudence of a more modest response. As noted
below in one of the study’s key findings, the psychological and
political effects of an adversary crossing the nuclear threshold,
regardless of how slight, can be extremely disruptive to the
targeted country and its friends and allies.

THE NORTH KOREA LNA RISK: INTENT AND
CAPABILITY

This study focused on preparation for and response to LNA in
the 2030-2035 timeframe, using North Korea as a case study
ratherthan building an LNA threat analysis on North Korea itself.
Therefore, the analytic baseline of a North Korean LNA used for
the study and its TTX was largely based on an existing body of
literature—much of it produced in previous projects led by the
same principal investigator—with updates and refinements,
rather than a bottom-up re-examination of the North Korean
LNA threat. Overall, the study characterized the North Korean
LNA risk through a three-part analytic model examining
potential intent, likely capability, and potential plausible LNA
options based on this intent and capability against US and
allied strengths, weaknesses, and vulnerabilities to determine
the potential impact.

North Korean intentions for limited nuclear attack

Though Pyongyang’s military plans and doctrine for employing
nuclear weapons are state secrets and its leadership decision-
making is a “hard target,” two approaches could be most
helpful for determining its intentions for LNA.2 First, Pyongyang
has published official documentation on its overall nuclear
doctrine that can provide a foundation for understanding when
and why North Korea might use an LNA as a tactic. Second,
with a Red Cell simulating North Korean leaders informed by
such documents—combined with a history of North Korean
behavior and modeling of North Korean decision-making—
wargames and tabletop exercises can enable exploration
of various plausible situations in which North Korea would
consider conducting LNAs.

North Korea’s September 2022 law and policy on
nuclear weapons

On September 8, 2022, North Korea'’s official media published
the Law of the Supreme People’s Assembly of the DPRK on
the State Policy on the Nuclear Forces.* After emphasizing the
“monolithic command of the president of the State Affairs” (one
of Kim’s many titles), it explains that the employment of nuclear
weapons has been pre-delegated by North Korea’s president:

“In case the command and control system over the state
nuclear forces is placed in danger owing to an attack by
hostile forces, a nuclear strike shall be launched automa-
tically and immediately to destroy the hostile forces inclu-
ding the starting point of provocation and the command
according to the operation plan decided in advance.”

Though this framing makes it seem unlikely that a North Korean
operation plan decided in advance would be small enough to
be an LNA itself, the threat of such automatic responses to
attacks on North Korean nuclear command and control offers a
potential backstop that allows for the conduct of an LNA while
deterring retaliation against North Korea’s nuclear command
and control system.

The law also cites five other conditions that justify the
employment of nuclear weapons, including

* an imminent or actual weapon of mass destruction
(WMD) attack;

* an imminent or actual attack on leadership or nuclear
command,;

* strategic targets under fatal military attack;

* a need to prevent expansion or protraction, or to seize
the initiative in war; and

* an existential threat to the state or population.

In each of these cases, the risk of retaliation and uncontrolled
regime-ending escalation could be managed by conducting a
limited nuclear attack ratherthan alarge-scale one. In particular,
conducting an LNA during an ongoing conflict to preempt or
prevent one of these dire situations could be a logical move.
Similarly, LNA appears to be a tactic well-suited to seizing the
initiative in war, based on the results of workshop discussions
and tabletop exercises in which a single North Korean nuclear
detonation, regardless of location and yield, quickly proves to
be a major disruption and distraction that could allow North
Korea to take the initiative.

North Korean capability for limited nuclear attack

As noted above, North Korea already has a range of warheads
and delivery means that could be used for limited nuclear
attacks, and these will likely increase in quality, quantity, and
diversity in the next 5-10 years.

3. Markus Garlauskas, et al., “How to Avoid a Bad Take on a Hard Target: Analyzing North Korea the Right Way,” War on the Rocks,

May 11,
way.

2023, https://warontherocks.com/2023/05/how-to-avoid-a-bad-take-on-a-hard-target-analyzing-north-korea-the-right-

4. “Law on DPRK’s Policy on Nuclear Forces Promulgated,” KCNA Watch, September 9, 2022, https://kcnawatch.org/news-
tream/1662687258-950776986/law-on-dprks-policy-on-nuclear-forces-promulgated/.

5. Ibid.
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Warhead types

North Korea has publicly displayed three types of nuclear
warheads.

The “peanut”: This apparent two-stage thermonuclear device
is nicknamed the “peanut” due to its two-bulb shape. North
Korea displayed this design next to an intercontinental ballistic
missile (ICBM) re-entry vehicle and claimed to have tested it
in a September 2017 underground nuclear test, with a yield of
more than 100 kilotons.® This would be suitable for airbursts
achieving effects over a larger area with minimal fallout, and
would also be suited to achieving EMP effects with a high-
altitude detonation—as Kim claimed the warhead could be
used. Further, detonating a large device with a high yield,
presumably on an ICBM or intermediate-range ballistic missile
(IRBM) that is capable of carrying it to US territory, would be a
particularly powerful way to signal and implicitly threaten the
capability to destroy US cities.

The “disco ball”: This apparent single-stage implosion device
is nicknamed the “disco ball” for its silver spherical shape.
In 2016, Kim posed with the device before a nuclear test
and claimed to have tested a standardized ballistic missile
warhead. Open-source estimates suggest this warhead could
fit on North Korean ballistic missiles and has a 20-kiloton yield.?

The “olive”: This apparent smaller, lower-yield fission device
is nicknamed the “olive” due to its olive-green paint with a red
tip suggesting a pimento. Open-source analysis suggests the
warhead is less than 20 inches in diameter, and North Korea
refers to it as the Hwasan-31 (Volcano-31) while claiming it is
a tactical warhead that can be employed on at least eight
different smaller delivery systems.® North Korea does not claim
to have conducted a full test of this warhead, and there is not
a clear consensus among open-source analysts on its precise
yield, other than categorization as low.

In addition, North Korea could plausibly develop and field one
or more additional warhead types within the next 5-10 years
to meet other needs. For example, the Red Cell in the TTX
preferred to have a very small 1.5-kiloton warhead option,
which was assumed to have been available in prototype form
and suitable for employment on a submarine-launched cruise
missile by the time the scenario started in 2032.

The “olive.” (Korea Central News Agency)

6. “Sixth Nuclear Test Detected at Punggye-Ri, Declared to be a Hydrogen Bomb,” 38 North, Henry L. Stimson Center, September 3,

2017, https://www.38north.org/2017/09/nuke090317/.

7. “Kim Jong Un Gives Guidance to Nuclear Weaponization,” KCNA Watch, September 3, 2017, https://kcnawatch.co/news-
tream/1504389746-780050885/kim-jong-un-gives-guidance-to-nuclear-weaponization/.

8. Max Fisher and Jugal K. Patel, “What One Photo Tells Us about North Korea’s Nuclear Program,” New York Times, February 24,
2017, https://www.nytimes.com/interactive/2017/02/24/world/asia/north-korea-propaganda-photo.html.

9. Tong-Hyung Kim, “Kim Wants N. Korea to Make More Nuclear Material for Bombs,” Associated Press, March 28, 2023, https:/
apnews.com/article/north-korea-nuclear-warhead-kim-jong-un-7d3ce8065b8d30c4d70938d600977216; Hyonhee Shin and
Daewoung Kim, “North Korea Unveils New Nuclear Warheads as US Air Carrier Arrives in South,” Reuters, March 28, 2023, https://
www.reuters.com/world/asia-pacific/north-koreas-kim-calls-scaling-up-weapons-grade-nuclear-materials-kcna-2023-03- 27/.
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Delivery systems

North Korea has a wide range of delivery systems that would be
suitable for various forms of LNA.

The most traditional options available—those most often
discussed in public—include rockets and ballistic missiles.
Among the variety of ballistic missiles, those most likely to be
used for an LNA are newer systems that North Korea has been
developing with solid propellant engines to reduce launch
preparation time and maneuvering capability to better evade
missile defenses—given that if North Korea were willing to risk a
nuclear warhead, it would not want it destroyed before launch or
shot down.® Notably, these are dual-capable missiles, meaning
that it would be hard to discern if the launch platform (typically a
wheeled transporter erector launcher (TEL)) or the missile itself
were nuclear armed until after a detonation. This also means
that US or allied forces might, in a conflict, unintentionally
attack North Korean missile forces with a nuclear mission, strike
nuclear-armed platforms, or even destroy nuclear warheads.

An unusual delivery system particularly well-suited to LNA
purposes is the Haeil (Tsunami) underwater drone, which North
Korea describes as an “underwater nuclear weapons system.”
An underwater nuclear detonation could achieve military effects
against a shore or ship target, but with minimal radiological
effects and perhaps only technically crossing the line of a
nuclear attack. During the TTX, such an attack sank a South
Korean ship in international waters, fostering ambiguity about
whether a nuclear attack was actually conducted, and therefore
creating a dilemma as to how to respond.

In the 5-10-year time frame, particularly given the small size
of the Hwasan-31 or other potential tactical warheads, other
delivery means could provide additional LNA options. North
Korea has already signaled that it has been testing strategic
submarine-launched cruise missiles, which would provide the
option of attacking along an unexpected threat axis, literally
below the radar and from a location where it would be difficult to
quickly find and attack the launch point.? Given Kim’s emphasis
on producing artificial intelligence (Al)-controlled aerial attack
drones, another LNA delivery means could be an aerial suicide
drone, which offers advantages such as a low-signature launch
and precision in the location and altitude of detonation® Such
a drone could be mixed into a swarm of similar drones to offset
the potential for interception and to stoke fear that any drone
could be nuclear armed, and could even be used against
airborne targets.

PREPARING FOR LIMITED NUCLEAR
ATTACKS BY NORTH KOREA

Given the clear capability of North Korea to conduct an LNA,
combined with the likelihood of North Korea threatening or
executing LNAs in the event of conflict, the United States and
its allies—particularly South Korea—should be fully prepared
for deterrence of LNAs to fail at some point if there is a major
conflict with North Korea. The more prepared and resilient the
United States and its allies are in the face of an LNA, and the
better able they are to conduct bilateral or multilateral CNI
operations, the more likely it is that North Korea will ultimately
be deterred from conducting an LNA or from continuing to
escalate nuclear attacks after a first LNA attempt.

Escalation dynamics: Escalation “chutes and
ladders”

Our research and the TTX found that the United States,
its allies, and its adversaries do not share a common, fixed
escalation ladder or calculus. For example, as TTX participants
found, some non-nuclear military actions (e.g., striking regime
leadership facilities) can be far more escalatory to Kim regime
members than using nuclear weapons against tactical targets,
whereas any non-nuclear actions by the United States—no
matter how strong—could be perceived as insufficient by
South Koreans if their territory is hit by a nuclear attack of any
size.

This calculus difference also means the United States and
its allies must not over-rely on deterrence and must be fully
prepared for North Korea to decide to conduct LNAs long
before regime survival is imminently threatened. The United
States should ensure threat estimates and theater plans
account for the possibility of early nuclear employment,
even before full wartime conditions. This means that overall
planning, training, and exercises require the framework and
mindset of LNA preparation and CNI even before war begins.

Resilience and conventional-nuclear integration, not
just nuclear retaliation

Given that South Korea possesses the majority of the non-
nuclear military capability suitable for rapid use against North
Korea, and that the United States has all of the alliance’s
nuclear capability, alliance CNI is central to leveraging military
capabilities to prepare for and respond to an LNA. However,
the study’s research engagements in Korea suggested that
most South Korean officials, expert advisers, and civilians

10.  Joyce Lee and Josh Smith, “North Korea Aims to Adopt Solid-Fuel Missiles for Faster Launches,” Reuters, April 3, 2024, https://
www.reuters.com/world/asia-pacific/north-korea-says-it-test-fired-new-solid-fuel-hypersonic-missile-2024-04-02/.

. Ellie Cook, “What is HAEIL-5-237 North Korea’s Underwater Nuke System Test Raises Alarm,” Newsweek, January 19, 2024, https://
www.newsweek.com/north-korea-nuclear-drone-test-haeil-1862120.

12. Colin Clark, “North Korea Welcomes Trump Back with ‘Strategic’ Cruise Missile Test: What's Next?” Breaking Defense, February 4,
2025, https://breakingdefense.com/2025/02/north-korea-welcomes-trump-back-with-strategic-cruise-missile-test-whats-next/.

13.  Jake Lapham, “N Korea’s Kim Inspects Test of ‘Al Suicide Attack Drones,” BBC, March 27, 2025, https://www.bbc.com/news/ar-

ticles/c4gmny262vzo.
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are far less interested in CNI than specifically in US nuclear
counterstrikes against an LNA, as they consider rapid US
nuclear retaliation to North Korean nuclear attacks to be
essential to deterring future nuclear strikes.

Applying the framework and mindset of CNI to the entire
theater’s operations, rather than just to the specific response
to a given LNA, should consider the synergies of applying all
capabilities coordinated to achieve effects. For example, hard
and deeply buried targets—such as underground facilities
protecting key headquarters, nuclear warheads, and missile
launchers—might be better to strike with South Korean non-
nuclear earth penetrators because using a nuclear ground
burst could create a tremendous amount of fallout. In particular,
by 2035, continued development and deployment of large
South Korean ballistic missiles with penetrators could provide
Republic of Korea Strategic Command (ROK STRATCOM) with
a more practical capability to destroy at least some categories
of targets than that offered by USSTRATCOM'’s nuclear arsenal.

Applying and adjusting declaratory policy

The previously stated US—South Korean declaratory policy
to end the regime if North Korea launches any nuclear
attack is problematic. While it is perhaps necessary to
reassure the South Korean population in the absence of a
US commitment to respond nuke for nuke, such reassurance
might lack credibility against an LNA, impose restraints, or be
counterproductive to splitting the regime elite. With this in
mind, refining declaratory policy or adding messaging to focus
on holding specific perpetrators responsible could: preserve
flexibility; disincentivize LNA as a way to “burn the ships” to
unite the elite with a shared fate; and achieve sub-regime
deterrent effects on personnel who could have orders for
pre-authorized nuclear attacks if they lose contact with higher
echelons.
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KEY FINDINGS AND RECOMMENDATIONS

Finding 1:

Develop a deeper and broader understanding of the risks of LNA—and effectively communicate those risks to key US and
allied personnel. The study identified and examined multiple underappreciated LNA-related risks to US and allied interests,
which are based on both impacts and probabilities. The risks included: vertical and horizontal escalation; disruption of combat
operations and the functioning of civilian society; and risks to US regional and global credibility and extended deterrence based
on perceptions of the United States being unable or unwilling to meet its commitments to its allies when faced with an LNA.

An important facet of deepening the understanding of LNA-related risks involves recognizing biases and working to
overcome them. For example, given that the world has not experienced a nuclear attack since 1945, the normalcy bias can
lead to inaccurately assessing the probability of an LNA, while the mirroring bias can lead to inaccurately assessing the
probability of an LNA if launching one is not viewed as a rational option. For more details on these biases, see Appendix
A. These risks will also be perceived differently by various countries and by military and civilian populations. Further, the
entertainment industry’s long-standing propensity to equate nuclear attack with the end of human civilization can lead to
inaccurately assessing the impacts of an LNA despite scientifically based information regarding nuclear weapons effects.

Understanding and communicating the risks of LNA is a dynamic and complex undertaking, as each adversary’s suite of
LNA-related options, as well as understanding of those options, will evolve. With a different strategic, operational, and
moral framework for considering nuclear weapons than that of the United States and its allies, North Korea and other
adversaries might employ nuclear weapons as part of an integrated campaign rather than viewing them as a truly distinct
weapon only to be used in extremis. With this in mind, it is important to include nuclear capability options together with
non-nuclear capability options when considering an adversary’s courses of action at every stage of a campaign, from crisis
to conflict termination.

Recommendations:

DTRA—supported by the Pentagon and USSTRATCOM—should develop and disseminate tailored products for US and
allied decision-makers to enhance their understanding of LNA-related risks. While these products should include threat-
related information, including the LNA-related capabilities of specific adversaries, they should also include information
about the ability of the United States and its allies to manage these threats. The products should be tailored to specific
audiences—including the military, the executive branch, and the legislative branch—given their different authorities and
responsibilities. Further, DTRA should develop frameworks to help decision-makers understand LNA-related risks to
inform their decision-making processes and assessments of available options.

DTRA—supported by the services, the Defense Intelligence Agency (DIA), USSTRATCOM, United States Pacific Command
USPACOM, United States Forces Korea (USFK), and the National Defense University (NDU)—should leverage existing
training, education, and exercises conducted by US and allied governments and militaries to deepen and broaden the
understanding of LNA-related risks. This includes disseminating information about such risks, while also learning from
those stakeholders to inform future training, education, and exercises. Rather than establishing new LNA-specific programs,
DTRA should leverage existing training, education, and exercises to incorporate LNA-related topics that include exemplars
of LNA scenarios. DTRA should supplement training, education, and exercises with LNA topics across the Pentagon, from
service-level field training and in-service training (IST) modules to the curriculum of professional military education (PME)
courses, to joint and combined exercises, including TTXs to test LNA-related assumptions.
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Finding 2:

Increase resilience to psychological and alliance politics effects of LNA or the threat of LNA, as such effects can far exceed
the actual damage at the time of the attack and the radiological contamination in the aftermath. Widespread misconceptions
about nuclear effects and difficulty with quickly characterizing effects, as well as US and South Korean declaratory policy focused
on ending the North Korean regime, complicate efforts to boost resilience. A broad range of audiences should be familiarized
with and educated about LNA, starting now, with the goal of gradually increasing resilience to psychological and other non-
kinetic effects over time, through future crisis and conflict situations, during a nuclear attack, and beyond nuclear employment
into recovery phases.

* Widespread public misconceptions regarding nuclear weapons—particularly exaggerated fatalism about nuclear escalation
and nuclear effects, coupled with difficulty in rapidly characterizing the effects of a given LNA post-strike—complicate efforts
to foster resilience. Our analysis across a broad range of nuclear experts, as well as military and government practitioners,
suggests that the psychological and alliance effects of an LNA would far eclipse direct kinetic and radiological damage.
This disproportionality underscores the need to proactively cultivate and bolster national resilience against these often
underestimated, yet potentially catastrophic, non-kinetic consequences. This requires social science research to identify
pervasive myths, anxieties, and informational voids across diverse demographics.

* In the case of Korea, misconceptions about nuclear effects and difficulty in quickly characterizing effects are also
complicated by the heavy focus on past statements of declaratory policy that there is no scenario in which the North
Korean regime can use nuclear weapons and survive. While threats to end the regime have been intended as a robust
deterrent to reassure the South Korean population, this can inadvertently foster public confusion, cynicism, and anger if
North Korea employs a nuclear weapon. Such rhetoric might inadvertently undermine efforts and reduce decision space
to prepare the populace for responding to and recovering from LNAs and any other nuclear scenario falling short of total
war, thereby eroding resilience and constraining options.

* Armed with an understanding of these perception gaps, robust and sustained education and communications campaigns
are indispensable. These campaigns must be designed and conducted across a broad spectrum of audiences, utilizing
diverse media platforms and trusted messengers. Populations possessing accurate information and understanding of
nuclear effects are more capable of resisting panic, mitigating societal fragmentation, and maintaining cohesion, and are
less likely to pressure their leaders’ decision processes in unhelpful ways.

Recommendations:

* Joint Staff J7, Directorate for Joint Force Development, should lead an effort to establish and employ new and restored
unclassified education and training curricula for US and allied military and government personnel on LNA effects. DTRA
should be the primary supporting organization to standardize and develop this effort, and to integrate it into the Joint
Force.

* The Department of Homeland Security (DHS), informed by the above efforts, should develop an unclassified booklet (in
various languages) and disseminate it to the public. The Pentagon’s under secretary of personnel and readiness (P&R),
with the support of service components, should directly inform servicemember families about LNA effects and mitigation.
Priority should be for servicemember families stationed overseas, followed by civilian leaders and then the public.
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Finding 3:

Effectively conceptualize LNA, place it into a larger context of CNI, and then ensure that US and allied senior leaders
come to a shared awareness and understanding. While this study used a working definition of LNA to effectively scope the
issue, developing a strict definition of LNA for use in doctrine could be counterproductive, as this could limit the decision space
for policymakers during a crisis or conflict. Ultimately, senior-level policymakers would determine at the time whether an event
should be considered an LNA, meaning that it is vital for them to have already considered the implications beforehand.

Research suggests that most US and allied senior leaders who would play key roles in LNA use and response have had
insufficient opportunities for education and exercises to inform such scenarios. Nuclear weapons effects expert Colonel
James H. Gifford wrote, “Those in senior leadership roles likely have no experience thinking through a limited nuclear
battlefield. It is important that the response policy is clearly thought through and rehearsed . . . so they understand the
potential tactical, operational, and strategic consequences on adversary nuclear use.”*

While a strict definition of LNA is potentially problematic, the results of the study suggest a common conceptualization of
LNA is critical, yet challenging, given inherent uncertainty regarding adversary intent, as well as the unique and evolving
LNA-related capabilities of different adversaries. In placing LNA into the appropriate context, itis important for the Pentagon
and other US government organizations beyond those that specialize in nuclear-related matters, such as USSTRATCOM
and DTRA, to effectively conceptualize LNA. CNI is an issue with reach far beyond the nuclear community and—given its
relevance to LNA—it can be used as the vehicle for the topic of LNA to reach a broader audience.

Once an LNA has taken place, prior understandings of proportionality can evaporate, resulting in a different escalatory
calculus in an effort to establish a new exchange rate. Actors’ different perceptions of what combination of conventional
and nuclear action constitutes a proportionate response exacerbate the deteriorating situation. For example, North Korea
might increase the risk of miscalculation as it seeks proportionality through what it might intend as a balanced and limited
CNI employment, which the United States perceives as a dangerous escalation.

Recommendations:

DTRA—supported by the State Department, the US Intelligence Community, USSTRATCOM, and USPACOM—should
sponsor convenings, both with and without allies, to further build a shared conceptualization of LNA. Broadening the
participants of these convenings beyond the Pentagon and military commands would serve to both enrich analysis with
different perspectives and gain buy-in from those included in the process. Convenings with allies should include both
Track 1- and Track 1.5-type events, given that different participant compositions can yield different useful results. The
convenings should take place within the context of CNI to include participants from key organizations, such as geographic
combatant commands (GCC), which do not specialize in nuclear matters.

DTRA—supported by USSTRATCOM, the Pentagon, the State Department, and DIA—should produce a one-page primer
that leverages the results of the aforementioned convenings. Its intent would be to reach a broad audience and raise
awareness regarding a shared conceptualization of LNA and its importance, while placing LNA into a broader context that
includes CNI. The primer should include information about adversary capabilities with sample scenarios, as well as a brief
overview of nuclear effects. It should be translated into the languages of key allies, including Korean and Japanese, and
disseminated to those audiences.

14.  James H. Gifford, “Preparing for Adversary Employment of Nonstrategic Nuclear Weapons: Tactical Effects, Operational Impacts,
Strategic Implications,” Joint Force Quarterly 116 (2025), https://digitalcommons.ndu.edu/joint-force-quarterly/vol116/iss4/4.
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Finding 4:

Preparing for an LNA and for CNl is vital, not a trade-off. There is a widespread and persistent false perception that preparing
for an LNA would come at an unacceptable trade-off, harming more important priorities for posture and readiness. Such
activities and capabilities should contribute directly to overall resilience, readiness, and deterrence, as well as to CNI, both
before and after an LNA. As project participants Major General (USA, retired) Brad Gericke and Donna Wilt wrote, “The lack of
focus on nuclear battlefield operations is a serious shortfall in how the United States and its allies have approached deterrence
and war preparation.”® Biases play a strong role in promoting this shortfall, as explained in Appendix A.

* Analysts and officials tend to focus on alliance politics and strategic threats, believing (without evidence) that an LNA is
improbable or a lesser included case unworthy of deliberate attention and preparation. Many consider LNA preparation
to be subordinate to or even a distraction from other types of strategic preparedness. In an interview, one anonymous
Pentagon official said, “We have a lot of catching up to do, and it’s going to take a significant shift in mindset from leaders
and service members to recognize the nuclear threat as real, accept that reality, and begin to do something about it
through realistic and holistic planning, posture, and training/exercises.” But it is difficult to disaggregate LNA from other
threats, and there is no zero-sum competition between these preparations, which are better viewed as layers around the
same core rather than as separate problem sets.

* Considering preparation for LNA as an unacceptable trade-off is doubly damaging because it inhibits both deterrence
and response options. Failing to prepare for an LNA widens the range of options for adversaries, who might utilize an LNA
in order to exploit strategic dilemmas and exacerbate entrapment and abandonment concerns. Kim could gamble that
Washington’s leadership would be unwilling to trade Los Angeles for Seoul and would therefore refrain from a regime-
ending response to an LNA. Variations on this logic could motivate other adversaries in different regions to make the same
gamble. Unpreparedness for an LNA means unpreparedness for a realistic wartime scenario.

* Meanwhile, the activities and capabilities necessary for preparing and responding to an LNA contribute directly to overall
resilience, readiness, and deterrence. These preparations—including civilian support, medical assistance, consequence
management, emergency response, and hardening of forward-deployed assets—overlap and reinforce preparations and
responses to other contingencies, as well as deterrence.

Recommendations:

e USSTRATCOM should lead a global influence campaign now to deter LNA, aimed at authorized military target audiences
within pre-approved military information support operations (MISO) plans to influence audiences below the regime
leadership and provide new options and mechanisms to deter LNA with a sub-regime deterrence approach’® The
Pentagon, the State Department, the interagency, USPACOM, and other GCCs have critical supporting and coordination
roles to ensure execution and integration with proactive communication and influence efforts across the US government,
allies, and partners.

* The Pentagon should issue broad and unclassified guidance, with the Joint Chiefs of Staff (JCS) and services issuing
supporting guidance, that LNA scenarios and CNI should be a baseline part of US training, force development, engagement
with allies, and planning going forward.

15.  Brad T. Gericke and Donna Wilt, “Nuclear Weapons on the Battlefield Are a Growing Risk. US and Allied Militaries Should Prepare
Now,” Atlantic Council, November 5, 2024, https://www.atlanticcouncil.org/blogs/new-atlanticist/nuclear-weapons-on-the-battle-
field-are-a-growing-risk-us-and-allied-militaries-should-prepare-now/.

16.  Fredrick Vincenzo, “Subnational Deterrence: What It Is and Why It Matters” in Markus Garlauskas and Lauren D. Gilbert, “De-
terrence Is Crumbling in Korea: How We Can Fix It,” Atlantic Council, November 9, 2023, https://www.atlanticcouncil.org/in-depth-
research-reports/report/deterrence-is-crumbling-in-korea-how-we-can-fix-it/.
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Finding 5:

To counter the operational and strategic risks of an LNA, it is important to understand and mitigate the constraints on the
United States and its allies that complicate options for deterring, preparing for, and responding to an LNA. US and South
Korean declaratory policy and domestic political considerations generate expectations and potential intra-alliance tensions that
push responses to North Korean LNA toward extreme options that are either very cautious (de-escalation) or extremely risk
acceptant (regime change). Limitations in various key capabilities—including whether capabilities suited for defense against and
response to LNA are postured at the right locations and are ready for employment—also constrain the options available.

* South Korea and other targeted allies might expect a nuclear counterstrike for political symbolism for some LNA, whereas
some allies and US political leaders might want to avoid using nuclear weapons at all. Similarly, the importance of following
through on declaratory policy threats to end the North Korean regime might carry far greater weight for some allies and
some political leaders than others. Close US coordination with South Korea, other allies, and key partners regarding
LNA threats is required to maximize contributions, overcome challenges, and provide reassurance. Also considering and
addressing perceptions, reactions, and precedents for other adversaries—particularly China and Russia in the case of
North Korea—is required, particularly given that China and Russia will likely weigh their own LNA options in the event of
future conflict with the United States.

* Advance preparation is vital because response considerations for deterrence by punishment might leave little bandwidth
for preparing to mitigate consequences of future attacks—there might be an expectation that such preparation can happen
automatically. Further complications that arise from CNI add considerable friction and constraints to US response options,
as different combinations of conventional and nuclear attacks contribute to increased escalation rather than de-escalation.

* Challenges are likely to arise from differences between the perceptions of civilian and military leaders in the country
targeted by an LNA and those of its friends and allies’ leaders. As an initial LNA threat transitions to a conventional
nuclear conflict dynamic, these complications will become more acute. Varying combinations of conventional and nuclear
attacks will increase confusion and escalation fears among civilian populations and political leaders who might have little
understanding and either demand actions that are militarily imprudent or oppose militarily appropriate courses of action.

Recommendations:

* Engage LNA target countries in East Asia (e.g., South Korea) to enable institutional capacity building to assess and manage
both LNA and CNI. Engage in South Korea and other potential LNA target countries, including through the forward
presence of relevant experts, to enable allies and partners to build upon and further plan their own institutional capacity
for assessing nuclear effects and nuclear consequence management in the event of an LNA. DTRA should be the lead for
this, with USPACOM and USSTRATCOM supporting.

* Assess and execute posture and capability adjustments to better prepare a resilient and flexible range of military response
options to LNA in coordination with allies, such as: dual-capable aircraft (DCA) in South Korea or elsewhere in the region,
with or without co-located nuclear warheads; nuclear-armed sea-launched cruise missiles (SLCM-N); and various new
US and allied non-nuclear counterstrike options such as hypersonic missiles, drones, new munition options (e.g., South
Korea’s heavyweight penetrating ballistic missiles) to defeat hardened targets, and improved theater and national missile
defenses. Conduct analysis and implement results, thereby ensuring more options for military responses between seeming
to accept LNA and pursuing all-out North Korean regime change or strategic nuclear strikes despite nuclear escalation
risks—and also thereby reassuring allies. The Pentagon should be the lead, with USSTRATCOM, USPACOM, USFK, and
United States Forces Japan (USFJ) supporting.
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APPENDIX A: BIASES RELATED TO LIMITED NUCLEAR

ATTACKS

By Jonathan Corrado

CONSIDERING BIASES IN CASES OF LIMITED
NUCLEAR ATTACK

Limited nuclear attack is a topic uniquely vulnerable to bias. Project
research trips and the tabletop exercise both revealed deep-
seated organizational and cognitive biases that obstruct or distort
preparation for an LNA, particularly in the North Korea case. There
isn’'t even an agreed-upon definition of an LNA, and there is a lack
of consensus on the appropriate response to one. Biases thrive
in this type of probabilistic, low-information environment where
it is necessary to rely on inference and heuristics to make time-
sensitive judgments under pressure. The resulting biases lead to
preparations, policies, and postures that might be reassuring to
the United States and its allies but are suboptimal operationally,
generate risk, and could constrain options. Bias might therefore
be the biggest obstacle to preparing for and responding to an
LNA effectively. The following are three key effects.

e Participants in the TTX generally neglected the potential
advantages and viability of damage mitigation and
consequence management in preparing for an LNA. This
might be due, in part, to the effects of biases such as
hyperbolic discounting (the tendency to preferimmediate
payoffs relative to later payoffs) and availability heuristic
(the tendency to overestimate the likelihood of events
that are more accessible in memory).

e Participants in the TTX misinterpreted adversary
beliefs, perceptions, and risk-reward assessments and
their change over time. This might be due, in part, to
biases such as mirror imaging (projecting one’s own
values when striving to understand another’s behavior),
confirmation bias (the tendency to focus on information in
a way that confirms one’s preconceptions), and a failure
to understand loss aversion (people are more motivated
to avoid losses than to acquire gains).

e Cultural and organizational biases such as plan
continuation bias (failure to recognize that the original
plan of action is no longer appropriate for a changing
situation) and anchoring bias (the tendency to rely
too heavily on one trait or piece of information when
making decisions) undermine analysis and exacerbate
preexisting cognitive bias. For example, even when
briefed with authoritative assessments of nuclear effects
or adversary nuclear policy that contradict assumptions,
leaders might not change their beliefs, plans, or intentions.

Another major finding from the TTX was that it was uncommon
for one bias to operate in isolation. Instead, the effects of
individual biases were often lumped together. This had the
effect of compounding, and sometimes even disguising, their
unwelcome influence on analytic and decision processes.

Recognizing that cognitive and organizational biases exist,
and accounting for them when developing and executing
actions, can be key for enabling preparation for an LNA.
Mitigating the effects of said biases related to LNA can help
analysts and leaders: better identify advantages of mitigation
and consequence management; improve understanding
of adversary risk and reward calculus; and devise better
countermeasures to an LNA.

Many key findings from this report react to and compensate for
biases discussed in this appendix. For example, overcoming
normalcy bias is essential for developing a deeper and
broader understanding of the risks of LNA (see Key Finding
1). Additionally, overcoming confirmation bias is a necessary
precursor for increasing resilience to the psychological
and political effects of an LNA (see Key Finding 2). Finally,
overcoming hyperbolic discounting and zero-risk biases is
needed to prioritize damage mitigation and disaster response
(see Key Finding 4). This is not a comprehensive list; a more
detailed discussion follows below.

The remainder of this appendix contains background
on how bias affects national security considerations and
proceeds to spotlight three key areas that emerged as bias
vulnerabilities for LNAs, including: neglect of risk management,
misinterpretation of adversary assessment of risk and reward,
and organizational and cultural bias.

BACKGROUND ON BIAS

Cognitive bias is caused by heuristics, which are mental
shortcuts that help us make sense of a messy and complicated
world. These mental shortcuts are usually helpful and almost
always invisible. They are most frequently associated with
subconscious cognitions and snap judgments, but they can
also affect slow, deliberate, and effortful cognition.” Awareness
of the bias does not necessarily help with mitigating the
effects. Even top specialists, including medical and forensic
experts, are subject to the effects of bias. However, empirical
studies have proven that a few tradecraft techniques make a
meaningful difference.

Biases are relevant for national security because no matter
what the strategic objective is—from a de-escalation approach

17. Tess M. S. Neal, Pascal Lienert, and Emily Denne, “A General Model of Cognitive Bias in Human Judgment and Systematic
Review Specific to Forensic Mental Health,” Law and Human Behavior 46, 2 (2022), 99-120, https:/psycnet.apa.org/doiLan-

ding?doi=10.1037%2FIhb0000482.
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to an overwhelming kinetic response—success ultimately
boils down to the adversary’s interpretation. For example,
if the goal is to restore deterrence, it is worth emphasizing
that deterrence is essentially a psychological state within
the adversary’s mind: a belief that the cost of a given action
outweighs its benefits. Similarly, restraint and proportionality
will only succeed if the enemy agrees that the given response
is indeed proportional and restrained. Last, an overwhelming
and decisive response will only send the appropriate signal if
the adversary’s perception aligns with the intention.

Critically, the adversary might view threat, risk, and reward
differently than the observer. And biases do not discriminate.
They impact perceptions, judgments, and decisions for all
players throughout the decision space, including analysts,
officials, political leaders, and the general public in all the
relevant countries, including one’s own country, allies, and
adversaries.

The mental models of many, if not most, practitioners of
deterrence rely on states acting rationally under conditions of
immense pressure and stress.® This conception is increasingly
at odds with the evidence. The important insights that come
out of social psychology are that humans are not always
rational actors and rationality cannot be understood apart from
the quirks of human psychology.® And while there are scholars
and practitioners seeking to use these insights to retool the
conceptual foundations of deterrence dynamics, there are no
agreed-upon systemic solutions to integrate a more nuanced
understanding of human psychology.?® The fallout is that
careful, systematic, and anticipatory review is needed to shine
a light on the areas most affected. This appendix is one such
effort.

A prior Defense Threat Reduction Agency-sponsored study
in this series found a variety of cognitive and organizational
biases that inhibit US and allied assessment of Chinese
intervention in Korean Peninsula contingencies.?' Findings
from that study include the following.

* Mirrorimaging prevents US analysts from understanding
Beijing’s beliefs, threat perception, and risk tolerance
when it comes to Korea. The United States and China
both find the status quo in Korea to be an uncomfortable

yet ultimately tolerable compromise, but any tip in the
balance could prompt Chinese policymakers to take a
risk by interceding (loss aversion and prospect theory).

* Some analysts suspect that conflict with China over
Korea is unlikely because it has not happened since the
Korean War (availability heuristic and oversensitivity to
consistency).

* Organizational barriers between the conventional and
strategic domains, and between regional combatant
commands, lead analysts to overlook vertical and
horizontal escalation risks (law of the instrument bias:
using readily available tools rather than designing
a solution based on the specifics of the situation).
Finally, some biases work at cross purposes but are
nonetheless simultaneously held by different parts of
the US government. For example, while some believe
that China can or will intervene and solve the problem
on terms acceptable to the United States (optimism
bias), others believe that no Chinese role can be
acceptable (hostile attribution bias).

BIASES CONTRIBUTING TO THE NEGLECT OF
RISK MANAGEMENT

One major finding of the TTX is that participants generally
neglected the importance of damage mitigation and disaster
response in responding to and preparing for LNAs. Discussions
about retaliatory strikes and alliance politics overshadowed
efforts to prepare and modify military installations and posture
to add resilience against further attacks and improve the ability
to protect and assist the civilian population dealing with a
nuclear threat. A few cognitive biases created misconceptions
that pushed the conversation in this direction.

* Hyperbolic discounting is the tendency to prefer
immediate payoffs relative to later payoffs. In the TTX,
participants seemed to derive greater psychological
satisfaction from extracting a pound of flesh via
retaliatory strikes compared to the relatively unsatisfying
process of damage mitigation and disaster response.
These less flashy and more internal-facing measures
are not immediately gratifying because the urgency of
their need is not immediately apparent. There is also a

18.  Bradley A. Thayer, “Thinking about Nuclear Deterrence Theory: Why Evolutionary Psychology Undermines Its Rational Actor As-
sumptions,” Comparative Strategy 26, 4 (2007), 311-323, https://www.tandfonline.com/doi/full/10.1080/01495930701598573?nee-

dAccess=true.

19.  Robert Jervis, Perception and Misperception in International Politics: New Edition (Princeton, NJ: Princeton University Press, 2017),
https://press.princeton.edu/books/hardcover/9780691177434/perception-and-misperception-in-international-politics?srsltid=Afm-
BOo00jQ3CdKvK_nmgcnlL3bOdJ85ejcNFRBrD8cbfEOtBAGOaqgf_Q.

20. Beyza Unal, Yasmin Afina, and Patricia Lewis, “Perspectives on Nuclear Deterrence in the 21st Century,” Chatham House,
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political cost associated because these measures could
look like a policy failure and it takes time to recognize
success.

* Availability heuristic is the tendency to overestimate
the likelihood of events with greater availability in
memory. Because an LNA has never happened before,
participants underplayed the likelihood of an additional
LNA after the first one. They therefore focused more
on restoring deterrence rather than preparing for a
protracted conflict (this also displayed normalcy bias,
optimism bias, and plan continuation bias).

* Zero-risk bias is the preference for reducing a small
risk to zero over a greater reduction in a larger risk.
Participants framed the discussion in such a way as
to avoid confronting the larger risk of escalation via
additional nuclear attacks. Instead of prioritizing the
escalation potential and taking appropriate immediate
actions to mitigate and reduce harm and damage,
participants reframed the problem to reduce risk
potential by projecting confidence in the success of
their countermeasures to achieve the restoration of
deterrence. This naturally led them to de-emphasize
the importance of more immediate measures in their
considerations.

* Scope insensitivity is the tendency to misinterpret the
size of the problem. As mentioned in Key Finding 2, even
national security experts and officials are subjected to
exaggerated fatalism about nuclear escalation and
nuclear effects. In the aftermath of an LNA, confirmation
bias and scope insensitivity could undercut efforts
to analyze the effects, and framing effect and plan
continuation bias could undermine the response.

MISINTERPRETING ADVERSARY
ASSESSMENT OF RISK AND REWARD

Participants in the TTX demonstrated a misunderstanding
about how the situation and adversaries’ risk profiles were
actively developing over time.

People perceive risk differently depending upon the situation.
Any sports fan or gambler will tell you that people tend to take
more risks when they are suffering losses. This flows from a
bias called loss aversion. The pain of a loss is felt more acutely
than the thrill of a gain. In matters of war and peace, this
means that states facing losses—be they political, territorial,
economic, or personal—could be more willing to embrace
risky solutions. This might not be intuitively obvious to partners
and adversaries, who might even assume the opposite: that a
loss-fraught environment will induce more cautious decision-
making.

* US participants split into three Blue Cells: interagency,
national military and defense, and theater military.
Allied participants split into three Green Cells: South
Korea, Japan, and United Nations Command (UNC) key
sending states. A Red Cell represented North Korea,
and two Orange Cells represented China and Russia.

* There was disagreement within and among the Blue
and Green Cells about how facing losses would affect
Kim’s calculus. Loss aversion bias and prospect theory
suggest that individuals facing losses become more risk
acceptant. Perhaps due to this, some Blue and Green
Cells’ recommendations that were designed to escalate
to de-escalate, such as a strike on Kim’'s Wonsan
Villa, ended up exacerbating the problem. This was a
particularly stubborn bias. Early in the TTX, members
of the control team alerted the participants to the effect
of loss aversion bias; nonetheless, this did not seem to
affect the discussion.

* As the TTX continued, Blue Cell participants struggled
with Red and Orange Cell intentions. Blue Cell
recommendations were designed to entice Pyongyang
and Beijing with a return to the status quo. A Red Cell
participant noted the United States was mistaken
because establishing a new normal had become
more attractive and attainable. Blue Cell participants
therefore demonstrated mirror imaging bias, illusion
of asymmetric insight, illusion of transparency, and
optimism bias.

* Attimes, Blue, Green, Red and Orange Cells interpreted
the same events very differently, leading to more
divergent perceptions that exacerbated the challenge
of understanding adversary intentions, signals, and
behaviors. The Blue Cell based some of its proposed
countermeasures on faulty projections of Red Cell
perceptions and beliefs. For example, the strike on
Kim’s villa and other threats to induce capitulation
showed evidence of mirror imaging, confirmation bias,
and hot-cold empathy gap.

INSTITUTIONAL AND CULTURAL BIASES

In the TTX, the Blue Cells all identified the restoration of
deterrence as a key objective. However, they struggled
to break out of a reactive, tit-for-tat posture that prioritized
retaliation over consequence management, risk reduction,
and assurance. There is a uniquely US version of action
bias discussed by Richard Neustadt and Ernest May in their
seminal work Thinking in Time: “Americans in public life have
been habituated by national history . . . to ‘can do’ beliefs.
Anything we seek we can accomplish; implementation follows
automatically from decision, assuming enough will.”?? In the
TTX, this bias inspired confidence in a can-do attitude and

22. Richard E. Neustadt and Ernest R. May, Thinking in Time: The Uses of History for Decision-makers (New York: First Free Press,

1988).

I
ATLANTIC COUNCIL



Limited nuclear attack in East Asia: Guardian Tiger Ill

prioritized solutions that came from US initiative rather than
that of adversaries. In the TTX, it contributed to a retaliation-
centric strategy that sought the restoration of deterrence but
ended up degrading it. Hyperbolic discounting (valuing short-
term gains over longer-term ones) might have also played a
role. The Blue Cell participants’ unwillingness to communicate
and compromise with Red and Orange Cell participants might
have stemmed from hostile attribution bias. Red and Orange
Cell participants said the Blue Cell rejected their proposals
out of hand and refused to negotiate in good faith even when
presented with solutions that reduced risk. Zero-risk bias
might have also played a role.

Multiple participants attested to the fact that the
declaratory policy shrunk the analysis within constraints
that obscured ideal solutions. This is an example of
framing bias and anchoring bias. Similarly, one Blue
Cell participant said the tendency to fall back on a
framework of high-, medium-, and low-risk damage
assessment options obscured a more assessment-
grounded analytic process.

Last, one Blue Cell participant said thatthe TTX revealed
how the United States is struggling to cope with the fact
that the US—South Korea alliance might no longer have
escalation dominance in Korea. This is perhaps a form
of plan continuation bias (continuing to apply an old
framework after it loses its relevance).
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APPENDIX B: SUPPLEMENTAL RECOMMENDATIONS

By Andrew Brown, senior adviser

In addition to the top priority recommendations identified
above, the following are additional actions we recommend to
address the key findings.

Additional hardened in-theater aircraft shelters: The
DTRA—supported by USSTRATCOM and in concert
with USPACOM, USFK and USFJ—should identify viable
options for adding additional hardened in-theater
aircraft shelters that can accommodate dual-capable
fighter aircraft to enhance resilience during a conflict.
Distributing the additional hardened aircraft shelters
across multiple in-theater air bases would add greater
agility and complicate adversary planning and targeting,
while also enhancing deterrence.

°  Such shelters would provide additional options
to policymakers and military commanders for
either rotational deployments during peacetime
or contingencies during a crisis or conflict. The
various options—such as hardened aircraft shel-
ters for F-35A aircraft carrying B61-12 bombs—
would depend on threat perceptions and political
considerations, but the political considerations for
hardened aircraft shelters in allied countries would
likely be less significant than for dual-capable air-
craft themselves—and likely less than for actual
nuclear weapons.

In-depth study of implications of modified or newly
fielded weapons systems: US Pacific Command—
supported by DTRA—should lead an in-depth study
regarding the potential implications of modified or
newly fielded weapons systems in the Indo-Pacific, such
as an SLCM-N or a modified version of the F-35B aircraft
to internally carry B61-12 bombs. This would include
assessing how such systems could provide additional
options to policymakers and military commanders
during an LNA-related crisis or conflict.

o For SLCM-N, this would involve how it could
provide in-theater LNA-related options, given the
stealth of its launch platform, without the political
considerations of positioning more visible nuclear
attack platforms such as in-theater dual-capable
aircraft. It would also provide messaging options
regarding what (and how much) information to
publicly reveal regarding such capabilities being
positioned in theater.

o Forthe “B” variant of the F-35 aircraft, its short take-
off and vertical landing (STOVL) capability would
provide additional positioning options for dual-
capable aircraft in theater beyond the limitations
of air bases with traditional-length runways, which

would complicate adversary targeting of US DCA
and reduce their perceived vulnerability to LNA.

Improve US and allied interoperable missile and
anti-drone defenses: The United States should work
with allies to develop and field improved capabilities
to defend against missile and drone attacks, to include
new technologies, expanded force structure, improved
posture, interoperability of systems, and magazine
depth of interceptors.

Partner with allies regarding declaratory policy:
The United States should work with allies to develop
rameworks and terminology for assessing LNA and
considering parameters of response and how these
relate to declaratory policy, to include potentially
adjusting declaratory policy to focus on holding
individuals accountable rather than the whole regime.

Model nuclear effects: DTRA should lead an effort to
ensure releasable capability to rapidly characterize and
model nuclear effects in the immediate aftermath of an
LNA sufficient to inform US and allied political leaders
and publics.

Understand effects perceptions: Designated US
government-supported or contracted organizations
should conduct surveys to better measure shortfalls
and misperceptions in US and allied civilian and military
personnel’s understanding of nuclear weapons effects
andtheir fears, to better focus psychological preparation
and resilience measures.

Encourage allied activities: US government and military
organizations conducting activities to prepare and train
for LNA should include allied participants or observers
as much as possible, and should enable and encourage
allies to repeatedly include nuclear attack scenarios (or
at least radiological threats) and civilian consequence
management in their own tabletop exercises, civil
defense drills, and military and civil exercises.

Build allied capacity: The State Department should
lead an effort to encourage and enable allied capacity
building and international cooperative measures that
would be applicable in disaster scenarios and LNA
consequence management.

Work with Republic of Korea (ROK) STRATCOM:
Led by USFK, the United States should work with
ROKSTRATCOM to integrate its capabilities into future
alliance exercises and response approaches, even
outside of nuclear attack scenarios.

Leverage training for multiple adversaries: US military
and government organizations should leverage training
and preparation for a North Korean LNA as opportunities
to also enhance preparedness and deterrence against
an LNA by China or Russia, and vice versa.
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Ensure preparations: US military and government
organizations should ensure that preparations for
nuclear consequence management and risk mitigation
are already in place or require little additional decision-
making and analysis during crisis—ideally pre-delegated
authorities to execute preparations once conflict begins
or nuclear escalation appears imminent.

Work with allies on consequence management:
Led by the State Department and the United Nations
Command (UNC), US government and military
organizations should coordinate with South Korean
and Japanese counterparts to prepare, exercise, and
plan rapid international interagency, local government,
and nongovernmental organization contributions,
particularly from United Nations Sending States, to
support consequence management in the event of an
LNA.
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APPENDIX D: GUARDIAN TIGER 1lll TTX SUMMARY AND

KEY TAKEAWAYS

By John Park, senior adviser

OVERVIEW

The Guardian Tiger Ill tabletop exercise was designed to
synthesize and develop new insights on the project's key
research question: “How should the Pentagon—in concert
with key US allies—prepare for and respond to the risk of a
limited nuclear attack in East Asia over the coming decade?” It
was designed to address a series of questions.

* |sthe threat of LNA credible?

* What are the thresholds and drivers for initiating an
LNA?

e How do we define and assess LNA?

* Are the effects of LNA considered manageable or
catastrophic?

* What are the psychological, political, and operational
effects of an LNA or threat of LNA, and how can they
be mitigated?

* What are the trade-offs of preparing for an LNA versus
other priorities prior to and during a conflict?

e What are the key political-military factors for LNA
deterrence, preparation, and response options?

The participants were organized into a Blue (US) Team,
Green (allies) Team, Red and Orange (adversaries) Team,
and Control Team, together totaling more than one hundred
participants—primarily government and military, with a handful
of nongovernment experts—from seven countries: the United
States, South Korea, Japan, select UNC Sending States
(Australia, France, and the United Kingdom), and Sweden. The
Blue Team consisted of three cells of up to twenty members
each, representing different echelons: a National Interagency
Cell (approximating National Security Council processes), a
National Defense and Military Cell (addressing considerations
for the Pentagon and relevant Joint Combatant Commands),
and a Korean Theater Military Cell. The Green Team consisted
of three allied cells to represent South Korea, Japan, and
key UN Command Sending States, including participation
from those respective countries. The Red and Orange Team
included three adversary cells—North Korea (Red), and China
and Russia (Orange)—with current and former US government
experts on these adversaries.

The scenario was set in 2032 in the context of an ongoing
conflict that North Korea did not appear to be winning, and
was therefore designed to provide North Korea with plausible
conditions to initiate some form of LNA in the context of
ongoing conflict, at the start of each of four turns.

SCENARIO BACKGROUND

By 2032, North Korea’s military capabilities had continued to
increase, but at a price. The domestic situation had grown
strained due to the regime’s lost grip on the information
environment, amid rumors of preparation to name a successor
to Kim. Other elements of the scenario were as follows.

* Russia, despite a pause in the war in Ukraine, enabled
North Korea’s qualitative and quantitative military
growth; China bolstered North Korea’s economy
and diplomacy; China has grown more assertive and
capable militarily in both the Yellow (West) Sea and the
Taiwan Strait.

* South Korea’s military capabilities improved, but
it remained non-nuclear and allied to the United
States, with adjustments to Combined Forces
Command wartime operational control. The South
Korean population had a low tolerance for North
Korean aggression and Chinese economic coercion;
ROKSTRATCOM was fully mission capable with
precision strike capabilities against mobile and
hardened targets.

e Japan’s Joint Operations Command was fully
operational, closely coordinating with USJAPANCOM
(former United States Forces Japan with a warfighting
mission and capability) for defense of Japan and
area; South Korea—Japan—US trilateral cooperation
continued, but with no major breakthrough; Japan
reinforced defenses around UNC rear bases and
developed liaison with UNC staff.

* It was an election year in the United States. US
capabilities and posture in the Pacific had improved
overall but were primarily focused on China. National
(@and theater) missile defense improved dramatically
but did not outpace the growth of the North Korean
threat. USKORCOM (former USFK) remained small,
with qualitative upgrades for command, control,
communications, computers, intelligence, surveillance,
and reconnaissance (C4ISR), missile defense, and
aircraft enabling US combat operations, but primarily
enabled wartime force provider to CFC.

* UNC staff and training strengthened; Australia, France,
and the United Kingdom (UK) played leading roles.

o Australia’s military cooperation expanded with
South Korea and Japan; an Australian three-star
served as the deputy commander (DCDR) of UNC.
The trilateral Australia—US—UK submarine program
remained on track with Submarine Rotational

I
ATLANTIC COUNCIL



Limited nuclear attack in East Asia: Guardian Tiger Ill

Force-West operating with US and UK submarines,
including Australian officers.

o France grew and modernized its military, expanding
its role not only in European security, but also in the
Indo-Pacific and on the UNC staff.

e UK force modernization continued, maintaining
strong NATO engagement while the UK remained
outside the European Union, and expanded its
presence in the Indo-Pacific and on the UNC staff.

Key elements of North Korea’s military capabilities had been
on a path of improvement for more than a decade, including
serial production and employment of systems first tested in
2019-2025. These capabilities were enabled by Russian
support and technology transfer, domestic development, and
espionage, along with sanctions evasion to obtain commercial
dual-use technologies and materials, particularly from China.

* Growing numbers of new mobile close-, short-, and
medium-range ballistic missiles with mobile launchers,
along with maneuvering (hypersonic) re-entry vehicles
and cruise missile systems, increasing the capability
to evade or overwhelm defense and the accuracy to
hit targets with conventional, chemical, or nuclear
warheads.

* Anincreasing number and sophistication of unmanned
aerial systems, including various types for tactical,
operational, and strategic reconnaissance and

targeting, as well as attack capability, including possible
nuclear armament.

Unmanned underwater vehicles, including extended-
range nuclear-capable platforms.

A small ballistic missile submarine capability, sufficient to
reinforce North Korea’s second-strike nuclear capability
against targets in Northeast Asia and expand attack
vectors to challenge South Korea’s missile defenses.

Mobile liquid- and solid-fuel intermediate-range
ballistic missiles and intercontinental ballistic missiles,
with multiple re-entry vehicles and defense evasion
measures to pose a credible second-strike nuclear
threat in the region and to the continental United States.

Enhanced cyberattack capabilities to achieve disruptive
and destructive effects, particularly against civilian
targets.

A growing stockpile of fissile material and nuclear
warheads, including previously tested fission and
thermonuclear warheads, as well as tested low-yield,
small tactical nuclear warheads.

New mobile surface-to-air and anti-ship missile systems
to boost the defense of North Korea’s airspace and
coastline.
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TTX FLOW HIGHLIGHTS

Prior to the start of the TTX, North Korea had launched a limited attack against South Korea’s northwest islands, and the conflict
escalated beyond North Korea’s original intent. See Figure 1 below.

Figure 1. Road to war visual summary

Road to war
visual summary

NK aggression; ROK retaliation; NK escalation, threats and ROK
reaction; PRC responds, Russia supports NK

3 days ago, NK conducted sub, drone, and missile NK escalated with chemical strikes on ROK military
attacks against ROK patrol vessels, ISR aircraft in facilities in isolated areas NW of Seoul, threatened
Yellow (West) Sea, launched drone, missile and nuclear use; ROK sought US support

rocket strikes on ROK bases on Northwest Islands,

PRC demanded de-escalation; increased military
cyberattacks readiness, ISR, air defense; postured forces near NK
ROK retaliated strongly against a range of NK military

o Russia backed NK with political messaging, in-
targets after notifying US

creased military readiness IVO Vladivostok, air and
maritime patrols, moved additional advanced air
defense assets into northeast NK

_________________4
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Turn one initiated the exercise when a North Korean autonomous torpedo sank a South Korean warship off the east coast in
international waters, with an underwater nuclear detonation of a disco ball fission warhead.

In turn two, after South Korean-US forces destroyed the Kim family villa complex at Wonsan in response, North Korea conducted
a thermonuclear (peanut) nuclear airburst over the island of Dokdo (Liancourt Rocks) with an intermediate-range hypersonic glide
vehicle, while launching non-nuclear strikes with drones and missiles against ROKSTRATCOM HQ on the south edge of Seoul.
Alliance counterstrikes against North Korean forces continued. See Figure 2 below.

Figure 2. Turn two summary
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Turn 2 key events

US strategic bombers firing missiles and ROK ballistic with ballistic missiles, cruise missiles and UAVs,
missile forces destroyed Kim family villa at Wonsan, destroying buildings; 100+ casualties, minimal
messaged as warning only. operational effect.
US and ROK fighters and strategic bombers Russia increases nuclear posture, SSBNs surge: “NK
conducted a strike on NK naval bases, including has authority to use whatever means at its disposal
Mayang-Do Naval Base, claimed home port of sub to defend itself”

that launched nuclear UUV. PRC places H6Ns bombers on alert; public and

NK fired IRBM with a hypersonic glide vehicle for forceful private statements reaffirming PRC primacy
nuclear airburst over over Dokdo (Liancourt Rocks), in the region, as well as calls for peaceful solutions.
destroying structures and killing two. Beijing strongly warns against any US movement of

NK launched a complex non-nuclear attack against nuclear-capable forces to region.

ROKSTRATCOM HQ on the southern edge of Seoul
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Turn three saw increased US nuclear force posture and deployed dual-capable aircraft (no warheads) to Kunsan Air Force Base.
North Korea conducted a large, complex missile and drone attack on Osan Air Force Base, included a single very low-yield (1.5-ki-
loton notional warhead design) airburst from a submarine-launched cruise missile with minimal fallout and collateral damage,
rendering the base non-mission capable. See Figure 3 below.

Figure 3: Turn three summary
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Turn 3 key events

o PRC military advisors arrived in Pyongyang; US increased nuclear force posture at theater and

attempting to reassure NK, restrain ROK and US; national level, dual capable fighter aircraft deployed

PRC carrier task force moved through Taiwan Strait, to Kunsan Air Force Base; increased readiness

PRC continued increases in nuclear force posture. of ICBMs, bombers, SSBNs, and national missile
o Russia moved in additional advanced SAMs and defenses.

issued messaging supportive of NK self-defense; NK forces launched a complex attack on Osan

attempting to deter/defend against alliance strikes. Air Force Base with hundreds of missiles, rockets,
e NK initiated transition to full wartime posture for ancidiones: The aFta(':k al'so |ncludeq glstibileline

conventional and nuclear forces, nationwide Iaunched'crwse mls.5|.le withi a "?W y'elq.(1'5kt)

mobilization of reserves and paramilitaries. nuclear airburst sufficient to achieve military effects

with minimal fallout and collateral damage.
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In turn four, in an attempt to stabilize the situation, China began to establish a no-fly zone over North Korea, even as Russia with-
drew its air defense forces. Despite the no-fly zone, the alliance responded to North Korean nuclear escalation with a limited
South Korean—US conventional nuclear counterattack in southeast North Korea, paired with an ultimatum to the North Korean
regime to cease hostilities. See Figure 4 below.

Figure 4: Limited US—South Korean conventional-nuclear integrated strikes in turn four

HSINA

Turn 4A initiation
Limited US-ROK
conventional nuclear
integrated strikes

Turn 4A Key Events
The PRC began establishment of a no-fly zone Following their conventional-nuclear attack the US
over the DPRK with fighters and air defenses, while and ROK jointly demanded an immediate cessation
moving a carrier group to waters east of the ROK. of hostilities from the NK.

Russia withdrew its own air defense systems from
the NK.

US and ROK forces conducted limited conventional-
nuclear integrated (CNI) strikes against military
targets in southeastern NK, with one standoff
nuclear strike from a strategic bomber.

_________________4
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North Korea launched an attack with multiple nuclear short-range ballistic missiles (SRBM) armed with Hwasan-31 tactical war-
heads on Kunsan Air Force Base, destroying dual-capable aircraft that had been repositioned there, reasoning that this was a
proportional response to a nuclear attack on its nuclear-capable SRBMs. See Figure 5 below.

Figure 5: Turn four North Korean LNA on Kunsan Air Force Base

IINA :

Turn 4B initiation
NK nuclear attack on Kunsan,
dual-capable aircraft

Turn 4B Key Events

Kunsan Air Force Base, where dual-capable F-35s PRC military ramped up its ongoing efforts to
recently arrived, struck by a complex attack of NK enforce the no-fly zone with fighter patrols over NK
SRBMs, including three nuclear detonations. to attempt to prevent additional ROK-US strikes,

Kunsan Air Force Base rendered non-mission- cefiiliLes moving nEvel sesels eas off 1

capable, with the majority of aircraft inoperable.

_________________4
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Pyongyang rejected the alliance ultimatum, leading to South Korean—US conventional and nuclear strikes on North Korean
nuclear command and control (NC2) and nuclear forces to end the regime and to neutralize North Korea’s nuclear employment
capabilities. This led to combat with Chinese forces attempting to impose a no-fly zone over North Korea. See Figure 6 below.

Figure 6: US—South Korean strikes against North Korean nuclear command and control and missile forces

4INA

Turn 4C initiation
US-ROK nuclear command
and control/nuclear missile

S%J T forces strikes

KORE?Ye

Turn 4C Key Events

US and ROK fighters, along with ROK land-based PRC assets enforcing the no-fly zone engaged with
ballistic and cruise missiles and US strategic US and ROK aircraft leading to fatalities for all three
bombers, conducted strikes against all known and nations.

assessed NK nuclear C2 sites, nuclear-capable The extent of damage to NK facilities and forces was

missile bases, and deployed missile forces. To
enable strikes, US and ROK degraded NK IADs and
intercepted PRC aircraft attempting to interfere.

not immediately clear.

US strikes included nuclear warheads launched
from strategic bombers with long-range standoff
weapons.
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This triggered North Korean pre-planned and pre-delegated nuclear retaliation, which was not adjudicated, but which passed
beyond the scope of how the study defined limited nuclear attack and brought an end to the TTX. See Figure 7 below for the
Red Cell’s assessment of what notional pre-delegated orders for retaliation would be in such an eventuality.

Figure 7: Assessment of incoming North Korean counterstrike at the end of the exercise

In the event NK’s national level command and control is compromised by attacks, unless
leader’s safety is confirmed, NK forces execute nuclear strikes according to pre-approved

operational plan, per law and policy.

We assess, with low confidence, that the strikeplan includes the following:

e US ballistic missile defense systems in Alaska to ensure clear vulnerability of CONUS

° A combination of conventional and nuclear payloads on IRBMs

e Kadena Air Base—further degrade US air sortie generation with Osan and Kunsan now neutralized

o MBRBMs and IRBMs employing a combination of conventional and nuclear payloads

* Guam (Andersen Air Force Base)—targeting strategic bombers

o IRBMs with a combination of conventional and nuclear payloads, employing HGVs

* Oahu—targeting US C2 in the Indo-Pacific and naval assets to impact US capacity to

bring additional forces to threaten DPRK

o ICBMs with multiple reentry vehicles and thermonuclear warheads

* Omaha-targeting USSTRATCOM HQ

o ICBMs with multiple RVs and thermonuclear warheads

e Camp Humphreys—targeting ROK-US C2 on the peninsula

Did NK want US to know this was
the plan?

This is still arguably “limited” but
well beyond what we have seen
so far—also note focus shifting to
US targets.

o SRBMs and CRBMs with conventional and low-yield nuclear warheads, supported by drones

This is a notional assessment strictly for TTX purposes.

OVERALL TTX INSIGHTS: PRINCIPAL
INVESTIGATOR’S PERSPECTIVE

Overall, Garlauskas noted a new insight that TTX participants’
focus on developing a response to the last nuclear event
drowned out the bandwidth to discuss preparation for future
nuclear attacks. It is plausible that a similar phenomenon
would occur in the event of an actual LNA, making
advance preparation of societal and military resilience and
conseqguence management vital, as little leadership or staff
time would be available to make new plans, decisions, or
resource reallocations.

Player discussions suggested that LNA situations bring to
the forefront potential differing measurements on escalation
between the Red and Blue and Green teams, as well as
the lack of a linear escalation ladder in such situations. For
example, the destructive non-nuclear strikes proposed by the

US and South Korean cells on the Kim family’s Wonsan villa
complex, in response to an underwater nuclear attack on a
military target, appeared more escalatory and disproportionate
to the Red Cell than intended (despite the clear message that
it was not intended to hit Kim personally), while also showing
fear of nuclear escalation. Ironically, a nuclear strike on a
North Korean vessel or port would have been viewed as less
escalatory but more resolute.

Even after what was clearly determined to be a limited nuclear
attack on Osan Air Force Base, player discussions suggested
the imperative to apply previously stated declaratory policy
to end the regime (i.e., the Washington Declaration) might not
necessarily be clear and a last chance could be offered. US
and South Korean participants, after much debate, proposed a
limited conventional-nuclear counterattack while still offering
a final ultimatum that, if accepted, could have left the North
Korean regime in power after such a clear nuclear attack.
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INSIGHTS FROM THE ANALYTIC CELL

Unclear criteria and response parameters for an LNA:
Even late in the TTX, the Blue Cell continued to struggle to
determine whether an action taken by North Korea was an
LNA. Pre-establishing criteria for LNA and parameters for a
response would help senior policymakers more efficiently and
quickly determine whether an event should be considered an
LNA.

Too much focus on immediate military retaliation:
The Blue Cell's primary and immediate focus on military
retaliation resulted in less consideration of using other tools
of national power (such as economic tools), as well as the
resulting psychological and strategic effects, including the
role of domestic political considerations and the necessary
preparations to ensure resilience in the face of additional
nuclear attacks.

Prioritized preventing escalation rather than preparing
for it: The Blue Cell responded to a North Korean LNA by
threatening to impose unacceptable costs on North Korea to
attempt to prevent escalation (both vertical and horizontal),
rather than prioritizing preparing to be targeted by additional
attacks, including attacks on the US homeland.

CONCEPTUALIZING RELATIONSHIP OF LNA, CNI, AND PROPORTIONALITY

Table 1. Relationships among LNA, CNI, and proportionality

Stages: Failure of Deterrence
Factors: e LNA, CNI, Proportionality .
* Employment of LNA reveals
failure of deterrence
Effects: .

What CNI and proportionality
means needs to be
re-established

“LNAis plausible, and we need to prepare for it. We need
to figure out how to deter LNA”

—Markus Garlauskas, 1

investigator

Guardian Tiger principal

North Korea’s employment of an LNA is the key feature of
the “failure of deterrence” stage and marks the beginning
of key actors’ efforts to calibrate on what CNI and
proportionality denote. In the “vacuum of deterrence” stage,
all actors first focus on an LNA response but quickly expand
to CNI responses in an effort to re-establish deterrence in a

> Vacuum of Deterrence

LNA, CNI, Proportionality

All actors are (unsuccessfully)
attempting to establish
common understanding of
proportionality by further
employing LNA and CNI

In the process, the actors
continue to create gaps

> Escalate to De-escalate

LNA, CNI, Proportionality

Rapid expansion of escalation

Trying to establish dominance
becomes higher priority

than trying to establish
proportionality

Locks actors into cycle of
reaction feeding into reaction

proportionate manner. However, in practice, their employment
of CNI exacerbates the fast-emerging gaps as the exchange
rate of nuclear versus non-nuclear measures shifts rapidly in
the aftermath of the initial LNA. This dynamic feeds into the
“escalate to de-escalate” stage, in which each actor’s effort to
now establish dominance outpaces prior attempts to establish
proportionality. All the actors become locked in a cycle in which
reaction feeds into reaction with higher levels of escalation.
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KEY TAKEAWAYS: WHAT WERE THE TOP INSIGHTS FROM THE GUARDIAN TIGER Ill TTX TO

INFORM THE BEST MILITARY ADVICE?

Table 2. Key takeaways

Operational insights

Best military advice

Resilience is required to preserve decision space, but it was
too late to take resilience steps by the time LNA occurred.

Be prepared for North Korea to conduct low-end LNAs
long before regime survival is imminently threatened, and
for attacks to come in sequence without time for extended
action-reaction cycles.

The United States, allies, and adversaries do not share
a common, fixed escalation ladder—some non-nuclear
actions can be far more escalatory to North Korea, whereas
any non-nuclear actions by the United States might be
perceived as insufficient by South Korea. Meanwhile, the
exchange rate of nuclear versus non-nuclear measures can
shift rapidly in the aftermath of an LNA.

While an LNA might initially appear to be a standalone
event, it becomes clear that it is a subset of CNI. CNI is

central to preparing for an LNA and for fighting in a nuclear

threat environment.

The declaratory policy to end the regime if North Korea
launches any form of nuclear attack is problematic.
Though perhaps necessary to maintain from an alliance
management standpoint, this policy might not be credible.
It is constraining and could be counterproductive to
fracturing the regime elite. It also might not help in deterring
or responding to a nuclear attack decision by a lower-level
officer.

Set resilience to LNA early, before a conflict.

If DCAs are to be an option, set a resilient theater
posture (e.g., hardened aircraft shelters) with DCAs
prior to conflict.

Ensure threat estimates and theater plans account
for the possibility of early nuclear employment on a
short timeline, even before full wartime conditions.

Ensure both allies’ and adversaries’ perspectives
are taken into account when preparing responses,
recognizing that some non-nuclear threats to the
regime could be much higher on North Korea’s
escalation ladder, while LNAs on tactical North Korean
targets could be both sufficient for South Korea and
short of regime threatening to North Korea.

Preparation, planning, and exercises require the
framework and mindset of CNI even before the first
North Korean nuclear attack. It is critical to apply the
framework and mindset of CNI to the entire theater
warfighting rather than just to the specific response
to a given LNA.

Refine declaratory policy to focus on holding specific
perpetrators responsible rather than the regime as
a whole, in order to provide flexibility, disincentivize
nuclear attacks as a way for Kim to enforce loyalty
by “burning his ships,” and achieve sub-regime
deterrent effects on lower-level personnel who could
receive orders in extremis or pre-delegated orders.
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APPENDIX E: LIST OF ACRONYMS

CNI: Conventional-nuclear integration
DCA: Dual-capable aircraft

DHS: Department of Homeland Security
DIA: Defense Intelligence Agency

DOD: Department of Defense

DTRA: Defense Threat Reduction Agency
EMP: Electromagnetic pulse

GCC: Geographic combatant commands
IC: Intelligence Community

ICBM: Intercontinental ballistic missile
IRBM: Intermediate-range ballistic missiles
IST: In-service training

JCS: Joint Chiefs of Staff

JS: Joint Staff

LNA: Limited nuclear attack

MISO: Military information support operations

NDU: National Defense University

OSD: Office of the Secretary of Defense

PME: Professional military education

PRC: People’s Republic of China

ROK: Republic of Korea

SLCM-N: Nuclear-armed sea-launched cruise missile
STRI: Strategic Trends Research Initiative

TEL: Transporter erector launcher

TTX: Tabletop exercise

USD P&R: Under secretary of defense for personnel readiness
USFJ: United States Forces Japan

USFK: United States Forces Korea

USPACOM: United States Pacific Command
USSTRATCOM: United States Strategic Command

WMD: Weapon of mass destruction
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